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The 2047 [nbermational Conference on Cyber Confick W.E. (CyCon UE ) wall
take place 7.8 Mov 2017 at the Ronald Reagan Bulding in Washington 0.0,

F]

CyiCon .5, is a premier conference on oyber conflict. It provides s venue for
fresh ideas, rebevant and achonable content, insight o future trends, and
acceEss o industry, governmenst, and miltsry lzaders, cyber innovators, and
picnesrs in the discpline, The conference promotes mulbdisciplinary cpber
inibiatives and furthers resesrch and cooperation on cyberthrests and
oppoetunities,

CyCon WS is 8 collsborative effort betmesn the &rmiy Cybsr Insttute st the
United States Mditary Acadamy and the HATD Coaperabye Crbar Delancs
Centre of Expallance, CyCon LS, complements the CyiCon Conference hald
asary fprang in Estania, The conferencs o alse techrically co-spansored by
IEEE Comrputer Sooiety.

CyCon U8, 2017 Theme: The future of Cpber Conflict

Cybarspace has smerged as the fifth domain of conflict that permestes the
other Four domains of land, ses, air, and space, Cybarspacs dramabicslly
impacts opportunities, provocations, and threats between allies, adversanes,
competitars, snd industry, Ceber redafings social nosmative behaviors @
our secieties and challenges current paradigrns of corflict. The ubiguitous
nature of cpberspace combined with emerging technologies and scientific
breakthroughs such as quantum computieg, machme l=aming, Big Dats, snd
redotics greatly expands batlespace and even redefines the conceats of war
and pescs, CyCon ULE, wil sxplors e fusgrs of Cpbar Conficr amross 5
spectrurmn of techrocal, lagal, politicsl, military, and scangmic positions and

research,

CyCon U5, seeks technical, legal, paliical, military, and sconomic positons
and resesrch releted to The fufors af Cpber Conflict in the areas of;

Cylbar Doplomacy

Crbarsecurity strategies and policies

Miltary steategy and doctrine

Government, incusiry, and acadenis cooperation

Cyber workforoe developrment and readiness

Best practices in cyber education

Inteligence fuzion and stuationsl awarensss
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Decedelassid = decodeddyLea
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o Netwf.bat: BF#1T netwf.dll
o netwf.dll: Blfazk

ZHENEFSERAT 2 B AN -

« HKCU\Environment\UserlnitMprLogonScript, FF#1T netwf.bat 3z

o XTLAT CLSID By COM XT&REM$: {BCDE0395-E52F-467C-8E3D-C4579291692E},
B2& MMDeviceEnumerator #J CLSID,

ZWEE B Z At A X w7 A

REH rundli32.exe (RS R ordinal #1) HITHE . WRHIT COM Xf&&0#E, MK
explorer.exe 1T . EXFIERT, explorer.exe £1% MMDeviceEnumerator 82411k,
HITHEL.
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Cra

ur:lrf and hash
Same order and hash
Same order and hash
Same onder amnd hash
der and hash
Same nr:l:f and hash
Same order and hash
Same onder ad has
Same order and hash
Same order and hash
Same order and hash
Same order and hash
Same order and hash
Same order and hash
Same order and hash
Same onder amnd hash
Same order and hash

sub_100035F2
AlocabionHesp
sub_ A

11
3
1
1
1
1
1
1
1
T
1
3
1
4
7
T

sub 100040
sub_

sub_ 100

sUb_

sub 100058032

il = En B

Same order and hash

Lin= 1 of 149

EZABEERNR, WEEFERT Office IR EIEARLEY, 7 Office Word
HEPHITRE .. FAKEERH, EEREFEREMARERGEE, mM2H
rundll32.exe FEFRM IR R FHITHE .

WHELER T—EEE, Gl EiMA+ERE XOR Z4H. FHATT SRk A S a9%4A
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MUTEX ZfRt23#E 28 : FGO0NnxojVs4gLBnwKc7HhmdKOh

il s

push
mov

push
push
push
push
push
call
pop

pop

mov

push
push
push
call
mov

call
push
mov

call

pop
test

jz

; Attributes: bp-based frame
MutexCreation proc near

arg 8= dword ptr B8

ebp

ebp, esp

ebx

esi

edi

1Ah

offset unk 18867108 ; FGE@nxojVs4gLBnwkKc7HhmdKeh
Decode

BCHK
BCHK

esi, eax

esi ; lpName

1 ; bInitialOwner

@ 3 lpMutexaAttributes
ds:CreateMutexa

edi, eax

ds:GetlLastError

esi 3 lpMem

ebx, eax

sub_18883AC4

BCK

edi, edi

short loc 18882F43
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