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AT 2 Microsoft 15 /= EF K ATRIRE :

o CVE-2017-0221
 CVE-2017-0222
o CVE-2017-0224
o CVE-2017-0227
o« CVE-2017-0228
o CVE-2017-0229
o« CVE-2017-0235
o« CVE-2017-0236
o CVE-2017-0240
o CVE-2017-0266
o CVE-2017-0272
o CVE-2017-0277
o« CVE-2017-0278
o CVE-2017-0279
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Adobe Flash

Adobe B % i&H T Flash Player W2 £ B #iRIEERNFMINRE, XLRE—E#HFIAR
RES S| & mIERIMIT. BT Windows 8 #1 10 &1, Flash Player 25 /4% Internet
Explorer 1 Edge #, E itk Windows Z X LRIAMEMN. BXIEHER, HaELLASH
Adobe HY Flash Player &\ &5 .

Internet Explorer/Edge

£ Internet Explorer. Edge XA SE 8 E ARIMIA S| BEHF LI T ZNREFHRIRRE
A HINX L REZRE A Internet Explorer. Edge 1 Chakra (BIZAS|E) A BAGFHITS
HARNEFELR. MRYFTHASMELEFHRIZITHIMNTT, BHEFEIZR AR RIFE
f, FIAXLERESHEERBRIT,

CVE: CVE-2017-0221, CVE-2017-0222. CVE-2017-0224, CVE-2017-0227. CVE-2017-
0228, CVE-2017-0229, CVE-2017-0235. CVE-2017-0236. CVE-2017-0240. CVE-
2017-0266

Windows SMB

# Microsoft fR3585iH/ 28R (SMB) 1.0 &I T ZANwiRE, BEE A F X LRRAEBREN
EBITIEERTG. RIE Microsoft FIAE, REFHIMEMKIEE BT Z45RL T KRS
(1&4012) 5 F]EHRY SMBv1 BR$25) FIFXLERIE.

CVE: CVE-2017-0272, CVE-2017-0277. CVE-2017-0278, CVE-2017-0279
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# Microsoft TR HRIIFSI R LM T —NEE, WREFESERNGIFEFSILEERD
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https://helpx.adobe.com/security/products/flash-player/apsb17-15.html
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0221
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0222
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0224
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0227
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0228
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0228
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0229
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0235
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0236
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0240
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0266
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0266
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0272
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0277
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0278
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0279
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0290
https://t.co/wN5whwEzt1
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o« CVE-2017-0214
o CVE-2017-0220
o CVE-2017-0226
o CVE-2017-0230
o« CVE-2017-0231
o CVE-2017-0233
o CVE-2017-0234
o« CVE-2017-0238
o CVE-2017-0241
o CVE-2017-0242
o CVE-2017-0244
o CVE-2017-0245
o CVE-2017-0246
o CVE-2017-0248
o CVE-2017-0254
o CVE-2017-0255
o CVE-2017-0258
o CVE-2017-0259
o CVE-2017-0261
o CVE-2017-0262
o CVE-2017-0263
o« CVE-2017-0264
o CVE-2017-0265
o CVE-2017-0267
 CVE-2017-0268
 CVE-2017-0269
o CVE-2017-0270
o« CVE-2017-0271
o CVE-2017-0273



o« CVE-2017-0274
o« CVE-2017-0275
o« CVE-2017-0276
o CVE-2017-0280
« CVE-2017-0281
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NET

7£ NET Core #1 .NET Framework F 4 M HEE T Z£INgELTRIE. HIL CVE-2017-
0248 &7 NET Core #1 .NET ‘AR eETEHIEIER . HKEERBEFCERATHERIEE
KARERTZRIEMIEEE, EFAFR.

DirectX

RYFHERE T DirectX ERARTRG (dxgkml.sys) REIAURFRIR. I CVE-2017-
0077 REAANERMRMMESRTER. MR ETHREHKES B AR
A, WEEBRANLTR LR
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Microsoft i}l ¥a g5

#£ Microsoft Internet Explorer #1 Edge X MHEE T ZNFE. Hb, BNFEIERZ Edge
R SR AR (CVE-2017-0233. CVE-2017-0241) , —/N & |E hRIAEIRITIRE
(CVE-2017-0226), —1 =2 |IE FHIRLIhEES TR (CVE-2017-0064), — N 2lSTsR i
iWiE (CVE-2017-0231), TH—/N& ActiveX 15 2 & ®iE (CVE-2017-0242).

Office

7£ Mac #1 PC kit Microsoft Office P X IMHEE T 2 MEERBNITRIE. HMXLFE2
EARFEHPROLIBES XA EH, SBRERIFUR SR EINIFE THEERBEIRN
1T. MRZFEEETNRGETFERSZBEHEM Office AT Z 45518 3THY Office 3044, I
HTEMENSHFAXLERE. TR AXERENKEENSIEETHENIE, ELkRK
Hh, APEfTAREERENEEMH.

CVE: CVE-2017-0254. CVE-2017-0261. CVE-2017-0262. CVE-2017-0264. CVE-2017-
0265, CVE-2017-0281


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0248
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0248
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0077
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0077
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0233
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0241
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0226
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0064
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0231
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0242
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0254
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0261
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0262
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0264
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0265
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0265
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0281

Sharepoint

7£ Sharepoint Foundation 2013 A IMHIEE 7 ik SIA (XSS) iwiE. LI CVE-2017-
0255 BREANELMEIRE T mZ ARS8 4 HH) Web 15k, MNMATEEILBIEEEEFATH
FPIMEREBITHA. XEETUFALRDZBEERES, KB mAPRITERE.

Win32k

£ Win32k FRGHFLIIHEE T=NRE, BEEFTH A XLREBRGHARNRIGRENK

FRGEHHRER. HFFEANRRE (CVE-2017-0246. CVE-2017-0263) A RFA LR,

i 58 =R (CVE-2017-0245) AE DR ERE, ARSMEXTRENPRES . LI
=N IRIEE R AARERNRIEFREERCIERNEFRAONR, WEEAERNBENRNT
SRS A .

Windows COM

7£ Windows AHXRIZE (COM) FEIHEE TR MURARRRE (CVE-2017-0213 #0
CVE-2017-0214) . CVE-2017-0213 13 #E Windows COM Aggregate Marshaller R 2 & H
COM Marshaller 0323 OEKAI AN ER. LI CVE-2017-0214 REAEMBEZ /I E
SEIEFRMNEMAAS, HaE T ee7e e 32 ERF At imiE .

Windows DNS
7£ Windows DNS R84 MH1EE TIEL R SRR (CVE-2017-0171). HIL CVE-2017-

0171 Z2EA “SRB[ECEAMMAERIHITNER" , AIE DNS EiFRH AN ER.
e, EEBEETUAFMALRRE, SEEVTRE.

Windows GDI
7£ Windows B2 & &1 0 (GDI) A& HEE T EEKRZRE, IHETF R ZR R

TEHRAZHNER. WiE (CVE-2017-0190) AHAN R IFHREHEEBRAZ EMITEERE.
BE, WHEAFILRRSHthREERE AR TEERE.

Windows Hyper-V

7£ Windows Hyper-V RZEIHEE THRA KRR S iziwE (CVE-2017-0212) &%
FHAR SRR T EE#HALEE vSMB HHEE.


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0255
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0255
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0246
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0263
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0245
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0213
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0214
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0171
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0190
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0212

Windows R#%

# Windows A#Hh X AHEE T ANIRE, EFOANAEBRERE, —NANRARRE
B. ANRELIAEELARNFEHIRILEST RN ER.

ARPHITE SR AEERNN ARSI EEF A XL R/EHKEH—SREEVAENE
B (EHIEERERFEE) ‘JZ%%%?%%MRBE;Exé% HEEMN RS, 51=, dF
WRFRiRIE (CVE-2017-0244), £-T x86-64 ARG EIBIELIRZ A SR .

CVE: CVE-2017-0175. CVE-2017-0220. CVE-2017-0244. CVE-2017-0258. CVE-2017-
0259

Windows SMB

7 Microsoft AR 55 35iH2R (SMB) 1.0 h &I T ZN IR, XLLiw R AEZEIEEN LSFHEE
RS RIS uﬂiﬂgo H X L iR = E A =R E AR SMBv1 1B KR A ER-

CVE: CVE-2017-0267. CVE-2017-0268. CVE-2017-0269. CVE-2017-0270. CVE-2017-
0271, CVE-2017-0273. CVE-2017-0274. CVE-2017-0275. CVE-2017-0276. CVE-
2017-0280
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AT MRLER Microsoft A%, Talos &7 A FHNISRARRIX LR, 1515, Talos R¥KA]
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FHANPER, FESRAEEH LK Snort.org.
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42820-42821 (iFERT CVE-2017-0290)
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0175
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0220
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0244
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0258
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0259
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0259
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0267
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0268
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0269
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0270
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0271
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0271
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0273
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0274
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0275
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0276
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0280
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0280
https://www.blogger.com/profile/09794908020114943712
http://blog.talosintelligence.com/2017/05/ms-tuesday.html
http://blog.talosintelligence.com/search/label/Coverage
http://blog.talosintelligence.com/search/label/patch tuesday
http://blog.talosintelligence.com/search/label/Snort Rules
https://www.blogger.com/post-edit.g?blogID=1029833275466591797&postID=2294988251466205553&from=pencil

