Cisco Blog > &4

Bt H A

RN 7

s
AITEDL: TXFERRT

ﬂ Marc Blackmer

2018 £9 A 13 H - 3 &i¥ie

BEEFR-NFE, RE-—EERRIE WL, ISEFERE e
NEZREEN. SR, ZNRIBIFEMIKIR, BRWNTIRRIEE L TEFE
RAERRE. REBANEFRAE LS. EERSIFRNE, ZIAERNFE)
AREHBNBERERERIESN. BRANTAERET WS, Ffb(]
RSN ENEENICTRITHIRRE T —E,

A, XMERLTRBE TREeE. BRENSILESFIRAERWBR, M
T HEE R AR R BB BNt T A #HaX 4 B 4.

EXHEER R —MEBENFFREERG. BEEY, XIMERRAE
ZEEBNRFEAFTIBIT, MAREME LRIXHPIET, XSBERERKN
Mk, AAREARIEMX M. EEREMMTRSEMNRN, RASZEE
Rt EVEF BN, IMEERHESEX.


https://blogs.cisco.com/�
https://blogs.cisco.com/category/security/�
https://blogs.cisco.com/author/marcblackmer�
https://blogs.cisco.com/security/in-pursuit-of-invisibility-fileless-malware#comments�

X BRI LIBEE MEE, BEWIGFEHANLE, ERERIEMIEE
RS —. TRZLET, EEXRERRENASTREGITEMITHT
X, XMEFMBEN XM NRR. RE, XMERRGSERGANEFFIE
17, FRINEERHER (10 Windows PowerShell 1 Windows
Management Instrumentation [WMI]) k&£ dG. BTFiFZ T2 ARBHE
EXELAER, FEXMEERGEAZHEAM, FEEEHISEULE.

2017 &K, BEl Talos BIMEREIN &% 7T —REEXE, NME—MEH
DNSMessenger BFT B EXXHHERER 4. (BAIUELLL 2 REXRER

% DNSMessenger FIEE X E) REHE @I AL EE KEZREH Word
Xt HEERAFEXHYERE. BAR, RERBS) Windows PowerShell
RIA, BOEE WMI AR ER B BT, 2SR 51X L < BXRY DNS
TXT X EF—PHIES

B A RO RE R SRR MR AT AN B XM, EAETLRE
X, FEBERESIIYPNEEREENS/ZHI DNS iLRH. ME
FTXHRNAERE, —IIHSEHRIER, DAETEM DNS FREA BEILN
XA B

X EERMHEEFERANS — MR REHCHE—THEMFEMN
Windows ¥ftRING., €2~ mEF ST IMRDEREERYE. MK
SESEENME, FLk, R PowerShell HIAEECIMERT, SRINZES
LFEHELTRE. FENSEIMRMEBALEE. B, BETFXHEERRER
MASIKEME XMERD, XFTEEBTIRETIEMG IR M RITAIZL IRIR
PR,

XEQZILNRA], R T REESWMEEE0EF A AEHREMRIIT A
RERRZBWRO.

HEENERZE —MNRIER, KA BFMEFE. IS HSMHEE,
SRR ZA, M ARBEENMNERRGEE R, MARZ2FRPEAR
ZAEAVRAMSL I TE Ik, Bt SE EH, NEBI—MTERATE
AP A XEE N Z I E. AMIFEEMELEMSEIERE; FTEMEHH


https://blog.talosintelligence.com/2017/03/dnsmessenger.html�
https://blog.talosintelligence.com/2017/03/dnsmessenger.html�

PREEM; FEELROTEEAE, FERANEAE, WRMERET
DRSNEIRIRH RS, S8 MG EEENE N, FEEMENER
APHZFZER, &IFETBMCFEEI.

YEE R, BATATEMXLE B, MEAPLUREESZMLE, &k, i
E TN T X BRSNS, Flanig DNS kPR ERNRH A
BT REEEMSHRE Windows ;THRITAE.

BTIR, BAIIMBTZEE84. 81T 1000 {255 DNS &R FIWEENEIE, =
RAIE 200 ANEEREER, B MERARTIERE, BLEERMERET
BEREITEITHR. BTRNUAREEMEE. K. Web, =. HBHM
X, BEEATFIU T RBESARAEFMRNEIESER. HIRRAEH
RARBERARINNEN L2 mAST, MMAERREEIFRIERP.

MREETHREREXHTERGNEZER, 15503 CmitERY Talos
BEXEURIILCHEEEEXE., XMEEEXENEE#Y|L T A1
ZRITXMEE RGBT, —WBE, BIMRREEI AN EZ&ER K
HNLZ 2 ERREHENMEUE RSB ERIRA.

*ETERDE? ZREF e N, 2EW.

EWOX LI RIBSCE ? 11T Threat of the Month & &%, K& THEE]
R INBOFT BB

MR

e AMP

o EXHEERH
o LRI

s k&

e AR

e Threat of the Month


https://blog.talosintelligence.com/2017/10/dnsmessenger-sec-campaign.html�
https://www.cisco.com/c/en/us/products/security/index.html#~stickynav=3�
https://engage2demand.cisco.com/LP=11610?ccid=cc000154&dtid=odicdc00092&oid=evvsc010126�
https://feedburner.google.com/fb/a/mailverify?uri=ThreatoftheMonth&amp�
https://blogs.cisco.com/?tag=amp�
https://blogs.cisco.com/?tag=fileless-malware�
https://blogs.cisco.com/?tag=malware�
https://blogs.cisco.com/?tag=security-2�
https://blogs.cisco.com/?tag=security-thought-leadership�
https://blogs.cisco.com/?tag=threat-of-the-month�

	潜行匿迹：无文件恶意软件

