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3. R TalosH 7t A piiEid Wi m T2, KIVEERET 220kl switchi A #ATHTTP GET
AR, IRRW, BB T IR ERAE . SR, IR, B R RS E R

vy = InternetOpenAal®, 1u, @, @, @);

us = InternetOpenUrlaius, &=zUrl, @, @, 9x84000000, 0);:/ Y ; “http: /fuuww, iugerfsodplifjaposdfjhgosuri™, |

ifF [ ws )

[
InternetCloseHandlal wi]);
InternetCloseHandla(wus);
result = B;

H

alse
InternetCloseHandlel ) ;
InternetCloseHandla[@);
sub_ 40803 ) ;
result = B:

return resull;

4. FRMITFEN 5UR Bz KA 5 21— 2 i sinkhole, A RUHIILE T ¥R A HITES) .
S UES AT IME BRI X — AL HEM H 109201745 H 12 H

Domain Name: IUQERFSODPYIFJAPOSDFJIHGOSURIJFAEWRWERGWER . COM

Registrar: NAMECHEAFP IMNC.

Sponsoring Registrar IANA ID: 1068

Whois Serwver: whois.namecheap.com

Referral URL: http://www.namecheap.com

Name Server: HNS51.S5ITHNEHOLE.TECH

Name Server: NSZ2.SINEKHOLE.TECH

Name Server: NS3.SINEKEHOLE.TECH

Name Server: NS4.S5INKHOLE.TECH

Status: clientTransferProhibited https:/Slicann.org/epp#clientTransferProhibited
Updated Date: 12-may-2017
Creation Date: 12-may-2017
Expiration Date: 12Z-may-2018
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jaff decryptor system

Files are encrypted!

To decrypt flies you need to obtain the private key.
The only copy of the private key, which will allow you to decrypt
your files, is located on a secret server in the Internet

© You must install Tor Browser:
https://www.torproject.org/download/download-easy. html.en

@ After instalation, run the Tor Browser and enter address:
http://rktazuzi7hbln7sy.onion/

Follow the instruction on the web-site.
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Indications of Com prr::mis o Edit Rule States || [J Mark All Resolved

= P B AR AL A g
A9, /N R AE SN I B

Exploit Kit Intrusion Event - explof-kit The host may have encountered an exploit kit &g 2013-09-17 16:46:28 &g 2013-09-2006:35:31 3 ﬁ
o

Category Event Type Description Last Seen

CnC Connected] Security Intelligence Event - CnC  The host may be under remate control o 2013-09-17 16:52:11 5% 2013-09-2003:535:45 [3

CnC Connected] Intrusion Event - malware-cnc The host may bé under remaote control & 2013-09-17 20:09:43 - 003-08-1917:32:49 7 - j;%éﬁ&ﬁ %B E@)\,f%%[] I&EE‘ {%j:)*j
— b
! . o R R ) L5 52 PR

MNEGAEH KRuiEk = BEAMPE R AR AR
P IIEE
Nalware Backdoors Commections Nalware Detections
ExploitKits 0ffice/PIF/Java Compronises o KU IN IC&CIER:, 1

Web App Attacks Malware Executions T T 28 2 AR R =5 B AH 1

Dropper Infections i o
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File SHA-256
File Names

File Type

File Category
Curren t Disposition
Threat Score

Trajectory

10.110.10.129
10.0.37.46
10.131.12.103
10.110.10.217
10.0.27.84
10.0.121.73
i0.0.202.0

192.168.0.81

BRI E S

2014-07-29 05:48:56 an gﬂ 10.110.10.129

2014-07-30 04:44: 52 on gﬂ 10.0.121.115
228

42 hosts

25 senders — 35 receivers
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o RIUINE SR B A Locky FINARZAT N

Threat Detected in Network File Transfer (Retrospective]

in
I in work Fi i i
in rk F r

o LR INE BN REBAHIVEANGE L. -

W32,ESFE66F6536.Locky.tht.Talos

Network File Trajectory for e5f66f65...63f55024

IIII'

{} esfesfss...63f55024

INVOICE huangvang.zip () e5f66f65...63f55024
INVOICE qulili.zip © esf66f65...63f55024
INVOICE changyi.zip (© esfe6fes...63f55024
INVOICE huangvang.zip (O e5f66f65...63f55024
INVOICE huangvang.zip () e5f66f85...63f55024

File SHA-2586 esfeafe5...63f55024 &
File Names INVOICE changvi.zip , INVOICE gulili.zip , INVOICE huangvang.zip , INVOICE zhengvi.zip (+1 more]
File Type

File Category
Furrent Disposition C} Malware @,49 I

K

© 2013 Cisco an
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£ A: Octavio Rodriquez [mailto:RodriquezOctavio72730@arcova. net]
#%8i8): 201628168 3:59
WA L
FHi: FV: Paynent ACCEPTED M-145218

3 payment_details_145218.zip( 5.4 K
Dear zhaoyp,

Please check the payment confirmation attached to this email.
The Transaction should sppear on your bank in 2 days.

Thank you.

Octavio Rodriquez
Financial Manager

22:26:34 (GMT +08:00)
22:26:34 (GMT +08:00)
22:26:34 (GMT +08:00)
22:26:35 (GMT +08:00)
22:26:35 (GMT +08:00)
22:26:35 (GMT +08:00)
22:26:35 (GMT +08:00)
22:26:36 (GMT +08:00)
22:26:36 (GMT +08:00)
22:26:36 (GMT +08:00)
22:26:36 (GMT +08:00)
22:26:36 (GMT +08:00)
22:26:36 (GMT +08:00)
22:26:36 (GMT +08:00)
22:26:36 (GMT +08:00)

Start message 797 on incoming connection (ICID 21407).

Message 797 enqueued on incoming connection (1CID 21407) from liurg@catibattery.com,
Message 797 on incoming connection (ICID 21407) added recipient (liurg@catibattery.com).
Message 797 contains message ID header "<919103003115960.5E00882309@catlbattery.com>’,
Message 797 original subject on injection: FW: Invoice Copy

Message 797 (22669 bytes) from liurq@catibattery.com ready.

Message 797 matched per-recipient policy DEFAULT for inbound mail policies.

Message 797 scanned by Anti-Spam engine: CASE. Interim verdict: Positive

Message 797 scanned by Anti-Spam engine: CASE. Final verdict: Positive

Message 797 scanned by Anti-Virus engine Sophos. Interim verdict: CLEAN

Message 797 scanned by Anti-Virus engine, Final verdict: Negative

Message 797 contains attachment ‘copy-liurg_415332.zip".
Message 797 scanned by Qutbreak Filters. Verdict: Positive

22:26:36 (GMT +08:00)

Message 797 Virus Threat Level=3
Message 797 contains attachment types zip
Message 797 quarantined to Qutbreak by Outbreak Filkers rule, OUTBREAK_0021943
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Top users clicked on malicious URLs

Top malicious URLs clicked by end users

2asyncfs.com ] 1.349 user@domain.com 114

Sasyncfs.com ] 1302 user1@domain.com 13
4asyncfs.com Wl 897 user2@domain.com 19
19asyncfs.com ] 866 users@domain.com 18
20asyncfs.com | 697 user@domaincom |1 g
66asyncfs.com 553 userA@domaincom | 5
35asyncfs.com |77 469 userB@domain.com |4

2asyncfs.com |77 444 userC@domaincom | 13
20asyncfs.com | = 380 userD@domain.com | 2

20asyncfs [T 343 user@domain.com |7 1
0 1,000 2,000 3,000 0 1Yo 2;) 30
Number of clicks Number of clicks
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Ransomware Defense Validated Design Guide

SAFE Design Guide

Security Domain: Threat Defense
September 2016
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