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Today’s risk reality

More interconnected than ever

Expanded attack surface

Multi-cloud reality

_ ) A software-defined world
Continuous operatlons

Must keep business running
Automated and

sophisticated threats

Workers connecting High likelihood of a breach

everywhere

Loss of control
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Attack landscape

Advanced Persistent Threats ) CO n Sta ntly EVO |V| ng

C Ransomware )
Unpatched Software
Data/IP Theft
( Spyware/Malware )

Malvertising

Wiper Attacks

( Drive by Downloads

( Man in the Middle )

Rogue Software

C Credential compromise )
Cryptomining

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



So many alerts

44%  56%

34% Yl 51%  49%

of investigated of legitimate of legitimate
alerts are legitimate TN alerts are alerts are not
: remediated remediated

of alerts are of alerts are
NOT investigated investigated

Source: Cisco Annual CyberSecurity Report 2018
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Security = Trust Who do you trust more?
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The Result?
Overwhelmed Businesses
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From Overwhelmed to

A N
L 4

Empowered

a new approach to security



How Cisco Integrates Security

Email
Security

Secure Internet
Gateway

Event Visibility

Decreased Time to Detect

Advanced Threat

Web
Security

Next-Gen

FW/IPS

Cloud Access Security

@

e O
( 1 J

L 1

@
o

Network Traffic
Security Analytics

Enterprise Mobility
Management

Secure
AS-WAN/ Routers

Identity and Network
Access Control

Switches and Access
Points

Cloud Workload
Protection

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



N

Intelligence: Data Driven Decisions






Daily Data Deluge

4 Times
The height of Eiffel Tower

90%

In the past two years
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Intelligence

A N
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Harnessing the Power of Data




Intelligence
Powered by Analytics and Automation

i [

Foundation Acceleration Transformation
Achieve operational Accelerate Set your
efficiency and high business agility transformation

availability agenda




N

Platform: Bringing it all Together



Turn Data into Insights: End-to-End Assurance

On-boarding Visibility &

& connectivity

performance

= [ o]
Mobile Clients APs -

Cloud Apps
Local WLCs

Office Site Network
Services DC

Machine Learning Predicts Issues Before It Impacts the Business
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Built on Cisco DNA

e The more you use,
. the wiser it gets

Drlven by Intu
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