How to make the invisible

threats visible
AMP Everywhere



VWho can be a Hacker” Hackers
(in the past)

Talented
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VWho can be a Hacker”
(Today)

Every ,Bad Guy” can be a Hacker
and
State-owned Actors
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I3BECTHbIE aTaKku
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1 Ha 3akycky...VPNFilter

For several months, Talos has been working with public- and private-sector threat intelligence partners and law
enforcement in researching an advanced, likely state-sponsored or state-affiliated actor's widespread use of a
sophisticated medular malware system we call "VPNFilter." We have not completed our research, but recent
events have convinced us that the correct way forward is to now share our findings so that affected parties can

https://blog.talosintelligence.com/2018/05/VPNFilter.html
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AMP B paccnegoBanmmn 1 3awmte ot Neytya/ Non-
Petya

Jun 22 Jun 27 Jun 30
17:12 17:25 10:06 520 13:36
:> dmf.appser...exe [PE]  ----.. " .
perfc.dat [PE] @@%

2017-06-30 08:20:34 EEST

Detected W32.Malwaregen:Petya.20h3.1201 as perfc.dat
(027cc45..d3a745)[PE_Executable] .

Created by an unknown process. Could not get a handle on the
process's executable.

The file was not quarantined. In audit only mode.

File full path: C:\Windows\perfc.dat

File SHA-1: 34f917aaba5684fbe56d3c57d48ef2alaa7cf06d.
File MD5: 71b6a493388e7d0b40c83ce903bc6b04.

File size: 362360 bytes.

File signed by Microsoft Corporation with certificiate serial
6101cf3e00000000000f from Microsoft Code Signing PCA.
Expired 22:40:29, Mon Mar 7 2011 UTC. the certificate was Cloud
Recall.



Many endpoint solutions claim to block
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But what about the of threats they’re missing?




How does that 1% get through?

Advanced evasion
techniques:

 Fileless malware

* Environmentally-aware malware
* Polymorphism
« Exploit legitimate processes



Uncover the 1% with Cisco AMP for Endpoints
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Stop Malware Eliminate Blind Spots Discover Unknown
Using multiple detection The network and endpoint, Threats
and protection mechanisms working together across all

operating systems With proactive threat hunting



¥ Stop Malware

Using multiple detection and
protection mechanisms



How we...

@

- Antivirus
- Fileless malware detection

- Cloud lookups (1:1,
1:many)

- Client Indicators of
Compromise

\_

- Static analysis
- Sandboxing

- Malicious Activity
Protection

- Machine learning
- Device flow correlation

- Cloud Indicators of
Compromise

o
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- Vulnerable software
- Low prevalence

- Proxy log analysis

o




Cloud-based analysis

AMP cloud constantly updated %
with the latest threat ’

mtelllgence_and research to — Threat Grid
protect against advanced

threats.

AMP Cloud



e ¢ Eliminate Blind Spots

The network, web, emalil and
endpoints, working together across
all operating systems



See once, block everywhere

Share intelligence across network, web, email, and endpoints to see once,
block everywhere.

Talos AMP Cloud Threat Grid

NGFW NGIPS Endpoint CES/ESA WSA/SIG



Holistic view of endpoints
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Agentless detection with proxy analysis

ldentify anomalous traffic occurring within your network
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VolP Printers Security Thermostats
Phones Cameras



Discover Unknown
Threats

With proactive threat hunting



Dynamic analysis and sandboxing

Suspicious File

B &

AMP for Endpoints - Threat Grid




Continuous monitoring - Retrospective Security

What happened?

Where has the malware been?

How do we stop it?




From Event to Context
Context

Context simplifies complexity

Provides a complete different view to your
insight threatlandscape

Context aware is not a product, it is more a
capability and approach

Context is Relationship Event
between Events

Event e




From Event to Context #lraditional Approach

Challenges [Time window (ms) - one direction] Traditional Approach

All systems protected?

“something” comes up

Cloudservice available? 5 |
esponsetlme < secC

When asking cloud? Cloud Information
Dynamic Analysis -
What / When N

Dynamic Analysis

ﬁﬁ

Responsetime: Minutes to

Proper endpoint config? Hours

Action (yes/no)

Monitoring normal actions”?
Result Event (yes/no) Result

Monitoring non threat events?

How Dynamic Analysis Results are handeled?



From Event to Context — Continous Monitoring

AMP Visibility Enhancement

Visibility
Eramevvor@

A
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Time window (from ms to weeks)
and both directions

“something” comes up

Traditional Approach

Responsetime < sec

@ Cloud Information

Dynamic Analysis

Responsetime: Minutes to
Hours



Perform in-depth investigations

One click remediation

Intelligence correlation




DEMQO TIME



Case Study



“AMP Haluen 1O, UTO AOpyrue
NPOaOyKTbl 6€30MNacHOCTU He
3ameTunun. ['lpm aTo nokasan
OTNMNUYHYIO 3P EKTUBHOCTb
3aLMTbl MPU MUHUMYME
NOTPEDBNAEMbIX PECYPCOB”

NMNAO Kb lNpuBaT6aHK



EPP/EDR Install Base

2018

202X

EDR
Endpoint
Detection and
Respons

Next Gen.

EndPoint
Security

EPP
EndPoint
Protection




Cisco AMP Install Base

> 10+ millions AMP for Endpoints (32.000 Customers) °

> 32+ millions Mailboxes secured with AMP

> 17+ millions Network Devices with AMP enabled “

Overall 60+ millions of AMP agents



Current results

Cisco named a ‘Visionary’ in 2018 Magic
Quadrant for Endpoint Protection Platforms

NSS Labs provides ‘Recommended’ rating in
2018 Advanced Endpoint Protection test

NSS Labs finds AMP has fastest time to
detection 3 years in a row, Breach Detection Test

IDC names AMP for Endpoints a Leader in
Endpoint Specialized Threat Analysis and
Protection, 2017 vendor assessment



