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PROTOCOL ADOPTION +  POST QUANTUM COMPUTING

• HTTPS requests over 51% 



NEW ATTACK SURFACES
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API Security Challenges 

API is subject 

to cyber attacks 

as any other 

application 

DDoS L4-7

Encryption

OWASP 10 exploits

Data Leakage Credential stuffing / Brute force

Stat manipulation 

BOTs: Scrapers, 

crawlers spiders… 



The solution can be based on a cloud-native development, or the reuse of the vendor's 
existing WAF appliance solutions in the back end. The core feature of a WAAP is a traffic 
processing engine that includes:

WAF

This is mainly 

focused on 

injection attacks 

(XSS and SQL 

injection) and 

applicationlevel

denial of service 

(DoS).

Bot Mitigation

This involves 

detection and 

mitigation, if 

necessary, of 

automated 

connections. (It 

also includes 

user credential 

abuse.)

DDoS Protection

This leverages 

multiple points of 

presence and 

large bandwidth 

provisioning. 

(Some vendors 

also offer 

dedicated 

scrubbing 

centers.)

API Security

This is often 

limited to XML, 

REST and JSON 

payload 

processing and 

API usage 

thresholds.
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