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Change the Equation with
Data Centre security
Data is currency and data centers need protecting
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Think about Security as what 
are we defending….

and who are we defending it from ? 



‘It’s where the money is’
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Jake Davis - Anonymous
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How is data being stolen? … via people!

86%81%
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The Modern Data Center is incredibly complex

Big and Fast Data
Virtualization

Expanded attack surface

Increase in east-west traffic

Hybrid Cloud
Multi cloud orchestration

Workload portability

Zero trust model

Application Architecture
Continuous development | Micro Services | APIs
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Network

Challenges

• Outage/degraded service

• Insufficient visibility into the 
network, workload, application

• Rising security breaches and 
destruction of service (DeOS) 
attacks

• Increasing regulatory compliance 
requirements and audits

• Rising ACL/FW rule complexity 
and administration burden
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Security

Challenges 

• Not enough threat visibility in the 
network, workloads, applications

• Inconsistent policies across 
workloads 

• Too many point security vendors

• Hackers are more sophisticated 

• Attack surface is too broad
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Visibility
“See Everything”

Complete visibility of users, 
devices, networks, applications, 

workloads and processes

Threat protection
“Stop the Breach”

Quickly detect, block, and respond to 
attacks before hackers can steal data 

or disrupt operations

Segmentation
“Reduce the Attack Surface”

Prevent attackers from moving 
laterally east-west with application 

whitelisting and micro-segmentation

Cisco Data Center Security
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The Intent Cycle

Adapt

Learn

Protect

APP
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01 0302

Cisco Tetration

• Full visibility into application components including workloads, 

processes and application behavior in the data center

• Application dependency mapping

• Application segmentation policies (whitelist/blacklist)

• Forensic search and application anomaly detection

Visibility: 
See application 
components & 
their behavior
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Visibility: 
See across the 
enterprise network

01 0302

• Enterprise-wide network visibility across users, hosts, networks, and infrastructure 

(switches, routers, firewalls, servers)

• Collects network flow and other data to provide network visibility for understanding 

network wide traffic and discover threats

• Real-time situational awareness of users, devices, and applications

• Network flow monitoring of policy violations validates enterprise-wide network access 

to facilitate compliance and segmentation requirements

Cisco Stealthwatch

Enterprise Network

Branch

Campus

Data Center

Cloud
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Segmentation:
Reduce the Attack 
Surface

01 0302

Cisco NGFW

East-West
Process to 

Process

North-South 

Perimeter
Cisco ACI

Cisco Tetration
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East-West
Process to 

Process

North-South 

Perimeter

North-South

Perimeter

Segmentation: 
Reduce the Attack 
Surface

01 0302

Segmentation across 

multiple clouds

Cisco NGFW

Cisco ACI

Cisco Tetration
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ACI

Tetration

Next-gen 

Firewall

Threat 
Protection: 
Stop the Breach

By strategically 
deploying threat 
sensors north-south, 
east-west

01 0302

Multi-Layered Threat Sensors
Quickly detect, block, and respond dynamically when threats 

arise to prevent breaches from impacting the business

Next-Gen Firewall 

with AMP

Next-Gen IPS 

with AMP

Stealthwatch

Next-Gen Firewall 

with Radware DDoS 

Cisco ACI

Cisco Tetration
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Protect the 
Workload
Everywhere

030201
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Cisco Data Center Security Offers

Network and 
application analytics

• Stealthwatch

• Tetration

Visibility
Threat detection, blocking, 
and automated response

• NGFW, NGIPS, & AMP

• Stealthwatch

• Tetration & ACI

Threat prevention

Firewalls and application 
segmentation

• NGFW

• ACI

• Tetration

Segmentation

Integrated
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Visibility
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Visibility challenges in the Data Centre
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The 360º Data Centre visibility Cisco provides
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Security

Dependencies

Application

Service Offering

Service

Service Category

(Service Owner)

What is really running on the network?
Cisco Tetration Analytics Application Insight—Dependency Map

Use Cisco

Tetration Analytics™

outcome to generate 

white-list policies
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Forensics & Incident Handling (Reactive)
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Forensic Detail (Collected & Correlated)

Host Report Security Events Widget
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Tetration Threat Hunting (Pro-active)
Show all DNS traffic with packets larger then 82 bytes and a flow duration of greater then 6 secs.
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Stealthwatch & Tetration working together

Pivot from Stealthwatch to 

Tetration interface during

an investigation

Tetration

Analytics
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See all public cloud activity through telemetry.

Additional 
AWS Data 
Sources

Config Lambda

Inspector IAM

Cloud Trail Cloud Watch

Stealthwatch 

Cloud

AWS
VPC Flow 

Logs

Require Agents
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Global visibility like no one else….
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24  7  365 Operations

AMP
Advanced Malware 

Protection

Cisco

Cognitive Threat Analytics (CTA)
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Segmentation
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ROOM

ACCESS

ONLY

(Micro-Segmentation)

ACCESS

ALL

AREAS

(Edge Security)

BUILDIN

G

ACCESS

ONLY

(Segmentation)

ZERO

TRUST

Segmentation
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Segmentation:
State of the
Market

01 0302

Cisco NGFWCisco ACI Cisco Tetration

Next-Generation Segmentation
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Application

Segmentation
Powered by Tetration

Different, how 
exactly?

Deep

Dive

Define 

the

Policy

Dynamicall

y Tag the 

Assets

Simulate & 

Test the 

Policy with

Workflow

Enforce 

the

Policy

Create a Forensic 

Record
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Next Generation Segmentation Cisco NGFWCisco ACI Cisco Tetration
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East-West
Process to 

Process

North-South 

Perimeter

North-South

Perimeter

Segmentation: 
Reduce the Attack 
Surface

01 0302

Segmentation across 

multiple clouds

Cisco NGFW

Cisco ACI

Cisco Tetration
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ACI

Tetration

Next-gen 

Firewall

Threat 
Protection: 
Stop the Breach

By strategically 
deploying threat 
sensors north-south, 
east-west

01 0302

Multi-Layered Threat Sensors
Quickly detect, block, and respond dynamically when threats 

arise to prevent breaches from impacting the business

Next-Gen Firewall 

with AMP

Next-Gen IPS 

with AMP

Stealthwatch

Next-Gen Firewall 

with Radware DDoS 



Pervasive Enforcement with NGFW + Identity Services Engine (ISE)

ISE + NGFW

Firepower

Management Center

BYOD

Guest Access

Segmentation

Set access control policies

pxGrid

Propagate

• User Context

• Device context

• Location

• Access policies

• Threat / IOC

Propagate rules and context

TrustSec + NGFW

Employee Tag

Supplier Tag

Server Tag

Guest Tag

Quarantine Tag

Suspicious Tag

Establish a secure network

Policy automation

ISE

Remediate breaches automatically

ISE + pxGrid

+ TrustSec + 

NGFW

Dynamic Access Control with open framework
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36

• Addresses key DC challenges: threat-centric, visibility, compliance

• The only approach with kill chain approach to the threat lifecycle

• Industry’s most comprehensive threat intelligence with TALOS

• Pervasive security offering between on premise and cloud

• Elastic scale with pay-as-you-grow model

Cisco ACI + Cisco Advanced Security Advantages:

Centralized 
Policy 

Automation

Secure Multi-
Tenancy with 
Whitelisting

Attribute-Based 
Microsegmentation

VM-Based 
Segmentation

Industry 
Compliance 

Standards (PCI)

vm vm vm

ACI Group 
Policy

APIC 
integration

Threat-
Centric 

Protection

Deep traffic 
inspection

Real-time 
Threat 

Intelligence

Forensic 
Analysis

APIC

Dynamic 
Workload 

Quarantine

Cisco Advanced Security – ASA / Firepower / AMP

Native ACI Security

Cisco ACI and Advanced Security
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… superior protection and visibility to address new demands, more things, and specialized threats

Detect earlier, 

act faster

Gain more 

insight

Reduce

complexity

Stop more 

threats
Get More from your

Network

Fully IntegratedThreat Focused

Only Cisco delivers




