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Think about Security as what
are we defending....

and who are we defending it from ?




‘It’'s where the money iIs’




Jake Davis - Anonymous
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How Is data being stolen? ... via people!

of hacking-related breaches of malicious payloads are
81% P leveraged either stolen and/or 86% J delivered through email and
weak passwords web

Web App
Attacks

Cyber-
Espicnage

Privilege
Misuse

Miscellaneous
Errors

Point of Sale
Everything
Else

Payment Card
Skimmers

Physical Theft
and Loss
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Crimeware

Denial of
Service

Breaches




The Modern Data Center is incredibly complex

© 2018 Cisco an

Big and Fast Data
Virtualization

Expanded attack surface
Increase in east-west traffic

Application Architecture

Hybrid Cloud

Multi cloud orchestration
Workload portability
Zero trust model

Continuous development | Micro Services | APIs

d/or its affiliates. All rights reserved.



Network
Challenges

- QOutage/degraded service

- Insufficient visibility into the

network, workload, application

- Rising security breaches and

destruction of service (DeOS)
attacks

- Increasing regulatory compliance

requirements and audits

- Rising ACL/FW rule complexity

and administration burden



- Not enough threat visibility in the
network, workloads, applications

- Inconsistent policies across
workloads

- Too many point security vendors

- Hackers are more sophisticated

Security
Challenges

« Attack surface is too broad

© 2018 Cisco and/or its affiliates. All rights reserved.



Cisco Data Center Security

e

Visibility
“See Everything”

Complete visibility of users,
devices, networks, applications,
workloads and processes

<

Segmentation
‘Reduce the Attack Surface”
Prevent attackers from moving

laterally east-west with application
whitelisting and micro-segmentation

Threat protection
“Stop the Breach”
Quickly detect, block, and respond to

attacks before hackers can steal data
or disrupt operations

© 2018 Cisco and/or its affiliates. All rights reserved.
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The Intent Cycle

Protect




01

©

See application
components &
their behavior

Cisco Tetration

Full visibility into application components including workloads,
processes and application behavior in the data center

Application dependency mapping

Application segmentation policies (whitelist/blacklist)

Forensic search and application anomaly detection
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See across the
enterprise network

Cisco Stealthwatch

Branch Data Center

Enterprise Network %
Campus Cloud '

Enterprise-wide network visibility across users, hosts, networks, and infrastructure
(switches, routers, firewalls, servers)

Collects network flow and other data to provide network visibility for understanding
network wide traffic and discover threats

Real-time situational awareness of users, devices, and applications

Network flow monitoring of policy violations validates enterprise-wide network access
to facilitate compliance and segmentation requirements
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Reduce the Attack : o
Surface

Cisco NGFW

Cisco ACI North-South

Perimeter

Cisco Tetration
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Reduce the Attack
Surface

Cisco NGFW

Cisco ACI

Cisco Tetration

East-West

North-South
Perimeter

Process to
Process

North-S

Segmentation across
multiple clouds
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Stop the Breach

By strategically
deploying threat
sensors north-south,
east-west

Multi-Layered Threat Sensors

Quickly detect, block, and respond dynamically when threats
arise to prevent breaches from impacting the business

w@
Next-Gen IPS Next-Gen Firewall

with AMP ° with Radware DDoS
Next-Gen Firewall Stealthwatch
with AMP @ @

Cisco Tetration
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Cisco Data Center Security Offers

Visibility
Network and
application analytics
- Stealthwatch
- Tetration

© 2018 Cisco and/or its affiliates. All rights reserved.

Segmentation

Firewalls and application
segmentation

- NGFW
- ACI
- Tetration

Integrated

Threat prevention

Threat detection, blocking,
and automated response

- NGFW, NGIPS, & AMP
- Stealthwatch
- Tetration & ACI




Visibility



Visibility challenges in the Data Centre

Evasive attacks
is exploding are increasing

Infrastructure demands Network traffic

are changing

Applications becoming 30 . :' Negligent, malicious,
Multipl twork |
@ the centerpiece ultiple network fayers . and compromised insiders
:ﬁ More endpoints
& _ Targeted, slow moving,
(3 Rapid app deployment stealthy threats

ate L
«CJ- Distributed networks
l" »

((ﬁ)\ Evolving, ever-changing threat
M) |andscape

_‘/J“_ Bigger and faster data {.ﬁi Increased attack surface



The 360° Data Centre visibility Cisco provides

Fo O v

Improved application Simplified Enhanced Faster
understanding segmentation forensics threat detection
Increased visibility into data Improved compliance Faster forensics Centralized visibility
center and application with application grouping investigations using and control across your
activities and segmentation policies flow visibility entire business

Comprehensive
visibility across
Application the business

Admin

Security/Network
Admin

O“? Tetration Stealthwatch |=

Data center Cloud Distribution Branch & Campus

© 2018 Cisco and/or its affiliates. All rights reserved.



What is really running on the network?

Cisco Tetration Analytics Application Insight—Dependency Map

© 2018 Cisco and/or its affiliates. All rights reserve d.



Forensics & Incident Handling (Reactive)
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Forensic Detall (Collected & Correlated)

Host Report | 10.20.0.30

Concern Index Target Index Recon cac Exploitation DDoS Source DDoS Target Data Hoarding Exfiltration Policy Violation Anomaly

1 0 0 0 0 0 0 0 0 0 0

D ‘10‘.‘20.0.30 Alarms by Type

2.5
Fle Cl: Hi
lows assity istory ; 3 5 5 3 2 i
Status: Active United Sta...®
Hostname: - & CagnAl United Kin...@ o
Canada® 3
Host Groups: Catch All e S
10.20.0.30 Ireland® £
Location: RFC 1918 § =
Australia® LRI
First Seen: 8/31/17 10:31 PM
Japan®
Last Seen: 9/6/17 1:26 PM
e Netherland...© 0s
Policies: Inside Sweden®
MAC Address: - %
8/31 9 9/2 9/3 9/4 9/5 9/6
® High Concern Index @ Exploitation
Top Security Events for 10.20.0.30
SECURITY EVENT COUNT CCONCERN INDEX FIRST ACTIVE TARGET HOST TARGET HOST GROUP ACTIONS
»  FragFirst_Too_Short™ - 1 1,084 6,505,084 09/06 12:29:51 PM 10.10.0.30 Cateh Al
»  Frag:First_Too_Short* - 1 390 2,340,390 09/06 12:29:51 PM 10.10.0.31 Catch All
»  Frag:First_Too_Short* - 1 388 2,328,388 08/06 12:29:51 PM 10.10.0.21 Catch Al

Host Report Security Events Widget




Tetration Threat Hunting (Pro-active)

Show all DNS traffic with packets larger then 82 bytes and a flow duration of greater then 6 secs.

@ ul Dashboard & ADM @ Compliance ~ 23 Flows ~ LJ Hosts @ Monitoring ~ ? - & -

Select time range 231,946,667 total observations

L] L]

Aug 18 11:42pm - Sep 27 12:41pm 31'14 821 8/28 9/4 9/11 918 9/25 Showing flow observations
Filters @ |  Port 1=53 Hostname (either) # tet* | » Bytes>82 | % Flow Duration (s) > 6000000 Filter Flows
Filtered ® Flow Observations « Top Hostnames « contributing to the selected flow observations.

Consumer Hostnames Provider Hostnames
Bk

SQLO1

SPApp01
SPFEO1

App01

wks02
MSLabJumpBox
sQLo2

WKS01
8/21 8/28 9/4 911 dc02

5k
dc01

4K
3" dco2

2k

Unknown

SQLo1

Current selection: Aug 18 11:42pm to Sep 27 12:41pm e

L]

HE

Found 302,605 flow observations (1616ms), showing 20  Load more
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Stealthwatch & Tetration working together

Sta%: 08/04 - 0d4:59:55 PM 10.192.0.243 4738

End: 08/04 - 05:02:47 PM @ REC1a18 : Pivot from Stealthwatch to
Duration: 2m 52s 4 Back Tetration interface during
Cisco Tetration Analytics - Source IP an investigation

Cisco Tefration Analytics - Target IP

@Kzf lml Dashboard s ADM & Compliance ~ 3G Flows -~

JCUEHECUIR 4 3 5:10pm - Aug 4 5:10pm ~
Analytics

Host Profile for 10.192.0.243

© 2018 Cisco and/or its affiliates. All rights reserved.



See all public cloud activity through telemetry.

Additional

AWS Data. I ——————————————————
sSources I Require Agents

: Google

I Cloud Platform




Global visibility like no one else....

TdLOS
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Segmentation



Segmentation

ACCESS BUILDIN ROOM
ALL € ' ACCESS

AREAS ACCESS ONLY
ONLY

(Edge Security) (Segmentation)

y (Micro-Segmentation)

© 2018 Cisco and/or its affiliates. All rights reserved.
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Segmentation:

Next-Generation Segmentation

Cisco NGFW




Dynamicall Simulate &

y Tag the Test the
Assets Policy with
Workflow

Define
the Enforce
Policy the
Policy

Different, how
exactly?

Create a Forensic
Record




Next Generation Segmentation Cisco ACI Cisco NGFW Cisco Tetration

@ [ulDashboard & ADM 33 Flows ~ J Hosts & Monitoring ~ ? -~ & -
Select time range _ -_. 1,621,596,002 total observations
Apr 27 10:09am - May 4 10:09am ~ 9;'1 16,'1 |1‘,'1 |2I,t1 1:'1 2:'1 3,"1 4}1 51 Showing flow observations
Filters @  Enter attributes... Filter Flows

Filtered @ Application Latency ~ average Top Hostnames ~ contributing to the selected application latency.

. Consumer Hostnames Provider Hostnames
S
56 node-25.doma... ] node-27.doma... I |
node-29.doma... | | sQLo1 B
s Unknown ] fuel B
3s node-30.doma... || rabbit461 | |
26 Web02 node-29.doma...
web01 node-25.doma...
node-28.doma... Unknown
Ll : X node-27.doma... web01
2 PM 4/28 12PM 4029 12 PM 4130 12 PM 51 12PM 5/2 12PM 5/3 12PM 5/4 node-26.doma... App02
Current selection: Apr 27 10:09am to May 4 10:09am App01 | e e node-26.doma... — 1
Found 42,405,981 flow observations (115ms), showing 20 Load more
h ¢ Timestamp =~ Consumer Hostname -  Consumer Address =  Consumer Port ©  Provider Hostname * Provider Address -~  Provider Port -  Protocol =  Flow Type © Flow Start Time -  Fwd Packets =  Re
Apr 27 10:09:00am tet-14.internal 172.26.46.37 0 Unknown 172.26.46.1 0 ICMP IPv4 Apr 20 5:24:28am 2
Apr 27 10:09:00am node-27.domain.tid 192.168.0.4 56281 node-25.domain.tld 192.168.0.6 80 (HTTP) TCP IPv4 Apr 27 10:09:21am 6
Apr 27 10:09:00am node-27.domain.tld 192.168.1.2 37897 node-25.domain.tid 192.168.1.4 6000 TCP IPv4 Apr 27 10:09:05am 6
Apr 27 10:09:00am node-25.domain.tld 192.168.1.4 40921 node-27.domain.tid 192.168.1.2 6001 TCP IPv4 Apr 27 10:09:39am [}
Apr 27 10:09:00am web01 7.0.0.41 63421 tet-11.internal 172.26.46.33 5640 TCP IPv4 Apr 25 6:20:01am 20
Apr 27 10:09:00am cloudcenteramqp4.6.1.novalocal 192.168.111.13 34930 tet-8.internal 172.26.46.30 5640 TCP IPv4 Apr 25 6:20:13am 4

Apr 27 10:09:00am Unknown 240.0.0.2 36835 node-29.domain.tld 192.168.0.3 9191 TCP IPv4 Apr 27 10:09:36am 0
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Reduce the Attack
Surface

Cisco NGFW

Cisco ACI

Cisco Tetration

East-West

North-South
Perimeter

Process to
Process

North-S

Segmentation across
multiple clouds
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Stop the Breach

By strategically
deploying threat
sensors north-south,
east-west

Multi-Layered Threat Sensors

Quickly detect, block, and respond dynamically when threats
arise to prevent breaches from impacting the business

w@
Next-Gen IPS Next-Gen Firewall

with AMP ° with Radware DDoS
Next-Gen Firewall Stealthwatch
with AMP @ @



Dynamic Access Control with open framework

Pervasive Enforcement with NGFW + Identity Services Engine (ISE)
ISE + pxGrid

+ TrustSec +
\ A

®
"

ISE + NGFW pxGrid TrustSec + NGFW

@ BYOD

“ Guest Access

_
Segmentation

Firepower
Management Center

@8 Employee Tag B8 Guest Tag
@8 Supplier Tag @@ Quarantine Tag
@B server Tag Suspicious Tag

&

Policy automation

@l

—_—
—_—
—_—

Set access control policies Propagate rules and context Establish a secure network Remediate breaches automatically

© 2018 Cisco and/or its affiliates. All rights reserved.



Cisco ACI and Advanced Security

107530

(o] 1c{10)> 9

.o 10

APIC gzget?itc_ Deep traffic Real-time Dynamic Forensic
integration . inspection Threat Workload Analysis
Protection

Intelligence

Native ACI Security

s

Quarantine

Centralized Secure Multi- Attribute-Based VM-Based ACI Group I D17
Policy Tenancy with Microsegmentation Segmentation Policy Compliance
Automation Whitelisting Standards (PCI)
Cisco ACI + Cisco Advanced Security Advantages: + Industry’s most comprehensive threat intelligence with TALOS
» Addresses key DC challenges: threat-centric, visibility, compliance » Pervasive security offering between on premise and cloud

» The only approach with kill chain approach to the threat lifecycle + Elastic scale with pay-as-you-grow model



Only Cisco delivers

Threat Focused Fully Integrated

oio 2 4

Stop more Gain more Detect earlier, Reduce Get More from your
threats insight act faster complexity Network

.. superior protection and visibility to address new demands, more things, and specialized threats

© 2018 Cisco and/or its affiliates. All rights reserved.
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