“Cisco IT DataC nter Strategy .
Creating Cloud- Ready 1Netwo

Kenneth Lim —
- IT Di ector, Cisco Systems

JI™

J




Market Transitions Create New IT Opportunities...
Also Changes the Role of IT
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Infrastructure Challenges
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Cisco IT’s Digital Operating Model

Simplification Automation

IT as a Service Modular IT
Simplify Everything Extend the Cloud
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Cisco IT at a Glance
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Digital Transformation Journey
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Cisco IT Global Cloud Strategy
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Defining and Applying Network Setup and Policy

Past vs. ACI

Define Setup
And Policy

;pjagt@@ Past
4
Translate Setup @

and Policy
Network and Policy @
Instantiate _

Security Configuration Network Switch Load balancer
Configuration Configuration

permittcp host 72.163.6.116 host 10.102.14.116 eq www
permittcp host 72.163.6.116 host 10.102.14.116 eq 443
permittcp host 72.163.6.116 host 10.102.14.116 eq 50124
permittcp host 72.163.6.117 host 10.102.14.116 eq www
permittcp host 72.163.6.117 host 10.102.14.116 eq 443

permit tcp host 72.163.6.117 host 10.102.14.116 eq 50124
permittcp 173.37.144.164 0.0.0.31 host 10.103.14.116 eq www
permittcp 173.37.144.164 0.0.0.31 host 10.103.14.116 eq 443
permittcp 173.37.144.164 0.0.0.31 host 10.103.14.116 eq 50124

>~  Weeks

Vian VIP
Routing Listing port
Trunking Forwarding port
http SLB protocol
Servers to forward to

Multiple Devices:
Switches, Load-Balancers, Firewalls
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ALLN Data Center — Traditional vs. ACI

Traditional ACI Fabric
Data Center DC
Gateway Gateway .
(7018) (7018) ?g :l)’ r3| g)s
DC POD Service T NPT NG
Gateway Switches
(7018/5672) (6509) NG N MR
Access T (Faamae
(56XX) — IP Storage Compute Stora
orage
Load Balancers POD - = TR (9318)
Servers : IP Storage Balancers
Servers
Function Type Count Type Count
DC GW 7018 9 Spine 9508 5
Service Switch 6509 7 Leafs 9396 38
Access 5672 97 APIC Controller 3
Other Interfaces 963 Other interfaces 1292
1076 1338



Data Center ROI for ALLN

Greater Lower Reduced Lower Increase Resource
Business Capital Costs/ Operating Data Center Optimization
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Migration Process




Application Evolution

Cloud-Tolerant Cloud-Ready Cloud-Native
(Functional in a Cloud Environment) (Flexible Application Leveraging (Intelligent Application That
Cloud Capabilities) Maximizes Use of Cloud Capabilities)

Actions done BY the

application

Actions done TO the » Actions done FOR the »
application application

Infrastructure-Centric Application-Centric
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Approach

Additional
Align migration roadmap to Product
product ready features features

+ Internal facing workloads (e.g. Mass mlgratlon

MITaaS - Customer Registry,
Master Data Management, etc

 LAE on ACI

(Lightweight Application
Environment)

» Green Field (e.g. Hyperion)

» Early Adopters (e.g. Hardoop,

BRMS, Commerce Analytics ) * Granular Securlty

N Lessons
L earned



Migration Process

R =" Y Traditional Network ACI Solution
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Build the ACI Fabric
in Parallel

Install Seed Compute
into ACI Fabric

Connect Fabric to Traditional
Network via Uplinks
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Define EPGs, Network
Application Profiles, etc.

Move Storage Unit
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COMPUTE COMPUTE COMPUTE STORAGE STORAGE SEED
UNIT UNIT UNIT UNIT UNIT COMPUTE

Move Applications to ACI

Move Compute Unit

Iterate: Identify next App(s) to i

set up and migrate SWITCHES FIREWALL LOAD BALANCER ACI NEW NEW LOAD
— SWITCHES FIREWALL BALANCER

Infrastructure




Application Dependency Mapping / untangling

Leveraging Tetration Analytics (TA)
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ADM - High Level Steps

Deploy TA sensors on the Application hosts
v"Windows hosts
v" Linux hosts

Capture live network traffic to/from app hosts over a period of time

TA Tool analyzes network traffic data

v Group traffic data into end point groups called clusters

v Filter noise(non app traffic) and common service traffic
v' Add/modify clusters based on requirements

Define Application Profile

v'Add clusters(EPGSs) to define an application canvas

v Identify and resolve policy exceptions

v Adjust Clusters and policies to define final set of EPGs and contracts
v Export the final ANP(Application Network Profile) file for APIC

]
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Example of an Application Canvas

After clustering has been done

Application Profile oam* @

q) . OTHER: rtp1-dcmO1n-eiamwsx-prod3-drdmz:zv2718 (173.38.126.64/27)

eiamas-nprdS-cH’_
eiambi-nprd3 ‘( @ eiamaa-nprd3 . _
b N

.Léiamsoa-nprds

fe

X

@‘ @ -7@ Infra-TFTP-man-created

@ Fnd-DSX-prod-global-man-created
*@ Infra-DNS-man-created

3 Infra-NTP-man-created

*@ Infra-OSInfra-man-created

*@ Infra-SMTP-man-created

. Vs *L) Infra-syslog-man-created
eiamas-nprd3-ciz @ a-syslog-man-cre



Click on EPG

Shows all servers within the EPG (based on recommended clustering from ADM)

. OTHER: rtp1-decmO01n-eiamwsx-prod3-drdmz:zv2718 (173.38.126.64/27)

A
eiamas-nprd3-cl1’ .
A

eiambi-nprd3 .( @ eiamaa-nprd3 . _
. \

<

A
. eiamsoa-nprd3

eiamas-nprd3-cl2 .1

7@In

& Cluster: eiamas-nprd3-cli

Name eiamas-nprd3-cli [&

Description 4

Avg Silhouette

eiamas-nprd3-01
4173.38.9.4
eiamas-nprd3-02
4 173.38.9.5
eiamas-nprd3-03
H173.38.9.6
eiamas-nprd3-04
4173.38.9.7

Endpoints (4)

@F
@In

ﬁ,) Infra-NTP-man-created

Infra-OSInfra-man-created

Infra-SMTP-man-created

Infra-syslog-man-created




Click on flows between EPGs

Shows TCP or UDP ports used between EPGs, show SLB in between

Q o
= Policy
. OTHER: rtp1-dem01n-eiamwsx-prod3-drdmz:zv2718 (173.38.126.64/27)
Consumer eiamas-nprd3-cl1 (cluster)
G & ' Provider eiamaa-nprd3 (cluster)
Service Ports: (0
eiambi-nprd3 .( @ eiamaa-nprd3 _ ( )
Consumer eiamaa-nprd3 (cluster)
@ Provider eiamas-nprd3-cl1 (cluster)
& & O
.‘;iamsoa-nprdS @ . Service Ports (1)
r
% " TCP port 6021 via 173.38.9.12:5500
: |

ni
Infra-SMTP-man-created

elamas-nprd3-cl2 .1 Infra-syslog-man-created

»>



Automation
Application Centric Cloud - ACC



Digitized World



Data Center Transformation

Sustained YoY TCOW reduction — provisioning from days to minutes

Virt. E2E Prov. TCO
Rate (%) (Days) TCO ($ per Qtr) E2E Provisioning (Days) ($ Per Qtr)

100% 60 $100000
ﬁ%
E2E I+P® = 45 days
75% 45 - ° $75000
50% 30 A $50000
25% 15 4 E2E [+P® =7 days $25000
VM =15 mins.
E2E [+P®
Automated
Provisioning
- : $0
Circa 2009 Q2 CY12 Q2 CY1l4 QZ/Q‘? CY16
Legacy Bare Metal « UCS adoption « CITEIS Gen 2 * ACI Network architecture
based Data Center - Compute Virtualization ~ « PaaS enablement * Process automation
- Storage optimization ~ * Open Stack/ Open Shift
° AN/NA PH

(1) E2E I+P = E2E provisioning time for both Infra & Platform components of the bundle
(2) TCO for typical Bundle covering Compute: 24 servers (Bare Metal or Virtual); Storage: Six TB (SAN/NAS/CEPH); DC Nw: Traditional - ACI; Platform: One DB Schema, 10 JVMs, Weblogic, MMX (messaging), BPIM, WSG,

Apache, OBIEE

CIsco © 2018 Cisco and/or its affiliates. All rights reserved. 24



One Platform, multiple use cases

Network Flows + Server-level Information + Analytics
Use Cases

‘ Applications Insight
« Dependency Mapping
« ACI Migration (whitelist)

Application Monitoring,

: Performance
Tetration « Benchmarking on the Network

Analytics Engine « Deviation Detection

‘ Security & Auditing
O * Auditing
' » Security Enforcement

» Policy Verification ~ ‘what if
» Threat Detection

Private

CYAPIC( ]
o

Rk ﬁ@%

BE BE_EH _EB

Other Platforms
éﬁﬁﬁ ﬁ CMDB accuracy
a .
Ea * Inventory (Service Now)

DC Analytics * Increase Operational Insights

* Unused infrastructure (?)
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IS one of the best measures of
The TRANSACTION user experience and business impact
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