
Joseph Yap

ASEAN Data Center Switching Lead

Building a Simple, Agile and Secure 
Fabric for an Intent Based 
MultiCloud Data Center

Constantly 
Protecting

Constantly 
Adapting

Constantl
y 

Learning

INTENT
Based
Data 

Center
Cisco Systems



Demands of Digital Transformation

Applications

500 billion

New generation of applications and services
API Economy 
Online sales to cross $500 billion in 2020

ñBigò Data

90%
90% of the data created in the last two 
years. 40 zettabytes by 2020

C-C,C-B,B-B

7billion

7 billion people will have access 
to internet by 2020

People Things

50 billion devices connected to the 
internet by 2020.

50 billion

367 EB
Global mobile IP 

traffic by 2020

40%
Network traffic from 

sensors by 2020

52% from mobile

48% traditional 

380 M
Connected cars

More than 100 sensors

Vehicle safety

Vehicle Maintenance

Intelligent infotainment



Data Centers Are Undergoing Rapid Transformation
Digitization, Cloud, Mobile Creating New Demands of IT

Scale 10Ks VMs, 100s of Apps, distributed apps, 1M+ policies

Complexity Multi-DC, multi-tenant, hybrid, virtualized, heterogeneous 

Rate of 

Change

VM mobility, app migration, dynamic scaling, self service portals



Applications Are Changing

78% Network is even more critical 

to delivering applications 

than a year ago*

Type Big data, distributed, mobile, cloud

Consumption Cloud ïpublic, private, Multi-Cloud

Delivery Any where, any time, any device

* Cisco Global IT Impact Survey

http://www.google.com/url?sa=i&source=images&cd=&cad=rja&docid=QRwHkYTlKuLpiM&tbnid=ZfX0GQCRhLUUyM:&ved=&url=http://www.underconsideration.com/brandnew/archives/facebooks_radically_new_f_logo.php&ei=1AhMUs-xHcWziwLJ4IGoDQ&psig=AFQjCNHnu55E--eGnHmCy7jj2oIGOmmCfg&ust=1380801108598169
http://www.google.com/url?sa=i&source=images&cd=&cad=rja&docid=QRwHkYTlKuLpiM&tbnid=ZfX0GQCRhLUUyM:&ved=&url=http://www.underconsideration.com/brandnew/archives/facebooks_radically_new_f_logo.php&ei=1AhMUs-xHcWziwLJ4IGoDQ&psig=AFQjCNHnu55E--eGnHmCy7jj2oIGOmmCfg&ust=1380801108598169


Expansion and rolling

out new applications

Common Scenario 1

Monitoring existing

applications

Common Scenario 2

Why does it take weeks to respond to business needs?
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switch1(config)#
switch1(config)# int eth 1/1

switch1(config)# switch mode acc

switch1(config)# switch acc vlan 666

switch1(config)# no shut

router(config)#
router(config)# int eth 1

router(config)# ip add 6.6.6.1 255.255.255.0

router(config)# not shut

router(config)# int eth 2

router(config)# ip addr 1.1.1.1 255.255.255.0

router(config)# no shut

router(config)# router eigrp 100

router(config)# network 6.6.6.0 mask 255.255.255.0

router(config)# network 1.1.1.0 mask 255.255.255.0

router(config)# ip route 0.0.0.0 0.0.0.0 6.6.6.254 

switch2(config)#
switch2(config)# int eth 1/2 - 3

switch2(config)# switch mode acc

switch2(config)# switch acc vlan 111

switch2(config)# no shut

fw1(config)#
fw1(config)# int eth 0/1

fw1(config)# nameif outside 0

fw1(config)# int eth 0/2

fw1(config)# nameif webfront 20

fw1(config)# object network webfront_vip

fw1(config)#  host 6.6.6.6

fw1(config)#  static (webfront,outside) 1.1.1.6

fw1(config)# access - list outside_web permit tcp any host 6.6.6.6 eq 80

fw1(config)# access - list outside_web permit tcp any host 6.6.6.6 eq 443

fw1(config)# access - group outside_web in interface outside

switch3(config)#
switch3(config)# int eth 1/4 - 5

switch3(config)# switch mode acc

switch3(config)# switch acc vlan 222

switch3(config)# no shut

vLAN 333 

switch4( config )#
switch4( config )# int eth 1/6

switch4( config )# switch mode acc

switch4( config )# switch acc vlan 333

switch4( config )# no shut

switch4( config )# int eth 1/7 - 9 

switch4( config )# switch mode acc

switch4( config )# switch acc vlan 333

switch4( config )# no shut

IDS/IPS

vLAN 555

IDS/IPS

vLAN 777

switch5( config )#
switch5( config )# int eth 1/10 - 11

switch5( config )# switch mode acc

switch5( config )# switch acc vlan 444

switch5( config )# no shut

switch5( config )# int eth 1/11 - 15

switch5( config )# switch mode acc

switch5( config )# switch acc vlan 555

switch5( config )# no shut

switch5( config )# monitor session 1 source vlan 555

switch5( config )# monitor session 1 dest eth 1/16

switch6( config )#
switch6( config )# int eth 1/16 - 19

switch6( config )# switch mode acc

switch6( config )# switch acc vlan 777

switch6( config )# no shut

switch6( config )# monitor session 1 source vlan 777

switch6( config )# monitor session 1 dest eth 1/20

slb1 (CONFIG) 
probe http http - probe

interval 30

expect status 200 200

rserver host websrvr1

description foo web server

ip address 3.3.3.1

inservice

rserver host websrvr2

description foo web server

ip address 3.3.3.2

inservice

rserver host websrvr3

description foo web server

ip address 3.3.3.3

inservice

serverfarm host FOOWEBFARM

probe http - probe

rserver websrvr1 80

inservice

rserver websrvr2 80

inservice

rserver websrvr3 80

inservice

crypto generate key 1024 fooyou.key

crypto csr - params testparms

country US

state California

locality San Jose

organization - name foo

organization - unit you

common- name www.fooyou.com

serial - number crisco123

crypto generate csr testparms fooyou.key

crypto import ftp 12.13.14.15 anonymous fooyou.cer

parameter - map type ssl SSL_PARAMETERS

cipher RSA_WITH_RC4_128_MD5

version TLS1

ssl - proxy service FOOWEB_SSL

key fooyou.key

cert fooyou.cer

class - map match - all FOOSSL_VIP_CLASS

2 match virtual - address 2.2.2.22 tcp eq https

policy - map type loadbalance first - match L7 - SSL- MATCH

class L7_WEB

sticky - serverfarm sn_cookie

policy - map multi - match FOOWEB- VIP

class FOOWEB_VIP_CLASS

loadbalance vip inservice

loadbalance policy FOOWEB - MATCH

loadbalance vip icmp - reply

loadbalance vip advertise active

class FOOSSL_VIP_CLASS

loadbalance vip inservice

loadbalance policy FOOSSL - MATCH

loadbalance vip icmp - reply

loadbalance vip advertise active

ssl - proxy server FOOWEB_SSL

interface vlan 222

service - policy input FOOWEB_SSL

fw2(config)#
fw2(config)# int eth 0/1

fw2(config)# nameif webfront 20

fw2(config)# int eth 0/2

fw2(config)# nameif appfront 50

fw2(config)# object network appfarm_vip

fw2(config)# host 5.5.5.5

fw2(config)# nat (appfront,webfront) static 4.4.4.4

fw2(config)# access - list web_to_app permit tcp any host 4.4.4.4 eq 8081

slb2 (CONFIG)
rserver host appsrvr1

description foo app server

ip address 5.5.5.1

inservice

rserver host appsrvr2

description foo app server

ip address 5.5.5.2

inservice

rserver host appsrvr3

description foo app server

ip address 5.5.5.3

inservice

serverfarm host FOOAPPFARM

probe http - probe

rserver appsrvr1 8081

inservice

rserver appsrvr2 8081

inservice

rserver appsrvr3 8081

inservice

class - map type http loadbalance match - any FOO_APP

2 match http virtual - address 4.4.4.44 tcp eq 8081

class - map match - all FOO_APP_VIP_CLASS

policy - map type loadbalance first - match FOO_APP- MATCH

class FOO_APP

sticky - serverfarm sn_cookie

policy - map multi - match FOO_APP- VIP

class FOO_APP_VIP_CLASS

loadbalance vip inservice

loadbalance policy FOO_APP - MATCH

loadbalance vip icmp - reply

loadbalance vip advertise active

fw3(config)#
fw3(config)# int eth 0/1

fw3(config)# nameif appfront 70

fw3(config)# int eth 0/2

fw3(config)# nameif dbfront 90

fw3(config)# object network db_cluster

fw3(config)# host 7.7.7.7

fw3(config)# nat (dbfront,appfront) static 5.5.5.50

fw3(config)# access - list web_to_app permit tcp any host 5.5.5.50 eq 1433



SecureSimple & Agile Open

The ACI Solution

Respond to 

business needs

in minutes.

Across the entire 

network with no 

vendor lock-in.

Faster compliance 

through 

Automation.



Application

Centric

Physical and

Virtual

Extends to

Multi-Cloud

ACI takes SDN to a New Level



Simpler to manage

Faster to deploy

Integrated Software and Hardware



ACI

Push configurations automatically to the entire network  

Network 

Language

Application 

Language



APIC
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Subject Matter Expert 
Define Policies1

ACI ïCommon Policy Framework

SYSTEMS APPROACH: 

Rapid Deployment of Applications with Scale, Security and Full Visibility

Network
SME

Security
SME

Application 
SME

APIC

2

Policies Used To 
Create Application 
Network Profile 
Templates

3
Automated policy 
configuration across 
the infrastructure

Life cycle management 
for day 1, day 2 
operations

4

Physical 
Networking

Compute L4ïL7
Services

StorageHypervisors 
and Virtual 
Networking

Multi DC 
WAN and 
Cloud

Nexus 2K

Nexus 7K

Integrated 

WAN Edge


