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Today’s IT environments are more complex, noisy,
and fragmented than ever

A = $ Q
70% 85% 112 15+

of IT pros say alert of IT outages caused by Saas apps are used by the hours of average mean
fatigue is a top challenge human error are procedure average enterprise, operating time to resolution for
or process related across the 2.2 public clouds critical incidents. MTTR
is still too high
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Al is bringing changes and challenges

1,000s

Al Agents per
enterprise expected

~

H1 risk

Al-enhanced
malicious attacks

~

64%

of orgs face IT skills
shortage by 2026
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Is your Campus
Network Al ready?

For explosive traffic, for increased
security risks, for more complexity

|||||||||
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Operational simplicity
powered by Al




Unifying Catalyst & Meraki

Catalyst Meraki

( Catalyst Center — Meraki Dashboard )

Catalyst License Meraki License

afa]
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Our unified platform

( Management > < Assurance > < APl / Integrations )
PLATFORM

F (
eile] N
HARDWARE Cy9 N
Smart Secure Industrial
Switches loT

Routers Wireless
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AgenticOps
The New Standard for IT Operations

Cisco

Al Assistant

Al Canvas Al Assistant
Cross-domain collaborative troubleshooting Accelerate network operations

with Al-driven root cause early with Al that sees lean teams and built-in together with shared

Cut MTTR to near seconds Catch critical issues Operate at scale with Troubleshoot faster
and resolution. across the stack.

Al expertise.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Al Canvas

‘b Al Canvas | Application performance degradation

= AlAssistant & ~

(@ AlAssistant

ServiceNow SRTK0023941 ' ServiceNow.

Reported by
System Administrator on 03/28/2025 at 09:45 AM PST

Deseription

Received a ThousandEyes alert and reached out to Maria Chen to confirm. She said users at San Jose branch
35 lays when processing financial in EFP. Started i

minutes 3go. Affects all 24 users at the branch. No recent changes reported.

00 l & Generate report ] [ View activity l

S$J-MX105-01 WAN interface performance ~Meraki

Loss rate

16.4% ©2

WA interface latency  87ms. (baseiine <50ms)

H A Thi h sh il link bet i ServiceNow Ticket SRTK0023941 7 ditter 15ms (baseline <5ms)
Troubleshooting and execution iyl ol i .
= L congested, financial app failures spike almost
a CrOSS m U|t|p | e d O m a I n S instantly. Riglht ”0:“'. Criticall':lransac:iuns are SJ-MX105-01 performance (last 24 hrs) Meraki
competing with non-essential traffic during busy
periods. The concurrent scheduling of mandatory 2 alysis
security-related software updates could be a . 15%
H H significant contributor to these congestion 2
Collaboration across multiple o ® - . -
o
users (NetOps, SecOps and st ot 1 e - = o o o e = — e
eX e C S) statfl:tics vs. EFP application e (CJEE
performance
Splunk ~—— Connection @ Packet loss point
. . 20%
Built on the foundation of the s v 0
Cc Will enkins. ir fon 03/24/2025 1626
Deep Network Model : =
8:00 08:30 Heleteam
I'm follawing i
il’nfllum: Si: J\ﬂelir:n‘h.‘ln S
W Packetioss [l Transaction failure rate reassurance that this issue wilbe sesobved by then.
=== e
L] m c Thank you for your urgent attention to this matter.
‘Best regards, Maria Chen
Senioe Director, Finandial Cperations
[ Ask the Al Assistant a question > J

(53
|_]
|
45

Assistant can make mistakes. Verify responses.

© 2025 Cisco and/or its affiliates. All rights reserved. cisco




Agentic Ops Across IT and SecOps

Al Assistant

28
» \

~

Campus and Branch ) ( Data Center ) é Security and Observability )

o A\

<] catalyst Center \“ webex [] Nexus Dashboard Splunk>

Firewall
Topology, client details, location, etc. Voice and video experience Data center network management. Cisco and third-party insights Security & connection events
i I
'é Cisco Meraki ThousandEyes@ Hyperfabric /g)\ ISE Q?)Q 2E
Al Canvas
M: ° 0@t Topology, client details, WAN, Internet, App Insights Data center network management. Authentication Insights Authentication & compliance
e e location, etc.

e e z 23% SD-WAN Identity Intelligence E@D Intersight @ Secure Access &  xpr

=

Eoesees e WAN Details User trust level, identity checks Unified management, automation,

Private & SAAS Resource
—— & reasons

Related Threat Incidents
Access

security.

J

e
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_ ORRIRBLE Now
Common experience

Bringing together the power of Cz and simplicity of |

Meraki Q search 2 0 0 ® ‘il Catalyst Center Q % O ® Q& | R Admin v

N K * 3 . . ! s ol = e
e Organization Summary [© st Welcome, Alexander
Secure Connect

Organization insights
Nework-wide

Al Clients etwork devices  Infrastructure  Applications

Impacted networks © Critical alerts Impact across networks
urity & SD-WAN
day
ssue type Total impacted Change
Switching .

. Clients +511
Network devices
Infrastructure

Applications

Networks by health score ¢

Organization

| cood Fair

Network Healthscore () . Scorechange  Network tags Clients Network devices Infrastructure Applications
Network name Q 70 pts -24pts Office Q 84 pts

Network name 8 -12pts. Office Q 84 pts

Network name 84 pts +1pts Office O 84 pts

Network name s 20 pts Office

Network name ¥ s +5pts Branch © 100 pts

Network name € +2pts. Branch

Network name A 89 -8pts. Branch

Netwark name 0 ¢ -8pts Branch




© AVAILABLE | NOW

Assurance across
every digital
experience

Deep visibility across both owned and
unowned networks

Al-powered insights surface
experience-impacting issues instantly

Closed-loop workflows trigger automated
remediation

Al Assistant accelerates root cause analysis
end-to-end

ol
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. Prab Singh
Mar Demo App Show Filters J
A
Mon, Jun 2 00:52 - 00:54 PDT (13 hours ago) < D> D May 5 May 8 May 11 May 14 May 17 May 20 May 23 May 26 May 29 June
00:30 00:45 01:00 01:15 01:30 01:45 02:00
Path Visualization Map Table
h h

Show 2 Of 2 Agents ¥ IP Address Labels @& 8 hops k 3 hops

Group Agents by Agent ~ Interfaces by IP Address ~ Destinations by No Grouping ~

Highlight All ¥ | Search Network, Country, IP Ac Forwarding Loss > 10% (0 Nodes) v  Link Delay > 100ms (O Links) ~

Select Info (1) ~ © Undo (1) Reset To Default

Boston, MA h I EE——

216....4.254 216.

1173 218....1&63.2...28.85 62.11....237 f 62.11...191

52.93.76.38 52.93.76.51

a \ ) YRR 3

63.2..28.21 6211....245 62.11...

189 52.93.76.116 52.93.76.125

a . E—
\ “3,

“reas
H TTTTeE —— 3 — 5

----
Rag

London, England F \ \3 3

64.2...413052.93.76.47

108....244.2
@ web.mar-demo-app.....net (13.59.79.18)
AWS Elastic Compute Cloud
Topology Available
a 5
108....244.0

212..18.57

89149139.5 1541..134 W web.mar-demo-app.p...et (16.16.88.236)
AWS Elastic Compute Cloud

Topology Available



Unified network management Q—

Cisco networking platform

dséh’ Networking Q search o

Un|f|ed network ma nagement Wlth ﬂeX|b|e = Organization Summary | © testday
deployments for cloud, on-prem, and hybrid in a

single cloud dashboard experience integrating e
Meraki and Catalyst Center -

Impacted networks Impact across networks Trending networks

Organization insights

ii Reporting "‘ S Issue type Total impacted Changi Network
9 ients 5 + 1. London
. . < » Networks 1100 0 +1 2. SFO-Corp
Unified management experience | o
seeunty +2 4. San Francisco
, Devices 5. Tokyo

Global health visibility and actionable alerts o ot

Applications
Networks by health score

Secure SSO for seamless workflows ‘

X\ Templates & Profiles
Network Health score Score change Network tags Clients Network devices Infrast

Simplified Al-powered network operations
across cloud and on-prem environments

Corp Retail Group © 70 pts s ice © 48pts

UK Manchester © 82 pts S ice 9 54 pts © 84 pts
India Bengaluru © 84 pts +1pts ice © 68 pts ©Q 84 pts
India Jaipur & 86 pts 5 S ice a + 80 pts © 76 pts

Enterprise campus capabilities and scale

Canada Toronto A 88 pts +5 pts ranc @ 100 pts @ 100 pts

Canada Toronto A 88 pts +2pts ranc A 85 pts @ 95 pts

Al_powered automation and assurance ] Canada Toronto A 89 pts -8 pts ranc A9apts @ 84pts

Canada Toronto A 89 pts -8 pts ranc 0 © 84 pts

Canada Toronto A 89 pts -8 pts rancl © 84 pts
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Cisco Cloud Control

An Al-native management platform that
reimagines how organizations manage, operate,
and optimize their IT infrastructure

© 2025 Cisco and,

‘4l Cloud Control

7> Home

@ AlcCanvas PN

PINNED

Application Performance Monitor...
Network Fabric Management

Micro and Perimeter Segmentation

See all
& Networking v
U security >
18\ Collaboration v
73 Observability o
&0 Admin Console A

Users and Role
Products and Services
Inventory

Licensing

Integration

Support

RQ

Users

101«

©

Strong
posture
Campus and branch
% Wireless ([ Switches 3 Routers
10 k 4« 207

Security health score ' Security

Alex Moreno
59 /100 @15
Vulnerabilities 7

Auth successrate  34.2%

= Al Assistant

( B AR ey R

(W

Endpoints

298« =
/

27 failed

)

Moderate
posture

@ WAN circuits

392 3

Q Search

X3

Connected events

2k destinations

123«

30k blocked

925

Threats
contained

Time (Hours)

@

Internet

S -

Ca

Private

> 109

Q Firewall B Data center
253 s 287 ~s
Endpoints ' Networking Packet loss ' Networking
20%
) 15% R o A
47%
g
= 10% /
=
3 /
o
@
[-%
5%
0 10 20 30 40 50 60 70 80 90 100 .
Percentage (%)
v 0%
_aptop (24) . Smartphone (18) Other 8:00 08:30 09:00 09:30 10:00

e ® QE

| Admin
Acme Corp.

Cloud

> 581

[ Applications
29 @ adegraded

Recent changes 3

Switch configuration updated

Catalyst 9500, Florida branch on June 1, 2025
at 10:50am PST

Firewall policy modified
ASA firewall, HQ data center on June 1, 2025 at
10:40am PST

Application patch deployed
Healthcare app (v4.2.3) on June 1, 2025 at
10:15am PST

View change log

in 2026

e
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Large campus cloud capabilities

Powerful Switching
Capabilities

Support campus
deployments with BGP, VRF,
ISSU, and IOS XE stacking

© 2025 Cisco and/or its affiliates. All rights reserved.

Fabric for
Secure Networking

Simplify NetOps with a
secure fabric and micro/
macro-segmentation

Cloud CLI for
Flexibility

Simplify onboarding and
flexibility with operating mode
options and Cloud CLI

e,
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Simplicity, with new
Enterprise capabilities and scale

« Advanced routing configurations with
BGPJ\/RF Support; and Routed Ports 7 p"°".5:, e BGP routing

BGP Router (IDF-4)

Switch Name

- High availability with In-Service Software AR
Upgrade (ISSU), StackWise Virtual, and © oo
Rapid Per-VLAN STP+

 Cloud intelligence: SmartPorts (Profiles),
Intelligent Capture (scheduling), Device
Uptime, Device Health, and Digital Optical

Schedule firmware change

Monitoring
« Expand new platforms support: MS390,
C9200/CX/L, C9300/LM/L/X, C9500* , —

© 2025 Cisco and/or its affiliates. All rights reserved. 'Clisecah Elevate Monthly



Cloud-Managed Fabric Solution

( N\
Simplified management as
a single logical entity
. J
( N\
‘;%" Focused on brownfield migration
\_ J
( N\
P .
1 \r Flexible deployment and staging
\_ J
4 I
Securing the network with
Adaptive Policy
\_ J
4 )\
Optimized L2 extension
—_—
\_ J
4 N I
.Ir Day-2 Operational Assurance
A
\_ J
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Applications

Dashboard
Al Assistant S Po@cy
SD-WAN
Fo
b
Fa Fw )
B E ) Spine
EE ]
FE"l—0oFw) Leaf
i (EVPN Multihoming |
P ) F2) F#) FEr] 2
Ee ) o) o) 2] B2 @ L2

oo oowmaal |

Cisco

Tech Elevate Monthly



Network

Nook-HQ-SF

Fabrics
Create fabric

Network-wide

Security & SD-WAN

0 Fabric setup

Wireless

Systems Manager

Camera

Sensors

Insight

Organization

Admin

Fabric name

San Jose campus

Select networks/network group

Network A Network B«
BGP autonomous system number BGP auth key
65‘7‘\33 R Y

Underlay loopback IP pool

192.0.0.0/23

Select roles for devices

Filters

a items selected Select all [Remove role ] [ Edit roﬂ
= Devices . Status . Local P . Networks . Serialcolumn . Tag Roles . Action
MDF Core-01(9500-24Y4CX2) © Online 18.18.108.1 Network A Serial number Tag
MODF Dist-01 (9500-48YA4Cx2) & Online 10.19.192 .1 Network A Serial number Tag? Tag 2

MDF Dist-02 (9500-48Y4Cx2) © Online 16.18.176 .1 Network A Serial number Tag 2 Leafl
) NetB-MDF-Stack (9300x Stack) © Online 10.10.20.1 Network B Serial number Tag 3 Border  Spine  Leaf
s NetC-MDF-Stack (9300x Stack) © Online 16.10.40. Network C Sernal number Tag Border

NetD-MDF-Stack (9300x Stack) © Online 16.19.36, Network D Serial number Tag Border

Rows per page v 30 f3 m 2 . 10

Cancel



Scalable devices ready for Al
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Introducing

Smart Switches for the Al-powered campus

High-performance,
low latency

_“.x.x_-Dm.

'_!!1;: m m mmf:i ......... —

- —_- -_——A—- @ T o

..if. -ﬁii V g~

Cisco Silicon One +
co-processor for
security and Al

Post-quantum
secure

Intelligent _ _
" eelgﬁ;?er?(?yergy Cisco C9350 Smart Switches

O Navsenon

O L A
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Unparalleled density,

speed, and security I ntrOd u Ci n g

Smart Switches for the Al-powered campus

Backward compatible
chassis with front to
back airflow

Powered by Cisco = - ,u
Silicon One =

High density o A
chassis with state- 11 1 Cisco C9610 Modular Core
of-the-art hardware st st Smart Switches
Entirely modular and :‘U‘Lﬁiﬁihh&ﬂ \
upgradable system _SS Sissleiapa)

i
CiIsco
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Boosts hardware

encryption post Powe red by
quantum security ] __ ]
I Cisco Silicon One for Scale, Security,
ntelligently adaptable to = =
mitigate link failures, and EffICIenCy

congestion, and
bandwidth challenges

Flexible and
programmable for
future Al and ML

workloads

Silicon One A100L and
Silicon One K100L

High-scale and
low latency for time-
sensitive applications

Efficient power
performance

e,
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Announcing 19 new switches joining Cisco’s leading portfolio

TNewr

& e a0 T Rl
7 L Eg | (Ba FL e
DIN-rail H F @ (s * B0 HEG) [y Ml |
Portfolio Cisco IE3100 - Compact  4PPoE Cisco IE3200 Cisco IE3300 Cisco I[E3400 Cisco IE3500

Tnew

IP67 QQO)O)QGO
Portfolio LBl

Cisco IE3400H Cisco IE3500H

Rackmount
Portfolio

T () el () ST A

Cisco IE9300 - All Copper Cisco IE9300 - All Fiber Cisco IE9300 - Mixed Ports

e
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Wi-Fi 7 for every operational scale

CWOo171I

4 Spatial Streams
Omnidirectional

— @205

CW9172H

6 Spatial Streams

Dorm Rooms, Hospitality

CWO9174E

8/10 Spatial Streams

External antennas

025

CW9176D1

12 Spatial Streams

Integrated Directional

CWo172|

6 Spatial Streams

Omnidirectional

CW9174|

8/10 Spatial Streams

Omnidirectional

(0043

CW9179F

16 Spatial Streams

LPV/Stadium

CW9176l

12 Spatial Streams

Omnidirectional

© 2025 Cisco and/or its affiliates. All rights reserved.

Wi-Fi 7 | Global Use AP | Unified License | Al Optimized

CWo178lI

16 Spatial Streams

Omnidirectional

Cuwe
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g
Security fused into the Network :




Securing network access

Scalable microsegmentation to protect every connection

& ®

>
\ AEI

loT robot

n
Dg ®

Employee
Devices

© 2025 Cisco and/or its affiliates. All rights reserved.

Policy Tags P

ooo_]\

Y
N

e N

Software Defined Scalable Group Tag
Access (SDA) (SGT)

Identity Services
Engine (ISE)

NN
ooao0

O

Factory Control

X ® |l
." HR Systems

i
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New threats attack networks directly

\

.

Attacks on Infrastructure

Exploits like Salt Typhoon that target
unpatched software on key infrastructure

\

p

© 2025 Cisco and/or its affiliates. All rights reserved.

Attacks on Encryption

“Harvest now, decrypt later” attacks where
encrypted data is extracted and stored,
anticipating quantum computing.

sl
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Securing network connectivity

S
NN\

Network traffic

S 8§ 8 8 8NNV
® & & & & % VAN

® & 0 0 ¢ 8 %V

o. o. o. o. : : : : : :\\\\» |OT/OT . 2 |PS€C

c e Managed @t """""""""" MACSec
| il B WAN MACSec

p O 0 0 0 0 001111 Unmanaged

© 2025 Cisco and/or its affiliates. All rights reserved. cisco




Securing the device

Secure from hardware to software, from boot time to runtime

Trustwor
Technologies Verifi
Supply chain ‘ No tampering detected
attack (
Hardware / ..... ‘ Booted securely
tampering attack @ -~~~ /. )
— @ feesee... .y R -‘ Image authenticated
BIOS/Rommon | R ( a | ..... o
attack cesee

R EEE NI IR Hardware authenticated

A
o
A

Software binary

attack \ ‘ No spoofing detected
Runtime
attack ‘ Data protected from MITM attack

© 2025 Cisco and/or its affiliates. All rights reserved. 31
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. C

oming

‘dueh Catalyst Center Q & O @ Q@ | R mr

Live Protect -

Network Device Security

Overview Device vulnerabilities

Mitigate new threats in
near-real time—without
upgrading image or
rebooting device

73 Al vulnerabilities 12 Live Protect available for deployment @ 37 Live Protect deployed U

ch || CVSSs Jevic m i ect status = Filters 73 ilts Resca

Vulnerability Details G Affected devices Live Protec Hits ©
CVE-2023-20198 New Web Ul Unauthorized Access Vulnerability . @ Available

CVE-2024-20169 Command Injection Vulnerability 9. @ Available

CVE-2023-20154 SNMP Remote Code Execution ¢/ Available

CVE-2023-20049 Authentication Bypass Management Interface 9. @ Protection

CVE-2024-20467 Privilege Escalation via CLI 9. ) Observation

CVE-2024-20480 SSH Key Management Vulnerability @/ Available

CVE-2023-20177 IPv6 RA Guard Bypass 1 @ Protection

CVE-2024-20508 Privilege Escalation through Configuration API 8. @ Protection

CVE-2023-20200 CLI Privilege Escalation i @ Available

CVE-2024-20437 Buffer Overflow in HTTP Server 8. © Observation

of 73




Key Takeaways

1 A future proof 2  The most secure 3 Simpler NetOps
campus network campus infrastructure
on the market

« High performance, hyper-resilient

: « C(Cisco is delivering greater simplicity from
campus network serves users with 99 il

Cisco with a plan for consistency

Cisco is a trusted security partner, offering

lightening fast reliable connectivity a compelling vision, components needed :
(including Wifi7) for Security, with a a roadmap for the future betvvgen eI Elne C.|0Ud’ leiing
migration to cloud over time (remote
« Up to 90W Power for IOT & « Cisco Delivered Secure Architecture offers ce{gc)es TigLEmeler e il moee
Collaboration devices, ability to add as Layered Security, Protecting Devices, Data '
many 4K Cameras / Video / Al agents Traffic, and Endpoints.

» Leverage benefits of SDA from the

one day), and low latency to support cloud, with a simpler more streamlined

advanced workloads such as AR or

Automation to manage micro & macro

robotics. segmentation at scale. Works with existing experience.
" . NEI=!, Elnel e lvers Conssisit Follsy « Al Assistant and End2End Assurance
« Ability to run more complex services across my entire network.

help get application visibility and

right on the switch (e.g. Hypershield in oullEshoe: Eeier

the future)

]
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Thank you
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