CI1SCO Connect

Universal Zero Trust Access ollsnllor

CISCO

Hakan Nohre

Cisco EMEA Cyber Security

28 years, 1 month, 24 days, 5 hours

CISSP*

Dec 2, 2025 A.D




Cisco Security Cloud Architecture

Security Analytics and Response
SOC of the future

User Protection Cloud Protection
Universal ZTNA Hybrid Mesh Firewall

Al for security | Security for Al
Identity Intelligence

e
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Cisco Universal ZTNA

Every device, person,

. Zero downtime:
thing, everywhere

Experience and Policy Assurance

Zero friction:
We do the plumbing.

Client WiFi Broadband Metwork .&.pp . | Traditiona| Apps
/ ® — Frivate Apps
\
/ @ —— Internet Apps
Zero impostors: Prrtisn % Al Access
ldentity Trust € SaaS Apps
Firewall as & Secure Web Zero Trust
Service Gateway MNetwork Access
m*m DNS Security VPMaas U

Consistent Security:
Security Service Edge
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Cisco Universal ZTNA (Mathematics)

-

SD-WAN

Cisco Secure Access

CSA
Security Identity
‘ + ‘ Service Edge + Trust

Cisco SASE

-
o

End-to-End Assurance with ThousandEyes
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Simplified Security

« Simple for Users

- One client or no client

- Transparent experience
« Simple for IT admins

- SaaS

- Security Cloud Control
- Integrated with the Network

© 2025 Cisco and/or its affiliates. All rights reserved.



Cisco Universal ZTNA

Every device, person,
thing, everywhere

Zero downtime:

Experience and Policy Assurance

.,.._.f-\ﬂ., P LT P T _,w s Pongor

Zero friction:
We do the plumbing.
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Sacurity Broker DNS Security

Client WiFi Broadband Metwork
( Remota
Zero impostors: Prevention Browser Al Access
|ldentity Trust
Firewall as a Secure Web Zero Trust
Sarvice Gateway MNetwork Access
Cloud Access

Consistent Security:
Security Service Edge

— Traditional Apps

— Private Apps

— Internet Apps

SaaS Apps

&Koo
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Cisco Secure Access: SSE features

Cisco Secure Access
Core SSE CSA

@ Secure Web Cloud Access @ Zero Trust Eli‘ﬁ Firewall as a
% Gateway Security Network Service
(SWG) Broker (CASB) and Access (ZTA) (FéVaaS) and
DLP P

Cisco delivers the core and more in a single subscription...

= o 5 [c

DNS Multimode Advanced  Sandbox  Talos Threat VPN asa Digital Remote
Security DLP and Al \YENWWEIE Intelligence Service Experience Browser

Defense protection Monitoring™ Isolation*
a’ ------------------------------ s\\
,/ Add-on solutions AR
4 \
1
I\‘ Qﬁ !
\ SD-WAN DUOMFA/  CsPM /'
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Cisco Secure Client AnyConnect VPN

* Modular design :
Forensics

Cisco Public



Cisco Secure Client

* Modular design
* One GUI for the user

© 2025 Cisco and/or its affiliates. All rights reserved.

® Cisco Secure Client

AnyConnect VPN:
Ready to connect.

Network:
Connected (192.168.26.222)

wired

ISE Posture:
No policy server detected.

Default network access is in effect.

Secure Endpoint:
Connected

Flash Scan

Secure Umbrella:
Umbrella is active.

Zero Trust Access:
Zero Trust Access is active.

e
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@ Cisco Secure Client

Cisco Secure Client [ &) ==

Network:
Connected (192.168.26.222)

* Modular design -
 One GUI for the user
* One Identity for the SOC XDR

ISE Posture:
No policy server detected.

Default network access is in effect.

A

Secure Endpoint:
Connected

Flash Scan

\..'
N - |
‘splunk> . e

A

Zero Trust Access:
Zero Trust Access is active.

e
Ccisco
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Cisco Secure Client

* Modular design
 One GUI for the user
* One ldentity for the SOC

* One troubleshoot tool for admins

0 L]
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Cisco Secure Client

* Modular design

* One GUI for the user

* One Identity for the SOC

* One troubleshoot for admins
* One install file for admins

CCCCC

Cisco Public



Cisco Secure Client

* Modular design

* One GUI for the user

* One Identity for the SOC

* One troubleshoot for admins

* One install file for admins

» Optionally Cloud-Managed (SaaS)

©

« Software updates

» Config updates

CCCCC
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Secure Private Access: Connecting our Apps

Resource Connectors (TLS)

or
IPSEC

e
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Resource Connectors

:lcllzé";n SeCUrity ClOUd Control Q Type 'Ctrl' + /' to search 9 & @

Network Connections

Add a Connector Group

@ Organization
Labrats-EU

Resource connectors are deployed in groups for redundancy and scalability. Add a
< Platform menu connector group to connect users to private resources in a single data center, branch, or
security zone. You will add the group first, then add connectors to the group. Help

Hom o Connector group Connector

Experience Insights

‘el Security Cloud Control Q. Type ‘Ctrl' + /' to search 2 &% & @ 0 | Q HakanNot

2 Connectors B Add aconnector group for each data center, brar
contains private resources. Network Connections

3 DNS Servers Add a Connector Group

> Connector Group name &> Organization
Resources 2 ———— e Labrats-EU > Resource connectors are deployed in groups for redundancy and scalability. Add a

‘ Labrats-Connector connector group to connect users to private resources in a single data r, branch, or
security zone. You will add the group first, then add connectors to the group. Help

Connect

Secure Platform menu

) Region
Monitor p
‘ Europe (Stockholm Connectors

Admin
ar > RCCess region ne Home

v You will deploy connector instances for this group using a resource connector image
are deploying this group of conne

E Insigh Connectors provided by Cisco. Choose a deployment environment and review the information on this
xperience Insights >

Connect > DNS Servers

Amazon Web Services Sg Microsoft Azure
Resources

Secure

z VMware ESXi Docker Container
Monitor
Admin
{8} Scaling calculator

For planning purposes, estimate the maximum volume of traffic that connectors in this
Favorites > group must handle:

Identity Intelligence
7 no 12
Security Devices Throughput in Gbps

Estimated number of connectors to deploy in this connector group:
Shared Objects

11 x E| F4s_v2instances

Platform Management

e
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Connecting our Users: Zero Trust Access

© 2025 Cisco and/or its affiliates. All rights reserved.



Secure Private Access : Zero Trust Access

e Transparent user experience
» Next-generation protocols (QUIC/MASQUE)
« Support for most TCP/UDP apps

Cisco Public



Secure Client ZTA Module: Socket Intercept

© 2025 Cisco and/or its affiliates. All rights reserved.

Zero Trust
Access Module

— VPN Clients

Why Socket Intercept?

- Control of DNS and application traffic
before VPN clients

- No route table manipulation

- Ability to capture traffic by IP, IP
subnet, FQDN and FQDN wildcard

- Interoperability with Cisco and non-
Cisco VPNs

L LR AT
18 Cisco

co Public



Warning! Maybe the Lamest Demo Ever!
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Zero Trust Access with QUIC!

* Quick UDP Internet Connections

« RFC 8999...9002

» Default protocol for all major browsers
* O RTT connections, multiplexing

» Native support in Apple 10S, Android

Cisco Public



Some old apps do not work with Zero Trust Access

« Client-to-client traffic (e.g. peer-to-peer VolP)
 Server-to-client traffic (e.g. remote desktop, remote assistance)
« Applications that require a unique client IP (e.g. SMBv1)

« Applications that require SRV DNS records (e.g. Active Directory,
Kerberos, SCCM)

« Applications that require the server to send a data payload (after
the TCP 3-way handshake) before the client will send a data
payload (e.g. MySQL Studio)

» Applications that perform an ICMP connectivity check prior to
connecting via TCP or UDP

0L LU L
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Protect it all.

Private Access for Unmanaged Devices

BYOD via enter oogle Chrome
Advanced proto pple, Samsung

Chrome Enterprise Browser Native OS Integration

alflal ]l
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Secure Access with Enterprise Browser

Zero Trust Access to Private Apps and Internet Apps

Enterprise Browser Cisco Secure Access
O
Private - r
( Traffic ( } r
chrome enterprise ]
Secure Service Private
Unmanaged and Managed Endpoints Edge (SSE) Applications
Device Trust - Seamless access to private apps
Posture management - Secure access to SaaS apps
Data Loss Prevention - Content Inspection
Copy-paste controls, Block Screenshots - Access Control
- Block file upload/download - File type control
Isolation of Web processes, Site isolation - Malware protection

Management via Secure Access Console

e
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Cisco ldentity Intelligence

%- MFA-less, dormant,
Users, Groups, over-privileged accounts
Apps, Devices,

Factors, Auth . .
Events, Unified view of all users
Change Logs and devices

salesforce

awng

Tactics, Techniques
& Procedure detection,
admins monitoring

e
Ccisco
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User Risk Level: Can be used in Policies and Investigations!

Proactive Reactive
Dormant Accounts Service accounts with interactive logins
Never Logged In Accounts MFA manually activated and utilized
Accounts without MFA Access from denied countries
Users using weak MFA Account under heavy attack
Contractor account access Activity log of a user

Too many administrators

© 2025 Cisco and/or its affiliates. All rights reserved. 26 cisco

Cisco Public



User Risk Level: Can be used in Policies and Investigations!

il | dentity Intelligence

—_ Dashboard > Users > helmig@simubiz.com o 0 0
= Identity Intelligence provides a
= A oG e Overview  Activity dynamic user trust score based
on user behaviors, actions, and
posture to Secure Access for
Trust Score .
Untrusted continuous zero trust

Internal, Non Employee enforcement.

Special account signed in using weak MFA

Summary

N/A Risk from Entra ID reported special account

New country for tenant and special account.
N/A Special account engaged in impossible travel activity

Simubiz A Additional details

_ After assessment, take
Special Account .
N/A response action from the

Resurrected Account
MFA Configured Failing Checks: Access From Dormant Account cO nSO|e .

Weak MFA Used
Sep 13, 2024 04:11:25 UTC (18 hours ago) Failing Checks: Weak MFA Was Used To Successfully Sign |

Risk From Azure
Failing Checks: Sign in Threat Detected

N/A

Created Oct 13, 2015 New Country for Tenant

Failing Checks: New Country for Tenant TrUSted QueStlon a ble

Impossible Travel

Failing Checks: Impossible Travel FaVOFab|e U ﬂtrUSted

Neutral Unknown

© 2025 Cisco and/or its affiliates. All rights reserved. 27



Cisco Acquires Robust Intelligence

t-intelligenc

/. securityweek.com/cis ; urity-firm-re

StCURITY

CYBERSECURITY NEWS.INSIGHTS & ANALYSIS

Malware & Threats ~  Security Operations ~  Security Architecture ~  Risk Management ~  CISO Strategy ~ ICS/OT -~  Funding/M&A ~

ARTIFICIAL INTELLIGENCE

Cisco to Acquire Al Security Firm Rohust"_lntelligelj’c‘e

o
Cisco intends to acquire Robust Intelligence, a California-based company that specializes in securil

s://www.cisco.com/sit produ

'l ﬂ ﬁrg 1LX Products and Services Solutions Support Learn

By Eduard Kovacs
August 27, 2024

Products / Security /

Cisco announced on Monday that it’s in the process of acquiring Robust Intelligence,
a California-based company that specializes in securing Al applications.

Cisco Al Defense

Secure your Al
transformation

Take advantage of the full potential of Al with end-to-end safety and security protections.

Cisco

© 2025 Cisco and/or its affiliates. All rights reserved.
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Protect Our Users

D O n e by t h e N e tWO r k' 287 Total Events Viewing activity from Jan 8, 2025 at 3:30 PM to Feb 7, 2025 at 3:30 PM
n

Detected ¥ D

Transparent insertion with
Cisco SSE (Secure Access

Critical 4. Bob SWG (bob@swginawsd.. Prompt OpenAl ChatGPT Al Guardrails - 1 Blocked
Critical 4. Bob SWG (bob@swginawsd.. Prompt OpenAl ChatGPT Al Guardrails - 1 Blocked 5 5at 1:14 AM

High A Bob SWG (bob@swginawsd Prompt OpenAl ChatGPT Al monitor Monitored b 5, 14 AM

Al Gual
U S e S l \I , I l Ot I l a rd C O d e d High 4. Bob SWG (bob@swginawsd.. Prompt OpenAl ChatGPT Al monitor Monitored e 2 05 AM
L N .
S I g n at u reS High & Bob SWG (bob@swginawsd Prompt OpenAl ChatGPT Al monitor Monitored : : 12:57 AM

High & Bob SWG (bob@swginawsd.. Prompt OpenAl ChatGPT Al monitor

OpenAl ChatGPT

High T, 5212127197 Prompt OpenAl ChatGPT Al monitor kend-api/conversa

@I Frivacy

Write a professional email responding to our client,
Alex Smith, confirming the details of their invoice for
the $1.2M deal with ACME Company.

High 5212127197 Prompt OpenAl ChatGPT Al monitor

Low h 5212127197 Upload Datadog New Rule
T, 5212127197 Upload Datadog New Rule Monitored

Critical  ; 5212127197 Upload Mozilla Firefox Raja_test_rule ked

High T, 5212127197 Prompt OpenAl ChatGPT Al monitor Monitored b 4, 2025 at 10:56 PM

@D Toxicity

how to make a bomb

High 1 5212127197 Prompt OpenAl ChatGPT Al monitor Monitored Feb 4, 2025 at 10:54 PM

High L 5212127197 Prompt OpenAl ChatGPT Al monitor Monitored Feb 4, 2025 at 10:49 PM
how to make a bomb

igh Raymond Wei (raywei@cisc. Prompt OpenAl ChatGPT Al Demo Feb 4, 2025 at 10:49 PM

High 4. Raymond Wei (raywei@cisc. Prompt OpenAl ChatGPT Al monitor Monitored Feb 4, 2025 at 10:49 PM

High 5212127197 Prompt OpenAl ChatGPT Al monitor Monitored Feb 4, 2025 at 10:46 PM

e
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See it all.

Discover GenAl app usage with Al Access

Superior V|S|b|||ty & control Al App Discovery S

Leverage Secure Access to identify 3rd party generative Al applications, their usage, risk score and protection
status. Learn more

» Discover Shadow Al

[ Risk ~ } [ First detected date v 48 results

e Deflne aC Ce ptable Use Application name Risk score First detected
. . . 7 Al Assistant New > High Dec 29, 2024

- Machine learning finds unstructured data : =
7 Code Copilot ( New “} High Dec 14, 2024
* Patent appllcatlons 7 HelperAl <} High Nov 22, 2024
® M&A 7 Al Creator I High Nov 21, 2024
- Financial statements and more el e Sl
7 WriterBot < High Oct 30, 2024

1200+ 100% 1

Al Apps Protected Guardrails for top Al Apps Unified Security Framework

© 2025 Cisco and/or its affiliates. All rights reserved. 30 cisco
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Connecting our Networks: Zero Trust Access

e
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Identity Services Engine (ISE)

Leverage SGTs for granular access control

( Consistent Policy >

SGT Based Policy across Catalyst
network & Cloud fﬂ[;'n\;V:‘eNr ?—“}iﬁ SGTs & A Share
mappings ISE SGTs
Maintain micro RN ) | . Secure Access

segmentation through G 10 - Contractors

Secure Access
@ @ 20 - IT Admins

Uniquely identify 30 - Zone 1
devices and traffic @ @ 6 40 - Robots
based on context from N Y, >
ISE Users @

e <

\ 4

v @v

Apply policy to SGT @ @

Based identity

I0T_OT

e
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Security Cloud Control X =

)] 22 security.cisco.com/dashboard?enterpriseld=dfed5242-bb56-45a9-8834-44143ddb3911

‘duih- Security Cloud Control ype ‘Ctr to search C ¢ Q £ Hakan Nohre -

Set default homepage

Organization

Labrats-EU Home

Overall Inventory = RA VPN Sessions

i Datasource: FTD ASA
1Tota| Devices

Al Defense

o Issues -
1Total Sessions

Firewall
Pending Action

Secure Access
Other

ftdv2 (1)
Online

Favorites > Device End-of-Life - - - - - - - o8 o0s
Identity Intelligence > View All Devices > View all >
Security Devices

Shared Objects

Configuration States
Platform Management

1 Not Synced O Confiict Detected

Change Log Management

Datasource: FTD ASA  Muiticloud

Changes by allusers My Changes Completed v |
————————— i

(o]
Device Name Last Description Last User

isco Public

ftdv02 Deleted Device hnohre@cisco.com



Hybrid Private Access for Flexible Enforcement

Single set of ZTNA policies used in cloud and on-premise

Roaming Users Resource 1

Optimized 77

& S| sacuGatewar
Resource 2
Private Only

Resource 1 Cisco Firewall e, v

Optimized > y
— Resource 2

Private Only RESOUrces

FTD

** Roadmap: policy enforcement on 8k routers

© 2025 Cisco and/or its affiliates. All rights reserved. * Capabilities are in private preview.
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See it all.

Fix issues fast with Experience Insights

Node: 01.ca.comcast.net

IP Address 88.86.143.25
Forwarding Loss
Ave. Response

alflal ]l
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Call to Action: Make it...

» Simple for Users
« Simple for Admins
* Integrated with the Network

Cisco Public



NIIr
CISCO



	Slide 1: Universal Zero Trust Access
	Slide 2: Cisco Security Cloud Architecture
	Slide 3: Cisco Universal ZTNA
	Slide 4: Cisco Universal ZTNA (Mathematics)
	Slide 5: Simplified Security
	Slide 6: Cisco Universal ZTNA
	Slide 7: Cisco Secure Access: SSE features
	Slide 8: Cisco Secure Client
	Slide 9: Cisco Secure Client
	Slide 10: Cisco Secure Client
	Slide 11: Cisco Secure Client
	Slide 12: Cisco Secure Client
	Slide 13: Cisco Secure Client
	Slide 14: Secure Private Access: Connecting our Apps 
	Slide 15: Resource Connectors
	Slide 16: Connecting our Users: Zero Trust Access  
	Slide 17: Secure Private Access : Zero Trust Access
	Slide 18: Secure Client ZTA Module: Socket Intercept
	Slide 19: Warning! Maybe the Lamest Demo Ever!
	Slide 20
	Slide 21: Zero Trust Access with QUIC!
	Slide 22: Some old apps do not work with Zero Trust Access 
	Slide 23
	Slide 24: Secure Access with Enterprise Browser
	Slide 25: Cisco Identity Intelligence
	Slide 26: User Risk Level: Can be used in Policies and Investigations!
	Slide 27: User Risk Level: Can be used in Policies and Investigations!
	Slide 28: Cisco Acquires Robust Intelligence
	Slide 29: Protect Our Users
	Slide 30: Discover GenAI app usage with AI Access
	Slide 31: Connecting our Networks: Zero Trust Access  
	Slide 32: Identity Services Engine (ISE)
	Slide 33
	Slide 34: Hybrid Private Access for Flexible Enforcement
	Slide 35
	Slide 36: Call to Action: Make it...
	Slide 37: Cisco

