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Agenda

Why this session is valuable what are the top 13% doing with AI

Why Cisco?

AI Use cases  + Internet of Agents

How we work to find and validate AI usecases

Results and ROI from AI workshops

Next step  
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Why is it so hard to get to fully agentic AI? 
And how we at Cisco solve it
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Integrations, How 
can we make 

different agents talk 
to each other?

Cost control

Evolving risks

Enterprise 
Applications

AI 
Applications

Compiled by MIT Technology Review Insights, based on data from Cisco, 2025

Uncertain ROI to build
AI-ready environments

Security risks across
the AI lifecycleOrganizations face 3 

challenges: Security 
concerns, Complexity, Cost 
control.
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Compiled by MIT Technology Review Insights, based on data from Cisco, 2025
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Dream Insight Ideation Prototyping Roadmap Deliver

How we get to 13% 
Dream Explore Deliver

Fully Funded AI 
Strategy Workshops 

for nominated 
Customers 

($50K value each)
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Together we 
find an area 
where we 
can make 
the most 
business 

value 

Prove ROI 
and AI 

usecases 

Start to 
deliver and 
create an 
impact
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Why Cisco?
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Integrations, How 
can we make 

different agents talk 
to each other?

Cost control

Evolving risks

Enterprise 
Applications

AI 
Applications

Compiled by MIT Technology Review Insights, based on data from Cisco, 2025

Uncertain ROI to build
AI-ready environments

Security risks across
the AI lifecycleOrganizations face 3 

challenges: complexity, 
fragmentation, and security 
concerns.
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A I  A G E N T S A I  A P P S A I  a t  t h e  E d g e H U M A N O I D S

How can you trust AI agents? 
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Financial damage 

Litigation risk 

Reputational damage 

Compliance risk 

Security risk 

IP leakage 

Major consequences of unmanaged AI Agents risk

v
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BRKSEC-155413

How are enterprises using AI applications?

Vector DB

App Data Public Data OSS Model

Trained Model

Production-Ready 
ModelUser

Application

Context

Response
Query

Production

Development

Exfiltration
Denial of Service
Privacy Attacks
Cost Harvesting
Toxicity

Indirect Injection

Prompt Injection
Data Extraction
Misalignment
Hallucinations

Data Poisoning

Indirect Injection
Factual Inconsistency

Model Backdoor

Security Risks

Safety Risks
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Why AI projects don’t scale: Complexity creates risk
How can we unleash fully automated agents and trust them?

To
ke

ns

IntegrationsCost control Evolving risks



“Cisco is the only 
company in the 
world who can 
fully secure AI 
itself, thanks to 
the global 
network we built 
for 40 years.”
-Jeetu Patel CPO Cisco
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This is why we are 
partnering up with Nvidia to 
secure AI end-to end

You can't partner with a 
company with more might 
and more domain expertise.

— Chuck Robbins CEO Cisco — Jensen Huang CEO Nvidia

Ecosystem 
Partners 
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We can secure AI itself by Monitoring the AI agents in 
real time, thanks to the network
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The AI Security Challenge

Model security is inconsistent

Model A Model B Model C Model D

Built-in guardrails are different for each model, optimized for 
performance over security, and easily broken when changing the model.
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The AI Security Challenge

Model security is inconsistent

Enterprise guardrails provide a common layer of security across models, 
allowing AI teams to focus fully on development.

Enterprise Guardrails
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Awarded no1 Cisco Secure Air gapped AI Factory
Accelerate AI adoption with integrated AI infrastructure and software

Network, compute, silicon and storage

Platforms, Models, and Data

AI applications

Security Observability

High Performance
High performance 
networking, compute, 
storage and security 
delivered as vertically 
integrated or modular 
stacks

Pre-validated
Reduce risk and 
accelerate deployment 
with certified Nvidia 
Enterprise reference 
architecture (ERA) and 
Cisco validated designs 
(CVD)

Security First AI
Embedded security at 
every layer ensures the 
models you build, or use 
are compliant and 
protected

Secure AI

Cisco Validated Designs

Secure AI Factory

Ecosystem 
Partners 
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What are customers 
building now when they 

can trust AI itself?
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Cisco strongest AI Use Cases

Asset Visibility & Control Industrial AutomationDigital Twin Inventory Management

Manufacturing & Telco

Research ComputingPersonalized Experiences Hybrid Teaching Smart & Secure Facilities
Education

Security ResilienceCitizen Experience Public SafetyTransportation

Government & Military

Financial Services & Government  
Digital Experience AssuranceFraud Detection Digital JourneyAnti-Money Laundering

Patient EngagementImage Analysis Patient MonitoringAI Ready Infrastructure

Healthcare

Digital MerchandisingLoss & Fraud Detection Safety & Surveillance Drive-thru Optimization

Retail
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Example Agentic + Digital Human Use Case

Digital Human

Multi AI Agents

Web Search Product Database Inventory Database
Vector search 

engine A

Vector 
search 

engine B

Email/Text

Observability
Security & Guardrails

Audio2face

Parakeet

Llama3
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Example Multi Agent Use Case

Nvidia Digital Human
https://build.nvidia.com/nvidia/digital-humans-for-customer-service

Meet James, our interactive digital human when powered by the NVIDIA Product knowledge base, 
understands NVIDIA product context. James uses a collection of NVIDIA NIM inference microservices, 
NVIDIA ACE, and ElevenLabs digital human technologies to provide natural and immersive responses

Llama3-8b-instruct

Parakeet-1.1b-asr

audi2face
Converts streamed audio to facial blend 
shapes for real-Talke lip-syncing and 
facial performance

Record-setting accuracy and 
performance for English transcription

Advanced state of the art LLM with 
superior reasoning and text generation

NETWORK | COMPUTE | STORAGE | KUBERNETES | NVIDIA

AI Infrastructure

NVIDIA NIM

https://build.nvidia.com/nvidia/digital-humans-for-customer-service
https://build.nvidia.com/nvidia/digital-humans-for-customer-service
https://build.nvidia.com/nvidia/digital-humans-for-customer-service
https://build.nvidia.com/nvidia/digital-humans-for-customer-service
https://build.nvidia.com/nvidia/digital-humans-for-customer-service
https://build.nvidia.com/nvidia/digital-humans-for-customer-service
https://build.nvidia.com/nvidia/digital-humans-for-customer-service
https://build.nvidia.com/nvidia/digital-humans-for-customer-service
https://build.nvidia.com/nvidia/digital-humans-for-customer-service


© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Example Agentic + Digital Human Use Case

Digital Human

Multi AI Agents

Web Search Product Database Inventory Database
Vector search 

engine A

Vector 
search 

engine B

Email/Text

Observability
Security & Guardrails

Audio2face

Parakeet

Llama3
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We can secure AI itself by Monitoring the AI agents in 
real time, thanks to the network
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Dream Insight Ideation Prototyping Roadmap Deliver

Recap
Dream Explore Deliver

Fully Funded AI 
Strategy Workshops 

for nominated 
Customers 

($50K value each)
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Together we 
find an area 
where we 
can make 
the most 
business 

value 

Prove ROI 
and AI 

usecases 

Start to 
deliver and 
create an 
impact
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How does the pre workshop assessment work? It takes 20-
30 min to complete
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Results of the first AI assessment (This is being used as the 
foundation for the upcoming Workshop) 
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Results of the first AI assessment (This is being used as the 
foundation for the upcoming Workshop) 
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Results of the first AI assessment (This is being used as the 
foundation for the upcoming Workshop) 
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Example on the identified AI Use cases
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Your team vote for what AI project to 
focus on. And we sponsor a workshop on 
site to deep dive
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We address 
risk and 
pitfalls and 
how to avoid 
them 
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The report will also address common AI Pitfalls

Skills & Talent Gap

Undefined Use Cases
& Data Readiness

People & Process 
requirements

Infrastructure Planning 
Neglect for Scaling AI

Public AI Tool Usage - 
Data Security & Governance 

Risks

Blind Investment in AI 
Technology
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We provide the right comparison tools, that are tailored to your 
specific AI use case
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We provide the right comparison tools, that are tailored 
to your specific AI use case



We give you a detailed TCO
Example below



Given your current architecture, we help you find the optimal AI-
architecture with thanks to Cisco Validated design 
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On-prem Cloud On-prem Cloud On-prem Cloud

Scenario 1
ü On-prem inferencing
ü Cloud fine-tuning
ü Data on-prem

Scenario 2
ü On-prem inferencing
ü Cloud fine-tuning
ü Data in cloud

Scenario 3
ü Cloud inferencing
ü On-prem fine-tuning
ü Data on-prem

Inferencing

Data

Fine-tuning

Inferencing

Fune-tuning Fune-tuning

Data Data

Inferencing

User User User



After the workshop, you will receive a 30-page 
executive report including:

• ROI analysis
• Key pitfalls and recommendations
• Cisco Validated Design
• Detailed implementation roadmap
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Strategy meeting
(Dream and Explore)
• 12-months strategic joint plan

Strategy
Semi annually

Tactical meeting (quarterly)
• Focus on ongoing and upcoming 

deliveries

Tactical Meeting
 Each quarter

Operational
meeting

Operational meeting
 Monthly

After delivery, Governance model
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We involve you in round table discussions with partners and 
customers with similar challenges
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Book Meeting 

Albert Shpatollaj

AI & GTM Lead – EMEA North

AI Specialist team

We only have a limited number of sponsored 
workshops slots left for 2025.

Next step: Reach out to your Cisco contact to 
book a meeting where we can deep-dive into 
your industry with relevant usecases and 
ROI:S.

mailto:Albert.shpatollaj@nordlo.com

