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The importance of securing 
the endpoints with Cisco 
AMP
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Everything is Encrypted!
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• TLS:  HTTPS, mail transport (SMTP, IMAP)

• TLS: Pinned Applications in every category!
• Dropbox client, Google Drive
• iTunes
• Pokemon, SecondLife
• Chrome – Google Apps, Firefox, Opera
• WhatsApp
• Office 365 Mail
• Goto Meeting, Lync, Webex, Jabber

• DTLS:  WebRTC, DTLS-SRTP, Cisco AnyConnect

• IPSec:  VPN

• Email Object encryption
• PGP (Gmail, Yahoo), S/MIME (Apple iOS, Outlook)

• Application-layer encryption
• JOSE (javascript), WebCrypto, Enc. Push, Enc. Content-Encoding

Proxy with TLS client 
cooperation

Un-breakable, due to 
mutual authentication 
and/or certificate 
pinning (HPKP) 
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This list continues 

to grow!



Simple obfuscation example
https://blog.talosintelligence.com/2019/04/jasperloader-targets-italy.html

remove two keep one character

https://blog.talosintelligence.com/2019/04/jasperloader-targets-italy.html
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Endpoint = Last line of Defense, NOW First
• Devices are mobile now and leave the traditional Perimeter

Drive-by

Targeted
Attacks

Ransomware
Phishing

Trojan

Malvertising
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The Convergence of EPP and EDR
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Next Gen Endpoint Security

• A tool which detects and prevents 
malware infections and provides visibility 
and control for post infection 
investigations

Endpoint Detection and Response

• Visibility tool for detection, Incident 
Response support (post-incident 
investigation), for proactive threat hunting

• Handling what traditional AV missed

Endpoint Protection Platforms

• Integrated solution with the following 
capabilities: anti-malware, personal 
firewall, port and device control

• Traditional AV (signature-based approach)
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Protection Lattice – AMP for Endpoint
Reducing Time to Detection
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Capabilities Summary: NextGen Endpoint
PREVENT: Attack Surface Reduction DETECT: Attack Alerting and 

Reducing Time to Detect
RESPOND: Post Compromise and 
Reducing Time to Respond

• File Reputation w/ Collective 
Security Intelligence

• Anti-Virus Engine (Tetra)
• Polymorphic Malware Detection 

Engine (ETHOS)
• Application Blocking
• Simple Custom Detection
• Advanced Custom Detection
• System Process Protection
• Exploit Prevention Engine

• Cloud IOC (Cloud-based 
Heuristics Analysis)

• Vulnerable Software
• Low Prevalence File Execution w/ 

Automatic Dynamic File Analysis
• Machine Learning Detection 

Engine: SPERO
• Malicious Activity Prevention
• Machine Learning Detection: 

Static File Analysis
• Disconnected Mode Support

• Interactive File Analysis 
(Glovebox)

• Cognitive Intelligence
• Device Flow Correlation (Device 

Process-IP Communication 
Analytics

• Endpoint IOC Scanning 
• Network File Trajectory
• Device Trajectory
• Retrospective Security
• Enhanced Endpoint Search
• Threat Classification
• Host Isolation

For Your 
Reference 
For Your  
Reference 
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A Major Shift in Cyber Defense
In Memory

Attackers Advantage:

predictable targets and defenses

Reactive Detection:

Defenders chasing unpredictable hackers

Defenders Advantage:

Unpredictable moving targets

Proactive Prevention:

Hackers chasing unpredictable targets
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Exploit Prevention Overview
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In Memory

• Make the memory unpredictable
by proactively changing its 
structure

• Make the application aware of 
the new legitimate memory
structure

• Any code accessing the old 
memory structure is malware and 
is trapped

• No performance penalty, 
signatureless

Inside the Memory Space

Decoy System Resources

New System ResourcesTrusted Code

Trap

Malicious 
Code Injection

Attack Prevented and Trapped
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Exploit Prevention: Defeating Threats
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In Memory

Exploitation Post-Exploitation Malware

Memory Corruption Shellcode Obfuscated

Return-Oriented 
Programming Code Injections Packer-based

Heap Spraying Process Hollowing Adware

Reflective Loading

(*) Table above does not represent an exhaustive list of 
threats defeated by Exploit Prevention engine

For Your 
Reference 
For Your  
Reference 



• Isolate infected hosts from the rest of 
the network

• Contain the threat without losing 
forensics data

• Shrink remediation cost by limiting the 
scale of attack

• Fast endpoint reactivation once 
remediation is complete

Endpoint Isolation (from version 7.0.1)
The ability to isolate an endpoint from the network either manually or using 
rules to aid in incident response or remediation

Contain attack fast
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Start isolation from the computers page

Endpoint Isolation 
Policy
New policy copied 
from existing
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Endpoint is isolated

Who + comment
Who isolated the 
endpoint & what 
comment they 
added

Unlock Codes!
Just in case, a 
unique code is 
generated for the 
end user to remove 
themselves from 
isolation.  Helpdesk 
would give this code 
to “stuck user” (CLI 
only today) 

How long?
How long endpoint 
has been isolated

Free the endpoint
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End user experience – Isolation Start
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End user experience – Isolation Stop
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End user experience – Stop isolation via CLI

Helpdesk:
I’m stuck

Have no fear, 
your unlock 

code is here: 
dzu2yk



Cisco AMP for Endpoints

Orbital Advanced Search (Open Beta)

• The ability to search across all 
endpoints for forensic information 
and malware artifacts.

• Based on osquery.

• Part of a larger capability across 
all Cisco Security products. 

 

x 

x 
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• Proactive: no antecedent 
required

• Real time search across all 
endpoints for

• Registry keys
• Users 
• Processes
• Applications
• And much more

• Seamless investigation and 
remediation with Cisco Threat 
Response

Orbital Advanced 
Search

Simplify threat hunting
and investigation
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Forensic snapshot at a given time!
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Orbital Advanced Search Feature Details



• Orbital Console accessed via Cisco 
Security (AMP console) credentials.

• Live queries can run on demand.
• Includes extensive catalog of prebuilt 

queries (including ATT&CK mappings).

Orbital Advanced Search Feature Details
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AMP for Endpoints Ecosystem Value
SOAR: Response – Quarantine SIEM: Visualization of Event 

Stream

Unified View of 
Assets and Controls

Unsupported Python 
Integrations

Managed SOC

Threat Visualization/ 
Response

Malware Analysis

Email

Network DevNet: https://developer.cisco.com/amp-for-endpoints/
GitHub: https://github.com/CiscoSecurity

Open 
Ecosystem

https://developer.cisco.com/amp-for-endpoints/
https://github.com/CiscoSecurity
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Higher threat efficacy validated by third party testing

Validated by independent tests: 
AV Comparatives, Miercom, 
and NSS Labs

Powered by Talos 
threat intelligence

Strong prevention – multiple 
engines and blocking tools

Malware 
Protection Test

Real World
Protection Test

Protection 
Rate

False 
Alarms

99.8%

98.9%

0

3

https://blogs.cisco.com/security/cisco-amp-for-endpoints-excelling-in-av-comparatives-business-main-test-series

https://www.av-comparatives.org/vendors/cisco/

https://www.av-comparatives.org/tests/business-security-test-2019-march-june/
https://miercom.com/pdf/reports/180821E.pdf
https://www.nsslabs.com/news/2019/3/5/nss-labs-announces-2019-advanced-endpoint-protection-group-test-resultsnbsp-at-the-rsa-conference-in-san-francisco
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Users use their 
devices to access 
application.

Cisco AMP running 
on the device 
detected malware. 

AMP notifies 
Duo about the 
infected device.

Duo blocks that 
device from 
accessing apps.

How It Works
Block malicious devices from accessing applications with Duo and AMP.

AMP
AMP

BETADuo & AMP:
Detect Device Malware & Respond
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Threat Response



Introducing Cisco Threat Response

Out-of-box 
integrations

Get more from your Cisco 
Security investments when they 

are already working together

Designed for your 
SOC

Reduce the burden on your 
other security products and 

make them work better

No additional        
cost

Get it today with integrated 
Cisco Security product licenses

Save time and     
effort

Reduce the burden on your 
other security products and 

make them work better



(TechValidate user survey, 2019)

83% of surveyed organizations 
report that Cisco Threat 
Response has reduced the time 
they spent on threat 
investigations by 25% or more.



Cisco Threat Response - API integration

Cisco
Threat Response

NGFW
(firepower)

EMAIL
(ESA)

Sandbox
(ThreatGrid) Remediation

DNS
(umbrella)

Talos / virustotal

API
support

netflow*
(future)

Endpoint
(AMP4E)

WEB
(WSA)

browser plugin



Incident Manager
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Observables
Cisco Threat Response supports the quick investigation 
of cyber Observables, which might be domain names, IP 
addresses, file hashes, PKI certificate serial numbers, 
and even specific devices or users.

The first thing that Cisco Threat Response does with an 
observable is determine its disposition by aggregating 
what is known about that observable from the various 
enrichment modules configured. 

The disposition tells the Incident Responder whether the 
observable is:
• Clean (explicitly whitelisted)
• Malicious (explicitly blacklisted)
• Suspicious (potentially harmful)
• Unknown (not currently associated with a known disposition)

Unknown observables are not enriched.

35
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Target
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Sighting
A record of the 
appearance of a cyber 
observable at a given 
date and time.

Can optionally be related 
to Indicators, providing 
threat intelligence context 
about the observable.
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Indicator
Describes a pattern of behavior or a set of conditions which indicate malicious behavior.

Some indicators are more indicative than others of malicious behavior, so knowing exactly which 
bad behaviors an observable are exhibiting can help an incident responder decide what to do next.

Cisco Threat 
Response uses a 
large collection of 
malware indicators 
from the AMP Global 
Intelligence threat 
archive, Threat Grid, 
and other sources.
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additional details
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futher
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Thank you


