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AAL i |l mamo operativni pl an Za odzivanje na tak

ASmo ge bili napadeni, ne ge. .. Kk

AAL | smo pripravljeni na ki berne

A Ali bomo javno komunicirali, prijavljali organom ?
AAl i i ma movire za bbrladbvange situacij?
A Ali smo zavarovani v primeru poslovne izgube ?
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DoS/ DDoS ali onemogwol
Napad onemogolanja Jje poskus da se onemogol i d

I
Vel inoma so napadi usmerjeni na spletne storit

Onemogol anje Jje | ahko samostojen napad, | ahko
Napad je lahko bolj ali manj agresiven, lahko traja poljubno dolgo.

DDoS

Phishing

Ve kot 90% organi z

Worms and Virus Damage d O g | V e I O k | b e r n e t S k

Unauthorized Access

Criminal SPAM .

Vel k ot 51o0rgani zac
napad onemogol anj a
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Fraud
Advanced Persistent Threat
Theft of Prop. Info./Intellectual Capital

Corporate/Geo Political Sabotage

None of the Above
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vir: Radware 2015-2016 Global Application And Network Securtiy Report



Ti pi napadov onemog®ol

Vol umetri |zaponlanpiadpasovno girino povezave stor
|l nternet omegja in obilajnim upor abun] oOonemc

Napad z veli ki m gt ej®usrenannaln@ppPavep o v ¢
Ki si zapomnijo stanja povezav, jim s tem zapolni RAM.

Napad s fragmentiranimi paketij e sestavljen 1 z | C ¢
al i UDP fragmentov, ki jJih napadyg po
tem porablja procesorske zmogljivosti. IPV6

__ICMP3%
Aplikativninapadj e usmer jen na dol ol eno \&t.Qafesbcdin®eMr | N
funkcional nost al i pomanj kl jivost, obil ajno ne
prometa, je specifilen in ga je zato tegje odk
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Progenje napadov onmnen

Priprava okoljazanapadna nal i n, da napadse
gtevil o naprav v I nternetu s pr
prevzamejo kontrolo nad napravo.

Progenjeznakddairanjem okugeni u |
dol ol ene al i kombinacije metod , |
napada na izbrano internetno storitev. Onemogol anje ko

_ _ _ _ (DDoSaaS) je velik posel
Pri napadih z odbojem in ojal anjgemoglgeyRr ahek o ozZpa
uporabljena legitimna infrastruktura (DNS reflection, Chargen napad.

reflection, smurf napad,..) Napadal cem ne p
Ker jih s tem financirate
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Rast volumetri | ni heaahna

Naj vel i registrirani volumetri SRobraapadi petl
- (s00Gips globalno ima sredstva, da

| ahko prepreld]
onemogol anja *

500
450
400
350
300

Med njimi je tudi Telekom
Slovenije

Ghps

250
200

150 100 Gbps

100

60 Gbps
! 8 Gbps
0 — . 4

2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015

+ ¢{ ylHDBIB@DEHMT VI KéSNJ\ymGz)ps.nNyz g OStAl2a

ISCDOSEC

* vir: Arbor Networks Worldwide Infrastructure Security Report <




Survey Respondents

45% 42% Criminals demonstrating DDoS attack capabilities
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Moti vi onemogol| anj a«

Motivnapadaj e | ahko materialna korist, onemogol anj
objestnost, pol.itilno motivirano
Kibernetski kriminal je vreden 0,8% BDP globalno (droge 0,9%)*

® 41% Online gaming-related Slovenski kibernetski

@ 35% Criminal extortion attempt napada|C! Sq .
@ 31% Online gambling-related predstavljeni v filmu

® 31% Nihilism/vandalism #hekerji.si
30% Social networking-related pr1 poro | am O
29% Political/ideological disputes

® 26% Diversion to cover compromise/data exfiltration

® 23% Flash crowds

@ 23% Competitive rivalry between business organizations
@ 21% Inter-personal/inter-group rivalries

® 21% Misconfiguration/accidental

® 19% Financial market manipulation

9% Intra-criminal disputes C ’ SC f ; EC

* vir: Mcafee and the center for strategic and international studies, 2014

** vir: Arbor Networks Worldwide Infrastructure Security Report
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Grtve napadov onemogol
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* vir: Arbor Networks Worldwide Infrastructure Security Report

anj a

End-user/subscriber
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Hosting
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Gaming
Education
Gambling
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Law enforcement
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Other
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ka ponudni kov

Kaj se ta trenutek dogaja na
globalni DDoS sceni ?

Digital Attack Map
http://www.digitalattackmap.com
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Vir: SistenPeakflowza obdobje 1 leta ClSC SEC
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FW  MOBIX-UR - Unicast Packets - INTERNET_10G
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From 2013/03/17 12:00:00 To 2013/03/17 14:00:00

O Unicast In Current: 141,54k Average: 140.46k Maximum: 217.77k Minimum: 125,04k
M Unicast Out Current: 96.23k Average: 90.87k  Maximum: 98.62k Minimum: 33.65k

FW MOBIX-UR - Unicast Packets - VMESNI_10G
150 k

100 k

packets/fsec

12:00 12:20 12:40 13:00 13:20 1340 14:00
From 2013/03/17 12:00:00 To 2013/03/17 14:00:00

O Unicast In Current: 96.71k Average: 91.06k Maximum: 98.96k Minimum: 32,20k
B Unicast Out Current: 135.10k Awverage: 127.87k Maximum: 139,37k Minimum: 35.32k

Vir: Interni podatki TS
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Vir: Radware
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Vir: Telekom Slovenije, d.d.
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Vir: Interni podatki TS



