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Meraki Insight

End-to-end Internal Network

Monitoring cloudovych aplikaci o~
Odhalovani slabych mist N ° >< Q

Interni a externi pohled )

HOIlSthky pOhled END USER ACCESS POINT ROUTER
WAN + LAN

Zvysuje uzivatelskou zkusenost ;

Pohled s detailem na konkrétniho External Factors

uzivatele
Staci Meraki MX (Firewall/router) = r@ Q @} Q % @

slouzi jako collector
ISP WAN / INTERNET APP SERVER



Vyznam Meraki Insight pro SD-WAN

“Pro¢€ maji problém s rychlosti?”

Prehled o Pasivni monitoirng HTTP/S
webovych

aplikacich

“Proc¢ se nékteré pobocky nedokazi pripojit k

Funkcnost internetu?”
WAN HOW: Aktivni monitoring ICMP (Internet Control

Message Protocol)
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Meraki Insight: Sprava a funkcnost webovych aplikaci

Restore old Ul

Tracked web applications for the last 2 hours ~
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Pohled na historii funkCnosti

TRACKED WEB APPLICATIONS : HQ-GREENVILLE - APPLIANCE BETA
VisSion  for the last day ~
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A\
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Jak Meraki Insight pomaha odpovidat na otazky?

Tracked web applications for the la

lkarem CRM East £ EDIT

Koho @ é ® — | okamzity pfehled kde

je problém.

Meraki Insight dava

kontaktovat?

1/ 2 AFFECTED NETWORKS

Application problems detected

+ Slow server detected: average server response time of 2.2 s exceeds threshold (450 ms)

Network | Application | WAN ~ LAN  Clients  Servers  Domains  Uplinks

N R Detailni info o
m— e e — | vypadku hned je 2
L [N SRS [P I S Nl . kliky daleko.

Jak nejlépe
popsat co se
stalo kdy?
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Meraki Insight: WAN

WAN Health BETA

Search...

Uplink
Status
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Active
Ready
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Network Name

Cellular Teleworker

MNetwork and App Assurance
Branch 1 - appliance

Cellular Branch 2

Network and App Assurance
Branch 2 - appliance

Network and App Assurance
Branch 3 - appliance

Network and App Assurance
Branch 3 - appliance

MNetwork and App Assurance
Branch 1 - appliance

Network and App Assurance
Branch 2 - appliance

Dynamic Access Control -
appliance

A a2

Meraki

for the last 2 hours ~

Uplink Type ISP

primary

secondary

primary

primary

primary

secondary

primary

secondary

pPrimary

DOWN

g
8
& [ ]
z -

Total Usage

T 1.35 MB, +
14.89 MB

T 43.15 MB, +
1.26 GB

T 1.43 MB, +
15.00 MB

T 5.43 MB, +
5.71 MB

T 5.77 MB, +
5.78 MB

T 5.04 MB, ¢+
6.05 MB

T 344,26 MB,
L 5.81 GB

T 5.02 MB, +
4.94 MB

T 25.77 MB, +
362.18 MB

POOR PERFORMANCE

<0

Usage

T+ 217.84 Bytes/sec, &+
2.40 kB/sec

T 6.95 kB/fsec, +
203.13 kB/sec

T 230.32 Bytes/sec, +
2.42 kB/sec

T 873.74 Bytes/sec, +
919.28 Bytes/sec

T 929.87 Bytes/sec, +
931.13 Bytes/sec

1+ 812.33 Bytes/sec, 4
974.80 Bytes/sec

T 55.44 kBfsec, ¢+
936.04 kB/sec

T 807.78 Bytes/sec, 4
795.59 Bytes/sec

T 4.15 kB/sec, + 58.32
kB/sec

Average
Loss a Latency
0.00% 2.94 ms
0.00% 3.41 ms
0.00% 2203 ms
0.00% 3.26 ms
0.00% 3.31 ms
135.86
2.08% —3
136.08
2.28% ms
2.41% 135.69
ms
100.00%  0.00 ms

Affected

Jitter Apps

0.78

Internal DB

Internal DB

Signal
(dBm)

HIGH USAGE

*0

Available
Goodput

100.00
Mbps

100.00
Mbps

100.00
Mbps

100.00
Mbps

100.00
Mbps

563.46
kbps

536.93
kbps

524.23
kbps

100.00
Mbps

Ith

Ping
Destination

8.8.8.8 «

8.888 ~
8888 ~
8.888 ~
8.88.8 ~
8.88.8 ~
8.8.8.8 ~

8888 ~

8.8.8.8 -




Rychlejsi fesSeni problému (MTR - mean time to resolution) pro kritické

aplikace (jako Office365, Sales Force)

Méné pozadavku na helpdesk
Mene eskalaci
Optimalizace sluzeb a kontraktu s ISP (porovnani reality proti SLA)

Reste problém tam, kde opravdu je



90 denni trial zdarma



Licencovani

X-Small |Up to 100 Mbps Z3 | Z3C
Small |Up to 450 Mbps MX6X
Medium | Up to 750 Mbps MX84 / MX100
Large | Up to 2 Gbps MX250 / MX400
X-Large | Above 2 Gbps MX450 / MX600
‘im0 Mdeaiki



Meraki System Manager




Co System Manager obsajuje

Mobile Device Management (MDM)
Mobile Application Management (MAM)
Mobile Content Management (MCM)
Mobile Identity (MI)
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System Manager

Sprava koncovych zarizeni
Bezpecnost

Nastaveni novych zarizeni
Sprava aplikaci

Nastaveni pristupu do site
Nastavovani politik

Inventura zarizeni za par vterin
Info 0 lokaci

Aktualizace a dalsi...



Systems Manager

=l \eraki Systems Manager
;. Spravce koncovych zarizeni

Jednoduché pridani zarizeni
pres e-mail, SMS nebo
prohlizec.

Push aplickaci nebo obsahu
Omezeni pro pouziti
Monitoring zarizeni bez
ohledu na lokaci nebo typ
pripojeni

Info v realném Case
Jednoduché nastaveni VPN
& WiFi

Security posture

Info 0 vSech zarizenich a
software (Inventory)
Ochrana zarizeni, vymazani
na dalku, Sifrovani




(1) Mobile Browser

Open m.meraki.com on the device and enter this network

T XXX-XXX-
XXX

Set up a network enrollment string to use as an enrollment
code at m.meraki.com

OR

\Web Browser

Pridani zarizeni do SM

(8) i0S App

For easier enroliment, use the i0S app [(£.
Scan the following QR code in the iOS app:

Mobile App

(¢) Apple Configurator

Another option for installing the management profile on a
large number of devices is Apple Configurator. Below is a
link to the management profile for your network. Download
and import the profile into the Apple Configurator to enroll
devices.

Unavailable when enroliment authentication is
‘enabled. Temporarily disable user authentication to
enable manual profile deployment, or create another
Systems Manager network without authentication for
initial enroliment.

Management
profile

With Apple Configurator 1.5+ you have the option to provide an MDM URL
which the device must use to enroll during device setup.

1x https:/fios.meraki.com/apple_mdm/profile

- i ?
20+ https://n182.meraki.com/?

Device Configurator

(D) Send enroliment link

Alternatively, send an enroliment link via SMS or e-mail.

E-mail } SMS
E-mail
Tags to be applied -
Enroll in Meraki Systems Manager by opening this
Message URL on your iOS device:

Message Preview:

Enroll in Meraki Systems Manager by opening this URL on your iOS
device:
https://m.meraki.com/cf/m_index?enroliment_code=

Send ©

Email / SMS




Rychly prehled

ENROLLED COUNT UNMANAGED COUNT

65 devices 1 device

Device check-in history

Days since devices last checked into Dashboard

o-1d N !

1-3d | 0

3-7d | 0
7-30d 3

30-90d 1

90+ |G 7

NO CHECK-IN FOR 24H

2 1 devices
OS versions by platform
Windows macOS i0S
52 devices 6 devices 5 devices

5.\ /3 2

versions versions versions

Android
1 device



Info 0 zarizenich

Disk Geofencing Login Screen
O # Status Name Full 0OS Notes Disk % used capacity Connectivity status required? lock? Managed
Tim CAMPUS-
D 1 @& = 10.14.5 SFO- = 7% 466GB [ © No Disabled Yes
Berners-Lee
MAC-03
CAMPUS-
2% Alan Turin o — s
0 2 nm Alan Turing 10.0.18362 WINT0- 62% 29 GB No Enabled No
14
CAMPUS-
gm ober o = s
O 3 o= — 10.0.18362 |\ <. 55% 29 GB No Enabled No
08
CAMPUS-
Alessandro SFO-
O 4 =E S 10.0.18362 e 58% 29 GB /1 © N Enabled N
5= ol WIN10- ° naped e
38
CAMPUS-
Alexander SFO-
) 5 EE SEETE10.0.18362 w— 54% 29 GB e N Enabled N
"N  Fleming WIN10- : ° raped o
10
CAMPUS-
() 6 @@ AlredNobel 10.0.18362 SFO- e 53% 29 GB TN e No Enabled No

WIN10-

.



O8]
Version Windows 10 Pro (64-bit)

D I s = f w7 4 Installed on Sep 23, 2019
etal nl In O O Zrlzenl Last boot 13:31 May 22, 2020
Uptime 10d 6h 20m 38s
Name Eli Whitney Last user meraki
System name CAMPUS-SFO-WIN1 :
Security
Model -
Serial JAMACGO01006 Anti-virus Windows Defender
CPU Intel Atom x5-Z8350 @ 1.44GHz 80 Anti-virus running Yes
RAM 1.9 GB Anti-spyware -
) Firewall Windows Firewall
BIOS ALASKA - 1072009 Login required @ No
Tags Engineering corp Screen lock €@ Enabled
Auto tags | 2 wing devi Require password after @ 10 minutes
-Windows devices -
Geofencing
Owner -

Security Policies % BYOD

Storage
C: 13.9GB/285GB
A9% [
Network
LANIP 172.16.10.67



Nastroje

Live tools

Process list
Command line
Network stats
Screenshot
Remote desktop
Power control

Send notification



Souhrn hlavnich benefitl



Nebo se
—— spojte s nami
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Reqguest Trial Gear

Try any Cisco Meraki product on your network.

We’'ll ship you gear and provide technical support to
get you set up. There’s zero risk — if Meraki isn’t right

for you, simply send the gear back.

meraki.cisco.com/form/trial

[=]
[=]

[=]



https://meraki.cisco.com/form/trial

90-dni zdarma Meraki Insight
Device Manger na 60 dni zdarma
Rok zdarma - u licenci na 3,5,7 al0 let




Moznost financovani

 Hardware

e Software

Bez uroku a bez poplatku

Muze pomoct fesit firmam stavajici situaci
Moznost odlozeni prvni splatky




Jdeme nato

* Pojdte si to vyzkouset
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Dekuji za pozornost
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