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Programmability Benefits

Innovation and business agility

Accelerated time to market

Service delivery optimization

Highly skilled architects and engineers focus on business
Cost reduction and increased efficiencies

Improved network availability due to reduced human error
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REST Web service

 What is REST?
* REpresentational State Transfer
(REST)

« APl framework built on HTTP

« Whatis a REST Web Service?
* REST s architecture style for
designing networked applications.

« Popular due to performance, scale,
simplicity, and reliability
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Requests and Response REST API Flow
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Overview of API

APIs help developers create apps that
benefit the end user.

Map Server
returns map data
via API

Restaurant
Recommendation
app asks a Map
Server for map
data
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URI Structure

http:ll‘maps.googleapis.con;n/maps/api/geocode/jsorl1?address=sanjo§e
|| | 1
Server or Host Resource Parameters

Domain name

http:// orhttps:// esource . .
_ , * The location of the data or object of
 Protocol over which data is sent between ,
_ Interest
client and server
Parameters

Server or Host , _ ,
« Details to scope, filter, or clarify a

* Resolves to the IP and port to which to request. Often optional,

connect
Request: GET https://api.ciscospark.com/v1/people/me

» .
‘ /

Response: 200 OK + Data |




Data: Sending and Receiving

Contained in the message body

POST, PUT, PATCH requests typically include a message body

GET responses will include amessage body

Format typically JSON or XML
Specified in “Content-Type” header

Cisco

HTTP Request =t GET /V1/people/me HTTP/1.1

Request Headers

-

—

HTWPR\ SPONSE ————

Response Headers

Response Payload

-

—

Mosti api.Ciscospark.com

Authorization: Bearsr <redoctes>

Accept: o/«

Accept-Incoding: grip, deflate, soch

Commection: keep-allve

User-Agent: Mozilla/s. 0 (Macistosh; Intel Mac 05 X 10_11_4) Applewebiyt/537.36
(OHTML, Like Gecho) Chrome/d49.0.2623,102 Safari/537. 3%

HITP/1.1 200 OX
Date: Fri, 08 Apr 2016 16:50:20 ONT
Content-Type: application/jsos;charsetsUTF-8
Content-Lacoding: grip
Conteat-Length: 323
Trackingid: NA_SI41B110-T385-4716-00b- 100254120400
Yary: Accept-Enceding
X=Cl-Roquestid: 8634487a-8cTe-417e-1007 -20e00t 1 fedse

{
"10%:
"2UV29700F yorov SVZLLEF TIBMRSOAZ | L2T2Y LIN2eVel TRANGOCOT) AMS 1MNal yNTZ INTgSH
b,

"emails®: | “chrluns fcisco.con® |,
“displayhose™: “(hris Lensford {chriums?)®
“avatarts *https://iefaloMed2167830352-
CO2POLSTET14497017209ecec 139002, 55 L. f 1, rackoan, con/VisbalectS57aTe007cc 30819
984965000~ NIXGE ) MOS0yt _1175C0==~1000",
"oreated™: "1012-86-15T20:36: 48, 9142"
)



Used to create a new object, or resource.
POST Create Example: Create new feature template

Retrieve resource details from the system.
GET Read Example: Get list of devices from the inventory

Typically used to replace or update a resource. Can be used
to modify or create.

o Update Example: Modify the existing prefix list
Remove a resource from the system.
DELETE Delete Example: Delete a feature template

Reference: https://restfulapi.net/http-methods/



https://restfulapi.net/http-methods/

200
204
400
401
403
404
500
503

OK

No Content

Bad Request
Unauthorized
Forbidden

Not Found

Internal Server Error

Service Unavailable

All looks good

Request succeeded, but no message body returned
Request was invalid

Authentication missing or incorrect

Request was understood, but not allowed

Resource notfound

Something wrong with the server

Server is unable to complete request

Reference: https://restfulapi.net/http-status-codes/



https://restfulapi.net/http-status-codes/

Headers:
What additional details and metadata can | use?

Content-Type application/json Specify the format of the data in the body

Accept application/json Specify the requested format for returned data

X-XSRF-TOKEN 1D76CEFD47B695EEA1CA92C4836AE772EFA Provide token to authorize a request

Used to pass information between client and server

Included in both Request and Response

wilvadn N P
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curl
Linux command line application

Postman
APl testing application and
framework

Requests
Python library for scripting

OpenAPl/Swagger
Dynamic APl Documentation
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Meraki Cloud
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Meraki Cloud Platform

OUT-OF-THE-BOX INTEGRATIONS & SOLUTIONS
MANAGEMENT & ANALYTICS POWERED BY MERAKI

© M

AUTOMATION ANALYTICS

COR I e e

ENGAGEMENT TRACKING AND MORE

Automation of repetitive tasks Platform Integrations Tailored solutions
“1 click vs 1,328 clicks” “Meraki plus . “Seamless device onboarding”

asco Meraki



Driven by Powerful, Developer-friendly APIs

REST DASHBOARD API
Configuration & Metadata

Programmability & Automation
Make a configuration change to 1,100 ports

Monitoring & Automation
Status of all 2,200 Meraki devices in organization

3 &

Reporting

Visualize what % of clients are on WiFi vs Wired

@

Data Insights (1Q)
Processed data insights that deliver key new
business insights

WEBHOOK API
Event-triggered POST notifications

& ®

Event stream  Automation trigger

LOCATION STREAMING API
Wi-Fi & BLE Location Telemetry

©

Asset Tracking Location Analytics

Wa;ﬂnding

CAPTIVE PORTAL API
Create custom guest Wi-Fi splash interactions

~~

-~

(=
Secure Onboarding

' ~))

Guest Wi-Fi

)i
asco Merak



Driven by Powerful, Developer-friendly APIs

MV SENSE . REST
Visual Sensor API
Real-time (4Hz) data stream
# People or vehicles in the frame
MQIT

Historical time-series via REST

rx” How many people were seen yesterday at 6pm

‘teen’ Meraki



Dashboard APl (REST)



DASHBOARD UI

REST API

“name": "2.55",

“serial": "Q2TD-LS8S-J6YJ",

“"mac": "0c:8d:db:7a:01:64",
“publicIp": "67.188.23.251",
"networkId": "L_599541700393699125",
"status": "alerting",

"lanIp": "192.168.1.174"

“name": "2.25",

“"serial": "Q2DK-2H9N-JSTE",

“"mac": "00:18:0a:5b:0c:bo",
“"publicIp": "67.188.23.251",
“"networkId": "L_599541700393699125",
“"status": "online",

slanipt: "172:16:0.5"



= A Bearer Token is required to use the Meraki

Dashboard API

1) Enable API access

2) Generate a new bearer token via user profile
3) Copy ticket and add to X-Auth-Token Header
4) Use in subsequent API calls

Dashboard APIs use JSON format for exchange of
data between the Meraki Cloud and the REST
application (API client)

Step 1: Request service token (Organization > Dashboard API)

AP| access

AP1 kay

Generate AP| key

Step 2: Generate a new API token via User Profile
New APt key

Your AP key Is

sas

opy and store your ARl key in a sate place

Dashboard does not store API keys in plaintext for security reasons, 30 this is the only time
you wil bo able 10 record . ¥ you lose or forget your AP koy, you wi¥ have 0 revoke & and
gonerate 3 new one.

Step 3: Add ticket to the X-Auth-Token header




API follows semantic versioning (major.minor.patch)

10-2019

Dashboard API Version 0.4.0 Released

New Endpoints

Enhancements

) retry-after header
w device firmware version
). Retrieve MX Dynamic DNS hostnames o T

Device placement on specified Moorplans o 1

View @ meraki.io/whats-new

VO0: Current GA Version
290+ Supported endpoints, 75K developers

V0.minor (Monthly)
New features, enhancements (non-breaking)

V1: In Development

New Major Release for Dashboard API

A new major release with a focus on consistency,
intuitive structure, efficiency and scale (includes
breaking changes)

Developer preview: November 2019

Planned GA Launch: February 2020

Dual-supported for 1 Year



Collections

httpss//apt.meraki com/apWO/organizatiors/ organizationidinventory

IVELTIUW Seut g
Networks
Key DESCUPTION

OpenAPt Spec
organizationid

Organizations
Body

Pretty

Inventory

View used and unused devices in your organization,
can add them to a new or existing network.

Unused Used Both

MAC address Serlal number
Oc8d:db:5¢c:2a:31  Q2AZ-GASQ-KXCW
Oc:8d:db:5c:4bc5  Q2AZ-LQOM-UQ3R
OcB8d:db:5c:6e:4f  Q2AZ-M4RS-FT3Q
Oc:8d:db:5¢:93:c2 Q2AZ-COON-GGLU

rm P
68:32:1¢:00:84:78 Q2PY-7273-2QZL

» B Racko sestings 68:3a:1e:00:81:c0 Q2PY-VATF-US2U




Collections

ELPIOW SEL 5
Networks
OpenAP| Spec

Organizations

Ky

organizationid

hetpe/fapi. meraid.com/apiivOvorganizations/ organizationid/deviceStatuses

Model

MX100

10.3.0.16

11.0.179

10.255.29.103

Public @

185.63.227 .85

184.231235

184.23.135

193.117.158,138




* Create an action batch

BATCH POST NETWORK
CREATE

Can support 20 synchronous
or 100 asynchronous
constructive & destructive
actions in a single POST




Meraki Webh oks



Webhook API

Push notifications for events from the Meraki Cloud

Unique URL

Receiving
service




el
cisco

Mer

aki | Developer Hub
> AP > Webthook APY

APs came up

APs went down

Action Required: Upcoming firewall information
changes

Bluetooth Clients have become visible

Sample

What's now

servicen w

pagerduty

zenotss

v

*
zapier




40+ Event Triggers and Categories

| Configuration settings are changed || Aswich goes offine for 5 ~ minutes

| AVPN connection comes up or goes down O

| Asecurity appliance goes offline for 5 ~  minutes

|| Anew DHCP server is detected on the network

The primary uplink status changes ©

| Arogue AP s detected ,
The DHCP lease pool is exhausted ©

"1 important ~ goes down for more than 5 ~  minutes

| Network usage exceeds 5 | GB~ in 20 minutes ~

| An IP conflict is detected © ] anyport v detects a cable error

| Cellular connection state changes © || anyport v changes link speed

Wireless Alerts | Arogue DHCP server is detected ©

| | A power supply goes down
|| A redundant power supply is powering a switch €
|| Unidirectional ink detection (UDLD) errors exist on a port

| A warm spare failover occurs O

| Agateway goes offline for 5 v  minutes
| Malware is blocked ©

| A repeater goes offline for 5 ~ minutes

- -
| Malware is downloaded © || Aswitch is operating at critical temperature ©

| Agateway becomes a repeater 0
Clients connect or disconnect from the LAN ©

‘teen’ Meraki
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1. Add one or more HTTP servers (receivers)
Include a name, unique HTTPS (TLS) URL and shared secret

Name URL Shared secrot

Zaphet PRIDS [ ROk 2apier SO . o~

2. Configured HTTP servers can now be selected as a recipient
for any alert within dashboard, or via the alert configuration
endpoint via API

Bur o hrtps ./ foult. lo/Mmooka/ca - . x

Add a0 HTTP server

Alerts Settings

Default recipients
webhook

Configuration settings are changed

© Mide addtional reciplents

" Meraki



* getNetworkHttpServer
8 P » » getNetworkAlertSettings

Uist the HTTP servers for a network

https//apimeraki com/apivO/networks/networkid/alertSettings
https//apl.meraki.com/apivO/networks/networidd/httpServers

Params omail [

iles@meraki.com”

id": "ABC123",
"N_123",
HTTP server",
"url": "https://www,.example.com/webhooks"”,
"sharedSecret”: "foobar"




satling up London

Scranton Branch 2051” at

9/02 ) GMT

Organization: Scranton, Inc. Cu rrent prototype of native
Network: Scranton Branch - 2051 - s Web EX Teams I nteg ration

ng wireless CoONNgUation of your natworks

8 10 the Wiredess > Ac




Meraki Location APl



Real time based data

CEEERRE 3

Grevens

s50M £\

A0 G

- Clienmt MAC ......’

- RSS!

Sl
Probing and associated clients Real-time HTTPS POST Customer analytics back-end

‘tees’ Meraki



DASHBOARD UI

S g s -

P [l 44,633
v [l 4372
g BF)

- 148
o B 659

LOCATION API

“"ipv4": "/192.168.0.63",
"location": {
SLOEE=
"Ing":
"unc":
o B
e (1
|
"seenTime": "2016-09-24T00:06:272",
"ssid": ".interwebs",
"os": null,
“"clientMac": "18:fe:34:el:b4:7a",

"seenEpoch”: -

"rssi”: ’
"ipv6": null,
"manufacturer”: "Espressif”



Access point metadata:

AP
AP tag(s)
AP floor #’s

Client probe observations:

IPv4 / IPv6 addy
Cloud-calculated location
« lat/long
e X / y
Seen time
RSS]
manufacturer

“version": "2.0",
"secret”: "supersecret"”,
"type": "DevicesSeen",
"data": {

"apMac": "00:18:0a:13:dd:b@",
"apFloors": [,
"apTags": [
"dev",
"entrance",
"office"
]'
"observations": [
{
"ipv4": "/192.168.0.38",
"location": {
"lat"™: 51.5355157,
"lng": :
"unc": 1
"x": [,
"y": O
I,

"seenTime": "2016-09-24T00:06:232",
"ssid": ".interwebs",

"os": null,

"clientMac": "18:fe:34:fc:5qa:7f",
"seenEpoch": 147467558
"rssi": 47,
"ipv6": null,
"manufacturer”: "Espressif"

1.




. Turn on the API by selecting Scanning API enabled in
the dropdown box

. Specify a post URL and the authentication secret

. Specify which Scanning API version your HTTP
server is prepared to receive and process

. Configure and host your HTTP server to receive
JSON objects

. Upon the first connection, the Meraki cloud will
perform a single HTTP GET to perform server
validation

SUCCESS! Data should begin streaming

Seatun

Powt UL

HT

TP GET

ost of JSON

Post of JSON

Al Version



Architecture & Frequency

fair queue

probing_client_grabber push_daemon bl receiver

vi

1 post per minute

O a . PN

= =

AP probe collector  Cloud Aggregator  Client / Webserver
(per radio) Microservice

‘teen’ Meraki



EXCAP (Splash) API



Create a custom WiFI login experience

MERAKI-HOSTED EXCAP API

Welcome 10 Meraki

/o TP
oot

L

htal

head title Internet Access Login title head

Doady

h2 Internet Access Login h2

form method POST action "https: example.meraki.com splash

login 7sauth ABCDEFG123456"
"hidden™ name “success_url” value "http: www

example.com success "

Usernane: y *text”™ name

Pas rd: "text™ name
"submit™ value “"Login"

Cisco
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1. Configure a publicly-accessible webserver that is
hosting a click-through or sign-on splash page

from flask import Flask, request, render_template, redirect, url_for, js

app Flask name

55

global base_grant_url
base_grant_url

global user_continue_url FREE WIFI
user_continue_url Phtane evier pag drtads brive
global success_url

success_url

2. Configure the splash URL within the Meraki
Dashboard for the desired SSID

Custom splash URL

© Or provide 8 URL where users will be redirected: hiips //085¢1 166 ngrok. iofeick



MV Sense




Logic in MV Sense

Historical Aggregate

How many were
here at X time?

Lots & lotsof —>
video data

Current Snapshot

' How many are here
now?

MV Computer Vision / :
Machine Learning Algorithm Real Time Feed

' Sub-second feed of

| objects and location

k.
asco Merak

Subscribe
€—————

Third Party
Applications




MV object detection




MV Sense

Camera as a Sensor with built-in machine learning for object detection

Camera publishes all topks MQTT Broker recelves the Process the MQTT data
to the MQTT broker in messages from all the MQQT programmatically
plain-text or via TLS client cameras through a client
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MV Sense A
Get Device Camera Analy...

Get Device Camera Analyti...
Get Device Camera Analyti...
Get Device Camera Analyti...
Get Device Camera Analyti...

Cameras

POST

GET

GET

GET

GET

PUT

PUT

Generate Network Camera ...

Get Device Camera Quality...
Get Device Camera Video ...

Get Network Camera Sche...

Get Network Camera Video...

Update Device Camera Qu...

Update Device Camera Vid...



Entrances

Snapshot
Timespan

Use Camera data with 3rd-party ML Entrances

785

e MV Sense
e AWS Rekognition Average
o NOde-RE D Image Labels

Glass: 99.12199401855469°
Human: 98.9037780761718.

erson: 98.90377807617188%
Alcohol: 97.56508

age: 97.5650863647461%
Lager: 76.55855560302734%
Clothing: 60.467456817626
Coat: 60.46745681762
Apparel: 60.4674568176




Demo Time
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How to start?

‘ases Meraki



% Y :
asce Meraki | Developer Hub

hrough our col

Automate Network Provisioning
with Service Now

-

ction of open sou

Instant Network Reporting with
Google Sheets

loT with Meraki and Node Red

M towrd A

Q

(= §




https://meraki.io

ok » AP > Wathook AR

ore HTTP servers. nciude
1 sharod o oo Security




Thank you
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