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Remote Access VPN - Use Case

AnyConnect access

to
handle traffic from remote uses to
Internet
inspection
policies
level inspection
- Easy to configure RA VPN

Private Network

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 3



Remote Access VPN & FTD

inspection policies
level inspection

. Cisco AnyConnect from 4.x
- FTD version 6.2.2 and later PP AnyConnect i

Secure Mobility Client cisco
I———
- RA VPN protocols: @ v~
i = Connected to Amsterdam - SSL.
- Transport Layer Security (T1.5) % e
’ lnternet Key EXChange version 2 ( ) 01:03:19:02 (5 Days 20 Hours Remaining) IPv4

. Service and code came from

Trustpoint XML profile, IP pool, s
= i RAVPN  /Cert AnyConnect image
interface

FMC (FDM also can
support RA VPN)

2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



Supported RA VPN Features on FTD DRSS

. IPv4 & IPv6. All
combinations

. Both
specific overrides

. Both FMC and
environments

, Device

. Server authentication using

self-signed or CA-signed
identity certificates

. AAA username and password-

based remote authentication
using RADIUS or LDAP/AD

. NGFW Access Control

integration using VPN ldentity

- Address assignment
- Split tunneling

. Split DNS

- Client Firewall ACLs

. Session Timeouts for maximum
connect and idle time

- VPN Dashboard Widget
- RA VPN events including
. Tunnel statistics available (CLI)

2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 5






Tasks Before the Remote Access VPN Wizard

1. Create a used for server authentication (for production)

2. Configure RADIUS or LDAP server for (no local auth yet,
optional, client cert is supported)

3. Create of addresses for VPN users (optional, wizard helps)

4. Creating XML (optional, Profile Editor can be used)

5. Upload AnyConnect for different platforms (optional, wizard helps)

2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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RA VPN Components

. - determine how is performed

(‘y Cisco AnvConnect Secure Mobility Client — . ’s Cisco AnyConnect | ftd.budlabsec.com X

-

ﬂ . VPN Group: | Duo-and-ISE-posture v
Contacting ftd.budlabsec.com. Duo
ﬁ BESUEUEE Dy 0 -and-1SE-posture
ISE-posture

ftd.budlabsec.com Connect Password: |

. - a set of user-oriented for RA VPN users
- DNS/WINS, SSL/DTLS, timeouts, client bypass protocol and DHCP network scope
- Split tunnel and split DNS configuration, VPN filter, and client firewall rules
- AnyConnect client profile, SSL/DTLS settings and connection settings

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 8






RA VPN Wizard

- Devices > VPN > Remote Access > Add

Overview Analysis Policies grISUTLCH Objects AMP Intelligence Deploy

Device Management NAT VPN » Remote Access QoS Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

€ Policy Assignment (2) Connection Profile > (3) AnyConnect > (4) Access & Certificate > (5) Summary

Targeted Devices and Protocols

This wizard will guide you through the required minimal steps to configure the Remote Access VPN policy with ) Before You Start

a new user-defined connection profile.

Before you start, ensure the following
configuration elements to be in place to
complete Remote Access VPN Policy.

Name:* VPN-profile
b it Authentication Server
escription: Configure Realm or RADIUS Server Group
to authenticate VPN clients.
VPN Protocols: SSL IPsec-IKEv2 AnyC t Client Packag
ices: Available Devices Selected Devices Make sure you have AnyConnect package
Targeted Devices: for VPN Client downloaded or you have
| , Search 5 10.62.42.99 ) the relevant Cisco credentials to download

it during the wizard.

Device Interface

Interfaces should be already configured on
targeted devices so that they can be used
as a security zone or interface group to
enable VPN access.

Cisco Public



Overview Analysis Policies JIEULEEE Objects |~ AMP  Intelligence Deploy

Device Management NAT VPN » Remote Access QoS Platform Settings FlexConfig Certificates

Remote Access VPN Policy Wizard

System

(1) Policy Assignment €) Connection Profile (3) AnyConnect > (@) Access & Certificate > (5) Summary

Connection Profiles specify the tunnel group policies for a VPN connection. These policies pertain to creating the tunnel itself, how AAA is
accomplished and how addresses are assigned. They also include user attributes, which are defined in group policies.

Connection Profile Name:*  VPN-profile

This name is configured as a connection alias, it can be used to connect to the VPN gateway

Authentication, Authorization & Accounting (AAA):
Specify the method of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN connections.

Authentication Method: jAAA Only =
Authentication Server:* AAA Only ' &~ (Realm or RADIUS)
Authorization Server: Client Certificate Only &) (RADIUS)
. Client Certificate & AAA
Accounting Server: oo TS STr T oToap == | @ (RADIUS)

Client Address Assignment:

Client IP address can be assigned from AAA server, DHCP server and IP address pools. When multiple options are selected, IP address
assignment is tried in the order of AAA server, DHCP server and IP address pool.

Use AAA Server (RADIUS only) @
Use DHCP Servers
Use IP Address Pools

IPv4 Address Pools: | pooll0

o

IPv6 Address Pools:

o

Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN connection is et
or create a Group Policy object.

Group Policy:* DfltGrpPolicy v

LUiL GIouLy runey



Overview Analysis Policies SIS Objects

AMP Intelligence
Device Management NAT

Deploy System Help »
VPN » Remote Access QoS Platform Settings FlexConfig Certificates
Remote Access VPN Policy Wizard

(1) Policy Assignment > (2) Connection Profile N3 JEWeILE-300 (4) Access & Certificate > (5) Summary

L U4 -,

) Outside =%, = Inside
AnyConnect Client o VPN Device

B

AAA
AnyConnect Client Image

Internet Corporate Resources

The VPN gateway can automatically download the latest AnyConnect package to the client device when the VPN connection is
initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.

Download AnyConnect Client packages from Cisco Software Download Center.

Show Re-order buttons [+ ]
] AnyConnect File Object Name | AnyConnect Client Package Name Operating System |
V] anyConnect-4.7 anyconnect-win-4.7.00136-webdeploy-k9.pkg Windows -
EJ AnyCon g anyConnect File 7 x |deploy-k9.pkg  windows v

Name:* AnyConnect-Win

File Name:* anycannect-win-4.6.03049-webdeplay-k9.pk | Browse.. |

File Type:* AnyConnect Client Image

v

Description: AnyConnect Windows

Save J | Cancel J

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Overview Analysis Policies U<t Objects | AMP Intelligence aploy System Help v

Device Management NAT VPN » Remote Access QoS Platform Settings FlexConfig Certificates
Remote Access VPN Policy Wizard
(1) (2) (3) O Access & Certificate (5)

Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users will access for VPN
connections.

Interface group/Security Zone:* | outside-zone |v|@.: “outside-zone” is a
@ Enable DTLS on member interfaces zone and FTD’s
outside interface is a
member

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access clients. Select a
certificate which is used to authenticate the VPN gateway.

Certificate Enrollment:* outside-cert L)

New in 6.3, earlier:
configured ACL or
« : ]
Access Control for VPN Traffic sysopt permit-vpn
All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select this option to .
bypass decrypted traffic from the Access Contral Policy. CO mm a N d 1IN
Bypass Access Control policy for decrypted traffic (sysopt permit-vpn) 1
This option bypasses the Access Control Policy inspection, but VPN filter ACL and authorization ACL downloaded froi F I eXCO nfl g
AAA server are still applied to VPN traffic.

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Overview Analysis Policies IS8 Objects

Device Management NAT VPN » Remote Access

Remote Access VPN Policy Wizard

AMP Intelligence
QoS Platform Settings

Deploy System Help »

FlexConfig Certificates

(1) Policy Assignment > (2) Connection Profile > (3) AnyConnect > (4) Access & Certificate

Remote Access VPN Policy Configuration

Additional Configuration Requirements

Firepower Management Center will configure an RA VPN Policy with the following settings After the wizard completes, the following

Name:
Device Targets:
Connection Profile:
Connection Alias:
AAA:
Authentication Method:
Authentication Server:
Authorization Server:
Accounting Server:
Address Assignment:
Address from AAA:
DHCP Servers:
Address Pools (IPv4):
Address Pools (IPv6):
Group Policy:
AnyConnect Images:
Interface Objects:

Device Certificates:

VPN-profile
= 10.62.42.99
VPN-profile

VPN-profile

AAA Only
w0 DuoRADIUS-Server-Group
w»0 DUORADIUS-Server-Group

=0 DUORADIUS-Server-Group

E-:! pool10

[= DfitGrpPolicy
[ AnyConnect-Win
r% outside-zone

[ outside-cert

configuration needs to be completed for VPN to
work on all device targets.

@ Access Control Policy Update

An Access Control rule must be defined to
allow VPN traffic on all targeted devices.

@ NAT Exemption

If NAT is enabled on the targeted devices, you
must define a NAT Policy to exempt VPN
traffic.

() DNS Configuration

To resolve hostname specified in AAA Servers
or CA Servers, configure DNS using FlexConfig
Policy on the targeted devices.

) Port Configuration

SSL will be enabled on port 443.

IPsec-IKEv2 uses port 500 and Client Services
will be enabled on port 443 for Anyconnect
image download.NAT-Traversal will be enabled
by default and will use port 4500.

Please ensure that these ports are not used in
NAT Policy or other services before deploying
the configuration.

., Network Interface Configuration

Make sure to add interface from targeted
devices to SecurityZone object 'outside-zone'

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



FTD RA VPN with Duo
Security Multi-Factor
Authentication (MFA)



Secure Any Corporate Application

SPulseSecure I Check Point llBarraouda @

3, 5 Internal
j‘a;’\fé PAroprl(e;:Iry) Applications | CITRIX'  @PENVPN" B paloalto T ATIay
ned @Ruby pee WEn: . 1l
& (NExMomon FmRTINET ‘o Jco’  JuniPer
F.,.. _ &8 Wind cbropbox o Google Apps

Microsoft
Environments

Cloud
Applications

) Office365 MM Microsoft

- Active Directory @& Outlook

wo/rl-<\doy. ’?M box
) Office365 \Nobhex % slack

cerbd ool SO @)_ splunk> Drupal
onelogin iy Applications || X Confluence () woropress

okta MPingidentity

O
Q redhat uﬁu

-'I‘ Dup Security is alialn
4 w now part of Cisca,. €IS5CO.

¥JIRA g Shibboleth.

Unix

Devices
(SSH

Sessions)

Google Apps ﬁmm

1 Office 365 0 box

SAML 2.0
Applications

Integration documents are available at duo.com/docs


https://duo.com/docs

Duo never touches the primary authentication

User's Primary Device

Primary
Authentication
Performed by you.
Duo never sees users’
passwords.

Due Security is NN

—4 | [
| 4 w now part of Cisca. CISCO.

e O
S [mu---of

it =-- 0

Your Servers and Apps

Server
Communication
Duointegrations

Request Sent to
Duo

Core service and
policy engine is
always in the
cloud

User's Secondary Device

Secondary
Authentication
User verifies login
on their device.

Duo Push
Mobile Passcode
Phone, SMS
HOTP Token
U2F/WebAuthN
Bypass

1T

User's Primary Device

Success!
User isloggedin.



Duo Security Introduction

®ssec Yorizon 3:53 PM

. Started as a multi-factor authentication ( ) and
later with device posture,
adaptive authentication and SAML (Security
Assertion Markup Language) support

Acme Corp
Acme Web App

- Policy decision point: cloud only

for ASA RA VPN and FTD can
support
now

. More information:

@ X

Approve Deny

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Duo Security with ASA Integration U Rofoonce

wil ATET 7 3¢ 12:01 PM 7 0

Authentication Connect

» enter your username and

- “Modity the iframe” and Secondary Auth.;
push/phone or sms; but users do not like 2nd pass
code on AnyConnect; http://duoc.com/docs/cisco

. Alternative configuration: “auto-push” with Duo Auth
Proxy, AnyConnect has only 2 fields only!

http://duo.com/docs/cisco-alt B~
Cisco
- SAML Integration: no extra pass code field; easy,
but it requires minimum ASA 9.7, - pre—
http://duo.com/docs/ciscoasa-sso Choose an authentication metod
f] Duo Push RECOMMENDED
ﬁ% || enter a Passcode

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 19


http://duo.com/docs/cisco
http://duo.com/docs/cisco-alt
http://duo.com/docs/ciscoasa-sso

FTD from 6.3 with Duo

Duo
Cloud

TCP 443

VPN

=@ AD or RADIUS
Server

LDAP/LDAPS
or RADIUS

Duo
RADIUS
Proxy

RADIUS

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



RADIUS: Available with Cisco ASA or FTD

SSLVPN Application or Service

@ —
_ | Passcode |  Bieel  Raoue
Requirements

4, Active Directory

n or RADIUS
2Us

Authczcatl;Proxy {—_ .

Windows or Llnux Tl

. 22

+ T l —L Auth Proxy Access to

@ 5
9o

Learn more about AnyConnect RADIUS inteqgration

1. Cisco ASA 8.3
or later

2. Cisco FTD 6.3
or later

3. Duo Auth proxy

-ll‘ Dup Security is alialn
w

- nawy part of Cisco, CISCO.


https://duo.com/docs/cisco-alt

Duo RADIUS Proxy

A Standalone Duo Software Acting as a RADIUS Server

 Install Windows or Linux as an admin account

- Config file: conf\authproxy.cfg Primary authentication options:
. Log file: log\authproxy.log 1. AD account (LDAP/LDAPS)
Port: 389 or 636 if using LDAPS

[ad _client]

host=<AD-IP-address> : : :
service account username=admin 2. RADIUS: [radius_client] section

service account password=Clscol2345 Port: Typically 1812, but any
search dn=CN=Users, DC=mydomain, DC=com unused port is acceptable

A

[radius server auto] Secondary authentication:

ikey=D94FBB987I8KUTK55567% Duo account in the cloud
skey=FO0E47ItOrET0c8]E7gxaxQcInRb7V0bjQc9rbOTw
apli host=api-1506c3ct.duosecurity.com

radius ip 1=10.1.1.40 “ FTD as a RADIUS client

radius_ secret 1=Clscol2345

A




RADIUS Authentication Timeout

from FMC/FTD 6.3

New RADIUS Server

IP Address/Hostname:™ ‘ 10.
Configure DNS at Threat Defense Platform Settings to resolve hostname
Authentication Port:* 1812 (1-65535)
Key:* sesnanenes
Confirm KEY:* LLLL LT L) ‘
Users need Accounting Port: 1813 (1-65535)
longer .
: Timeout: 60 (1-300) Seconds
Timeout
Connect using: ® Routing . Specific Interface @
Default: Diagnostic Interface v Q-
Redirect ACL: v
{ Save J l Cancel J

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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fga(s»\nﬁnlo-jumphost - VMware Remote Console

VMRC ~ |

>~ o 1

Y Cisco AnyConnect Secure Mobility Client

VPN:
Ready to connect.

| ftd.budlabsec.com

Connect

h

Network:
Connected (10.62.42,173)

| wired

System Scan:
Mo policy server detected.
Default network access is in effect.

Scan Again

2:52 PM

~
= 1]
£ DAaBES O 0,

=1 E3

)

9:41 100% () 4

SUS +

DUO ADMIN
Cisco Systems Hung...

DUO-PROTECTED

‘ Duo Demo

DUO-PROTECTED
Cisco Systems Hung...

DUO-PROTECTED
clsco - Cisco

THIRD-PARTY
Umbrella

About passcodes

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 25







RAVPN With DUO and POSture . ............................................................. ._

Duo —
RADIUS
Proxy

AD

RADIUS
Duo Cloud

|
o |SE
E

RADIUS

VPN

On premise

.
------------------------------------------------------------- -
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Authentication and Authorization Servers

Overview Analysis Policies JDIEWELESE Objects = AMP  Intelligence Deploy &, System Helpv adminv

Device Management MNAT VPN » Remote Access QoS Platform Settings FlexConfig Certificates

FTD-RA-VPN- Profiles | €3 cancel

Enter Description

Connection Profile Access Interfaces Advanced

|¥] Policy Assignments (1)

&
Name AAA Group Policy
DefaultWEBVPNGroup Authentication: |Sa DfitGrpPolicy & @
Authorization:
Accounting:
ISE-posture Authentication: ISE-RADIUS (RADIUS) [E3 DfitGrpPolicy & @

Authorization: ISE-RADIUS (RADIUS)
Accounting: ISE-RADIUS (RADIUS)

Duo Authentication: Duo (RADIUS) zx DfitGrpPolic
Authorization: Duo (RADIUS)
Accounting: Duo (RADIUS)

Duo-and-ISE-posture Authentication: ISE-RADIUS (RADIUS) =s DfltGroPolic

Authorization: ISE-RADIUS (RADIUS)
Accounting: ISE-RADIUS (RADIUS)

2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



“ For Your

ISE Authentication Configuration Reference

* Authentic ation Policy (2)

+ status  Rule Name

Search

@  Default

Tunnel-Group-Name

Condtons o cquals Duo-and-ISE-
posture

Duo
& Cisco-VPN3000-CVPN3000/ASAPIXTx-Tunnel-Group-Nam@&EQUALS Duc-and-|SE-posture y
¥ Options r
| Intemmal Users x v
¥ Options

External Identity Sources

=R | [ 9.
» [ Certificate Authentication Profile
¥ [ Active Directory
<) budiabsec.com
£ LDaP
[ opBC
v [ RADIUS Token
<3 Duo
(] RSA SecurlD
] SAML Id Providers
{2 Social Login

RADIUS Token List > Duo “DUO” aS an EXternal
o e DR svevcn |dentity, RADIUS
* Server Connection - TOken aUthenthatlon
O Ssfeword Server pointing to Duo
[J Enable Secondary Server () Always Access Primary Server Firs
’ (&) Failback to Primary S:rver after RAD | U S p rOXy

* Primary Server

* HostIP | 1062, i)

* Shared Secret [cevesees . | [ show |

* et .
Authentication Port | 1817 ) © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 29






fgacs-VﬁnlO-jumphost - VMware Remote Console Hi=] E3
VMRC - | > & I

Windows Defender Security Center

9:41 100% () 4
&«

sUs -+

Restore settings

DUO ADMIN

Cisco Systems Hung...

VPH:

Ready to connect.

Domain network

| ftd.budlabsec.com w ‘ Connect
Firewall is off.

X

DUO-PROTECTED
Duo Demo

Network:
Connected (10.62.42,173)
Turn on

DUO-PROTECTED
Cisco Systems Hung...
l wired

28 Private network

DUO-PROTECTED
System Scan:
Mo policy server detected.
Firewall is off.

Default network access is in effect.

e Cisen
Scan Again
Turn on

THIRD-PARTY

Umbrella
O Type here to search

About passcodes
- ~ C 11:32 PM
9 @ & £ LaBESO Tk . B
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RAVPN With LDAPS . ............................................................. ._

Duo Cloud

LDAPS
RADIUS

: On premise

.
------------------------------------------------------------- -
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RA VPN Secondary Authentication from 6.4

Edit Connection Profile

Connection Profile:*  puQ-LDAPS |

Group Policy:* DftGrpPolicy v @
Edit Group Palicy

Client Address Assignment Allases

. Like with ASA, in connection Profile >

Authentication
Authentication Method: | aaa Only |~

AAA tab, option to enable secondary
authentication

. It can be either Realm (AD/LDAP) or oo DEED
RADIUS Server Group © Proms

® Use primary authentication username

Authentication Server: | ISE-RADIUS (RADIUS) | L

¥l Use secondary authentication
Authentication Server: | DUO-LDAPS (LDAF) |V'

Map username from client cartificate

Ou i far VPN i
A Cisco AnyConnect | 10.62.42.47 X #6 seconcary usermame for WRY session
Authaorization
1 Authorization Server: E |V
Allow connection only if user exists in authorization database
Group: ||-|:)"’S v| Accounting
Accounting Server: | |v
Username: [ vpntest |
Password: | MSaaensss |
dl 1 a -
Second Password: [*++ < i Duo options: push, sms, phone
|| Enable Password Management
Motify User days prior to password expiration
. ok || cancel -

Motify user an the day of password explration

Save | Cancel

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Username for Secondary Authentication

- Username for the secondary
authentication can be provided in one
of three ways:

(User should enter the username
upon login)

. Use the username provided in the

. Prefill the username from the

. You can choose between
as VPN session
username

Group Policy:*

Edit Connection Profile

Connection Profile:® | pUO-LDAPS

DfitGrpPolicy v 0
Edit Group Policy

Client Address Assignment m Aliases

Authentication
Authentication Method: AAA Only v
Authentication Server: ISE-RADIUS (RADIUS) v

¥ Use secondary authentication
Authentication Server: DUO-LDAPS (LDAP) v
| Username for secondary authentication
Prompt
*) Use primary authentication username

Use secondary username for VPN session

Authorization

Authorization Server: v
Allow connection only if user exists in authorization database

Accounting

Accounting Server: v

2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



LDAPS as a Realm

System > Integration > Realms

DUO-LDAPS

Enter Description

Directory BUEEILECUTETTELGTM  User Download

“ For Your

Directory Username * |dC=DI5VR5FS3RTGNK4ESBD],dC=dl ex: uid=user,dc=example,dc=com

Directory Password *

Base DN * dc=DISVRGFS3RTGNKASSED),dc=d  ex: ou=user,dc=cisco,dc=com
Group DN * |dc=DISVR6FS3RTGNK48SBDI,dc=d  ex: ou=group,dc=cisco,dc=com
Group Attribute Unique Member I~

User Session Timeout

User Agent and ISE/ISE-PIC | 1440 ]

minutes until session released.

Users
TS Agent Users 1440 | minutes until session released.
Captive Portal Users | 1440 | minutes until session released.

Failed Captive Portal Users 1440

Directory Username, Base DN and Group DN:

dc=INTEGRATION_KEY,dc=duosecurity,dc=com
Directory Password will be the Secret Key.

minutes until session released.

— re

Reference
Edit directory ? X
Hostname / IP |apl-13l]2c8df.duosecuﬂtv.oom| ]
Address
Port 636
Encryption () STARTTLS ® LDAPS () None

SSL Certificate | DigiCert-High-Assuranc | ¥ ()

Lok [ test || concel |

|

Encryption: LDAPS,

“Test”

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



“ For Your

FlexConfig Reference

e AN Intel

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
Duo-LDAPS-Flexconfig

Enter Descripbion

Edit FlexConfig Object 7%
o (oo recaty Available FlexConflg & | FlexConfia Object
Description: 1
4 () user Defined a
Lo T e T o e e R w e ma e A [ Duo-LDAS-FlexConfig
# (] System Defined
DQinsen - | B | Everybme ¥ | Type: | Append ¥ | [l Default_DNS_Configure

D Default_Inspection_Protocol_Disable

[l Default_tnspection_Protocol_Enable

[-1 OHCPVE_Prefix_Delegation_Configure
™| DHCPVE_Prefix_Delegation_UnConfigure
[-] ONS_Canfigure

] ONS_unConfigure

[2] Eigrp_Configure

Deployment: Every sy B

aaa-server DUC-LDAPS host api-1302c8df.ducsecurity.con

ldap-naming-attribute cn

|
n Eigrp_UnConfigure & 55 5 v
time sl |l T~
L inpect9v6_Confure R
Variablas - T tnspect_1pv6_unConfigure 1 Duc-LDAP-FlexConfig
e ome e meolme Ommie b lisis_contgue
(.1 1S1S_Interface_Configuration +

No records to display

Append FlexConfig
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For Your

Timeout Reference

% AnyConnect Profile Editor - VPN - o X
File Help
VPN ) Preferences (Part 2)
ﬁ::::;:;:;ép:;u) Profile: C:\Users\admin\Doct \configuration2.xml
@ Badup Servers | A
« Set the timeout to 60 instead of 12 e
Wff Server List
e show aaa-server
berver Group: DUD-LDAPS
Server Protocol: ldap
server Hostname: api-1382c8df.duosecurity.com TGN P e s ek
server Address: 52.19.127.284
Server port: 636 e
Server status: ACTIVE, Last transaction at unknown PP s e =3[ Itke Coneotatic
umber of pending requests a it (] user Centroladle
verage round trip time Bus [ Enable Scripting [ user Controlable
udber of authentication requests 14 t
umber of authorization requests 1] [ Retain VPN on Logoff
uvber of accounting requests ]
umber of retransmissions a e -
urber of accep a
umber of rejects %] -
uvber of challenges a Ot
umber of malformed responses a
umber ~ bad authenticators 8 Authentication Timeout (seconds) 60
urber " timeouts 1
umber " unrecognized respons a
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<\ For Your
\

Reference

FTD DNS Configuration

Devices

° FTD Should reSOIVe duosecurlty_com DeviceManaqemen NA VPN v QoS ] Plrlnrm enigs V FlexConfig Certificates
domain alone, therefore DNS policy1
configuration is needed

ARP Inspection DNS Resolution Settings -
Banner Specify DNS servers group and device interfaces to reach them,
» DNS

s W Enable DNS name resolution by device
External Authentication

Fragment Settings DNS Server dns v

HTTP Group*;

ICHP Expiry Entry Timer: |1 Range: 1-65535 minutes
L DA PS Secure Shell

SMTP Server Poll Timer: 240 Range: 1-65535 minutes

SNMP

sstL Interface Objects

Devices will use specified interface objects for connecting with DNS Servers,

Syslog
Timeouts Available Interface Objects € Selected Interface Objects
Time Synchronization

A Search sun OutZone ]
UCAPL/CC Compliance

suw branchl_InZone

«us branchl_OutZone

vaw InZone
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Troubleshooting Secondary Authentication © Reience

the AAA server using the test command on FTD

test aaa-server authentication <AAA-Server>

- AD/LDAP configured via Realms uses the to reach the AD/LDAP server,
verify the route

- RADIUS Server configured in RADIUS Server group uses routing table by default,

in RADIUS Server group if the server is reachable via an
interface

cmcoékh@/
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RAVPN Wlth CertIfICate ............................................................. ._
and Duo MFA : :

Duo Cloud

Duo RADIUS
Proxy

‘RADIUS

=]

i On premise

:
S EE AR EEEEEEEEEEEEEEEEEEEEEEEEEEESEESEEEEEEEEsEEEEEEEEEEEEEE -
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Certificate Based Authentication with Duo

Authentication:
AAA: Duo Auth Proxy

username from certificate

username in login window

Authentication Method: Client Certificate & AAA

Authentication Server: Duo_Auth_Proxy (RADIUS)
« Map username from client certificate

« Map specific field

Primary Field: N (Common Name) v Secondary Field:

" Use entire DN (Distinauished Name) as username
I Prefill username from certificate on user login window

¥ Hide username in login window

I Use secondary authentication

Authorization

Authorization Server: ISE_RADIUS (RADIUS)

™ allow connection only if user exists in authorization database

Accounting

Accounting Server: ISE_RADIUS (RADIUS)|

w | &dwanrad Sattinne
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Add Connection Profile X
Connection Profile:* puo
Group Palicy:* DfitGrpPolicy v @
Edit Group Policy
Client Address Assignment m aliases
Authentication =




Duo RADIUS Proxy - Duo Only Client

A Standalone Duo Software Acting as a RADIUS Server

There is NO primary authentication

A

[duo_only client]

|FEEGENTE SRR GIED) Secondary authentication:

ikey=DIAHEPCGVZFPDLVHHOPL g :
skey=g4VCO1AgffKnH9pxEwfvg8SFsaBu3ot6FY Duo account in the cloud

apli host=api-130lc7df.duosecurity.com

radius ip 1=198.19.10.1
radius_secret 1=Clscol2345

failmode=safe
client=duo only client

FTD as a RADIUS client

A
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Hmm
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Monitoring of RA VPN Connections

- VPN Server side monitoring: show
commands

> show vpn-sessiondb anyconnect

> show running-config tunnel-group Session Type: AnyConnect
tunnel-group DefaultWEBVPNGroup general-attributes

address-pool VPN-Pooll

authentication-server-group RADIUS SERVERS UsErname : remotel Tacles
authorization-server-group RADIUS SERVERS 27432

accounting-server-group RADIUS SERVERS Assigned IP : 10.1.1.121 Public IP
tunnel-group VPN-profile type remote-access 10.61.97.108
tunnel-group VPN-profile general-attributes Protocol : AnyConnect-Parent SSL-Tunnel DTLS-
address-pool VPN-Pooll Tunnel

authentication-server-group RADIUS SERVERS License : AnyConnect Premium
authori?ation—server—group RADIUS_SERVERS Encryption : AnyConnect-Parent: (l1)none SSL-Tunnel:
accounting-server—-group RADIUS SERVERS (1) AES-GCM-256 DTLS-Tunnel: (1)AES256

tunnel—gréup VPN—prof}le webvpn-attributes Hashing : AnyConnect-Parent: (l)none SSL-Tunnel:
group-alias VPN-profile enable (1) SHA384 DTLS-Tunnel: (1)SHAL

Bytes Tx : 31690 Bytes Rx : 1

=i 10.1.1.121 = 10.1.1.90 VPN _SERVER INSIDE_ROUTED
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“ For Your

AnyConnect Identity Extensions (ACIDex) Reference

Policy Sets  Profling  Posture  Client Provisioning | = Palicy Elements

- FTD provides ACIDex, like ASA does — ) R
D iew Dictionary Attribute
. e G E - * Astribute Name | device-pitiarm |
. It is used by ISE as a profiling - Borr . Descpon. R |
information and authentication and uomeosmm s :“m“m | '
aUthorization pO“Cy element » uﬁ::eo-\'::cmm_momz * Dictionary | ACIDEX |
: HMC o Allow attribute multiple times in Authorization Profile | |
bz Session-PostureStatus EQUALS Compliant
@ Compliant_Win AND g Network_Access_Authentication_Passed | % PermitAccessWindows .
& Cisco-cisco-av-pair CONTAINS mdm-thv=device-platform=win

Device MAC address, platform il h—device platiormvin
and agent versions, device type

dm-tiv=device-mac=00-50-56-ae-d6-4b |
mdm-tlv=device-platform-version=10.0.17134 |
mdm-tlv=device-public-mac=00-50-56-ae-d6-4b,
: : : mdm-tiv=ac-user-agent=AnyConnect Windows 4.7.00136,
and other information as AV pair Cisconvpair e
uid=51E751ED491618BCATE6589C82A168D25143FCES433A0171963E2EAC
sent by FTD FODEBOF11,
audit-session-id=0a3e2afd000010005c422933,
ip:source-ip=10.
coa-push=true

v
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Active Sessions

Overview ELUEUW'CIEN Policies Devices Objects = AMP  Intelligence

Context Explorer Connections » Intrusions » Files » Hosts » Users » Active Sessions Vulnerabilities » Correlation Custom » Lookup » Search
Active Sessions Bookmark This Page Repo
Active Sessions Users
Table View of Active Sessions > Active Sessions User Activity
» Search Constraints (Edit Search) Indications of Compromise
Jump to... ¥
¥ Login Time * Last Seen * User »* Authentication *  Current *  Realm * Username * First = Last *  E-Maj
Type 1P Name Name
3 2017-12-10 22:34:53 2017-12-10 22:34:53 4 Discovered Identities\remotel (LDAP) VPN Authentication ®j| 10.1.1.121 Discovered Identities remotel
) 8 2017-12-07 23:27:24 2017-12-07 23:27:24 « Discovered Identities\anonymous (FTP) Mo Authentication |ﬂ 10.1.1.80 Discovered Identities anonymous
Page| 1 |of1 Displaying rows 1-2 of 2 rows
View Logout
View All
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User Activity

, System Help v admin v

AMP Intelligence
Custom » Lookup ¥ Search

Users » User Activity Vulnerabilities = Correlation v
Bookmark This Page Report Designer Dashboard View Bookmarks Search v

User Activity 11 2017-11-10 22:36:00 - 2017-12-10 22:42:27 @
Expanding

Table View of Events > Users

Mo Search Constraints (Edit Search)
Discovered Identities || LDAP VPN Authentication !ﬂ 10.1.1.121 AnyConnect SSL

3 O 2017-12-10 22:34:53 VPN User Login -::‘ remotel

Overview EGEUETEE Policies Devices Objects

Context Explorer Connections v Intrusions Files v Hosts v

- Detailed User information, like logon, logoff, bytes, duration

357,090 118,738

Cisco AnyConnect VPN Agent for Windows 4.5.02036 44 minutes

5

DfitGrpPolicy ~ VPN-profile =i 10.61.211.6
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(TN Analysis Policies Devices Objects

AMP

Intelligence

System Help v admin v

Deploy L
p)

]

Dashboards v Reporting Summary v

Access Controlled User Statistics

Provides traffic and intrusion event statistics by user

Intrusion Events x m +

Connections x

Report Designer

Show the Last [}

) Add Widgets

Active VPN Sessions by Duration

Active VPN Sessions by Device

User ¥ Session Duration Device ¥ Count
-4 Discovered Identities\remotel (LDA 1 hour 10.62.42.54 3
- 4 Discovered Identities\remote2 (LDA 5 minutes
No Data
Last updated 1 minute ago _ Last updated 1 minute ago =Y Last updated 1 minute ago =

Active VPN Sessions by Client Application

VPN Client Application v Count
Cisco AnyConnect VPN Agent for Windows 4.5.02036 2
Cisco AnyConnect VPN Agent for Linux 4.5.03040 1

VPN Users by Data Transferred

Different Operating

Systems and
AnyConnect Versions

VPN Client Application v Count
¥ Cisco AnyConnect VPN Agent for Windows 4.5.02036 2
Cisco AnyConnect VPN Agent for Linux 4.5.03040 1
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Troubleshooting

Overview Analysis Policies YTl Objects = AMP  Intelligence Deploy , System Help v admin v

Device Management NAT VPN » Troubleshooting QoS Platform Settings FlexConfig Certificates

Bookmark This Page Report Designer Dashboard View Bookmarks Search

VPN Troubleshooting

Table View of VPN Troubleshootin Il 2017-11-10 22:36:00 - 2017-12-10 22:36:26 D

Expanding
» Search Constraints (Edit Search) Disabled Columns
~ Iime * Severity ¥  Message * Message %  Username ¥  Device *
Class
Voo maeessns o  SSHOSE00enasion 202000 veneneuion KO ANCOMSAST b e oo G2 1052425
3 2017-12-03 23:26:45  Critical AAA Marking RADIUS server 10.62.42.169 in aaa-server group RADIUS SERVERS as ACTIVE User Authentication 10.62.42.54
8 2017-12-03 23:26:45  Critical AAA Marking RADIUS server 10.62.42.169 in aaa-server group RADIUS_SERVERS as failed User Authentication 10.62.42.54
3 2017-12-03 23:20:37  Critical AAA Marking RADIUS server 10.62.42.169 in aaa-server group RADIUS SERVERS as ACTIVE User Authentication 10.62.42.54
3 - 2017-12-03 23:20:37  Critical AAA Marking RADIUS server 10.62.42.169 in aaa-server group RADIUS SERVERS as failed User Authentication 10.62.42.54
Page 1 |of1l Displaying rows 1-5 of 5 rows
View Delete
View All Delete All

2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



RA VPN Summary

- RA VPN
. It was introduced in version 6.2.2
. Both IKEv2 and TLS
- Wizard

. From 6.3:
- RADIUS timeout (MFA)
- RADIUS CoA

- From 6.4:
. Secondary Authentication

- From 6.5:
. Two-factor authentication using Duo LDAP
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Duo Access Gateway (SAML): Cisco ASA only

Duo Access On-premises
i Direct
Cisco ASA Gateway irectory
1 1 jlllll---0< 1 ;IIIII ol 2 -
@ < - < [1n1---0| 4 " [mn--o] 4.__ % 4_——’_ ‘,
7 7 m 6 -0 |
AnyConnect ML L ot

VPN Client ﬁ
.—‘ o
-. m # % 5 Outbound Access to

‘ — Port 443HTTPS
’ ~———— | PhoneCall
- | Passcode |
F — ) =
- 4 / A
O < > (Due)
) | = _

1) VPN connection initiated to Cisco ASA, which redirects to the Duo Access Gateway for SAML authentication
2) AnyConnect client performs primary authentication via the Duo Access Gateway using an on-premises directory (example)
3) Duo Access Gateway establishes connection to Duo Security over TCP port 443 to begin 2FA

4) User completes Duo two-factor authentication.
5) Duo receives authentication response and returns that information to the Duo Access Gateway

mEga
-'I' 6) Duo Access Gateway returns a SAML token for access
7) Cisco ASA VPN access granted



Duo Access Gateway Setup (DAG)

Cloud Hosted Services Active Directory, OpenLDAP,
or SAML 2.0 Identity Provider

Duo Access Gateway
.:‘ a azon
webservices™
Google Apps | A1 =0 >
| 1
salesforce | prtps44s |1111---0 LDAP
I . or SAML
LEL) === | -
il —
DMZ
Internet N AV NAY Internal Network
| : | . [ l | :
[ I I
1 1 [ |
Perimeter Firewall Internal Firewall
BUS oo, ded Duo Access Gateway Documentation


https://duo.com/docs/dag




Duo Access Gateway (SAML): Cisco ASA only

Requirements:
1. A SAML gateway such as Duo Access Gateway (DAG) for SSO. Read more here.
2. ASA version of 9.7.1.24, 9.8.2.28, 9.9.2.1 or higher of each release
3. AnyConnect 4.6 or later.

LogIn Choose an authentication method

Please enter your Acme Corp credentials to access this site. [" Duo Push RECOMMENDED Send me a Push

Username

Q) call Me Call Me
Password What s this? 7 [5 Enter a Passcode Enter a Passcode
Need help?

Powered by Duo Security

Learn more about AnyConnect SAML integration
=ll= Dun Security is alialn

now parl af Cisco,. CISCO.


https://duo.com/docs/ciscoasa-sso

CISCO Secure



