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YoaneHHbl gOMaLlHWMA OPUC: TPEDOBAHUSA

BblcTpoe 1 Npo3pauHoe Ana coTpyaHuKa BHeapeHue oduca (Zero Touch Provisioning)

BesonacHOCTb: KoHhMAeHUManbHOCTb Nnepenasaembix aaHHbIX (Auto-VPN), npoBepka
ayTEHTUUHOCTU YCTPOMCTBA, 3aLumTa oT aTak (NGFW, DNS Security etc.) npv npsamoM Bbixofe B
NHTepHeT

[Monb30oBaTENbCKUA OMbIT MPY AOCTYMNE K KOPNopaTUBHBIM pecypcaM (0TKa3oyCTOMUMBOCTb KaHaros,
Bbl6OP ONTUManbHOro KaHana, paboTta SaaS npunoxeHmn)

BecnpoBofHOM [OCTYN C pasaeneHneM KopnopaT1BHBIX M [JOMaLLHUX CEPBUCOB

[ToOKMtOUEHUE U ayTEHTUAIMKALIMA KOPNOPAaTMBHbLIX YCTPOUCTB: |P-TenedoH, BugeotepmuHan. PoE,
802.1x, QoS.

and/or its affiliates. All rights reserved



APXUTEKTYPa NOOKMOUEHUSA YOaneHHOro

[JOMaLLHEero oguca
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Teleworker Options

Cisco SD-WAN

OEAP Cisco Controller
On-Prem Solution

Meraki Teleworker
Cloud Based Solution

CVO Router

Mopoepxkka nnathopm:
« ISR1000

* ISR 4000/ASR1000

e Cloud or On-Prem

MpenmyLiecTsa:

ZTP, Automation, SLA-routing,
WAN-optimization, SaaS-
optimization, Security

VPN remote Access

Platform Support:

* AnyConnect VPN

« ISE (AAA)

« NGFW or ASA

» Duo (optional for dual auth)

Monpepxka nnatdopm(sap. 1)
« WLC
* AP3500 and newer

Monnepxka nnaTdopm(Bap. 2)
« WLC
« OEAP600, AP1810, AP1815T

MpeunmyLecTaa:
« Existing APs reuse

*  Remote Ethernet with option 2

© 2020 Cisco and/or its affiliates. All rights reserved.

[Togoepxka nnatdopm:

* Meraki MX series Security
Appliance

* Meraki Z3/Z3C Teleworker
Gateway

* Meraki MR series

MpeumyllecTBa:

*  Cloud managed

»  Simple and fast configuration

* Zero-touch deployment

*  Use existing MR’s if available

* Integrated cellular on C models

»  Enhanced Security on MX
models (AMP, Sourcefire
IDS/IPS, Content Filtering,
Umbrella)

« Application performance
monitoring on MX models
(Meraki Insight)

[Topnoepxkka nnathopm

* Cisco Integrated Services
Router (ISR) G2

* Cisco Unified IP Phone
(optional)

* Head-end with a VPN router

MpenmyliecTra:

*  Enhanced security

*  Remote wired/wireless access
to corporate resources
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0O630p peluenHma Cisco SD-WAN

[TpmerneHne SDN npuHUMNOB K pacnpeneneHHbiM CETAM

vManage
AOMunHuUcTpupoBaHune/
OpkecTpauus

vAnalytics @ @

vBond .ysmart Controllers

O

[TnockocTb ynpasreHud
(Control Plane)

CBA3N

B4 S B4 BN Ed Ed B4 BR BB  repenn
nepeaayn AaHHbIX

MapLpyT1aaTopbl (Data Plane)



Kak paboTtaeT SD-WAN thadbpuka

_____ OMP vSmart

OMP Update:

= [JloctynHocTb — noacetn IP, TLOCs

= bBbesonacHocTb - Knoun wndposaHms
S . =  [lonuTnkm — MapuwpyTtusayms
AAHHbIX/NO NPUNOXEHNAM

- DTLS/TLS Tunnel P

IPSec Tunnel

MonutTunkmn
yrnpaBsieHus

TpaHcnopt 1
TpaHcnopt 2

MoaceTun MNoaceTtun




[TnaTtdpopmbl gnga Cisco SD-VWAN

Tonbko SD-WAN

vEdge 100 vEdge 1000 vEdge 2000
50-100M 175-300M vEdge 5000
ISR1100-4G ISR 1100- GG 122G
(B iEEmE @ | S S
125-220M 300-550M
BupTtyanmaaums
ENCS 5400

ENCS 5100

© 2019 Cisco and/or its affiliates. All rights reserve

d.

SD-WAN ¢ cepBrcamu

ISR 1000 ISR4000  ASR 1000

Next-gen Modular High-
Performance Integrated performance
Flexibility services with redundancy
1.6-19G (Basic)
50-200M 0.7-9G (Medium)

[lyOnMUYHbIE M YaCTHbIe 0bnaka
amazon AKVM

webservices

— o vmware
[ | ICrOSO i
Ul Azure ESXi



BapuaHT 1. ZTP ncnonbaysa rmodanbHbi PnP

PnP
. ______ sl iaijn.
e a N
2 : ®
®" e

DMZ (NAT 1:1)

O6s3aTenbHble yCnoBus
« DHCP Ha WAN uHTepdeiice
» DNS cepBep 1 OOCTYMHOCTb

devicehelper.cisco.com

© 2019 Cisco and/or its affiliates. All rights reserved.



BapunaHT 2. ZTP co ctatnuHbim [P nnmn 6e3
NHTEepHeT

#cloug—boothook « [pun 3arpy3ke, MapLpyTM3aTop ULLET Ha

hersonality vedge bootflash: unu usbflash: caiin ¢ umeHem

device-model vedge-ISR-4321 Ciscosdwan_cfg

host-name wan-edge-br1l-1-isr4321

system-1 10.255.255.31 o o

citecid . » KOHDMIrypaLUmMOoHHbIN chalin ¢ 6a30BbIMM

orgamizationTnane  TEleco SDTWAN oV et HacTponKamm MHTepderncos, Root CA,

vbond vbond.cisco.lab port 12346 OrganizatiOn Name, vBond agpecamm

i nepepaetca B PnP npouecc

!
interface GigabitEthernet0/0/0  [lopgoep>kmBaeTcs TONbKO HaumHaa ¢ SD-

no shutdown :

ip address 172.22.1.2 255.255.255.252 p {5 O WAN |OS_XE 1610

?Xlt - ) * 16.10.1
- 8
ip route 0.0.0.0 0.0.0.0 172.22.1.1 ' ¥ °4 . 16.10.2
L

Cisco 4321 w D eeocecccecssee cococccssese
| eceoecececcses o= l I rrr |

22 mw SSanSTTIIE0 o
cocscee ' occccsscsses
ooee .q. cosccccceesese &

© 2019 Cisco and/or its affiliates. All rights reserved.



SD-WAN Router |dentity

During Manufacturing

TPM « Each physical vEdge router is uniquely
chip 1111 identified by the chassis ID and certificate
— serial number

« Certificate is stored in on-board Temper Proof
_ - Module (TPM)
- Installed during manufacturing process
Device

Certificate » Certificate is signed by Avnet root CA
- Trusted by Control Plane elements
« Symantec root CA chain of trust is used to
validate Control Plane elements

Root Chain « Alternatively, Enterprise root CA chain of trust

can be used to validate Control Plane elements
- Can be automatically installed during ZTP

==AVNET

N

v Symantec.

In Software




Oobecneyenne SLA Ong KPpUTUUHbBIX MPUNOXKEHWIA

vManage [Monutnka mapLupyTusaumm
Ha OCHOBE MPUINOXEHUN

[lyTb 47 MPUIOXKEHUS A
_J—— [OIDKEH UMETh.

-7 > 3anepxky < 150ms

,6 @ @\ [loTepn < 2%

Jiad Bapuauymto 3agepxkm < 10ms

MHTepHeT
~ S~

QI —_— “

MPLS

Lon

100000

YOaneHHbl yaen
' N

Myte 1: 200ms, 1% loss, 15ms jitter
[ytb 3: 120ms, 1% loss, 5ms jitter



be3onacHaga cermeHTayums

CermeHT 1
SD-WAN
IPSec
TYHHENb

vEdge

YHuKanbHas Tononorus ana kaxxgoro VPN

Full Mesh Tornonorus LleHTpanm3oBaHHas YacTmMuHO CBS3aHHas Touka-Touka
Hub-and-Spoke Partial Mesh Point-to-Point



CermeHTaums

vEdge Router

vSmart

Tabnumubl
MapLpyTusaumm
(VPNs)

vEdge Router

IP

UbP

ESP

CermMeHTMpoBaHHasA CBA3HOCTb Yepes habpuky

0e3 3aBNUCMMOCTM OT TMNa TpaHCcnopTa

NHTepdencol n sub-nutepdgencel (802.1Q tern)

are mapped into VPNs

Original Packet

vEdge/cEdge poyTep nogaepxmBaeT Tabnuuy
MapLupyTtusaumm ona kaxagoro VPN ans nosnHomn
N30NALMN NITOCKOCTU yrpaBrieHus

MeTtku (Labels) ncnonesytortcs Ha yposHe data
plane ons pasgenenus Tpadmka



KOMOUHMPYEM NyULLInEe TEXHOMNOMMKM 6e30MacHOCTU

Enterprise Firewall
+1400 layer 7 apps classified

Intrusion Protection System
Most widely deployed IPS engine in the world

n SD-WAN

Cisco

Security

Adv. Malware Protection’
With File Reputation and Sandboxing

Simplified Cloud Security

Easy Deployment for Cisco Umbrella

Hours instead of weeks and months

*Roadmap Mar ‘19



CermMeHTaLmsa QOMaLLHEero n KoprnopaTMBHOIo A4oCTyNa. 3allnTa oT aTak M3
MHTEPHET

Internet

alaln
cisco

Cisco
Umbrella

Internet

Full Security

N
N

Enterprise Firewall @

[lomaluHmin
CErmMeHT a

NIN N |
N

Kopn Tpadmk ObLl 1 Dat

3+ SD-WAN Fabric

HomatnHmn odomc Headquarter

SD-WAN Tunnel



DDoS Protection for SD-WAN Routers

vBond

Authenticated

Sources Ls /DTLS

vSmart vManage

CPU
Implicitly
Trusted
Sources

SD-WAN IPSec

Control Plane Policing:
= 300pps per flow
= 5,000pps

E
\PSec |GR Packet

Forw arding ‘ p

Explicitly
Defined m
Sources Q
Cloud Security

Deny except:
Unknown 1. Return packets matching flow entry (DIA enabled)
Sources 2. DHCP, DNS, ICMP

Other * Can manually enable :SSH, NETCONF, NTP, OSPF, BGP, STUN



Cloud-on-Ramp for SaaS
09e

salesforce
L

] Office 365
Data Center a 32 Dropbox

CCCCCC

Branch/Campus

%
f%
S

NokanbHbin Boixon B MHTepHeT (DIA) ona SaaS

[ToncK ONTUManbHOro MyTU K CEPBEPY SaaS MPUNOXEHUS
KoHTpOMb kaHana [o obnaka

KOHTpOMb OTKAMKA NPUNOXKEHNS



3awmTta oT noTepb nakeToB — Forward Error Correction

» FEC guarantee voice/critical traffic to
work well across unreliable WAN links

* Reduces retransmissions and
improves throughput of TCP
applications

Sender

7
" 7
=1 o [ ][] -
'
7

Parity packet based on 2
block size of 4 packets s

Remote Site

App A (VPN1)

vManage

N
N

If packet P3 is lost
during transit

P1 P2 P3 P4 | | Parity

SD-WAN Tunnel

Types of FEC implementation
 FEC when one packet is lost

» Grouping across multiple WAN
links

« Adaptive FEC

« FEC Always _
Receiver
N
N
N
\\ Packet P3 is reconstructed
\\ using Parity packet
N
N

L \'4

2 N

Data Center

SD-WAN Fabric



PaboTa Ha NNoXux KaHanax: nakeTHas oynnukaumus

vManage

» Packets sent on preferred path
and a secondary path is chosen
to duplicate packets

» Packet duplication helps voice,
video to work well over unreliable

_-° | SayP3and P5isloston |~ WAN links
e Transport1 AN
4 N
e No
N
e I Kl .

Remote Site -~ A
L’ \_\Data Center

1
Q) ™ 5

(=] = T fe =]

T\
i

Packet is duplicated on _Oe— NP Packets are
two different transports ath 2 AGLTE reconstructed at the
receiver end
App A (VPN1)

ol e anle SD-WAN Fabric

Say P2 is loston SD-WAN Tunnel
Transport2
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PelueHne Office Extend Access
Point (OEAP)



Remote Worker Use Case

* C pewennem OEAP, coTpygHMK oOMa OyOeT MMETb OOCTYIK K
KopropaTuBHOMY SSID 1 KOpnopaTBHOM CETK, 6E€3 HEOOXOANUMOCTM
ycTaHaenmBaTb VPN 1 MMETb TEXHUUECKME SHAHNS.

© 2020 Cisco and/or its affiliates. All rights reserved.



HaBepHsKa y»ke eCTb Heobxoanmble

OfficeExtend doyHKLMM KOMTMOHEHTH! [N BHEPEHNS

‘ Simple Centralized Configuration

® aos

Application Visibility allows detection tagging of configured business traffic
QoS allows the prioritization of the tagged business traffic

v Encryption

DTLS Encryption over the wire (commonly used in VPN traffic)
802.1xwith AES encryption over the air protects data

' Split Tunnel

Allows the use of local printers etc. if configured
Allows non-essential traffic to be dropped locally reducing the demand to office

@ ssis

One local
Multiple Corporate SSIDs

v_ NAT support

Works with AP and or WLC behind NAT

. AP Support

Most all APs can do OEAP

APs with Aux ports or teleworker APs with multiple ports allow for authenticated wired
traffic

Can use PoE or local AC power adaptor depending on AP types.

. DNA Center Assurance

Al support of trends and issues
ML for diagnostics

© 2020 C

isco and/or its affiliates. All rights reserved



OfficekExtend: paboTa Touek gocTyna

Split Tunnel for non-
Corporate access
/ \ P / Supported b)\
/ DNA Assurance
-'!
Authenticated ,G?/ NAT at both

Wired \& ‘
Connection Local SSID\“‘

locations
/ supported N
A/

- H Protected

Y Assets

Encrypted tunnel
for corporate
traffic

Dynamic
Authentication

by ISE /

© 2020 Cisco and/or its affiliates. All rights reserved



PacLumpsaem 6ecrnpoBOOHOE NMOKPbITUE OO0 AOM3

= Equipment needed?
= WLC in DMZ -

Can be any AirOS Controller WLC 3504/5520/8540 oreven older 2504/5508/8510 running AirOS 8.5 or later
9800 appliance or 9800-CL in private cloud (OEAP mode supported) - I0S XE

= AP at teleworker site

Purpose built 1815T teleworker AP AireOS 8.5 and Later, also 10S-XE

Any Aironet 11n - AP16xx/26xx/36xx; AireOS 7.4 to AireOS 8.5 not on 10S-XE
11ac Wave 1 - AP17xx/27xx/37xx AireOS 8.3 and later, also I0S-XE

11ac Wave 2 AP’s- AP18xx/28xx/38xx) AireOS 8.3 and later also I0S-XE
11ax AP’s - C9115,C9117,C9120, C9130 AireOS 8.10 also I0S-XE 16.12.2s

Compatibility Matrix: https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html
=  WLC AP License/DNA License TN T TGRS TEERRE R T T e T T

= Steps Needed

»  Configure WLC

=  Onboard AP Contraller'CCM
= Provide AP to teleworker to connect at their site /—e ﬁ

Reference: OEAP Deployment -

© 2020 Cisco and/or its affiliates. All rights reserved.


https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-3/config-guide/b_cg83/b_cg83_chapter_0110000.html#task_7CFB8DBD11BA494385069586473340E2
https://youtu.be/EO9x19I7avo

Next-Generation Wave 2 802.11ac
OfficekExtend Access Point

Teleworker or Micro-branch deployments, providing
wired and wireless corporate access to remote
workers

Simultaneous Dual Radio, Dual Band 2x2:2 with
802.117ac Wave 2, including MU-MIMO

Elegant design with integrated antennas for optimal
wireless coverage and convenient cable
management.

3 x GigE Ethernet Ports, 1 x uplink GigE port

Up to 2 ports can be tunneled back to Wireless
LAN Controller

Cisco Aironet® 1815t

AC Adapterincluded

Full PoE out (803.af) on LAN 1 port

© 2020 Cisco and/or its affiliates. All rights reserved.



Basic OEAP Configuration Tips @

WLC requires a public routable IP address so remote APs can reach WLC from their home network
( can be in DMZ)

That public IP can be added as a NAT IP on WLC management interface

Some ports like CAPWAP, radius etc. needs to be open on Firewall as the OEAP controllers located
in the DMZ need to communicate using a number of services such as RADIUS, TACACS+ NTP,FTP
and CAPWAP

For non OEAP models AP ( for e.g. 1600/2600/3600/2700/3700/3800 etc admin needs to change
the AP mode to FlexConnectand then enable OEAP option.

Prime the OEAPs to join the WLC i.e. configure OEAP with WLC management public IP address

© 2020 Cisco and/or its affiliates. All rights reserved


https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2014/CVD-CiscoOfficeExtendDesignGuide-AUG14.pdf

Secure remote work / micro office

CIsSCco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
C O n fi g U re Ai reOS V\/L C Controller Interfaces > Edit
General
. Icons )eneral Information
Step 1: Set up a controller tobe used in DMZ ; Seneratinformat
. Interface Name management
Step 2: Configure Management = e i mecse
In Controller > Interfaces, click the management interface Multicast Configuration
» Network Routes
Quarantine

» Fabric Configuration

Step3: Select Enable NAT Address. > Redundancy genne e °
Step4: In the NAT IP Address box, enter the publicly reachable IP » Mobility Management [NAT Address

i Ports Enable NAT Address
address, and then click Apply. (Example: 128.107.234.5) » nTe AT 1 Addrass
"eor Interface Address
» PMIPv6E
. . . . VLAN Identifier 30
Watch a AireOS WLC Guided Configuration Walk-through > T o Addrens -
: :I\PI‘::S Netmask 255.255.255.0
, Advanced Gateway 10.10.30.1
Lawful Interception [PV Address
Prefix Length 128
1Pv6 Gateway
Link Local IPv6 Address fe80::1a8b:9dff:fela:ed9d/64

Physical Information

The interface is attached to a LAG.

Enable Dynamic AP Management

DHCP Information

Primary DHCP Server 10.10.30.1
Secondary DHCP Server 10.10.10.1
DHCP Proxy Mode | Disabled |

Enable DHCP Option 82
Enable DHCP Option 6 OpenDNS

Armacs Fanteal §ick


https://www.youtube.com/watch?v=OWJwPbXREPQ
https://www.youtube.com/watch?v=OWJwPbXREPQ

Secure remote work / micro office

1: Have all AP’s join a WLC to start so that it’s connected and has
Stepthe latest code

Step 2: From WIRELESS >All APs Select the AP which needs to be
converted to OEAP

Step 3: From General tab change the AP mode to FlexConnect

Step 4: Then go to FlexConnect>OfficeExtend AP enable OfficeExtend
AP by checking the box

Step 5: Also, configure the high Availability by providing the WLC name
and IP address in Primary Controller option and click Apply.

Now admin can take out the AP and give it to the remote worker where
he connects it to the home router

Note: verify which AP’s are being sent to the employees. Most AP’s
use an AC adapter, some AP’s might require a power injector or POE
to power up the APs

Watch a Prime AP Guided Configuration Walk-through

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

All APs > Details for AP3700-POD1

FEEDBACK

General | 1

| High Availability | | 1]

AP3700-POD1 Primary Software Version
Location default location
fc:5b:39:51:bd:dc

fe:5b:39:5d:39:e0

Backup Software Version
AP MAC Address Predownload Status

Base Radic MAC Predownloaded Version

Admin Status Enable Predownload Next Retry Time
| AP Mode FlexConnect I | Predownload Retry Count
AP Sub Mode None > Boot Version

Operational Status  REG 10S Version

Port Number 1 Mini 10S Version

8.8.100.0
3.0.51.0
None

None

NA

NA
15.2.4.0
15.3(3))11$
7.6.1.118

All APs > Details for AP3700-POD1

General | Credentials | Interfoces | MWigh Availability | Inventory | FlexConnect | Advanced

Make VLAN 47 Specifc - Ga

[All AP3 > Datalls for POD1-AP3700

| Gomeral | Crdentits | nteteces | Mo Avatabtty | Tevestory | FxCommet | Advenced |

%;_-m_l



https://youtu.be/MfdemAD0vos
https://youtu.be/MfdemAD0vos

Remote LAN

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Ap Groups > Edit 'Teleworkers'

Saye Configuration =~ Ping. Logout Refresh

[lo3BONAET ayTeHTU(MLMPOBATL
yOaneHHble NPOBOAHbBIE YCTPONCTBA Ha
WLC u «goTarveaTb» 3Ty yOaneHHyHo

| General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module |

¥ Advanced

External module 3G /4G AP Groups

LAN ENABLE RLAN

Module () [None v

Foot Notes

1 Changing the WLAN interface mapping in an AP Group will ren
2 AP3600 with 802.11ac Module will only advertise first 8 WLAN:
3 Client Traffic QinQ should be enabled, to set the DHCPV4 QinC
4 AP1810W has 3 LAN ports, which are configured through "Pori
5 OEAP1810 LAN1/LANZ are configured through "Ports/Module,"
6 OEAP1810 will only advertise first 8 WLANSs

7 AP2700 Aux port is configured through LAN1

Cisco

LAN ceTb B LEHTP

Apply |

Save Configuration Ping Logout Refresh

MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

WLANS > Edit 'Remote-LANT’ _<Back | _ Apply |

LAN Rorts alnal
LAN (4)(5) ENABLE POE RLAN
LaNL Z 8 @ WEANS
B 2 + WLANs
LAN3 (@] WLANs

General [ Security [ QoS ‘I v

ol ‘:::3:1 ‘ MCﬂOﬂbCSyI-OTCFI MopPThl Ha

Status @ Enabled cneunanm3npoBaHHbIX

Egress Interface O EAP Tou Ka X

= nnn AUX nopTbl Ha
OPYIrMX TOUKax

3 When client exclusion is enabled, a Timeout Value of zero means infinity (will require administrative override to reset excluded clients)
8 Value zero implies there is no restriction on maximum clients allowed.
17 IPv6 DHCP server configuration is not supported for remote-lan,
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MuTerpauma OEAP 1 Umbrella



Cisco Umbrella- WLC Packet Flow

WLC and Cisco Umbrella

registration (One Time) @ ) Security Enforcement Content Filtering

* On Cisco Umnbrellaaccount: Get APl. Token for

. . . Cisco Umbrella Lidli
device registration ﬁ
*+  On WLC: Apply Token and create Profile — I
Device (Profile) Registration SUF

HTTPS used in this phase

Compliance Category based Fitering  Whitelist & Blacklist

Wireless client traffic flow

* Client sends DNS query

| JO) DNS R = *  WLC snoops DNS query, forw ards it
- | < esponse : > . p query,
: R -OOOOOO = w ith EDNS
\ ! oo = ,

------ 0-¢ B

» Cisco Umbrella applies Profile specific Policy
Snoop DNS pkt

* Sends DNS response to WLC
Tag it with Identity ‘ %&“:ﬁ—g‘%ﬂﬁgﬂﬁtﬁ%

*  WLC forw ards the response to client

stht
] .
cl1sco  The bridge to possible © 2020 Ciscoand/or its affiliates. All rights reserved. Web Services CISCO S e C u re



OpenDNS- Profile Creation on WLC

Stepl: From WLC main menu go to Security>Umbrella>General
+ Enable UmbrellaGlobal Statusby checking the box
* Addthe APl Token ****8E17EB6ABBCA001EF8B4
(ThisAPI token we acquired from the Umbrellaaccount)
*  ClickApply

Umbrella

Global Configuration

Umbrella Global Status /

g

Umbrella-ApiToken 59D0C31003B9DC370C56BA766B20A5CCO01EFEBA

Step 3: Confirm that the profiles get registered

Step 2: Then configure a profile and hit Add

Global Configuration

Umbrella Global Status

Umbrella-ApiToken

Profile

Profile Name

Profile Mapped Summary

59D0C31003B9DC37DC56BAT66B20A5CCO01EFSES

employee

Profile

Profile Name

Profile Mapped Summary

Profile Name Umbrella-Identity
DMZ_employee DMZ-5520_DMZ_employee
DMZ_contractor DMZ-5520_DMZ_contractor
alipaul DMZ-5520_alipaul
ankurOD-prof DMZ-5520_ankurOD-prof

State

Profile Registered
Profile Registered
Profile Registered
Profile Registered

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco




Configuring Umbrella on WLAN

Stepl: From WLC main menunavigateto WLAN > Adv anced >Umbrella section select
Umbrella mode “Forced” Click Apply.

WLANs > Edit 'Demo-Mobility2' <Back | Apply

Advanced
EOGRE Vian Override
mDNS

Down Link MU-MIMO Enabled
Up Link MU-MIMO Enabled
Down Link OFDMA Enabled

mDNS Snooping ~ Enabled
TrustSec

Up Link OFDMA Enabled
Security Group Tag 0

Umbrella

Umbrella Mode Forced
Umbrella Profile employee
Umbrelia DHCP Override

Fabric Configuration

Fabric ~ Enabled

Mobility

Selective Reanchor Enabled
U3 Interface

U3 Interface Enabled
U3 Reporting Interval 30

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco
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BapuaHTbl O0ng 6bICTPOro
BHeapeHna OEAP Ha nepuofn
KapaHTUH3



‘ Secure remote work / micro office

Offers

AireOS and IOS-XE WLCs

Leverage WLC evaluation license
Supports maximum WLC platform AP Limit
Duration: 90 Days (AireOS), 60 Days (I0S-XE)

No AP Count license required for Mobility
Express or Autonomous Mode APs

Setup evaluation license in AireOS  or |OS-XE

Free 9800-CL WLC

Witha 90-day evaluationlicense
Supports maximum WLC platform AP Limit
No AP Count license required for Mobility
Express or Autonomous Mode Aps

Download WLC controller for cloud .ova file here

Setup evaluation license in |OS-XE


https://www.cisco.com/c/en/us/support/docs/wireless/3504-wireless-controller/214106-licensing-on-3504-5520-and-8540-wireles.html#anc8
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/9800-40/installation-guide/b-wlc-ig-9800-40/license-verification.html
Catalyst%209800-CL%20Wireless%20Controller%20for%20Cloud
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/9800-40/installation-guide/b-wlc-ig-9800-40/license-verification.html

Secure remote work / micro office

Wireless OEAP TDM presentation: Link « Wireless OEAP Cheatsheet: Link

OEAP Configuration Guide (AireOS 8.5): Link «  Cisco Wireless Solutions Software Compatibility Matrix: Link
- OEAP Configuration Guide (AireOS 8.8): Link

OEAP WLC guided configuration video

OEAP Cisco Validated Design: Link

1815t Deployment Guide: Link

AP at teleworker site
AP Models OEAP RLAN/Aux port 9800 AireOs
91xx Supported N/A (AP does not have Aux Ports) 17.2 8.5.161.0/8.10.112.0
Wave 2 Aps
(including 4800) Supported 28xx/38xx/1850/1815t/1815w supports RLAN 17.2 8.5.161.0/8.10.112.0

Wave 1 Supported N/A (AP does not have Aux Ports) 17.2 8.5.161.0/8.10.112.0



https://salesconnect.cisco.com/open.html?c=388d2a68-556e-4e77-b8a4-890f87cf75f1
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-5/config-guide/b_cg85/configuring_officeextend_access_points
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-5/config-guide/b_cg85/configuring_officeextend_access_points
https://www.youtube.com/watch?v=OWJwPbXREPQ
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2014/CVD-CiscoOfficeExtendDesignGuide-AUG14.pdf
https://www.cisco.com/c/dam/m/zh_cn/solutions/enterprise-networks/mobility-express/office-extend/office-extend-deployment-guide.pdf
https://salesconnect.cisco.com/open.html?c=bf3e8dba-c487-43fe-90a4-5fe047fa0597
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html

Useful Links

OEAP Configuration Guide (AireOS 8.5): https://www.cisco.com/c/en/us/td/docs/wireless/controller/8 -5/config-
quide/b cag85/configuring_officeextend access points.html?bookSearch=true

OEAP Configuration Guide (AireOS 8.8): https://www.cisco.com/c/en/us/td/docs/wireless/controller/8 -8/config-
aquide/b ca88/configuring_officeextend access points.html?bookSearch=true

OEAP Configuration Guide (AireOS 8.10): https://www cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-
quide/b cg810/configuring officeextend access points.html?bookSearch=true

OEAP CVD: https://www.cisco.com/c/dam/en/us/td/docs/solutions/ CVD/Aug 20 14/CVD -CiscoOfficeExtendDesianGuide-AUG 14 .pdf

1815t Deployment Guide: https://www.cisco.com/c/dam/m/zh cn/solutions/enterprise-networks/mobility-express/office-extend/office-extend-
deployment-guide.pdf

Catalyst 9800 Configuration guides: https://www.cisco.com/c/en/us/su
installation-and-configuration-guides-list.html

Compatibility Matrix: h

AP at teleworker site

* Purpose built 1815T teleworker AP AireOS 8.5 and Later, also Cisco 10S -XE
Any Aironet 11n - AP16xx/26xx/36xx; AireOS 7.4 to AireOS 8.5 not on Cisco 10S XE
1Tac Wave 1 - AP17xx/27xx/37xx AireOS 8.3 and later, also Cisco IOS XE
11ac Wave 2 AP’s- AP18xx/28xx/38xx) AireOS 8.3 and later also Cisco I0S XE
T1ax AP’s-C9115, C9117, C9120, C9130 AireOS 8.10 also Cisco IOS XE 16.12.2s
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-5/config-guide/b_cg85/configuring_officeextend_access_points.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-8/config-guide/b_cg88/configuring_officeextend_access_points.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/configuring_officeextend_access_points.html?bookSearch=true
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2014/CVD-CiscoOfficeExtendDesignGuide-AUG14.pdf
https://www.cisco.com/c/dam/m/zh_cn/solutions/enterprise-networks/mobility-express/office-extend/office-extend-deployment-guide.pdf
https://www.cisco.com/c/en/us/support/wireless/catalyst-9800-series-wireless-controllers/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html
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Meraki Remote Work Solutions

@.0 .-
@ z vy,

G%O ©@ P

PR e - L S '
-~ " . Meraki

MX ., . Virtual Concentrators
Teleworker At R

@ooeji ‘

-

e =
- {:grpqrgtg

k\ 4 Resources
&
R i Maraki
MR —— ! Physical Concentrators
Teleworker o
|-
|_o
Remote Remote
Telewarker Teleworker

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco



A solution for all use cases

WAN
Assu :ance

Remote Remote

Users ® ] ( ® Sites

Client VPN . AutoVPN

Meraki Insight

Teleworker
Gateway

Enterprise
WiFi SD-WAN

& UTM

Wireless Wired + Wireless

- Device Management &
‘tisco Meraki Control




WorkConnect MX Appliance

g ° Application Vis(i:tz)il:glr(éi(I
Single pane of glass N Q
Eiﬁgtr%ng** - Application Performance
L : JManagement
Y @ | L3
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SD-WAN —e <
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Secure wired_J
access

UTM*
)

Secure WiFi* 4"""'\,:. * Supported on MX64W
. ** Requires Advanced Security
access

License



MX/Z Teleworker

Z3 Z3C MX64 MX64W
WAN Ports 1 lor2
LAN Ports 4 4or3
PoE Ports 1 None
Cellular Primary Must add MG21/MG21E Must add MG21/MG21E
Cellular Backup Via USB dongle Integrated Via USB dongle
WiFi Integrated N/A Integrated
Throughput 100mbps 250mbps
SD-WAN N/A Supported
UTM N/A Supported with Advanced Security license
Content Filtering N/A Supported with Advanced Security license

s fiat]ns )
CISCO [l e |



https://meraki.cisco.com/products/appliances/z3#technology
https://meraki.cisco.com/products/appliances/z3c
https://meraki.cisco.com/products/appliances/mx64
https://meraki.cisco.com/products/appliances/mx64w
https://meraki.cisco.com/products/cellular/mg21
https://meraki.cisco.com/products/cellular/mg21e
https://meraki.cisco.com/products/cellular/mg21
https://meraki.cisco.com/products/cellular/mg21e
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SoHo Teleworker Solution with
MX/Z Appliance

ButoWVPN . P
Dual Radio WiFi*

PSK or Radius

Local Breakout
(NAT)

Carporate Traffic
[Mo-MAT)

Authentication
MX/Z Multiple LAN Ports
Appliance SD-WAN***

Full/Split Tunneling
UTM & Content Filtering****
Zero touch provisioning

Corporate devices

LD tassais -

VolP devices®™

Farsonal devices *on Z3/Z3C/IMX64W

** On Z3/Z3C otherwise requires a PoE injector
e on MX64/64W -
**x Requires MX with Advanced Security license



WorkConnect MR Access Point

r o Application Visibility &
J Control

Single pane of glass S q

Wireless Health
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SoHo Teleworker Solution with
MR Access Points

AutoVPN
® 802.11ac wave 2 and WiFi 6*
Corporate Traffic Local Breakout @® PSK or Radius Authentication
® GigE uplink
@® Full/Split tunneling
MR33/36/42 ? @® Layer 7 Firewall
™ ® DC or PoE**
- - ® Content Filtering***
gﬁ%‘ﬁr‘ “x‘}'a% @ Zero touch provisioning
s’ % :
C%s Persmagdms

*on MR36
** Requires an adaptor or PoE injector
*** Requires Advanced license



MR Comparison Chart

MR33 MR36 MR42
Uplink 1x GigE 1x GigE 1x Gige
Radio 2.4GHz 2.4GHz 2.4GHz

5GHz 5GHz 5GHz
Dedicated Security Radio Dedicated Security Radio Dedicated Security Radio

Bluetooth Bluetooth Bluetooth
Hardware 2x2 MU-MIMO 2x2:2 UL/DL MU-MIMO 3x3 MU-MIMO
Features 802.11ac Wawe 2 802.11ax 802.11ac Wawe 2
Aggregate 1.3 Gbps 1.7 Gbps 1.9 Gbps
Frame Rate
VPN ~ 50 Mbps ~ 75 Mbps ~ 50 mbps
Throughput
Umbrella Supported with Advanced Supported with Advanced Supported with Advanced
Integration License License License



https://meraki.cisco.com/products/wireless/mr33
https://meraki.cisco.com/products/wireless/mr36
https://meraki.cisco.com/products/wireless/mr42

WorkConnect MG Cellular Gateway

r  J

Single pane of glass

CAT6
®

P67 —

rated

Cellular Telemetry

Q_ )

External
Antennas*

4

“~—DC or PoE

*with MG21E



Meraki - VPN

Client VPN AutoVPN
1 Clientless VPN  Site to Site VPN
(1 No need to install any Q  Full/Split tunneling
software O VPN Firewall
(d  Supported natively on all U VPN Translation
operating systems - --- . ( - — ——& [ Include/exclude local
1 Multiple authentication networks
options (1 Multiple head-ends for
(1 Two factor authentication resiliency
1 Split traffic 1  Zero touch provisioning

https://documentation.meraki.com/MX/Client_VPN/Client_ VPN_Overview



Meraki Systems Manager

e Easy enrollment via email or
SMS or simply via a mobile
browser

e  Push apps or content

e Restrict usage

e Monitor devices regardless
of their location or
connection type

) e Real time visibility

e Dynamic policies using
Sentry

e Hassle free VPN & WiFi
provisioning

e  Security posture

e Manage hardware and
software inventory

e Protect devices, enforce
encryption and remote wipe

1/

. H(J b —— — —

Systems Manager

Ty )
CISCO VI kK




Enroll Corporate devices with Sys Mgr
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Manage Hardware and Software
Inventory

i0s macDs DS

343 dewvices added JE48 devices added

2 devices added 1997 davices added 123 devices added

e gop
cisca IVIEMak




Provision VPN and WIiFi

VPN Eenings & 05 & macOs @ Android Knox 538 Windows
Configuration [ Sentry £ |
Security Appliance heraki London - Finskuny ]
WiFi Senings
Server branch-finsbury dynamic-m.com Cordgurntion (e ¥]
. Hetaork | Cagiars Palace
Auth type | e device identity § |
! B2 pun soin
| Send All Traffic
BAzrate sty g e L et
Routes all network traffic theowgh the VPN conmection [« [ [,
U Rogin shesEicaten (e devics o T setmont Fmscls onky)
Prowy setup O Merm 3
Sty WA
Ciida Tasl Lk Mger D05 marking 3
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Demo: https://meraki.cisco.com/form/demo

MmN . Q Search Dashboard Demo networks Demo Admin ~ +} Announcements ~ ) Help ~ [ ]
casco Meraki
B ERTA
+* m | #  Address, zip code, etc. Go Hide table
SASKATCHEWAN NEWFOUNDLAND
« Networks Network tags
ONTARIO QUEBEC
Search, ~ 4213 networks
Network-wide © Name Usage ¥
NA NB @®  John Doe 436.37 GB
. o MINNESOTA Ottawa Montreal
Teleworker gateway @ o pueY ) Jane Doe 426,08 GB
© OOD.) e
o IR Y o ©  James Doe 392.67 GB
Organization SN o cy..cngo N RK
1LLINOI R @  Johnny Doe 299.72 GB
OH
NEVA hiladelphia i
@ @;A ©®  Jimmy Doe 221.71 GB
San Fv@ it ».'Ir\
KENTUCKY: 1A @ Jenny Doe 220.91 GB
CALIFORNIA
wmmm TENNE . M‘A
Losa Mmre Ldeald) ©  Jerald Doe 197.29 GB
Dallas MISWFSS PR 0
o AUABAMAT ©® Jean Doe 195.12 GB
TEX GEORGIA
I COUISIANA Q o Jeanette Doe 163.74 GB
\"'ouslon
”,ﬁ | 5 @  Jonathan Doe 159.78 GB
W
[} Jerry Doe 146.44 GB
Mexico
o Jones Doe 118.62 GB
Cuba J £ D
Mexico City Dominican W -JanelDoe 1132068
@ ‘Republic .
' PuertoR @  Jiles Doe 110.88 GB
Gunemuln
Honduras ©®  Jules Doe 99.87 GB
o Julie Doe. 0480682

Cisco and/or its affiliate



https://meraki.cisco.com/form/demo
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PelueHmne Cisco Virtual
Office (CVO)



0O630p CVO

CVO facilitates the deployment of voice, video, wireless, and security technologies
as services that can be incrementally enabled on the CPE in response to changing
business requirements.

© 2020 Cisco and/or its affiliates. All rights reserved.



ApxutekTtypa CVO

/ Data Center A \

K % ManageExpress®
' DMz : Virtual Office
S SDP/CA |

: <<= Server |

/ Home \

Corporate
Network

ISE (PKI-AAA, @

Internet
WAN

Data Center B

—n

ISE (PKI-AAA, dot1x)

Private Home
K Network /




Virtual office / Teleworker

3 Pieces of the Puzzle - What is needed”?

Virtual Office
Router

CcVO
Controller

Headend

Data center Virtual Office Environment

2 -Internet
Connection

Headend Internet
Connection

3-Cisco Virtual Office Router:

1- Support for full IP phone, wireless, data,
and video services over an encrypted VPN

Home
l Intemnet Connection : » See bundle options in following slides

* SKU based on Wi-Fi domain

Suitable for midsize and large organizations looking to provide teleworkers, small offices, and mobile users with office-like
experiences combining voice, video, wireless, and real-time data applications in a secure environment



Gigabit-Plus LTE Connectivity to On-Demand Locations
ISR 1121 + 4G/LTE (5Ge) Advanced Pro Module

SD-WAN Ready

Routing, switching,

C1121X-8PLTEPWY* and wireless

Router ,
Integrated security

Security

Speed and performance
Switch Ports

Wireless Integrated
(Wi-Fi) e ) management tools

Cellular

(1.2 Gbps LTE Advanced Pro) Multi-connectivity

PID LTE Bands ** P-LTEAP18-GL available C1121X-8PLTEPWY*

o L TEAP18-GL 1,2,3,4,5,7,8,12,13, 14,17, 18, 19, 20, 25, 26, Furope & US only. For global = wi-Fi domain WY; Y = A, E, B, Z
28,29, 30, 32, 38, 39, 40, 41, 42, 43, 46, 48, 66, 71 CATE LTE options please visit
ISR1K Datasheet



https://www.cisco.com/c/en/us/products/collateral/routers/1000-series-integrated-services-routers-isr/datasheet-c78-739512.html

Active/Active LTE Advanced Connectivity to On-Demand Locations

ISR 1109 with Dual-Pluggables

SD-WAN Ready C1 109T4PLTE2PW*

Router

Security

Switch Ports

2x P-LTEA

>

Wireless

Cellular “.e o p
(300 Mbps LTE Advanced Pro x2) &

PID LTE Bands

P-LTEA-EA 1-5,7,12,13, 20, 25, 26, 29, 30, and 41

P-LTEA-LA 1,3,5,7,8,18,19, 21, 28, 38, 39, 40, and 41

Routing, switching,
& Wireless

Integrated security

Extended temperature

for extreme env.

Integrated
management tools

Multi-connectivity

C1109-4PLTE2PW*
" Wi-Fi domain W* =A, B, D, E, Q, R, Z



‘ Secure Connectivity to Remote Teleworkers
ISR 1111 with Integrated 4G LTE Advanced

SD-WAN Ready C1117-4PW Routing, switching,
C1111-4PW/C1111-8PW

and wireless
Router
Integrated security

Security

Speed and performance
Switch Ports

Wireless . ' I | Integrated
(Wi-Fi) management tools
Cellular

(300 Mbps LTE Advanced) Multi-connectivity

PID LTE Bands

C1111-xPLTEEA 1-5,7,12,13, 20, 25, 26, 29, 30, and 41 C1111-xPLTEXAW*

" Wi-FidomainW*=A,B,D,E F,H,N,Q, S, Z
C1111-xPLTELA 1,3,5,7,8,18,19, 21, 28, 38, 39, 40, and 41



[ToegnoxkeHns ana NoCTPOeHUa yaaneHHbIX OOMCOB

SD-WAN Ready ISRTK

+ SKU Options : C1121-8PLTEPWS*, C1111-4PW, C1111-8PW, C1117-4PW

ISRT1000-4P-TWPMZ20 . Free Virtual Office License
ISR1000-8P-TWPM20 - SKU: CVO-1100-4P-CFG, CVO-1100-8P-CFG

(14% Off* on HW) «  Cellular Modules
* SKU Options : P-LTEAP18-GL, P-LTEA-EA, P-LTE

Use cases : Home Office

e Add-on SD-WAN subscriptions (L-LIC-DNA-ADD)

Microbranch Bundle *  SD-WAN Ready ISRTK
« SKU Options : C1121X-8PLTEPWS*, C1109-4PLTE2PWB, C1171-xPLTEXAW*

ISR1000-4P-MBPM?20 * Wi-Fidomain:W$; $=A E, B, Z
. Cellular Modules
. SKU Options : P-LTEAP18-GL, P-LTEA-EA, P-LTE

(14% Off on HW)

Do e b e+ SD-WAN subscriptions (Optional - As part of bundle)

Support center/ Urgent Care




Benefits of CVO

Scalability

Allows consistent secure access for users at corporate headquarters, remote sites, home
offices, and public hotspots.

Secure, zero-touch deployment

Quickly proliferate deployments to remote sites with no IT staff. Automation of ongoing
operations through central network management, using push technology, to simplify
administration and keep costs low.

Application performance

Delivers application performance required for latency and bandwidth-sensitive voice, video, and
real-time data applications: This capability calls for advanced integration of VPN technologies with
quality of service (QoS), IP Multicast, voice, and video services.

Secure access and control

Maintain complete control over the entities attempting to access the network at remote, off-campus
locations where ascertaining physical identity is not possible. Limitaccess to certain devices or users,
separate domains for employees and guests and families, and the ability to allow employees to use
resources in untrusted domains without compromising security.

© 2020 Cisco and/or its affiliates. All rights reserved



Additional Resources .

https://www.cisco.com/c/en/us/solutions/enterprise -networks/virtual-
office/index.htm|

https://www.cisco.com/c/en/us/solutions/collateral/enterprise -
networks/virtual-office/quide _c07-683001.html

© 2020 Cisco and/or its affiliates. All rights reserved.


https://www.cisco.com/c/en/us/solutions/enterprise-networks/virtual-office/index.html
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/virtual-office/guide_c07-683001.html

OJTHI

efbHblEe PECYPCHI



Additional Resources

Additional Webinars:
 https://mww.cisco.com/c/m/en_us/covidl9/atx-webinars.html

Cisco Covid-19 Response Landing Page:
 http://mww.cisco.com/covidl9

OEAP Configuration Video:
 https://youtu.be/MfdemADQvos

Mail List for Teleworker Specific Technical Questions:
» teleworker_ga@external.cisco.com


https://www.cisco.com/c/m/en_us/covid19/atx-webinars.html
http://www.cisco.com/covid19
https://youtu.be/MfdemAD0vos

ulllullll
CISCO
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Final Thoughts



*

Cisco Virtual Office (CVO)
Solution




CVO Overview

CVO facilitates the deployment of voice, video, wireless, and security technologies
as services that can be incrementally enabled on the CPE in response to changing
business requirements.

© 2020 Cisco and/or its affiliates. All rights reserved.



Benefits of CVO

Scalability

Allows consistent secure access for users at corporate headquarters, remote sites, home
offices, and public hotspots.

Secure, zero-touch deployment

Quickly proliferate deployments to remote sites with no IT staff. Automation of ongoing
operations through central network management, using push technology, to simplify
administration and keep costs low.

Application performance

Delivers application performance required for latency and bandwidth-sensitive voice, video, and
real-time data applications: This capability calls for advanced integration of VPN technologies with
quality of service (QoS), IP Multicast, voice, and video services.

Secure access and control

Maintain complete control over the entities attempting to access the network at remote, off-campus
locations where ascertaining physical identity is not possible. Limitaccess to certain devices or users,
separate domains for employees and guests and families, and the ability to allow employees to use
resources in untrusted domains without compromising security.
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Additional Resources .

https://www.cisco.com/c/en/us/solutions/enterprise -networks/virtual-
office/index.htm|

https://www.cisco.com/c/en/us/solutions/collateral/enterprise -
networks/virtual-office/quide _c07-683001.html
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