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PelueHne Cisco AMP cHOBa nuanpyeT
B TECTUPOBAHUN NSS



Pewenne Cisco AMP cHOBa NuaMpyeT B TECTUPOBaHUM NSS e

Bblcouaniasa athdpeKTUBHOCTb 3aLUMThl HA AnarpaMmme a@EKTUBHOCTM CUCTEM OOHAPYKEHUSA HapYLLUEHW
6Ee30MaCcHOCTK, COCTaBNeHHOM NSS "

Cisco AMP BTOpOI rog Noapsa nokasbiBaeT Nyullunii pesynstaTt No 3dMEKTUBHOCTY 3almThl, 6nokupysa 99,2 % BpegoHocHoro MO 1 akcnnonTos, a Takke 100 % cnyyaes
obxofja cnMcTem 6e30MacHOCTM, COrfacHO NocneaHemMy TECTUPOBAHMIO CUCTEM OBHaPYXKEHNS HapyLLIEeHWUM 6e30MacHOCTH, NpoBeaeHHOMY KoMnaHuen NSS Labs. Nss LABS

B coBpeMeHHOM Mupe yrpo3 Bpems OBHapy>XEHNS U HEMTPanu3aLmMm aTaki MOXeT
oKasaTb KpUTUUECKOE BNuaHWE Ha busHec. ObecneunBas HENPEPbIBHbIM aHan13

NSS Labs: Aunarpamma 3¢¢EKTVIBHOCTM cucTtem 06HaPY)KGHVIH ¥ peTpocnekTuBHyio 3amTy, Cisco AMP aBnseTca eaMHCTBEHHbIM PelleHVeM,

HapyLLIEHVIf;I 6e30MacHOCTU (Security Value Map“") KOTOPOE He OrpaHvnuMBaeTCs o6Hapy>+<<?HMeM yrpo3 B onpeaeneHHblii MOMEeHT
BPEMEHM, @ OCYLLECTBNSAET NMOCTOAHHbBIN MOHUTOPWHT, NMOUCK, BIOKNPOBKY,

Cisco @ 1 100 % nokanusauuio 1 yctpaHeHne BpenoHocHoro O BO BCel pacnpeaeneHHom ceTw.
: Trend Mi 3almiLas OT COBPEMEHHbBIX Yrpo3 40, BO Bpemst U nocne ataku, Cisco AMP yckopsieT
ren ICro .
Check Point ® Lastline MX OBHaPYXXeHWe 1 yCTpaHeHWe, NoMorasi OpraHn3auUmnsaM 3KOHOMWUTL BPEMST U EHbIN.
B MMpe CNOoXHbBIX, BEICOKOTEXHONOMMYUHBIX yrpo3 Cisco AMP npesocxoauT noboe

1 Opyroe pelleHne, obecneunBas BCECTOPOHHIOK 3alUMTY 1 OTCNEeXMBas 6onblle
5 90 %

; Fortinet gy.o coat BEKTOPOB aTaku: ceTb, LIO[, okoHeuHoe 06opyaoBaHWe, MOBWIbHbIE YCTPOMCTBA,
[ ]
1

____________________________________________ e ___ BMPTYarnbHble Cpefbl, 3NEKTPOHHYIO NMouTy U VIHTEPHET.
CpegHee
3Ha4yeHune o

OT1ueT NSS Labs no cuctemam obHapy>XeH1st HapyLeHu 6e3onacHocTn 3a 2015 T.

Fid.e"s nokasbiBaeT, uto petuerre Cisco AMP:
80%
- obecneurBaeT apHEKTMBHOCTL 3aLLUMTLl Ha ypoBHE 99,2 % — caMOM BbICOKOM

CpeaM BCEX MNPOTECTUPOBAHHbBIX CUCTEM;
+ eIMHCTBEHHOE Cpean YYaCTHMKOB TECTUPOBaHMS 6bnokmposano 100 % cnydyaes
obxofa cucTeM 6e30MacHOCTH;
70% + COXPaHSET BBICOUANLLYIO MPON3BOANTENBHOCTD C MUHMMANbHLIM BAUSHUEM
Ha OKOHEUHbIe YCTPOMCTBA 1 3aAEPXKKY MPUNOXEHWIA.

Monyunte camblii MOCNeaHU OTUET 1 y3HaiTe, Kak pelleHne Cisco 06ecneumno 3aLuuTy
OT 6onee OBLUMPHOro ChekTpa aTak, YemM BCe OCTarnbHble MPOTECTUPOBAHHBIE CUCTEMDI.

60 %

3¢ddekTnuBHOCTb 06ecneyeHuns 6esonacHocTn

AMP: LleHHOCTb 6€3 rpaHuy

[ns BpegoHocHoro MO He cyLIecTBYeT rpaHuL. TOUHO Tak Xe He A0MKHO
OblTb rPaHNLL 419 BaLLEro peLleHns 3allmThl OT YCOBEPLLIEHCTBOBAHHOMO
BpegoHocHoro MO (AMP). Cisco npegnaraeT cambii LUMPOKMIA B OTPACNn

FireEye
[ J

50 %

1
5 : accopTMMeHT npoaykToB AMP, cnoco6HbIX 06ECMNEUNTD 3aLLUMTY BCEX TOUEK
% 19 % pacrpeneneHHon CeTu, e MOryT BOBHMKATb Yrpoabl: AN OKOHEUHOro
% * McAfee : % % 060PYA0BaHNA, CETEBbIX YCTPOWCTB, 3aLLUMLLEHHbBIX L3308 COOEPKMMOro,
< * Cm. cpagrumensHsiii om4em rio duazpamue spepexmuerocmu Gesonachocmu | 5 % 20% MOGUMbHbIX YCTPOWCTB 1 BUPTYanbHbIX CPEM. 3aKagumnki TakxKe MOryT
BOCMOMb30BATbCS Y)KE CYLLECTBYHOLLEN CETEBON MHPPacTpykTypor Cisco,
COBOKYMHasi CTOMMOCTb BfIaeHNs Ha KaXKAbIN 3alyuLeHHbIn M6uT/c Bitovas pelteHnst NGIPS u NGFW, uto6bl 6bICTPO 1 6€3 NULLHKX 3aTpaTt

pas3BEPHYTb 3aLLUMTY OT YCOBEPLLUEHCTBOBAHHOrO BpeaoHocHoro [MO.

Kopnopauus Cisco u/unu ee goyepHue KoMnaHuy MEHT Kopropa Cisco. Tonbko Ana TOproBbix NapTHepoB. He npenHa eHo ang pacnpocTpaHeHus. (1110R)
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