Mpumep BHegpeHus

CoznaHuve rmobanbHOV Mogenu 6e30nacHOCTH

lMpoussoanTesnb yNnakoBkKU AOCTUM OTSIMUHOIO 6anaHca Mexay rméKoCTbio COBMECTHOM paboThl
n NT-6e3onacHoOCTbIO

KPATKWUA OB30P

HaseaHue 3aka3uunka: Mondi Group
OTpacnb: Npon3BOACTBO
MecTononoxeHnue: Asctpus

YUncno cotpyaHukos: 27 500

3apgaua

- Mlcnonb3oBaTb NpenmyLLecTsa
rMOKOM paboThl 6€3 yLepba ans
MHOPMaLMOHHOM 6Ee30MaCHOCTH.

- Pelwuntb npobnemsl, CBA3aHHbIE C POCTOM
KONMMUYEeCTBa YCTPOWCTB U FOCTEN,
nonyyYyatoLLmx AOCTYM K CETH.

PeweHnune

+ Cisco TrustSec ¢ nnatchopmon Cisco
Identity Services Engine

PeaynbTraThbl

- BOBMOXXHOCTb yNpaBnsiTb POCTOM CETH
6e3 yBennmueHus: umcneHHocTn UT-
repcoHana

+ YAYULLEHHBIA KOHTPOMb U NPUMEHEHNE
NONUTWKK BE30MNaCHOCTU

- BoicTpast nHTerpaumst NpMobpeTaeMbix
KOMMaHW 1 akTMBOB

3apauva

Mondi Group International npogomkaeT pa3BnBaTb NPOM3BOACTBO OYMaXKHbIX
YMaKOBOUHbIX MaTepunanos. Komnanua npucytcTeyeT B 30 cTpaHax v nnaHnpyeT
pPacTV Ha Pa3BMBAOLLMXCS pbiHKax. ITO TpebyeT rmokom BU3HEC-MOAENM, 1 C 3TON
Lenbto 6bIMO NMPUHATO PeLleHre NOCTPOUTb HOBbIM rONOBHOM ouc B BeHe.

NHMpacTpyKTypa KOMMaHWK, NoAAepKMBatoLLas MOBUMbHBIX NONb3oBaTeNen
N COBMECTHYIO paboTy, AOMKHA NpMAaTb HOBbIA MMMYAbC aMOULMO3HOMY
ABYXMECAUHOMY MNPOEKTY MO MHTErpaumm yCTapesBLUnX MHAPPACTRYKTYP
npMoBpPEeTEHHBIX KOMMaHWi. Mondi Takke 6bina HamepeHa YHUOULMPOBAaTb
apXUTEKTYpPY 6e30MacHOCTM Mo BCcer cBoei rmobanbHon cetu (WAN),
OXBaTblBatOLLEN 3aBOAbl M OOUCHI MO BCEMY MUPY.

Pewenue

Csou nposofgHble 1 6ecnposogHble ceTn Cisco komnaHua Mondi pelunna gOnoOnHUTb
cnucTemon obecneueHma 6esonacHocTn ot Cisco®. «Cisco TrustSec obecneunsaeT
MPOCTY MHTErpaLmo KOMMYTAaTOPOB, TOUEK AOCTYNa N MEXCETEBbLIX 3KPaHOB, —
rosopuT PomaH CkapaboT-Mtonnep, aupektop no MT-mnHdpacTpykType Mondi
Group International. — 370 pelleHne nogaepPKmMBaeT PaboTy NO-HACTOALEMY
MOMHOWM apXWUTEKTYpbl 6E30MaCHOCTM B HalleM HOBOM FOMOBHOM Odm1Ce 1 3a ero
npegenamn». Bece npoaykTsl Cisco, TakMe Kak MeceTeBble aKpaHbl, MOAOePKMBAOT
TexHonorno TrustSec.

Cpenn gpyrmx NpenmyLLeCcTB — BO3MOXHOCTb CO3MaHWsl TeroB rpynn 6e3onacHoCTH
1 NpaBmn NONUTUK Ge30MacHOCTM. ITOT NOAXOA OCTaBASET B MPOLLIOM 3aBUCUMOCTb
6€30MacHOCTH CETU OT Q/IMHHbBIX CMMCKOB IP-agpecos, nogaep»mneas rmokyro
aBTOMAaTMUECKYH MOfAENb 3alLMTbl, KOTopas adhdeKTMBHEE, AELLEBNE 1 NPOLLE

B yNpaBneHuu.

B komnanum Mondi apxmntekTypa Cisco TrustSec® coueTaeTcs ¢ nnaThopMon
Cisco Identity Services Engine (ISE), koTopasa obecrneuvBaeT HEeNPeB30MaEHHYHO
NPO3PAYHOCTb CETU, KOHTEKCTYanbHYH OCBEOOMIEHHOCTb M KOHTPOMb. byayun
LieHTpanbHbIM 3NeMeHToOM apxMTekTypbl TrustSec, nnatdhopma ISE nossonset

peLleHnto NoaaepKMBaTh TakoM YPOBEHb 6&30MacHOCTM, KOTOPbI HEOOXOAMM B AMHAMUUHBIX YCIIOBMAX COBPEMEHHOrO BU3Heca.

PesynbTaTthl

Cospanue cpenpl BYOD He aBnseTcs ocHoBHOM Lenbto Mondi. KomnaHma cTpeMmTcs BHeapuTb r’MokiMe modenn paboTsl, B T. u.
COBMECTHOW. M OHa OomkHa 6paTb B pacyeT NOCTOSHHO pacTyLLee UMCNo NoceTuTener HOBOro rofNoBHOMO oduca. «3To
peweHye Cisco N03BONSET HaM TOUHO ONPEOENUTb Ha OCHOBE AaHHbIX 6ECMPOBOAHOM TOUKM AOCTYyNa WM KOMMyTaTopa,

KTO MbITaeTca NOAKMIOUNTbCS, — roBoput CkapaboT-Mionnep. — Mbl MOXeM pacnpenensTb Nonb3oBaTener No KaTeropusm

N NPUMEHATD HYXKHYIO MOAUTUKY MHPOPMALIMOHHOM 6€30MacHOCTMY.

I
CISCO.
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«3T10 peweHune Cisco
No3BONSAET HaM TOUHO
onpeaenuTb Ha OCHOBE
OaHHbIX 6ecrnpoBogHOM
TOUKM JOCTyrna unu
KOMMyTaTopa, KTo
MblTaeTCA NOOKTHUNTLCS.
Mbl MOXXeM pacnpenensaTb
nonb3oBaTesien rno
KaTeropusam u rnpuMeHsTb
HY)KHYIO MONUTUKY
MHPOPMaLMOHHOM
6e30MnacHOCTUY.

PomaHn Ckapa6oT-Mionnep
(Roman Scarabot-Mueller)

OupekTop no UT-uHpacTpykType
Mondi Group International

i
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COOTHOLLIEHWE KONMUECTBa YCTPOMCTB K KONMUECTBY COTPYAHMKOB B HACTOALLEE
Bpems cocTtasnseT 2,3:1. 13 1300 yCTponCTB, NoaKNtoUaeMbIX K CETU FOMIOBHOIO
ogounca, okono 50 % He NpuHaaNexaT KOMAaHUU UMK He YNPaBASOTCSA eN.
PasnunuHbiM TMNam rocTen Hy>XXHbl Pa3nmuHble paspeLlenns Ha goCcTyn. «4To6bl
nonnTMKa paboTana ahdPeKTHO, HEOOGXOAMMO ONPenensTb TN YyCTPOMCTRA,
nonb30BaTens, MecTOMONOXEHME M KOHTEKCT, BCE B peanbHOM BRPEMEHW), —

KommeHTupyeT CkapaboT-Mronnep.

Euwle ogHo npenmyLecTso Cisco TrustSec 3akniouaeTcs B TOM, UTO OHO yCTpaHaeT
HEOBXOAMMOCTb B MAEHTUMDMKATOPax HaboPOB YCNYr U BUPTYanbHbIX NOKanbHbIX
ceTax, NpeaycMaTpureas 6oree NpoCTON KOHTPOMb M NpuMeHeHue. 1o Mepe
pasBepThIBaHMA PeLleHns Ha CoTHe 06bekToB Mondi no Bcemy MUpy 3KOHOMUA

OyneT pacTu.

«Mbl Bbi6panu TrustSec, NOTOMY UTO 3TO peLleHWe obnagaeT BCeEMM PYHKUMAMM,
KOTOPble HEOOXOAMMbl HaM ANS CO3AaHMs rMobanbHOM CeTW, — NMOABOANT UTOT
CkapaboT-Monnep. — OTOT NOAX0H MOXHO MOBTOPUTL C MOMOLLbIO MO6anbHOM CeTH
B APYrMX MecTax, obecneunBas elle 60onee KaueCTBEHHbIA KOHTPOMb NMPY MEHbLLMX
YCUAMAX ONa yrpaBneHus CUCTEMOM. M 9TO MOMOXET COKPaTUTb BPeMs BbiBOAa Ha
PBIHOK MPOAYKLUMM MPMOBPETEHHBIX KOMMaHMM.

JononHutenbHas nHopmaums

YT06bI Y3HaTb 6OMbLUE O NPUMEHEHHbIX pelleHnsax Cisco, nepenamTe No CCbinkam:

WWW.Cisco.com/go/trustsec

[MepeueHb NpoaYyKTOB

besonacHocTb
= Cisco TrustSec

- Mnatdopwma Cisco Identity Services Engine

= YctponcTea Cisco SNS cepumn 3495

- KnueHT Cisco AnyConnect® Secure Mobility Client
- MexceTeBon akpaH HoBoro nokoneHuns Cisco ASA 5585-X

MapLpyT13aumsa U KoMMmyTauus
» MapuwpyTtnzatop Cisco ASR 1002-X

» KommyTtaTtopsl Cisco Catalyst® cepuin 4500-E 1 6509-E

» KommyTtaTtop Cisco Nexus® cepumn 1000V

BecnposogHon gocTyn

« Toukn goctyna Cisco Aironet® cepumn 3602

= KoHTponnep 6ecnposogHomn nokanbHon cetu Cisco 5760

YnpasneHue
» MndppacTpykTypa Cisco Prime™
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HaneuaTtaHo B Benuko6putaHuu.
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