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3a4UeM Hy»xHa HOoBas
apxutekTypa ana WAN?



Addressing WAN Challenges

Security Requirements and Complexity Headline WAN Challenges

Q. Select the three most important WAN challenges (from the following) that best relate to your company?

Security requirements relating to web and internet applications I 32 4%
Complexity associated with interconnecting multiple transport... I 29,2%
Need for better analytics and visibility into applications and... I 23 .2%
Managing consistent user experience for on-site enterprise apps... N 0(6,3%
In-house management of enterprise WAN networks I 05 4%
Cost-effectively delivering SaaS and other cloud services across... III—— 2 4..0%
Growing annual costs to provide additional bandwidth I 23 ,6%
Audit and compliance related to the network I 22 1%
Management of connectivity at remote branch offices NS 21,9%
Appliance sprawl at the WAN edge I 21,2%

Time to provision a new service to a site GGG 18,8%

N = 1208 0% 5% 10% 15% 20% 25% 30% 35%

Notes: Managed by IDC's Quantitative Research Group
Source: Software-Defined WAN (SD-WAN) Survey, IDC, August, 2017



Intent-based networking for the WAN

On-premise or

cloud managed
d Data
E Center

Transport Analytics &
Independence Assurance Public
Cloud
Intent-based
Branch WAN
SaaS
Users

End- pomt Network
flexibility Services Internet

Securely connect any user to any application with the best experience



Journey to Intent-based WAN

o/.

/

Centralized Secure Policy-based Analytics and Intent-based
Management Connectivity Automation Assurance WAN
Simplify the WAN for Lower WAN costs using Optimize user experience Reduce operational costs  Securely connect any user,
operational savings, better hybrid or SD-WAN with and cloud access with and optimize application device or thing to any
visibility and faster integrated security and direct internet access and  performance with predictive  application, with the best
deployments. intelligent path control. application aware polices.  and self-healing capabilities user experience.

Constantly learning,
adapting and protecting.

Software subscription is the foundation



TpeHgbl BegyLme Kk mogepHmnlaymmn VWAN
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YeTblpe oCHOBHbIX npuHumna Cisco SD-WAN

ObecneyeHne besonacHom
M TMOKOW CBA3HOCTM
Bo3moxxHOCTU rmbkon ClSCO becneyeHne KayecTBa
aKkcnnyaTaumm SD _V\/AN PabOTbl MPUNOXKEHNA
[na obnaka
M B obnake




O630p peweHuns Cisco SD-WAN

[TormeHeHrne SDN NpuHLKMMNOB K pacnpeneneHHblM CETAM
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OpkecTpauna habpukn (vBond)
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Obnaka Kamnychl Ounnanel SOHO

OCHOBHbIE XapaKTePUCTUKK

O6ecneunsaeT CBA3HOCTb MEXy
NNOCKOCTAMU agMUHUCTPUPOBAHUSA,
yrpaBneHusa 1 nepefaun gaHHbIx

« HauanbHas Touka ayTeHTUdUKaLMM

« PacnpocTtpaHsaeT cnmcok vSmart/vManage Ha
BCe VEdge ycTponcTea

« [lomoraet c obxogom NAT

«  Tpebyet nybnunuroro IP agpeca (MoxeT
HaxoauTbea 3a 1:1 NAT)

- Bbicokas 0TKa30yCTOMUMBOCTb
«  Multitenant vnu BolgeNeHHbIN

+  Bce komnoHeHTh Cisco SD-WAN 0omKHbl
3HaTb IP agpec nnn gomeHHoe ums vBond

+  ABTOPM3YET BCE ynpasnswLiMe coeamHeHms
(Mogenb «6enbix CriMckoB»)



[1NOCKOCTb aAMUHUCTPUPOBAHUA (Vv

vManage

vAnalytics -7l s
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vSmart KOHTPONNep.bl

CwpLs gy ._
vEdge

Obnaka Kamnychl Ounnanel SOHO

Manage)

OCHOBHbIE XapaKTePUCTUKK

» Eannas KOHCOJ‘Ib\{) paBneHusa ons
onepaunn Day0, Day1 n Day2
(pa3BepTbiBaHMe, HACTPOMKA,
aKcnnyaTaums)

+  LleHTpanna3oBaHHbI NPOBUMXEHWUHUT

«  Multitenant nnu BblgeneHHbIM

«  DopMMpoBaHME NOMUTUK U LLabNOHOB

+ MOHUTOPHHT 1 MOWCK U yCTPaHEHWE
HeucnpaBHOCTEN

« O6HoBnenue MO

aMMHbIl/I nHTepdenc (REST,
NETEBNE

+ Bbicokasa 0TKasoyCTOMUMBOCTb

« [padhmueckuin nutepdenc ¢ RBAC




[InockocTb ynpasneHna (vSmart)

vManage
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Obnaka Kamnycobl Ounuansl SOHO

OCHOBHble XapaKTepUCTUKN

« Ob6ecrneunsaeT ObHapyXeHme
YCTPOMCTB B habpuke

« PacnpocTpaHsaeT nHdopmMaumo
MAIOCKOCTK yrpaBneHnsa Ha
vEdge ycTponcTa

« PacnpocTpaHsaeT NonuMTmukm
MNNOCKOCTM nepenaun gaHHbIX U
NONNTUKM MaPLLPYTM3aLUmMmn no
Npuno)xeHram Ha vedge
YyCTPOMCTBA

« [lpUMEHSAET NONUTUKMK
MNOCKOCTK yNpaBneHms

« CyLIECTBEHHO CHMXaeT
CINOXHOCTb MMNOCKOCTM
ynpaBneHns

+ Bblcokaa 0TKasoyCTOMUMBOCTb



[InockoCTb Nepefaun aaHHbIX (VEdge)
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OCHOBHbIE XapaKTePUCTUKK

'paHmuHble MapLpyTmsaTopbl WAN

« O6ecneunBatoT 6€30MacHyt0 nepegavy
OaHHbIX C yaaneHHbimn vEdge
MapLLpyT13aTOpamm

+ YCTaHaBnMBatoT 6€30MacHbe ynpaBnstoLme
coeguHerua ¢ vSmart koHTponnepamun (OMP)

OcyLLecTBnsA0T nepegady AaHHbIX v
MapLLPYTM3aLMO TPadmKa Ha OCHOBE
NOMUTUK MO TIPUNOXKEHNAM

. |/]CI'IOFIb3yIOT CTaHOapTHble I'IgOTOKOJ'IbI
\I\?S%LIF.;DVTM?»&]LMM, Takue kak BGP, OSPF un

« [ogpep»xka ZTP (Zero Touch Provisioning)

«  OKCnopTUpYyeT CTaTUCTUKY O
NPOV3BOANTENBHOCTU U KauecTBe
obcnyxmnBaHus

MoxkeT 6biTb hrandeckmm (100Meut/c -
20+I6UT/C) WK BUPTYanbHbIM



[porpammupyembin APl (REST)
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Obnaka Kamnychl Ounnanel SOHO

OCHOBHbIE XapaKTePUCTUKK

« [1porpaMMHbIN KOHTPOIMb
Had BCEMMU acrnekTaMu
aAMUHUCTPUPOBAHMS
yepes vManage

« bezonacHbi HTTPS
MHTEPMENC

« GET, PUT, POST, DELETE
MeToabl

« AyTeHTUdmKaumsa m
aBTOPM3aUMS

« Bulk APl BbI30BbI

« CkpunTbl Ha Python



vBond, vSmart, vManage

KOHTpONNepsl MOryT 6biTh PA3BEPHY Tl Kak B KOPMOPaTUBHOW CETU, TaK M B
nyonmMuHoOM obnayHou cpene

B koprnopaTtnBHOW CETH B nyénnuHoMm obnake
vBond vManage vSmart-1vSmart-N vBond vManage vSmart-1vSmart-N
{ ESXi vnn KVM ] [ AWS or Azure ]
DOun3nyeckuin cepBep




[TnockocTb ynpasneHuna (Control plane)
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vSmart !

;" vSmart

vEdge

vEdge
BAXXHO: HeT HeobxogumocTu B coegmHennn VEdge
MapLUpyTM3aTOPOB CO BCEMM vSMmart KOHTponnepamm

[TpoTOKON yrpaBneHnsa HanoxxeHHon cetbto OMP
(Overlay Management Protocol)

YnyulleHHbIM MPOTOKO MIIOCKOCTY YrPaBNeHnsa Ha
6aze TCP

OyHKUMOHMPYET Mexay VEdge 1 vSmart
KOHTpOMNMEpamMm 1 Mexay Bcemm vSmart
KOHTPONNepamm

[Nepepnaetca BHyTpu TLS/DTLS coeanHeHui
PacnpocTpaHaeT KOHTEKCT MMOCKOCTM YNPaBneHus 1
MNONUTUKM

SHAUNTENBHO CHMXAET CMOXHOCTb YrpaBneHms m

CYLLIECTBEHHO YBENMNUMBAET BO3MOXHOCTH
MaCLLUTabMpOBaHMS peLleHms



CNOXXHOCTb MMIOCKOCTU VIPaBlTEHWA

SD-WAN
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JInHenHasa cnoxxHocTb Control Plane
O(n)

TpagnumoHHble IPSec ceTu

IKE+IPSec

IKE+IPSec

KBagpaTtuuHaa cnoxHocTtb Control Plane
O(n"2)



P83BeprIBaHVIe NAOCKOCTKW nepeiayn JaHHbIX

TLOCs vSmart
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° I TLOCs Bcem vEdge B Tabnuubl
0000 MapLpyTos TLOC
SD-WAN thabpuika N
c TLOCs kak l s | TLOCs aHoHcuKpytoTCa vSmart
OTBETHBLIE TOUKM }— : | KOHTpOmnnepam v nonagat B
TYHHENS Tabnuuy TLOC mappyToB
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JlokanbHble TLOCSs (System
. B (Sy

IP, Color, Hkancynauus)

@D Transport Locator (TLOC)  =—— OMP = IPSec TyHHemnm



[TnockocTb nepenaun gaHHbix (Data Plane)

vEdge

vEdge

vEdge

Bidirectional Forwarding Detection (BFD)

MOHUTOPKHI COCTOSAAHMA KaHarnoB M KauecTBa

NPOXOXXOEHUS Tpadomka

« Up/Down, noTepu/3agepxku/Bapuaumnm sagepxexk (jitter),
MTU uepes IPsec TyHHeNb

PaboTaeT Mexay Bcemu VEdge MapLupytmusatopamm B

TOMOMOrmm

e BHyTpu IPsec TyHHenewn

*  OyHKUMOHMPYET B Echo pexxnme

*  ABTOMaTMUECKM 3amnyCKaeTcs Npu ycTaHoBNeHun IPsec
TYHHENS

*  He MOXET bbITb OTKMHOUEH
McnonbayeT hello nHtepsan (ana Up/Down), poll

VHTEpBan (Ons MapLwpyTU3aUMmn Mo NPUNOXEHUIM) 1
multiplier onsa onsg o6HapyXXeHUs yxyaLeHun

« [lonHOCTbIO NepeHacTpamsaemblit (pre-vEdge, perColor)



Kak paboTtaet SD-WAN thabprka

_____ OMP vSmart

OMP Update:

= JoctynHocTb — noacetn IP, TLOCs

» bBe3onacHocTb — Kntouun wundpoBaHus
AN = [lonntnkn - MapwpyTtusauymsa
AAHHbIX/NO MPUIOXEHUAM

- DTLS/TLS Tunnel P

IPSec Tunnel
— BFD

Monuntnkmn
yrnpasneHus

TpaHcrnopT 1
TpaHcnopT 2

BGP, OSPF, BGP, OSPF,
Connected, Connected,
Static e Static

MNopcetn Mopcetun




PacnpocTpaHeHHble TUMbl B3AaMMOLOENCTBUA Uepes
MNNOCKOCTb nepefdaun gaHHbix (Data Plane)

. ) MapLpyTraaums no
Per-Session pacnpepgenerue Per-Session B3selleHHoe [1prBa3sKka NpUnoKeHun NPUNOXKEHUAM

Active/Active Active/Active Active/Standby C yueToM SLA

 MPLS ) INET ) ( MPLS ) ( INET ) (" MPLS ™) INET ) L MPLS ) ( INET )

\// \// \//

1o ymonyaHuio HacTtpanBaemo [MpuHyanTenbHas [MpuHyanTenbHas
Ha yCTpoOMnCTBe nosinTuka nonmTuka



OnpegeneHmne npunoXxeHmm

Y <
(I

My6nnynas
obnayHad

Manbit/gomMald
HWI odomcC
(SOHO)

@unuan

Deep Packet Inspection (DPI)

MapLipyTmzaTtop
vEdge

v MexceTeBoe aKpaHUpOoBaHue
v [lpnopuntezauma Tpaduka

v' Bblbop Tpadumka



Obecneverne SLA O0na KpUTUUHBIX MPUMOXKEHU

vManage

= vEdge ycTponcTBa
MOCTOSIHHO MPOBEPSHOT

[MonnTtuka mapLlipyTusaumm
. | Ha OCHOBE NPUITOXKEHUN

|
O0OCTYMHOCTb M M3MEPSIOT Fly ”O/;’ZK ZZMS/\%(TTW A
KauecCTBO NyTwH - '

e I 3apepxky < 150ms
NPOXOXOEHMS Tpadurka @ e ) Motepu < 2%

Bapuauymro s3agepxxkmn < 10ms

,/" MHTepHeT el
e ~ ~
. aﬂ\ﬁbw — — TN
qHyTb 2

Myte 1: 10ms, 0% loss, 5ms jitter
[MyTb 2: 200ms, 3% loss, 10ms
jitter SD-WAN IPSec TyHHemnb
MyTb 3: 140ms, 1% loss, 10ms

jitter

-
s
7
7
7
7
e
7

YOaneHHbin yaen

LOA

| OnTumanbHbii MTU

Ontummzauma TCP




[TonaTne VPN 1 30H 6e3onacHocT B vEdge
. [loBepeHHbIe 30HbI

. Hep,osepeHHaﬂ 30Ha

MPLS

CepBuChbl
(VPNnN)

TpaHcnopT
(VPNO)

NHTepHeT

BHenonocHoe ynpasneHue

*  VPNbl n30nmpoBaHbl Apyr OT Agpyra, Ka)xabin
OOBM (VPN512)

VPN nMeeT cBOK CODCTBEHHYIO Tabnuuy
MapLLpyTM3aLmnm

IF

« [locTynHocTb BHYTPK VPN aBTOMaTU4ecku
aHoHcupyeTtca Yyepes OMP



be3onacHaga cerMeHTaums

VPN 1
SD-WAN .
IPSec VPN 2 ( ]
TYHHeﬂb VPN 3

vEdge vEdge

YHUKanbHas Tononorus ans kaxkgoro VPN

besonacHoe 30HMpOBaHMe
CooTBeTCTBME NOMMUTUKAM 6€30MaCHOCTH
octeson Wi-Fi

Multi-Tenancy

BrewHre cetu (Extranet)

[TonHocBsA3HasA LleHTpanmn3oBaHHas YacTMUHO CBA3aHHas
Full-Mesh Hub-and-Spoke Partial Mesh

Touka-Touka
Point-to-Point



Ontummndaumsa TCP

ONTUMM3NPOBAHHbIE
TCP coeanHeHus TCP coeanHeHus TCP coeanHeHus

pd

<
N

N

N
Vv

N
e

SD-WAN
g Fabric
Monb3oBaTtenn  VEdge vEdge Cepaepbl
Bbicokue 3anepyki/ noTepw MPUNOXKEHWI

Bbicokas 3agepykka 1/unv notepu B kKaHane *  OntummsnposaHHble TCP coeamnHeHms
MeXXay NMoMb30BaTENAMM M MPUNOXKEHUSIMUA, T.€. MCMNONb3YHT MEXAHM3Mbl BBIOOPOUHbBIX
reo-pacnpegeneHHble NOAKIYeHNs acknowledgements ¢ Lenbio NpeaoTBpaLleHus

HEHY>KHBIX MEPECHINOK yXKe MPUHATHIX CErMEHTOB
vEdge TepmnumpyeT TCP ceccuto 1 genaet y P Y b

nokarnbeHble acknowledgements *  XOCTbl, UCMONb3ytoLme yctapesmin ctek TCP/IP
- XocT He pomkeH xpaaTb TCP ACK oT OoTBETHOM YBMOAT MakCUManbHYHO Bbirogy
CTOPOHbI U NpuocTaHaenmeath TCP nepepauy



Multitenancy

BbligeneHHas
(No) Tenancy

V/=INK
VPN
e VPN3

Tenant TN /RINI Tenant
g o \/PNID
« VPN3

VPN
ApeHpgaTopsl

Tenant Tenant

B A

KoprnopaTnBHble @

apeHaaTopsl AR

s mm \
.

\
V , N

u VPN2 _ - X -

Tenant
A

Tenant
A

Tenant
B

Tenant
A

Control Plane
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MacLwTabmnpoBaHMe peLleHnsa no ropnsoHTanm

AOMUHUCTPUpOBaHME YnpasneHune
OpkecTpauuns - g
(Multi-tenant unu BblgeneHHoe) (KoHTenHepsb! nnn BM)
(vBond) (vManage) (vSmart)
<€ >

Mopaenb macluTabrpoBaHMs MO rOPU3oHTanNm

CozpaTtb vVManage knactep 4Tobbl

[Job6asuTb opkecTtpaTop vBond ans
BMecTuTb 6onble VEdge ycTpolcTs

yBE/IMYEHMS YMCa NOAK/IOYAEMbIX
vEdge

N
NS
N
A
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Kamnyc dunuvansl

[ob6aBnTb vSmart KoHTponepsbl
ansa 6onblien BMECTUMOCTH
NAOCKOCTU ynpasneHus (control
plane)

+ Heobxoanmo BblbupaTtb VEdge
nnatgopmbl C NoaxXoASALEN
MacwTabupyemocTbto No
IPSec TyHHenam

Heobxoanmo ncnonb3osBaTb
NONIUTUKWN yrpaBneHus Ans
onpeaeneHuns VPN Tononorum

Ss
\‘\‘

JomalHue oduchl



Bblcokas gOCTYMHOCTb M OTKa30YCTOMUMBOCTb

OTKa30ycToM4YMBOCTb Yy3na

VRRP ; OSPF/

BGP

ﬁ

OTKa30yCTOMYMBOCTb TpaHcnopTa

OTKa30yCTONYMBOCTb CETU/TONOBHOIO
yCTpoOMnCTBa

MPLS

Y3en =

LoA

OTKa30yCcTOMYMBOCTb YrNpaBreHns

vSmart KOHTponnepsbl

YnpasneHue @ * @
A

\2

N

MNepepaya v@ 14
NAHHBIX g @ o
N N




OTKa30yCTOMUMBOCTb — MMNOCKOCTb yrpasnexua (vSmart)

vSmart - ’7®‘: o
KOHTpomnnepbl G >® [TnockocTb
yrpaBneHms

[1nocKoCTb

nepenayu
ﬂ\j) OAHHbIX

Kamnycbl

Qunuansl

vSmart KOHTPONNepbl 0OMEHNBAKOTCS
OMP coobLWEHNIMY U UMEKOT
noeHTuuHbln Bug Bcen SD-WAN
Jhabpukn

Kaxkabit MapLipyTtnsaTop veEdge
NOAOKNHOUAETCA K TPEM KOHTPONNEepam
vSmart Ans 0TKa3oyCTOMUNBOCTU

OTCYyTCTBYET Kakoe NnMbo BO3OENCTBME
Ha pabpuky Noka vEdge nogknroueH
XOTH Obl K OOHOMY VSmart KOHTponnepy

Ecnn Bce KOHTpONNepbl ctanm
HedoCTyrMHbl BBMAOY aBapuun, VEdge
MapPLLPYTM3aTOP MNPOOOMKaeT
JYHKUMOHMPOBATDL B KPaHEM M3BECTHOM
XOPOLLIEM COCTOAHMN B TEUEHME
HACTpPaMBaAEMOro NPOMEXYTKa BPEMEHM

e |Nancucuiia uern2nOSK L



OTKa30yCTONUMBOCTb — AOMUHUCTPMPOBaHKe (vManage)

« vManage cepBepbl POPMMPYIOT KNacTep
[nockocTs 0119 OTKa30yCTONUMBOCTHM M BbICOKOM
agMUHUCTPUPOBaHNA

OOCTYMHOCTU

[1NockoCTb
E nepeaayu Bce cepBepbl B KNacTepe paboTakoT B
’\D AaHHBIX pexume Active/Active
* Bce uneHbl knactepa gonxHol 6bITh B
ogHom UOM vnn merto area

[na reo-pes3epBnpoBaHmg vVManage
paboTatoT B pexunme Active/Standby

* He knactepuayroTcs

* lcnonb3yeTtcsa pennmkaumsa AaHHbIX
MEXay NnoLjaakamm

Kamnycobl « [loTeps Bcex vManage cepBepOB He
OUnnansl HaknadblBaeT OrpaHnUeHnt Ha paboTy
SD-WAN dhabpkmn, HEBOSMOXXHO TOMbKO

 BHOCUTb AOMWHNCTPATMBHbIE MBMEHEHWA



BapunaHTtbl nepexoga Ha SD-WAN

Y3en B

/\
N

N
~__

Y3en A

SD-WAN Fabric

‘ SDWAN

’ SDWAN

- Secure Tunnel



[locTynHble annapaTHble NnaTgopMbl OT Viptela
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N
100Mb 4+ - ach
vEdge 100
|

vEdge 5000/2000

vEdge Cloud

|
Manbin ouc
JloMaluHunm opuc

|
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Kamnyc

I
KpynHbIn Kamnyc

LOAbI

I
BupTyanbHbin unman
O6nauHble cpeabl



Cisco ONE Advantage

DNA Essentials

Routing Offer Details STy—

Centralized Management Secure Connectivity Policy Based Automation Analytics and Assurance

Unlimited segmentation Advanced network and » Network optimization analytics

application visibility » Application trending and
WAN Optimization forecasting

On-prem or cloud

managed

Zero touch deployment SD-WAN and advanced WAN Application aware policies using

Branch virtualization with topologies path control, bandwidth optimization

Cisco VNF orchestration Limited segmentation Contextual msghts vv|th assurance

Day 0 and Day 2 Cloud connectivity Encrypted traffic analytics

provisioning

Lifecycle management All types of connectivity
Secure VPN overlay
Basic L3-L4 firewall, IPS
Basic application visibility

Network Essentials & Advantage (IP Base + Sec)*

*Network Essentials and Network Advantage are perpetual and not required for vEdge or ENCS



Capabilities for Cloud Managed through vManage

3,5 Year Terms

DNA Essentials

Connectivity

VPN Overlay, Topology: Hub-n-spoke,
NAT, Split tunnel,

2 VPNs: 1 transport, 1 service side
VPN with L2 or L3

Security
Encryption: AES-256,
Policy support: Local ACL only, Data policy

Application Experience

QoS (classification, policing, remarking,
scheduling), App-aware routing (5 tuple only), DPI
for visibility, App visibility (name, throughput)

Management
Viptela vManage platform, Zero Touch
Provisioning, Day 0, day 1, day N Changes

3,5 Year Terms

DNA Advantage (Include DNA

Essentials)

Connectivity
Service-side routing, Mesh topology, Multicast
VPNs: 5 (1 transport, 4 service side)

Security
Control policy
Advanced policies: Service chaining, extranet

Application Experience:

DPI for app-aware routing and policies
SaasS on-ramp (was CloudExpress)
TCP Optimization

Management & Orchestration
End to end SD-WAN policy orchestration,
network and application trouble shooting

C1 Advantage (Include DNA

Essentials & DNA Advantage)

3,5 Year Terms

Connectivity: VPNs: Up to system scale

Advanced Application Experience
WAN Full stack WAAS

Analytics:
VAnalytics platform

Platforms Supported Now: vedge

Platforms Support Post July: ISR, ASR, ENCS




Capabilities for On-Prem Managed through DNA Center

DNA Essentials DNA Advantage (Include DNA

Router Deployment

Day 0 and Day 2 Changes

Branch Virtualization

NFV provisioning on ENCS and UCS-E

Cisco VNF orchestration only(ISRv, vEdge, VASA and
VWAAS*)

Application Visibility :name, throughput
Assurance: Router Monitoring (Basic)

VNF monitoring (ISRv, VWAAS**), ENFV (ENCS, UCSE),
Dashboards (Overall Health, Network Health, Client
Health), topology, pre- canned Reports, custom
Thresholds

Automation: Inventory, Discovery, Topology, Software
Image Management, Site Management, Network Settings,
Credential Update, Integrity Verification, Template
Programmer, Canned Reports, PnP Application

3,5 Year Terms

Network Essentials

Essential Routing Capabilities
BGP, OSPF, EIGRP, IGMP, IGRP, ISIS, LACP, RIP
Router Management

EEM, TACACS+, NETCONF, AAA, DNS, DHCP, DPI
Visibility (Full FNF), IPSLA, Basic Qos (classification,
Policing, Remarking, scheduling), NAT

VPNs: GETVPN, FlexVPN, GRE, DMVPN (Hub
Spoke)

Security: IKE, IPSEC, PKI, MacSec

Zone Based Firewall, encryption algorithms

Perpetual

3,5 Year Terms

Perpetual

Essentials)

IWAN
IWAN Application

Branch Virtualization
3rd party VNF orchestration, Backup / Snapshot /
restore*, Stateful High Availability*, Clustering*

Assurance: Router 360 ,ENFV 360*, Router
underlay insights, ENFV Insights*, 360 pages, Health
score, Time Travel, Targeted Insights, Neighbor
topology, Path trace, KPIs, Baselining, Trends,
custom reports (application experience, SDA, Wifi
KPlIs etc.)

Automation: Application Policy, SWIM (Patching),
SD Bonjour, ETA*, Reporting (Tableau)

Network Advantage

Routing Capabilities:
Multicast, MPLS
App based policy:

3,5 Year Terms

C1 Advantage (Include DNA Essentials

& DNA Advantage)

Advance application experience
AppNav, WAN Full stack WAAS ( managed by
WCM- WAAS Central Manager)

Branch Virtualization
Storage Virtualization*

PFR, PBR, App Aware Qos Policy, TCP optimization, App performance troubleshooting (co-

related insights)
Segmentation:

Trustsec (SGT, SGACL), SDA Border, SDA Ctrl plane, VRF Segmentation

VPNs: DMVPN- full Mesh topology support, LISP

(AES,DES,3DES, SHA,MD5), IPS( community
A OStSEC SXP

* Roadmap
**\WaaS license part of C1 Advantage

Platforms: ISR, ASR, ENCS




What can you use”

Post Integration (July 2018)

Cloud Cloud
Management Management
vManage vManage
Any routing Platform:
ISR, ASR, ENCS, vEdge
On-prem On-prem
Management Management
DNA Center DNA Center

Platforms: ISR, ASR, ENCS Platforms: ISR, ASR, ENCS



B Perpetual SW
[ ] Subscription SW

Routing offer evolution over time B Hrdwere

New release

Existing Offer March ‘18 July ‘18

DNA Center vManage DNA Center vManage DNA Center vManage

C1 Perpetual Enterprise C1 Advantage C1 Advantage

OR OR
SW DNA Advantage DNA Advantage

OR OR

App [/ Sec /| UC DNA Essentials DNA Essentials

ISR/ ASR / ENCS
HW ISR / ASR / ENCS vEdge ISR / ASR / ENCS vEdge ISR / ASR / ENCS or
vEdge

* DNA includes network stack. If DNA subscription expires,
one will be entitled to use network stack with existing hardware.

From March *18, DNA subscription offers for both DNA Center and vManage
From July "18, ISR 1000, ISR 4000, ASR 1000 and ENCS 5000 will be supported by vManage



vManage vs DNA Center

vManage merges with

DNA Center in CY19

Cisco vManage Cisco DNA Center
Cisco Routing customers who want Cisco’s on-prem management
Cloud management and SD-WAN platform for customers who have
and are on the journey to the Cisco Switching and Wireless
Intent-based WAN

Lead with vManage for Intent—based WAN



Applicability Matrix

10M

20M

50M

100M

500M

1G

2.5G

10G

Cisco 1100 Series ISRs

Cisco ONE Advantage

Advantage

<

Essentials

Cisco 4221 ISR

Cisco ONE Advantage

Advantage

Essentials

Cisco 4331 ISR

Cisco ONE Advantage

Advantage

Essentials
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Cisco 4451 ISR

Cisco ONE Advantage

Advantage

Essentials

ENCS

Cisco ONE Advantage

Advantage
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Essentials

ASR 1001-X

Cisco ONE Advantage

Advantage

Essentials

ASR 1002-X

Cisco ONE Advantage

Advantage

Essentials

Cisco VEDGE 100 Series

Cisco ONE Advantage

Advantage

Essentials

Cisco VEDGE 1000 Series

Cisco ONE Advantage

Advantage

Essentials

Cisco vEDGE 2000 Series

Cisco ONE Advantage

Advantage

Essentials

Cisco VEDGE 5000 Series

Cisco ONE Advantage

Advantage

Essentials
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ANER A NI VY VIR N VAR N N NN

NS S S S SN NSNS S S

ANER NI NI Y VAR N AR N N N NI NN

ANER N NI NN Y NI N

NENENENENENENEYRY

ANV

AN NENEYN




New Easy to Order PID’s

Description
ISR 4000 Series ISR4331-DNA Cisco ISR 4331 (3 GE, 2 NIM, 1 SM) with DNA
Support
ISR 4000 Series ISR4451-DNA Cisco ISR 4451 (4 GE, 3 NIM, 2 SM) with DNA
Support
ISR 1000 Series C1111-8P-DNA ISR 1100 8 Ports Dual GE WAN with DNA
_ Support
Lead with new PID’S for ISR 1000 Series C1111-8PLTEEA-DNA ISR 1100 8 Port Dual GE LTE EA with DNA
age S t
key product families _ - .
ISR 1000 Series C1111-8PLTELA-DNA ISR 1100 8 Port Dual GE LTE LA with DNA
Support
ASR 1000 Series ASR1001-X-DNA Cisco ASR 1001-X Crypto,6GE, Dual-PS with
DNA Support
Easy attach of DNA offers ASR 1000 Series ASR1002-HX-DNA Cisco ASR 1002-HX, 4x10GE+4x1GE, Dual PS
with DNA Support
VEDGE 100 Series VEDGE-100B-AC-K9 vEdge-100 AC chassis with 5 Ethernet ports, rack
mount kit and cables
VEDGE 100 Series VEDGE-100M-AC-K9* vEdge-100 AC chassis with single 4G/LTE SIM,
- integrated power supply, 5 Ethernet ports
Better Pricing VEDGE 100 Series VEDGE-100WM-AC-K9* VEdge-100 AC chassis with single 802.11 radio
and single 4G/LTE SIM, integrated power supply,
5 Ethernet ports and cables
VEDGE 1000 Series VEDGE-1000-AC-K9 vEdge-1000 AC base chassis with 8x1GE fixed
ports, dual AC power adapters and cables
VEDGE 2000 Series VEDGE-2000-AC-K9 VvEdge-2000 AC base chassis with 4x1GE fixed
ports and dual Pluggable Interface Module
VEDGE 5000 Series VEDGE-5000-AC-K9 vEdge-5000 AC router base chassis with 4x10G,

8x1G copper, 8x1G fiber modular NIMS

Subscription for product families not shown here can be purchased as a-la-carte



Cisco SD-WAN Evolution — Looking Ahead
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Integration Roadmap

Capabilities in “SD-WAN Integrated IOSXE”

0
2
z
©
o
©
O
n
o

SD WAN Features

ZTP

App Route Policy

HQoS- Parent shaper with Child Policy
Cloud Onramp —IAAS

Segmentation

NAT DIA

BFD PMTU

Routing Protocols

v BGP, OSPF

Other Features

v" VRRP

v" DHCP server, DNS, RADIUS, Syslog, NTP
Monitoring & Troubleshooting

v'  System & Interface stats

SN NN

Capabilities
v' NBAR2

Platform
v ISR 4331

New Interfaces
v’ Ethernet, 4G LTE, T1/E1

SD WAN Feature
v' All EFT features
v TLOC Extension

Monitoring & Troubleshooting
v vManage with DPI & Cflowd, Analytics

Capabilities

Security

v' Umbrella (DNS redirect)

v' Zone Based Firewall

Services

v" NBAR2

Platforms

v  ISR43xx, ISR4221, ASR1001-X, ASR1002-X,
ASR 1001-HX, ASR 1002 —HX, ISRv (ENCS)
5412, C1111-8P LTEEA/LA, C1117-
4PLTEEA/LA, C1111-8P

New Interfaces

v xDSL

In Planning

[ e e

SD WAN Features
. Cloud Onramp-SAAS
. TCP Optimizations

. IPv6 support (Service & Transport)

. Service chaining
. Loopback interface

Services
* Multicast

Capabilities
* App QoE
» Security

* Umbrella
Services
* AppNav Functionality
* UC-SRST, PSTN GW, SIP GW
« NBAR2-SD-AVC, Custom App
SDA segmentation use case
Platforms:
* CSR, ENCS, ISR-4451, ISR-4431,
ASR1006-X, ASR1009-X , 11xx
New Interfaces
* Port Channel
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