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BpeaoHOCHbIV KoA v LUMMPOBaHME

ATaKyrLME NCMOMNbIYHOT LUMGPOBaHME, UTOObLI CKPbIBATb aKTUBHOCTbL KaHanos C&C

OkTs6pb 2017 PocT 12%
Hos6pb 2016 50%

38%

CoBOKYMHbIN WG POBAHHbIN
afrar]n Be6-Tpadhuk
CIsco

. BpeanoHocHble aBonyHble dhannbl ¢ lWMdpoBaHNEM



HoBasa peanbHOCTb
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OpraHnsaumin ATaKyOLLMX
Tepsanu aeHbru B MCNonNba3yeT
pe3ynbTaTe atak LUMgOpOBaHMe

UTOObI N30EXATb
ObHapyxeHms

HoBble BeKTOpLI aTaku

YrpaBneHnda K KOMaHOHbIM CEPBEPAM, Kpa)ka AaHHbIX

He moryt
OBHaPYXMUTb
BPEOOHOCHOE
COOEPXMMOE B
3aLNPPOBAHHOM
Tpadgoumke

busHec nog yrposomn

38%
62%

Decrypt B Do not decrypt

COoTpyaHNKM aKTUBHO MCMonb3ytoT HTTPS B MHTEpHET: 3apaxkeHne BpegoHoCaMm, CKpbITble KaHanbl

« COTpyOHWKKM M3 BHYTPEHHEN CETU MoaKnuatoTecs K DMZ-cepBepam: He3aMETHOE PaCnpPOCTPaHEHWE MO

3aLlMPPOBAHHBIM KaHanam

McTounnk: Ponemon Report, 2016
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SSL Certificate

*x X X

General

N
' *
=5 = _ * 0 DETE]
‘ Protection
HTTP/2 ( *

* Regulation
* 4 KX

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



OB6Hapy)XeHMe yrpos,
MCMOMb3YHOLLMX

LLIMJOPOBAHME C MOMOLLIbHO
CETEBOWV TENEMETPUM




HoBaga TexHonorua: Cisco Encrypted Traffic Analytics

[lepBasg B MHOYCTPUM CETb C BOBMOXHOCTbIO OOHAPYXXMBATb YrpO3bl B
3alUMPPOBAHHOM Tpadurke 6e3 pacLUMdPPOBKHU

3awncpoBaHHbIN He3zawmndpoBaHHbI

3allnTa CETU B pearnbHOM BPEMEHU, HEMNPEPBLIBHO, BCHOAY




Encrypted Traffic Analytics (ETA)
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HABngeTca nu To, UTO NepenaeTcs Kakue npunoXxeHmsa Mcnonba3yroT
BHYTPM TLS BpeaoHOCHbIM? CUNbHOE LINGOPOBaHNE U KaK?
 KoHdmaeHLmManbHOCTb CoXpaHaeTes * AyaMT HapyLLeHWs NONUTUK MCMNONb30BaHMS
« ObecneunBaeTcs LENOCTHOCTb TLS
MHopMaLmm * [laccrBHOE OBHAPYXXEHWEe KPUNTOHAO0POB
» ApanTupyeTcsa K HOBbIM CTaHOapTam C M3BECTHBIMIN YASBMMOCTAMN
LLINOPOBaHMA * MOHWUTOPWHTI MCNONb30BaHUS LLIMKPOBAHNSA

B CETU

C97-739122-02 © 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Encrypted Traffic Analytics (ETA)

B ocHoBe - nccnegoBatenbckasa padoTa cneymanmcTos Cisco

N3BeCTHbIN
BPeLOHOCHbIN 8} £8
A ) o © ©

BbigeneHue [MpumeHeHne Ceccum n3BecTHOro
XapaKTepHbIX MPU3HAKOB TEXHOMNOIMMIN MAaLLNHHOIO BpegoHocHoro M0
B CeTeBOM Tpadumke obyyeHuns ans onpenensitoTca B
nonyyeHus ceTeBoM Tpacdumke ¢
M3BECTHBIN KnaccudgukaTtopos 99% akKypaTHOCTbIO U
«xopoLUnn» TpaduK H13kum FDR

“Deciphering Malware's use of TLS (without Decryption)”

Blake Anderson, Subharthi Paul, David McGrew

https://arxiv.org/abs/1607.01639



ETA - ncnonb3yemblii HAbop JaHHbIX

¥ \

[Tnoxasa penyTaums c15c0.com HetununuHbii fingerprint —
(Mnn oTcyTCTBME) afb32d75.com HeobbluHbIl cert X Data Exfiltration
BpenoHOCHbIN _ y
Tpa(bVIK Self-Signed Certificate
Bestafera
@ YacTo . Tunosow fingerprint .I' II
y cisco.com ;
«XOpOLLMi» MCMNOMb3yeMblil Tunosow cert

N N3BECTHbIN Google search

Tpaduk
agpec
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YTO Mbl MOXXEM YBUOETb B 3aLLUMPPOBAHHOM

Tpauke”?

BbbxaTb MaKCMMYM U3 OOCTYTMHbIX Orlpe,qeneHMe TWUlMa CoOeanHEHUA Nno

He3aLLMMPOBaHHbIX Nonen pasMepaM 1 UaCTOTHO-BPEMEHHbIM
XapaKTepUCTUKaM MakeToB

B
TLS Header \ \

TLS version

Initial data packet

KTO eCTb KTO Ha TEMHOW CTOPOHE
Internet

SNI (Server Name)

_| | Ciphersuites
i) ed R S R
T 2| " Centificate
o1 - Organization C2_KOMaH,D,a
‘2 % i Issuer

| lssved YTeuka OaHHbIX

i Expires

CaMononnMcanHbIi cepTidmkaT PenyTaunoHHasa 1 nosefeHueckas
MHDOPMaLIMA O cepeepax B ceTu Internet

A & D




MHOroypoBHeBOE MalLUMHHOE ObyueHme

¢«

e Mepebin (] Multi-layer ammmmm— ) [ 10OaNbHASA
KapTa yrpo3

Certificate

BRI NaKeT C AaHHbIMU i
Machine
Learning

JepeeH d|

Expires

[locnenoBaTenbHOCTb OMNWH
NaKETOB M BPEMEHHbIX 3a0ePXKeK

C97-739122-02 © 2017 Cisco and/or its affiliates. All rights reserved.
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ONEMEHTbHI PELLEHUS



OBbHapyXeHne BPpeJOHOCHOM aKTUBHOCTU B
3aLLUMPPOBAHHOM TpamUKe

Cisco Stealthwatch®

Catalyst 9000

ISR, CSR, ASR

NetFlow
-
4__’ ............................................... O6Hapy)KeHv|e
BpegoHocHoro MO
N nogaepxxKa
6\ CeTeBada TenemMeTpus TPEe60BaHMIl
[ pPErynTopoB
! — O, eh
PacCLUMPEHHbIN e

NetFlow A

bbicTpoe
paccnefnoBaHue

Bblcokasi TOUHOCTb

Mcnonb3oBaHue ceTn

Xopoluas 3auura

Enhanced NetFlow OT HOBbIX
KOMMYTaTOPOB 1
MapLipyTndaTopos Cisco

[MpoOBuMHYTas aHanMTKKa Koppensaumsa rnobanbHOW u [TOCTOSAHHbBIN KOHTPO/Mb
M MaLLMHHOE ObyueHune NoKanbHOW MHOPMAaLMK COOTBETCTBMUA

isco and/or its affiliates. All rights reserved. Cisco Public



Encrypted Traffic Analytics
_ Stealthwatch

Cognitive
[ NetFlow g !
= RIS ceecenees cerreenep Analytics

AFFECTED USERS BY RS

7 364

=" TenemeTpua ons ‘é‘
° OBHapy>KEHMS

BpeaoHocHoro M3 u Stealthwatch =~ **=*==»
KpUNTOayauTa Flow collector

107510
1c(10))
o710
YHu1KanbHas nporpammMmHoO - PaclumpeHHbln aHanma NetFlow ¢ BO3MOXXHOCTW pacLUMPEHHOIO [[nobanbHasa 1 nokanbHas
annapaTHas apxutekTypa Cisco Encrypted Traffic Analytics ¢ aHanm3a 1 TEXHOMNOMMN MaLLMHHOIO KOppensaums 3HaHu No3BoNseT
COBpPEMEHHbIX YCTponcTB Cisco OBYUEHNS CHMXKAKOT BPEMS OOBUTLCA BHICOKOM TOUHOCTH B

paccnegoBaHnA NHUMOEHTOB o6Hapy>+<eH|/n/| Yrpos



MeTapaHHble oT Stealthwatch k Cognitive: Initial
Data Packet (IDP), Sequence of Packet Lengths
and Time (SPLT), npoxkcu-noru (onumMoHanbHo).

MeTagaHHble 0TNPaBNATCA TOMbKO And
Tpadomka, nepeceKaroLlero NnepumeTp
(Hanpumep, oTNpasnNsemMoro B MIHTEpHET) u
DNS-3anpochi.

Kanan mexnay Stealthwatch Flow Collector v
Cognitive 3aLMLLIEH C MOMOLLbIO TLS.

Bonbluas yacTb Tpaduka, OTNPAaBNEHHOrO B
Cognitive yganseTcsa uepes 2-4 yaca nocne
aHan1aa.

Cognitive Analytics obpabaTbiBaeT ETA-OaHHble
(Enhanced NetFlow) B cneumanna3upoBaHHOM
LIOL, co BceMM HEOOXOAMMbBIMW HACTPOMKAMM
6€30MacHOCTM M NPUBATHOCTM, C MOCTOSIHHBIM
KOHTPONEM.

PaszpaboTka BeOeTCs B COOTBETCTBUM C
MNPUHUMNaMM 6€30MacHOCTU U MPUBATHOCTM B
yApaBneHmMm AaHHbIMA.




Cognitive Analytics ncrnonb3yeT MHOroCnonHOE
MaLLMHHOE 0byyeHue

Ex

Encrypted Traffic
Analytics

Internet ; TnirEet;
Global risk map ;

scrapers correlation
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Layer 2 Layer 3

Anomalous Threat
Web requests (flows) Incidents (aggregated events)

Layer 1



YTO HY)KHO UTOObI HauaTb MCMoNb3oBaTb ETAY

[TnueHsnn, Habopbl, 060PYyOOBaAHME

Bepcus MO

BkntoueHa B Cisco DNA™
Cisco I0S® XE 16.6.1 Advantage/
Cisco ONE™ Advanced

KommyTaTtopbl Cisco®
Catalyst® 9000*

MapLupyTmzaTopsl .
ASR 1000, 4000 ISR, CSR, ISRV, Cisco 10S XE 16.6.2 Brntouena B SEC/KI license
o Cisco ONE foundation
1100 ISR
Stealthwatch® ¢ CA v6.9.1

Management Console,

v6.9.2 Flow Collector,

Stealthwatch ¢ CA 1 ETA Cryptographic compliance (Q3CY17) Flow Rate License

Malware Detection (Q4CY17)

*C9300 kommyTaTopbl ¢ MO 16.6.1(uonb 17), C9400 HaumHas ¢ 16.6.2 (okTa6pb 17)
**[locTynHO And TecToB ¢ 16.6.1, oduumanbHas nogaepskka ¢ 16.6.2 (oktabpb 17)

C97-739122-02 © 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



CeaHCc UepHoM Marmu
OKOHUEH, MPUCTYNaeMm K
NDA3006MNaUEHUIO ;)



HT TP nerko npountaTtb

http://nytimes.com/index.htm

http://salesforce.com/updateSalesTargets.|s

GO http://api.gmail.com/newmail

http://dropbox.com/checkForUpdates

http://voutube.com/funnycatvideos

» Cognitive Analytics ncnonbayet o 500 napaMeTpoB 13 KaXXOoro 3anpoca ans aHanmaa



http://nytimes.com/index.htm
http://salesforce.com/updateSalesTargets.js
http://api.gmail.com/newmail
http://dropbox.com/checkForUpdates
http://youtube.com/funnycatvideos

MuoxectBo HT TP-3anpocoB B 0O4HOM MNMOTOKE

http://nytimes.com/index.htm (1 200 conyTCTBYIOLLMX 3aNpPOCOB)
http://salesforce.com/updateSalesTargets.js (+20 3anpocoB)
http://api.gmail.com/newmail (1 3anpoc)
http://dropbox.com/checkForUpdates (5 3anpocos)
http://youtube.com/funnycatvideos (100+ 3anpocoB 1 NOTOKOBOE BMAEO)

« Cognitive Analytics ncnonb3ayet o 500 napaMeTpoB 13 Kaxaoro 3anpoca Asns aHanusa

« Kaxkgas 3arpyska ctpanmubl - oT 50 go 200 HTTP 3anpocoB K TOMY e CaMOMy CEPBEPY



http://nytimes.com/index.htm
http://salesforce.com/updateSalesTargets.js
http://api.gmail.com/newmail
http://dropbox.com/checkForUpdates
http://youtube.com/funnycatvideos

HTTPS 3anpocbl HEMPO3PauHbl

https://1.2.3.4

https://123.123.123.123

https://234.234.234.234

https://22.33.44.55

https://21.21.21.21

e [lOMEHbI 1 CanTbl HanpaMyrO HaMm HE BMOHbI



https://1.2.3.4/
https://123.123.123.123/
https://234.234.234.234/
https://22.33.44.55/
https://21.21.21.21/

HO Mbl BCe eLlle MOXXeM nonyuntb KYHY
MHopMaLUK ;)

Mbl MOXXEM MOACMOTPETb CBOMCTBA TLS-ceccum npm yCTaHOBKE COEAUHEHUS

https://1.2.3.4
https://123.123.123.123

| Nttps://234.234.234.234
https://22.33.44.55

https://21.21.21.21

Mbl BUOMM UaCTOTHO-BPEMEHHbBIE XapaKTEPUCTUKU U pa3Mepbl MakeToB Mbl (uacTo) 3HaeM cepeep

[TapameTpbl yCTaHOBKM TLS-ceccumn

YaCTOTHO-BPEMEHHBIE XapaKTEPUCTUKM U Pa3MEpPHI MakeToB
NHdopmauma o gomeHe (4acTo)




Initial data packet

Initial data packet

« HTTPS-3aronoBOK C HECKOMbKUMM
NHTEPECHBIMM MOMSAMU.

« KmeHa cepBepoB 13 SNI-nonsg cepTndmnKaToB.

«  VHMDopmMauma 3 napaMeTpoB YyCTaHOBKM TLS-
CEeCCUM MHOIOEe Ham roBOpUT 06
OCODEHHOCTSX MNOBEOEHMS CepBepa U
KNMUEHTa, MHOTAa — O MPUNOXEHUN.

TLS Header
TLS version
SNI (Server Name)

Ciphersuites

_________________

Certificate

«  VHMopmMauma 3 ceptndmkaTa — BCE PaBHO, Organization

UTO MHMOPMaLMA O aoMeHe 13 WhOis.

JSpESH d|
J8PESH dO 1

1

1

1

1

1

]

1

i Issuer
1

i Issued
i

1

« A TaKkke MHOroe gpyroe mpu ucnonb3oBaHmnm N\ | | || Expires |

rno6anbHON penyTaumm 1 KOppensawumm.

Initial data packet

9122-02 © 20 Cisco and/or its affiliates. All rights reserved. (



Sequence of packet lengths and times (SPLT)

YacTOTHO-BPEMEHHbIE XapaKTEPUCTUKM M pa3Mepbl MakeToB

f—]
>
Bpewms

CTapT coeanHeHus

Pasmep 1 BpeMeHHble XapakTepuCTUKM NePBbIX MakeTOoB NO3BONSAKOT HaM CAenaTb BbIBOA O TUMe
[OaHHbBIX BHYTPW 3aLLMIPOBAHHONO COEAMHEHMS.

Mbl yMeeM pasnmuaTb B1UOeO, web, Bbi30Bbl API, ronocoBble 3BOHKM, M MHOXECTBO OPYrMX TUMOB
OaHHbIX OpYyr OT Apyra, a Takxke KNnacCcuuumpoBaTb 1X.




[ nobanbHas kKapTa yrpo3d Cisco

KTO ecTb KTO Ha TEMHOM CTOPOHE Internet

« Mogenu yunTbiBatoT 60nblue 20 napameTpoB C
Kayxgoro 13 150 MrnnmoHOB M3BECTHbBIX
BPEOOHOCHbIX, OMACHbIX, UMK MHBIM CMOCOOOM
BNMAOLLMX Ha BE30MNAaCHOCTb CanTOB.

« [lapameTpbl BKAKOUAKOT MH(OPMALMIO O
XapaKTEPUCTUKAX OOMEHa, MHOPMaLMO 13
whois, gaHHble 13 TLS-ceptudrkaTa,
CTaTUCTMKY MCMOMb30BAHMS, a TaKxXe
LLIAbMNOHbl MOBEAEHNS AN KayOoro cepBepa.

Image: http://census2012.sourceforge.net/images.html



PaccmoTpuM Ha npumepe: Bestafera

é@)

[MpobyeT cobpaTtb Nonb3oBaTeNbCkNE AaHHbIE AN OHNanH 6aHKMHra n
nepecnaTb UX Ha cepBep ynpaBreHnsa— MpPOoV3BOAMT 3aMMCb BBOAUMbIX
CUMBO/MOB M KpaaeT KOHMUaeHUManbHble/MepCcoHanbHble AaHHbIe

BRKCRS-1560

27



LLIabnoHbl noBeaeHnsa ana OnvHbl NaKeTOB/BPEMEHM

Gooqgle Search Bestafera

C2 Message

Data Exfiltration

Initial Page Load
Page Refresh

Autocomplete Self-Signed Certificate

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



LindppoBon otneuaTok TLS (Bestafera)

TLS ClientHello

¥ Secure Sockets Layer

% TLSvl Record Layer: Handshake Protocol: Client Hello

Content Type: Handshake (22)
Version: TLS 1.8 (8x8381)
Length: 214
¥ Handshake Protoccl: Client Hello
Handshake Type: Client Hello (1)

Length: 218
Version: TLS 1.8 (@x@381)
Random

Session ID Length: @

Cipher Suites Length: 128
Cipher Suites (68 suites)
Compressicn Methods Length: 1
Compression Methods (1 method)
Fytensinn= | encth: 44
Extension: ec_point_formats
Extension: elliptic_curves
Extension: SessionTicket TLS
Extension: Heartbeat

Bo3MOXHbIe KINTUEeHTbI

HacToawmm KnueHT

Tor f’@

5 OpenSSL

(v:1.0.1xr)

-9 s

J

BRKCRS-1560



Kak crnencrteme

U W|||||| © + @

(v: 52.0)

@‘..'“‘W‘“- ~® + OpenSSL
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[TyOnnuHble MEPONPUATUSA:

- Mobile World Congress (MWC)
2018

- RSA Conference 2018

- Cisco Live, Orlando 2018

[IpoBEPKM CTOPOHHUMU
TabopaTopUsaMH
- Miercom Solution Validation




What is Mobile World Congress?
WVIOBILE sarcelona 25 FeB-1MAR 2018

WORLD CONGRESS

bonee uem 107,000
nocetutenen na 205 cTpaH 1

TeppVITOpVIVI of this year’s Mobile

OKO”O 55% I'IOCGTMTeJ'Ieﬂ EXHIBITORS World Congress
t attendees hold
UMELIOT pyKOBO,EI,FILLI,Me over senior-level positions

no3uummK, BKOUYas bonee square metres
uem 7,700 CEOs

Stealthwatch moHuTOpPUN Becb 6ecnpoBoaHbi Tpaduk B/U3
NHTepHeTa ¢ ucnonb3oBaHneM Encrypted Traffic Analytics




®

Management Console

Tononorus

Flow Collector

ETA Telemetry

SPAN

!

MWC Wireless

ASR 1k
Router

Distribution Cat6K

We enabled ETA on an
ASR1001-X with the
MW(C’s Internet bound
traffic SPAN’ed from a
distribution Cat6K switch
to the ASR1001-X on a
GIgE port



ETA Ha Mobile World Congress 2018

MacCuBHbIM OXBaT CETU
* 55+ MUNNMOHOB MOTOKOB
* 82% HTTPS vs 18% HTTP

* B nmukoBble yachl bonee 20 000 noTokoB/cek OoT
6eCcnpoBOOHbIX MOMb30BaTENEN

@ BbigBNEeHHbIE YrpO3bl
« C&C 1 akchunbTpauma gaHHbix (data exfiltration)

« 350 geTEKTUPOBAHUM C UCNOMb30BaHKMEM ETA

* MHOYXECTBO 3K3eMMNIAPOB BpenoHocHoro 10 Bkiouas
MOOUNbHOE Malware

« bonee 30 npunoxeHun ¢ ncnonb3oBaHrnem TLS 1.0

i
Cisco (l WI HCLUS © 2018 Cisco and/or its affiliates. Al rights reserved. Cisco Public



NTorn npeTtekTnpoBaHus

Android.spy, Bogx, infected firmware

OSX Malware Genieo, RevMob, AdInjector

Possibly unwanted
applications

Tor, BitTorrent, phishing

SALITY malware, SMB service discovery malware,

Vari : .
SHOEE Conficker, cryptomining

i
Cisco (l WI HCLUS © 2018 Cisco and/or its affiliates. Al rights reserved. Cisco Public



Cisco [l l/&/

HEALTH STATUS

CRITICAL HIGH MEDIUM

RISK 3514 RISK

1& 33a 234

RELATIVE THREAT EXPOSURE

WITHIN TECHNOLOGY SECTOR ¢

high 1‘

SPECIFIC BEHAVIORS

O Information stealer

© Trojan

© Ad injector

o PUA

© Malicious advertising

© Anonymization software

O Malicious content distribution
© Money scam

O Scareware

57

32

16

LOow
RISK

2934

WITHIN SIMILARLY SIZED COMPANIES

high ﬂ\

HIGHEST RISK

10.128.15.214 @

A Feb 26

10.81.236.245 (%)

O Information stealer

s Feb 27

10.81.196.6 &

O Information stealer

A Feb 27

HCLUS

® 3 hours

*

® 10 seconds

*

© 2 days

TOTAL AFFECTED

3504

GLOBALLY

abo\afes

average

TOP RISK ESCALATIONS @

B 10.81.133.106 @

+ O Information stealer

+1 Feb 27

*
10.83.150.240 &

+ O Information stealer

+ Feb 27

D 10.81.224.35 @ S

+ O Ad injector

+ O Malicious content distribution

«f Mar 1

© 2018 Cisco and/or its affiliates. All rights reserved.
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RSA Conference (RSAC) - 2018

) ETA Topology

T
RSAConference201 w A'h i
San Francisco | April 16 -20 | Moscone Cents i W W\ ETA T é é

H . — TenGIgO/DH&GO/D/O
Monitored Public WiFi e

45,000+ Attendees
42+ Million Flows Analyzed Cognitve

Analytics
82% HTTPS vs 18% HTTP & & & 3

10K+ fps from Wireless Users

Threats Detected

300+ Stealthwatch Alarms, 180 Detections using ETA
C&C and Data Exfiltration

Multiple High- and Medium-risk Detections
Numerous Malware Instances including Android Malware
Several Applications using TLS 1.0 & SSL 3.0

. I,'./p/ Cisco Blog: PSOIOT-1101 ‘ 38



TectnpoBaHne Miercom
B 2018




Test Setup

Habop Hoymbykoe
ucriornb3oearics 0ris
2eHepauuu
pasanuyHbIX muroe
8pedOHOCHO20
mpadghuka

74 pcap cemririos
6b151u 3anyuw,eHsl U
51 ucnonb3osanu
wugbpo8aHHsbIU
mpagbuk

ASR1001-X router: I0S XE 16.6.2 release
with an enterprise license

Cisco Catalyst 9300 switch (C9300-24P):

IOSXE 16.6.2, Network Advantage & DNA
Advantage licenses

Stealthwatch
Flow Collector

=

PCAP
Traffic

G101 R G1/1/1 GO/

%
Cat 9K Swi!‘ch*f?d

User1
Traffic

User2
Traffic

Stealthwatch
Flow Collector
Source: Cisco

Stealthwatch
Mgmt Console

Stealthwatch Enterprise (Flow Collector &
Management Console) virtual appliances:
release with 6.9.2-01 ROLLUP patch installed on a
Cisco UCS C200 M2

PCAP PC: Ubuntu 16.04.3 LTS installed on a Cisco
UCS C200 M2

Stealthwatch

ethd ™~

Mgmt Console

&

0 PATHWITH ETA

Global
Threat
Analytics

PATH WITHOUT ETA




Pe3ynbTaTbl TECTUPOBAHMUA

Percentage of Detected Threats over Time with ETA

Cisco ETA nokasana Ha 36%

bonee BbICOKYHO CKOPOCTb -
OETEKTMPOBAHME B CPAaBHEHUN C -
cuctemomn 6e3 onumm ETA 0 |— 1
system, Haxoas 100% yrpos B 5 I
TeYyeHun 3 4Yacos. °
<3h

<5 min <15 min <1h

Percentage of Threats Detected (%)

Source: Miercom Time to Detection

https://blogs.cisco.com/security/encrypted-traffic-analytics-receives-miercom-performance-verified-
certification
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/enterprise-network -
security/miercom-report-eta- perf.pdf




BbiBOObl

. bonbluas yacTb ceTeBbiX KOMMYHUKALMN CENYaC 3allnMPPOBaHbI.
. [Npamasg pacwmndpoBka Tpadnka He ABNAETCH XUIHECNOCOOHBIM BAPUAHTOM.

. ETA 3T0O pelueHmne, a He TOUEeUHbIM NPOAYKT, KOTOPOE MOKPbIBAET.
- Branch, WAN n Cloud mapLupyTmnsaTopbl

o KamnycHble KoMMyTaTopbl

o Cisco Stealthwatch Enterprise

. ETA npepocTaBnser :
o AHanNn3 KpUNTOrpaPUUeckKoro COOTBETCTBMA.

o OBHapyxeHne BpegoOHOCHOM aKTUMBHOCTU B 3aLLMAPOBaHHOM Tpaduke
BE3 pacwmdpoBKu.

WWW.CISCO.com/go/eta



« ETA Overview
« ETA Deployment Guide

- Martin Rehak, Blake Anderson Securing Encrypted Traffic on a
Global Scale; Cisco Blogs

- Blake Anderson, David McGrew; Machine Learning for Encrypted
Malware Traffic Classification: Accounting for Noisy Labels and
Non-Stationarity: KDD, 2017

- Open source package for network data capture and analysis:
https://github.com/cisco/joy
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https://blogs.cisco.com/news/cisco-extends-encrypted-traffic-analytics-to-customers
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/CVD-Encrypted-Traffic-Analytics-Deployment-Guide-2017DEC.pdf
https://blogs.cisco.com/security/securing-encrypted-traffic-on-worldwide-scale
http://www.kdd.org/kdd2017/papers/view/machine-learning-for-encrypted-malware-traffic-classification-accounting-fo
https://github.com/cisco/joy
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