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KoprnopaTuBHble CETU CErOAHSA — CITIOXHbIE ...

PaboTa c MHOXeCcTBOM MacwTtabupoBaHue
pa3HbIX NOANTUK - LAN, yBeJINYNBAET CNOXKHOCTb
WLAN, WAN, L0/ 9KCnayaTauum

YnpaBneHue PaboTa c pasinyHbiMu
MmHoxectsom VLAN cetamu




... NMEIOT MHOXECTBO 3KCMJlyaTaLUNOHHbLIX Npobrnem

HapyLLUEeHU NOSIUTUK U OnepaunoHHbIX pacxogoB
npasus U3-3a NPUXOANTCS Ha MOUCK
4YenoBevyecKknx ownbokK HencnpaBHOCTEN N OUArHOCTUKY

O0Ns py4yHoro Tpyaa npu
BHECEHUN N3MEHEHUNN

TpagununoHHsblie cetn HE FTOTOBbI k 6bICTpbLIM TeMNamMm pa3BUTUA NOTpebHOCTEeNn OM3Heca



YTO nsmeHunocob 3a nocrnegHee Bpema?

IT = nopgaepxka 6bU3Heca —> ocHoBa BeaeHnA busHeca
Cetun ctanu cnoxHee: Wired + Wireless + Virtual + Remote Access.
CNoXHOCTb NOAAEPHKKN eANHbIX NOJIUTUK MO BCEN CETU
NMoHATUE «nepumeTp ceTu» U3IMEHUNOCh.
Bonblie TpeboBaHmn K 6bezonacHocTn. CnoXKHee peanusaums.
CeTeBble cepBUCHbI CTaNU CNOXKHee: BYOD, App experience, user mobility.

3HaunTenbHO BO3pPOCNA HarpysKa Ha IT nogpasgeneHua.
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YTO0 nameHnTca B bnnxkanwee spema?

IT nepcoHana meHblue, 3agauy 6onblue.
TpeboBaHUA K YHUOUKALMN U eAUHOMY NOAX0AY.
OT YacCTHbIX HAaCPOEK K eAUHbIM NONNTUKAM.
IT SECURITY = MUST HAVE!!
CnoxkHee yrpo3bl Nb. Bcé 6onblue wndpoBaHHOro TpaduKa.
MHoromepHble ceTu: App, Device, User, Network, Segmentation, loT, Cloud

HoBble nogxoabl K noctpoeHuto cetent: SDN, network Fabric, NaaS/E
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Cisco Digital Network Architecture (DNA)

DNA Software Capabilities

‘ Cloud Service Management

'l:!' Automation Analytics .ll

s Virtualization

DNA-Ready Physical and Virtual Infrastructure

- © 8 T @
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Cisco Is rewriting the network playbook

Traditional network The Network. Intuitive.

Hardware centric Software driven

Automated

Fragmented security Built-in security

Powered by Cisco
DNA™

Business insights
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A Platform Approach:

Differentiated and based on Software

CCCCC

Analytics &
Assurance

&

Security &
Compliance



Intent-based network for

WAN

Optimize and secure
application performance
over any connection

to the cloud.

Cloud Edge

Securely connect and
protect workloads moving
into the cloud and
between clouds.

atfeet] e,
CISCO

LEARNING

CONTEXT

Access

Segment your network and
secure user access from
the edge to the cloud

Data Center

Run any traditional or
cloud native application
across any environment

SECURITY



IBONMLUUNA ceTeun

> STP based “Tiered” Design *» VSS based Design p Standards based Programmable Fabric

Network
Controller

Torart Usors, Tonand dovioos, Tovant usm
§ es Uhvers
Classis STP Limitation No STP Blocked Ports No STP biockad ports, L2IL3 ECMP
507% of all Links not ulilizad Full Unks Utlizaton, Faster COnWM Siandarcs based programmable VXLAN for L2113 senvices
Complex to Harden Progrietary two-way Fabrc Automated Underlay with Group based Polcies

Designed 10 handle 802.11ac wave2 and beyond speeds

2008 - 2016 2017 — next decade

1999 - 2007
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HoBaga apxutekTtypa c Ucrnosfib3oBaHUEM
«habpunkn»

Figure 5 SD-Access solution and fabric components
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YripouleHne 4actu cetn Ao eanHon «dpadbpukmn»

Virtual Networks

Conto/ AFEre

Outer/Transport
IP-UDP Header

VXLAN Header

Original IP Packet or L2 Frame

707 Aame

Underlay Network
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N3 yero coctont dpabpuka SD-Access? 28

Fabric Roles & Terminology

DNA )
Identity APICEN i . Controller
Service —
“““““““““ Analytics
Engine )

[ Fabric Border ]

Nodes Controller

"
[ Fabric Wireless

Nodes

Control-Plane )

E)m ®
Intermediate v [
Nodes (Underlay) | [ %

Campus
gl Fabric

-
E

Fabric Edge |
Nodes

DNA Controller — Enterprise SDN Controller
(e.g. DNA Center) provides GUI management
and abstraction via Apps that share context

Identity Services — External ID System(s)
(e.g. ISE) are leveraged for dynamic Endpoint
to Group mapping and Policy definition

Analytics Engine — External Data Collector(s)
(e.g. NDP) are leveraged to analyze Endpoint
to App flows and monitor fabric status

Control-Plane Nodes — Map System that
manages Endpoint to Device relationships

Fabric Border Nodes — A Fabric device (e.qg.
Core) that connects External L3 network(s)
to the SDA Fabric

Fabric Edge Nodes — A Fabric device (e.g.
Access or Distribution) that connects Wired
Endpoints to the SDA Fabric

Fabric Wireless Controller — A Fabric device
(WLC) that connects Wireless Endpoints to
the SDA Fabric

BRKCRS-2810
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DNA Center (]

SD-Access 4 Step Workflow -

Design Policy Provision Assurance

: PP = = wEe e . — 1 -
'7 Ei- S o &1“ oooooog_oooooooo k 8 e
. — T T —

 Global Settings  Virtual Networks e Fabric Domains * Network Health

» Site Profiles « ISE, AAA, Radius « CP, Border, Edge » 360° Views

« DDI, SWIM, PNP « Endpoint Groups  FEW/OTT WLAN  FD, Device, Client
« User Access « Group Policies » External Connect » Path Traces

ElanningleaE=reparaton

Installation & Integration
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Simplification Creates Agility

DO-IT-YOURSELF ASSEMBLY AND INTEGRATION READY TO GO

Y KD\QE

\;:C ?1@
D i ‘ CDH

Applications Are the Vehicle for Digital Business
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SD-Access — nogaepxka Ha obopynoBaHum

[lonHaga 3awmta MHBECTULNN

Subtended
Switching Routing Wireless
Catalyst 9400 Qe \“ »
AIR-CT5520

CD
AIR-CT8540
r .
i (.‘ "
Wave 2 Aps

(1800, 2800,3800)

€

Wave 1 Aps
(1700, 2700,3700)*

Catalyst 4500E

Catalyst 3850 and 3650

CSRv
[ 4




CemenctBo kommyTatopoB Catalyst 9K

Cisco Catalyst 9000

> : WHHOBaLNK
Catalyst 9400
MogynbHbIN 4OCTYnN UADP 2.0
Cisco IOS® XE Software
SD-Access

x86 CPU and containers
Encrypted Traffic Analytics
AES256/MACSEC256*

iy b Trustworthy systems

g StackWise® Virtual*
T I 0 IEEE1588 and AVB*
o e NBAR2
Perpetual/fast PoE

Model-driven programmability

Catalyst 9300 Patching/GIR

. Streaming telemetry*
®uken poBaHHbI OOCTYnN

Catalyst 9500

dunkcpoBaHHOE agpo

EanHoe O, BOSMOXHOCTHU, NULIEH3UpPOBaHUe



Cisco Catalyst 9000 platform transitions

Cisco®
Catalyst® 9400 Catalyst

== 9000

E Series

Cisco Catalyst 9300 |t

Cisco Catalyst 3850 Copper Cisco Catalyst 4500-E Cisco Catalyst 4500X CISCOCAIAISNSE20 Fiber 48

Port
Access switching Backbone switching

afafn
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Catalyst 9K: Advantage vs. Essentials

Advantage

3,5,7 Year Terms

Perpetual

DNA Advantage (Inclusive of DNA Essentials)

Software-defined Access
Policy-based Automation and
Assurance, Fabric Enabled
Wireless

Security & 0T
Encrypted Traffic Analytics,
mDNS GW, NAT/PAT

Assurance & Analytics
Network insights from analytics and
machine learning, clients and
applications covering on-boarding,
connectivity and performance

Telemetry & Visibility
ERSPAN, AVC, NBAR2

Network Advantage (Inclusive of Network Essentials)

Enhanced Security

Controls
MACSEC-256

0T & Mobility
CoAP

Full Routing
Functionality

BGP, HSRP, OSPF, ISIS,
HSRP,GLBP

Flexible Network Segmentation
VRF, VXLAN, LISP, Trustsec,
SD-Wireless, MPLS L3VPN

High Availability & Resiliency
NSF, GIR, Stackwise Virtual, ISSU, Patching

Optimize Bandwidth
Utilization with Multicast
MSDP, mVPN, AutoRP, PIM-BIDIR

3,5,7 Year Terms

Perpetual

* Future

Essentials

DNA Essentials

Cisco Differentiators
Containers, Python, EEM, ANI,
Flexible NetFlow, Wireshark

Basic Monitoring Capabilities
EasyQOS Monitoring*, Client and
Device 360, PSIRT Compliance*

Basic Automation
Plug and Play,
EasyQOS
Configuration*

Element Management
Image and Patch
Management,

Topology and Discovery

Essential Switch Capabilities
Layer 2, Routed Access, PIM Stub,
PVLAN, VRRP, PBR, CDP, QoS,
FHS, 802.1x, Macsec-128, CoPP,
Trustsec SXP, IP SLA Responder,
SSO

Telemetry & Visibility
Sampled NetFlow, SPAN, RSPAN

Inclusive of Switch and DNA Center Capabilities




Introducing DNA Add-on Licenses for 3K, 4K, 6K
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Flexible NetFlow (FNF)
e SGT-ACL
ETA * SD-Access

App hosting / Containers
GIR

MPLS

« LISP
 VXLAN

ppyemble ASIC

« Cat9400: ISSU

 AES-256



| Hosoe peweHne and (bI/IKCVIpOBaHHOFO A0CTyna

Catalyst 9K Leadership

® yaDP 2.0

® Open I0S-XE

1G Data
2.5G at the Highest e a———> ® SD-Access
- Only el e = s @ usnsmass o
Zg‘(:;:tfﬂl]g Stackable D2er?sc|;t/y mlnGltﬂe .:-!‘;!i“ﬂ :.'_I_-_g} mmmm 24 Ports
, itch with 8X_<ssy e i

v Price of 10G ‘_-,Sv\gé UWIr " xé";’a Industry i ® X86 CPU & Containers
; e | s 1G UPOE/POE+ -
: : nE |4 AAI ) i : Encrypted Traffic
.. e e e s wem| (0w I B ae - Analytics (ETA)*

® 256 bit MACSEC*

Trustworthy
Systems

'48 Ports . )
® StackWise Virtual*

IEEE1588 & AVB*

NBAR2

Modular Uplinks

| =N YL e

: o ma i B '7‘\.
I— RS '
8x10G 2x40G 4x mGig 4x1G 350W 715W 1‘1‘(?0 )

\

Modular Power Supplies Perpetual/Fast PoE

Model Driven
Programmability

Patching/GIR

Streaming Telemetry*

vV

*not available at FCS



Catalyst 9K Leadership

[Tlpeactaensem Catalyst 9400

I HoBoe pelueHne ans moaynbHOro 4oCT ® UADP 2.0

® Open I0S-XE

® SD-Access

® X86 CPU & Containers

LA G SE——— —

Encrypted Traffic
Analytics*

® 256 bit MACSEC*

Trustworthy
Systems

® StackWise Virtual*

G, G G- G- E——" S———_ - ——_— — ——

® |[EEE1588 & AVB*
------ ® NBAR2
— ! ® Perpetual PoE*
- 10-Slot
7-stet PS Model Driven
Programmability
Supervisor Access Linecards Core Linecards Power Supply ® Patching/GIR
Sup-1: 80G/Slot Access Optimized 24xmGig + 24xUPOE* 24x 10G SFP+* 3200W AC
Sup-1XL*: 120G/Slot Core 48xUPoE 48x1G SFP* 3200W DC* ® Streaming Telemetry*
Optimized 48xPoOE+* 24x1G SEP* 2400W AC*
48xData

*not available at FCS
© 2017 Cisco and/or its affiliates. All rights reserved.



C9500 Portfolio

-

C9500-24Q

« 24 x40G

e QSFP+ Ports

e 4xUAPD 2.0

* AC/DC* 950 W PS

* N+1 FRU FAN Modules
« USB 3.0 Module

* |0S-XE 16.5.1a

C9500-12Q

« 12 x40G

e QSFP+ Ports

« 2xUAPD 2.0
 AC/DC* 950 W PS

* N+1 FRU FAN Modules
* USB 3.0 Module

+ I0S-XE 16.6.1

- /

* Roadmap

C9500-40X

s
* 40 x 1/10G + 8x1/10G or
2x40G

* SFP/SFP+ Ports

e 2xUAPD 2.0

* AC/DC* 950 W PS

* N+1 FRU FAN Modules
» USB 3.0 Module

« 10S-XE 16.6.1

- /

C9500-16X

* 16 x 1/10G + 8x1/10G or
2x40G

* SFP/SFP+ Ports

+ 1xUAPD 2.0

+ AC/DC* 950 W PS

* N+1 FRU FAN Modules
+ USB 3.0 Module

- /

°\IOS-XE 16.8.1 /

© 2017 Cisco and/or its affiliates. All rights reserved.



C9500H Portfolio

-

C9500H-32C

* 32 x100G/40G

* QSFP28 Front Panel Ports
« 2xUADP 3.0

« AC/DC - 1.6KW PS

* N+1 FRU FAN Modules

* FRU SSD Module
« |OS-XE 16.8.1

-

C9500H-32QC

* 32 x40G or 16x100G
* QSFP28 Front Panel Ports
* 1xUADP 3.0

* AC-650W/DC-930W PS

¢ 141 FRU Redundant FAN
Modules

¢ FRU SSD Module
« |OS-XE 16.8.1

- /

C9500H
(48Px10G+4Px100G)

e 48x25G/10G/1G +
4x100G/40G

* SFP+/SFP28/QSFP28
Front Panel Ports

 1x UADP3.0

+ AC - 650W/DC -930W PS
* 1+1 Redundant Fan Trays
* FRU SSD Module
 10S-XE 16.8.1

- /

- /

C9500H
(24Px10G+4Px100G)

24x25G/10G/1G +
4x100G/40G
SFP+/SFP28/QSFP28
Front Panel Ports

1x UADP 3.0

AC — 650W/DC -930W PS
1+1 Redundant Fan Trays
FRU SSD Module

I0S-XE 16.8.1

J

© 2017 Cisco and/or its affiliates. All rights reserved.



Catalyst 9500 & 9500H s

Granular Port Densities for All Campus Sizes

Roadmap
Max Port C9500-16X C9500-40X C9500-12Q C9500-24Q C9500H C9500H C9500H- C9500H-
Densities (24Px10G+ (48Px10G+ Kylele: 32C
4Px100G) | 4Px100G)
e 24 - 12 24 24 48 32 32
100G - - - - 4 4 il 32
10G Breakout : - 48 48 40 64 68 108

Port Speeds
from 1G to
100G

Ready for

Double it with 12 — 216 Ports Granular Port
Deployments

SWV in 1 RU Densities

For supported pluggables, breakouts etc. visit http://switching.cisco.com/roadmaps

© 2017 Cisco and/or its affiliates. All rights reserved.
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| ucrnosie3oBanma Cisco u Business Impact

Be3onacHoCcTb

- Poneson goctyn k cetn (Network Access Control).

- CermeHtauma cetn (MUKPO- N Makpo-) B 3aBUCUMOCTM OT POSIW.

- NMNonHasa nuterpauus Cisco cetn n Cisco 6esonacHoCTK + eco-partners.

MoOHUTOPUHI

- [NpoOBWHTYTBIN MOHUTOPWHT arpernpoBaHHon ceteBomn ctatucTukm (NetFlow)
C MaWWNHHbIM 0By4YEHNEM N MHOXECTBOM rOTOBbIX LLABIOHOB.

- O6HapyxeHne malware B WM poOBaHHOM TpadomKe.

- Network Data Platform kak yactb Cisco DNA Center.

ABTOMaTmM3auus

- [pocToTa BHegpeHus cetn noboro maclutaba

- MHoromepHble MHCTPYMeEHTbI (network, user, app, compliance) TpabnwyTuHra
Business insights

afialn
Cisco



Haunbonee nHtepecHble cueHapum npumeHeHnsa Cisco Catalyst 9k

- #1 TrustSec with Scalable Group Tag (SGT)

- #2 DEFence rediness CONditions (DEFCON) with Scalable Group Tag (SGT)
- #3 Rapid Threat Containment (RTC)

- #4 Encrypted Traffic Analytics (ETA)

- #5 VLAN per MAC

- #6 MACSec

- #7 Sofware Defined Access (SDA)

- #8 Application Visibility and Control (AVC)

..#9 Readiness for innovations

Cisco



MEeHTaumMa CeTu

3auyem HY>XHa CermMmeHTauunsa cetTu.

U YMeHblueHne JoMeHOoB OoTKa3a
(network broadcast domain, troubleshooting domain)

0 YnobcTBO NOCTPOEHMA NONUTUKK AOCTYNa MeXay cermeHTamm
(cnuckm KoHTpona goctyna, ACL)

U YMeHblieHne gomMeHoB nopaxeHus yrposamu b

3ayem HYXHa ANHaMnN4yeCkad MUKpoCerMmeHTaumnsAa CeTu.

» [lpocTtoTa co3gaHus NosINTUK NO CXeME «CerMeHT=norb3oBaresib(rpynna)»
(RBAC, Role Based Access Control)

> |El,l/IHaMl/IKa NO3BOJIAET HE TOJIbKO aBTOMAaTU4YE€CKN AaTb OOCTYI, HO N 3a6paTb
(RADIUS CoA[Change of Authorization]; NaaE [Network-as-Enforcer], RTC [Rapid Threat Containment])

» AyTeHTUdUKaumna rnosib3oBartenien u nx yCTpoucTB B KOHKPETHOM MeCTe U BpeMeHN
(CBAC, Context Based Access Control)

afa]n
Cisco



,30BaHuA CIsco u Business Impact
#1 TrustSec with Scalable Group Tag (SGT)

Case / issue:
*  COTPYAHUKM KOYT ouepean ANa nepexona Mexay KomaHgamu, notomy uto Helpdesk neperpy»keH 3anpocamum

Root cause:

*  Tekywme cnmuckun goctyna (ACL) npmBsasaHbl K IP-agpecaumn

* KaxAablli caliT — CBOWM YHUKaNbHbIM IP-pool, konnyectso ceten — MynbTUNAMKATOP NoAnTMK goctyna (ACL)
[45 rpynn coTpyaHukos] X [20 caiitoB] = 900 pasHbix ACL (!!!)

A

Solution: Group Policy based
* [lepexog Ha SGT gact BO3MOXKHOCTb MMmeTb Bcero 45 ACL (no ogHoM ansa rpynnbi) segmentation

* BO3MOHO YacTMYHOE M/UNKM CTaguiiHOE BHeAPEHME C COXPaHEHWEM TeKyluein napagurmbl ¢ ACL

*  BoO3MOXKHbI rMBPUAHbBIE CXEMbI CO CTAapbiM U CTOPOHHUM 060pyA0BaHUEM (ECTb OFPaHUYEHMA U HIOAHCbI)

Business impact: HIGH

.« AgilelT -r‘“) / |

* [loBblweHne obuiero ypoBHA MHGOPMaALIMOHHOM 6e3onacHOCTH 4 —f

* [onHas HabnogaeMocTb ceTeBbIX B3aMMOAENCTBUIN, MPOCTOTa NOAAEPKKM U ayauTa

* OpgHo3Ha4yHO onpeaenéHHan NoANTUKA 6e3onacHOCTH . .
Decoupling policy
afa]n

AP from subnet



CermeHTauusa

ISE obecneynBaeT cermeHTaUuIo CetTu

[1na nobbix
Nnorb3oBaTeNnen u
YCTPOUCTB

B kayecTBe MHCTPYMeEHTa
MOryT ObITb JIlOObIe
ceTeBble YCTPOUCTBA
(cbanepBornbl,
KOMMYTaTOpb!,
mMapipytundartopsbl, WiFI...)

afa]n
Cisco

SGT_Guest SGT_Building SGT_Employee
[ )
P Management [ ] Q Q [ ] Q
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Guest 1 e
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Surveillance Employee 4
Guest 2 Device 1
[ )
T 3
~ *\ 2
Temperature .
Device 2 Survei llance
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Security Group Access Control Lists

Destination Group

Egress Policy Matrix = jooooooosossmmsmssss e nessn s gons oo s
User-A User-B Server-X Server-Y
. User-A SGACL-A

0.8 S
0| User-B - SGACL-B | ,
(O} SE—— i SGACL-B |
8 ServerX SGACL-X | permit tcp src dst eq 110 |
- — , - permit tcp src dst eq 143 |
A  ServerY | SGACL-y | permit tcp src dst eq 25

~- permit tcp src dst eq 465
permit tcp src dst eq 585
permit tcp src dst eq 993
permit tcp src dst eq 995
deny all Tog i

N
Source Group Substitution ----- 4 X 4
Destination Group Substitution --=--="
Service Port ====-- 4

afa]n
Cisco



aHuA CIisco 1 Business Impact
#2 DEFence rediness CONditions (DEFCON) with Scalable Group Tag (SGT)

Case / issue:
Heobxoanmo 6bICTPO (NOYTU MIHOBEHHO) M3MEHUTL NPaBa AOCTyMNa No BCEM CETU, HANPUMEP B Cly4ae BUPYCHOM aNnaemMmmn, HO
B TEKYLLMX PEeanaAX 3TO HEBO3MOXKHO, TaK Kak TpebyeT usmeHeHnsa mHoxectea ACL

Root cause:

*  Tekywme cnuckm goctyna (ACL) npuesasaHbl K IP-agpecaumm

* Karkablih canT — cBOM YHUKanbHbIN IP-pool

* HeT egMHON, NONHOCTbIO AETEPMUHUPOBAHHOM, MaTPULbI A0CTYNa

«KpacHasa kHonka»

Solution: NnanH «b»
* Monutukm goctyna no SGT npueasaHbl K eanHou (1) maTpuue AocTyna meskay rpynnamm

* DefCon noaxoa npeaycmaTpuBaEeT, YTO TAKUX «eAMHbIX MaTPUL» A0CTyNa MOXET BbiTb HECKO/IbKO — KaXKAasa ANA CBOEro cay4yas.
* [lepeKknoyeHne mexay MmaTpmuamm AoCcTyna K MMPHOTO BPEMEHN» U KCOCTOAHUA BOMHbI» NPAKTUYECKM MTHOBEHHOE

*  WHTerpayma c ako-naptHépamm no pxGrid (McAfee, Splunk etc.)

Business impact: HIGH

* YMeHblueHWe BAnaAHMA bpelleint B (MMHMMKU3aLMA OXBaTa NOParKeHMA B pesynbTaTe peanusaumnm yrpos Ub)
* Business continuity (B0O3MOXHOCTb M30/1MpPOBaTb LOB NpunoxKeHMA OT MCTOYHUKOB Yrpos)

¢+ CKOpoOCTb peannsaumm IKCTPEHHOM peaKkumn [nepexod Ha «lnaH b» 3a cuMTaHHbIE MUHYTbI]

Cisco



CermeHTauusa

[NonnTnkmn 6€30MacHOCTUN C YY4ETOM YPOBHS
Yrpo3bl

Local policy sets for high-risk locations,

Global DEFCON Use Case °
compliance-critical environments

[ [ [ [] [ 11 [}
| =[] | = ]
E-mm En
|| || | & |
1.Llondon DCs  wmmm mmmm 5. NY Data Centers

| =

=mm it =]
2. High Risk Sites = 4 IDIevelgpment
ocatiens
- 3 PCI Zones

Policies

Policies

H

DEFCON (ab6peBunatypa, aHi/1. DEFense readiness CONdition — roToBHOCTb
060pPOHbI) — WKana roTOBHOCTM BOOPYHKEHHbLIX cM1 CoeanHERHbIX LLTaToB
Amepunkn. CTaHAQPTHbIM NpoTOKOoA B mupHoe Bpema — DEFCON 5. DEFCON 1
COOTBETCTBYET OXMUAAHUIO HEMEANEHHOW NOJIHOMACWTAabHOW aTaku
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https://ru.wikipedia.org/wiki/%D0%92%D0%BE%D0%BE%D1%80%D1%83%D0%B6%D1%91%D0%BD%D0%BD%D1%8B%D0%B5_%D1%81%D0%B8%D0%BB%D1%8B_%D0%A1%D0%A8%D0%90
https://ru.wikipedia.org/wiki/%D0%A1%D0%A8%D0%90
https://ru.wikipedia.org/wiki/%D0%A1%D0%A8%D0%90

CermeHTauusa

[lTonutukm DefCon onsa ceTtu

Multiple levels of
policy sets

Applied globally
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aHKA Cisco un Business Impact
#3 Rapid Threat Containment (RTC)

Case / issue:

Heobxoanmo 6bICTPO 1 aBTOMATUUYECKM M30/1MPOBaTh 3apaKEHHbIX NOb30BaTeNen (Hanpumep, NpPu BbiABNEHUN 0bpalleHmns K
KOMaHAHbIM LeHTpam 60T-HeToB)

Root cause:

*  [lpogyKTtbl Ub 1 KOHTPONbL CETEBOrO A0OCTYNA He CBA3aHbI

*  MHOXeCTBO K/IMEHTOB 6e3 Kakux nbo areHtoB Ha OC (BMpTyanku, BYOD, *nix OS)
*  MHOXEeCTBO K/IMEHTOB CETU He B AoMmeHe (BMpTyankn, BYOD, *nix OS) : :

Solution:

e ABTOMaTU3aUMA B3aMMOAENCTBUA MHCTPYMeHTOoB NB 1 cuctem KoHTpona aoctyna K cetn (RTC)
* Peakuyusa Ha cobbiTma oT npoayKktos Ub Cisco (AMP, StealthWatch, FirePower) 6
*  WHTerpaums c ako-napTHépamm no pxGrid (McAfee, Splunk n mHorue gpyrue.) esornacHocTH

CBs3ka cetn un

Business impact: HIGH
*  YMeHblueHue BanaHuA bpewen b (MMHMMMU3aLMA OXBaTa NOPAXKEHMA A0 eANHUYHOIO XOCTa)
* Business continuity (ToueuHasa nsonauma/KapaHTuH)
* He TpebyeT BMewwaTenbCTBa agMuHuUcTpaTopa (24X7)
‘oL e JononHuTtenbHan LEHHOCTb OT yXKe KynieHHbIX NpoAyKTos MBb n MmoHUTOpUHra



BbicTpoe

Ob6beanHsaem Bce BMmecTe Rapid Threat R
Containment (RTC)

Protect critical data, by stopping attacks faster, based on real-time threat intelligence
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AT
Initial compromise 100 - 200 days Detection Initial compromise Minutes Containment

Time To Detection (TTD): 100-200 days - http://bit.ly/cisco-asr-2016
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H1A CIsSco u Business Impact
#4 Encrypted Traffic Analytlcs (ETA) with StealthWatch

Case / issue:
* B ceTn MHOXecTBO WKdPOBaHHOIo TpaduKa 1 ero AoNA pacTeéT us roaa B rog,
* 370 cnenas 30Ha A4/1a BCexX NPOAyKTOB 6e30nacHoCTH

Encrypted Traffic
Root cause: Analytics
* Malware 3a4acTyto Ucnosb3syeT WndpoBaHHble KOMMYHUKauMK (SSL/TLS).
* be3 pacwndpposBkM TpadmKa NoHATbL malware namn He-malware TpaduK B TEKYLLMX peannax HeT BO3MOXKHOCTH
* [loctaBuTb areHTckoe MO (4To6bl yBMAETL TPAadMK A0 WKdPOBaHUA) Ha KaxKabln xocT (VMs, BYOD) HeT BO3MOXKHOCTH
* SSL offload aapecyeT TonbKo YacTb TpadmKka (MHoro SSL/TLS wndposaHus, Tpadmk malware)

Solution:

* [lepexopg Ha cBMYM, KOTOpble MOTyT akcnopTpoBaTb NetFlow B Stealthwatch

* [lepexopn Ha cBMuM c noaaepxKkon ETA (He Bce NetFlow ycTtpoinctsa nogaeprumsatot ETA)
* YnpaBneHue aBTOMaTUYECKOM peakumen yepes ISE - Rapid Threat Containment (RTC)

Business impact: HIGH

* becKnveHTCKanA 3almTa cetu

* [onHas HabntogaemocTb Beex ceTeBbix endpoint (BUpPTyanoK, ycTpoicTs 3a xabamu v Tn)

* OnepaunoHHan 3¢pdeKTUBHOCTb (HET HEOBXOANMMOCTHM 3aCTaBAATL NONb30BaTeNEN BBOAUTL BUPTYaIKM B IOMEH UM BPYYHYIO
CTaBUTb areHTcKoe MO0)

cisxo ObHapyKeHne malware Tam, rae paHblue ero Helb3a 6610 06HapYXUTb € 3pPeKkTBHOCTbIO 60nee 99% (!!) u false positive <0.1%



UTo nossonset obHapyxusaTtb NetFlow?

A CKaHupoBaHue ceTu A O6HapyxeHue 60THeTOB

CkanupoBaHue TCP, UDP, NOpTOB N0 MHOECTBY y3/108 Korpa BHyTpeHHHi1 y3en obiaetca ¢ BHeWwHUm cepsepom C&C
B Te4yeHne gAnTtesIibHOro nepmnoga BpemeHun

A OTKa3 B 06cnyKuBaHUMU A ®PparmeHTMPOBaHHbIE aTaKK

SYN Half Open; ICMP/UDP/Port Flood Y3en otnpaBnaer HeobbiuHbIi GpparmMeHTUPOBaHHbIN TpaduK
A U3meHeHMe penyTaumm ysna PacnpocTpaHeHue Yepsei
MoTeHUMaNbHO CKOMNPOMETUPOBAHHbIE BHYTPEHHUE Y3/bl MU MHPUUMPOBaHHDBINM y3eNn CKAHUPYET CETb U COEAMHAETCA C Y31aMM NO CETH;
NoNy4YeHMe HEHOPMANbHOFO CKaHa MW MHbIE AHOMANUK APYr1e y3nbl HAYMHAIOT NOBTOPATL 3TU AENCTBUA

A YTeUYKun AaHHbIX

Bonblwoi o6bem ucxoasuiero Tpadumka VS. AHEBHOI KBOTbI

alfbelly
Cisco



Kak y3HaTb B LUMPpOBAHHOM TpauKe «3510o»?

0 6 net cbopa cTaTUCTUKM + MalMHHOE ODy4YeHne + aHannT1Ka
O 180 nateHTOB

1 MHoXecTBO MeToAOB U TeXHUK
L TouHocTb 99%
O JNloxkHbix cpabatbiBaHui 0,01%

“\|"P|'|'|'|'|' o + @ @
(v: 52.0)
oMo + ormem
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Encrypted Traffic Analytics: Example Incident

DASHBOARD CONFIRMED

MALWARE
@ 100% confidence, in #CMST04

NEW v

& Add notes...

ACTIVITIES AND FLOWS
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low do we Iinspect encrypted traffic?

Sequence of Packet Lengths

Initial Data Packet

and Times
Whédk evitie ofi disé dritdrmet’s Identify the content type
unencyKaddieelds through the size and timing
5 708 of packets
TLS Header @ @
TLS version
SNI (Server Name)
5 8 Ciphersuites
2% ot \
Q10| | Organization |
& é 1 C2 Message
Data Exfiltration

—_———p
Initial Data Packet

Self-Signed Certificate




Behavioral Patterns w.r.t. Packet Lengths/Times

Google Search Bestafera

/ C2 Message
Data Exfiltration

Initial Page Load

Page Refresh

Autocomplete Self-Signed Certificate
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JKckno3mBHaga nogaepkka ETA Ha Catalyst 9K

Cneynanunsu pOBaHHAA TENEMETPUA

= Netflow Data: SrcIP, DstIP, SrcPort, DstPort, Proto, #Bytes, #Packets

Intraflow Data: Sequence of Packet Lengths & Times (SPLT), Byte Distribution, ...

TLS Metadata: Extensions, Ciphersuites, SNI, Certificate Strings, ...

OcHoBHas 3aga4a BTopuuHan 3agaya

O6Hapy»eHue yrpos B
Py yrp AyauT MCMONb30BaHNS

3awndgpoBaHHOM

Tpaduike Kpunrtorpadgpum

© 2017 Cisco and/or its affiliates. All rights reserved.



Digital Network Architecture — What's New

DNA Center

SD-Access & Assurance

DNA-Read&h |ca|and Vntg Ipfrastructure
6
[ mam)

Encrypted Traffic Analytics

CCCCC



[Q1] MoxxHo nu kynuTb Cat9k 6e3 noanncku
DNA?

« Het. O6asatenbHas nokynka MMHMMyM 3 rnieTHen nognuckn DNA.

« lNMognucka npegoctaBnseT ongoing access to innovations (AVC, ETA, ...)

« [axe c noannuckon CTOMMOCTb BriafleHMNs BbIXOAUT OeLleBrie

« B 3aBucumocTu ot Heobxogmmoro doyHKLMoHana ecTtb Bblbop:
DNA Essential (aktnBunpyeT Takke BeyHyto nuueHauto Network Essential)
DNA Advantage (aktusupyet Takxe Be4yHyro nuueHsnto Network Advantage)

C1 (DNA-Adv + ISE-Base + ISE-Plus + StealthWatch)

afa]n
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[Q2] UTOo OyneT korga nognucka KOHYNTCA?

Bcé 6ynet paboTtaTth kak 1 paHblue (Right-to-Use)

OcTaHeTcsa NoNHOE NpaBo NMofb3oBaTbCs PYHKLUMOHANOM NOCTOSHHLIX NnueH3un Network
Essential/Advantage

Ecnu HyXeH oyHKUMOHaN ¢ NognucoK — Hago KynuTb nognucky DNA

Ha gaHHbIn MOMeHT doyHKUMoHan He koHTponupyeTtcs (RTU)

HukTo He obellaeT 4To Tak ByaeT Bceraga (Ymtatb cornaweHne EULA)

afa]n
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[Q3] MHe HyXHbl DNA-Advantage He Be3ae,
HO MOKa He 3Hak TOYHO roe?

« Cisco Smart Licensing no3sonsieT nepemeLlaTb JMLEH3NN MO YCTPOUCTBaAM B npeaesniax ogHoro
Smart Account

° ﬂepemeu.l,eHme B npenenax rpynnbl COBMECTUMbIX yCTpOﬁCTB

« Ha gaHHbIn MOMEHT doyHKUMOHan He KoHTponupyetcsa (RTU)

« HukTo He obewaeT YTo Tak Byaet Bcerga (YntaTb cornaweHne EULA)

afa]n
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