TIr
CISCO

PeweHunda ang 3awunTbl OT
NpoaABMHYTbLIX email yrpos

Email 6e3onacHoCTb, OpueHTMpOBaHHasA Ha Yrpo3bl

MaBen PoanoHoB
CSE Security, Cisco Systems
29 ceHTA0psa 2016



3J'IeKTpOHHaFI noyTa — 3T0 MeTod KOMMYHuUKaumm #1
 [lonb3oBarterien Hago 3aluuLaTbh OT cCaMuUx cebs
« BesonacHOCTbL BCerga AomKHa bbIThb BKITIO4EHa
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be3onacHocTb emall He AofmKHA OTCTaBaTh
ToyeyHble METOObI NErko 0bxoaATCSA

« CurHatypHble peLUEeHNE CNULLIKOM CTaTU4eCKme

« Cawma no cebe penyTtaumsi He NOMoraeT OT pacrnpeaeneHHbIX atak

* [lOCTOSAHHO M3MeHSLWNecs atakm Ha web ckpbiBaloT yrposbl

« dannosBble aTaknm NOCTOAHHO U3MEHSIOTCS, YTOObI 3bexaTb OOHapyXKeHUs
« Cawma no cebe BMAMMOCTb email UMeeT Mano nosnb3bl 6e3 4ONOSHNTENBHON

MHOPMALIH -y

ebyemcsa obbeduHUMb 8ce 8 0OHOM obwem peweHuUU

e —————
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PULLNHI OEePXUT DN3HEC «Ha KPHoYKke»
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b OULINHr

$500M

DA< W,
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94% 30% w

PULLIMHI-NNCEM MMEKT  PULLNMHT COOBLLIEHNIA B CLLUA 2
BPEeOoHOCHbIE oTKpbIBatoTCA' \
Bﬂ O)Ke H I/I ﬂ 1 12016 Cisco Annual Security Report

22016 Verizon Data Breach Report, Kerbs on Security

CouunanbHo

Coo6LleHus copepxar OPUEHTUPOBaAHHbLIE
AaloT NpecTynHuKam

AOCTYyNn K Cuctemam

BrnoxeHus u URL'n coob6LeHMA XOpoLUo
COCTaBJIeHbl U HanpaBJieHbl

‘ 3auenkn y4YyeTHbIX 3anuceun




YBennynBaeTca KONMYECTBO CMYyUHI-M
— L

$2.3B

M,
= A

cnycuHra B 2013
- 2015

270*

E}X{ CnydoumHr yBenuyeHune'

2015 2016

1FBI Warns of Dramatic Increase in Business email
scams, 2016

NMoppenbHble agpeca 3NOyMbILWNEHHUKN aKTUBHO ‘ Llenb — neHbru mn

oOMaHbIBalOT nonyyerenen M3y4aroT uenum uHcpopmauumsa




Ransomware ataku 6epyT KomnaHuu B 3ar
—

Ransomware
npegcraBnser
cambl BonbLIONn &
MPLIKOK B $60M
aKTUBHOCTU
KPMMUHarbHOro

Mno? 1
9,515
AN R ‘ nornb3oBarenen B Mecsil nonb3oBaTenei u
1@“ ansomware ‘ nnatsT BbIKyI'I2 opraHusaumin?

12016 Verizon Data Breach Report, Kerbs on Security
22016 Cisco Annual Security Report

Malware wudpyet KpapeTt goctyn K Bawen Ona nony4yeHusa goctyna

Kputudeckume dannbl COOCTBEHHOMU cucTeme Haao 3annaTuTb
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Access control Data leaks Infections
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3agaya:
YMEHbLLUNTb
NnoaBePXAEHHOCTb
yrposam
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Email Traffic Overview

Cl

= O

100 TB
Of Data Received Daily

1.5 MILLION
Daily Malware Samples

600 BILLION
Daily Email Messages

16 BILLION
Daily Web Requests

)

HH

24 - 7 - 365 Operations

250+
Full Time Threat Intel
Researchers

MILLIONS
Of Telemetry Agents

4
Global Data Centers

Over 100

Global 30 years building
scanning the world’s networks

Threat Intelligence Partners



PenytaymoHHasa 6asa Cisco Email

VIHOPMAVANOON/IP032X:
Bonee 1.6 munnunoHa rnobarnbHbIX YCTPOWCTB

NcTopudeckas BubnmoTeka HECKONbKUX LECATKOB
TbICSIY Yrpo3

BExxenHeBHasa ctatuctuka o 35% rnobanbHoro email
Tpaduka

ExxegHeBHO Bnanm 6onee 13 mnpa Beb 3anpocos
OtcnexwvBaeTcs 6onee 200 napameTpoB
MynbTnBeHOO0pPHbLI 0630p

[MpenmyLiecTBa

[MOCTOAHHBIM AUHamMUYecKknii 063op yrpo3 360
rpagycoB

[MoHATME YyS3BUMOCTEN N TEXHONOMMIN 3KCMNIIONTOB
O630p camMbIX MOLLHbIX TEXHONOIMI atak

lNocnegHue TEXHUKN K TpeHObl aTak

|l||l||||
Cisco

During
Detect

efenc

Spam Traps Complaint IP Blacklists
P P Reports and Whitelists
Message . Website

= Compromised -

Composition . Composition

Host Lists
Data Data
Domain
Global Volume Blacklist and Other Data
Data :
Safelists

IP Reputation Score

|
0

+10



3awmta ot yrpo3 Cisco Email Security

MonHaga 6e3onacHOCTb

M LS

& —-> Sender Profile Filtering 4 % Drop
z => Anti-Spam e 2 }X< Drop/Quarantine

- Anti-Virus — % Drop/Quarantine
+ —>  Advanced Malware Protection (AMP) —> }X< Drop/Quarantine
E = Graymail Detection — M Rewrite
E —> Outbreak Filters => }X< Quarantine/Rewrite
g

—> Real-Time URL Analysis

}Av{DeIiver }Av{Quarantine }Av{Rewrite URLs }X{Drop



[ToCcTpOoeHOo ¢ Hauny4llen 3awmTon oT cnama
AHTncnam / Context Adaptive Scanning Engine (CASE)

7 — =
= Cisco Anti-Spam
Block
TS
=g - 2 & A
—— [ ] Ny
— — Kto Yto Kak Kyna N = :

v IE] oTocnan B COCTaBIIeEHO ob6paLleHo
— 4 . . cooblleHne  cogepxut?  cooblieHue? nencreme Forward

= 1 0365 Mail Server Cisco Email Security 2 COOGL’I)J,eHVIﬂ
=4 ~ — NI

Quarantine

AHanus penyTauum oTnpaBuTens, BnokupoBaHue cnama ¢ TOYHOCTbIO
KapaHTUH noao3puTenbHbIX

cooOLeHnn ang aHanusa

penytauun URL n cogepxumoe 99% c KONMM4YeCTBOM JIOXHbIX
coobueHuns cpabatbiBaHu meHee 1 Ha 1 MnH.




CHmxaet BEPOSTHOCTb aTakn Yyepes TpU OCHOBHbIX
KOMMoHeHTa email

www.url.com @




BrnoxeHuns

3awumTa oT

Ransomware OULLNHT



OcTaHOBUTb BPeOOHOCHbIE COODLLEHUs!, KOTopble 0
BbIMMG4AT NermTUMHbIMU

Bacunuin u3 otgena kagpos Bce BbIrnaguT HopMarsnbsHoO, UcnonHaembin chann
nony4aeT coobLeHus ¢ Bacunun oTkpbiBaeT 3arpyxaet malware 6e3 ero
BJIOXX€HUAMU-PE3OMe BIIOXE€HUe yBeAoOMIIeHUA




CisCco 3alUyLLaeT OT Yrpo3, CKPbIThIX BO BIOXEH 5.

Advanced

. Malware
Virus Outbreak X
Anti_spam Anti-virus Filters Protection (AMP)




brnoknpoBaHue n3BecTthix 1 Bupycos 0-day

3alimTa OT BUpPYyCOoB

CkaHupoBaHue BNOXEeHUN

Ha BUpYChI

Advanced
heuristic
techniques

~7 @
I
=~ :
Multiple detection methods:
pei— Pattern Emulation
matching  technology

— —

Block

7

Forward

Ly N

KapaHTuH
Determine what
actions to take on viral
messages

.|
Outbreak Filters

= —_—

3awwuTa ot malware 0-day

O6HoBneHns 6eszonacHocTv B
pearnbHOM BpeMEeHM Ans 3aluTbl
oT malware

PerynsipHble obHoBneHns AV
CUrHaTyp Y OBWKKOB

NMepeHanpaBneHne YncToun

nouThbI Ans
AONONHUTENbHbIX
npoBepoK

@

—

Block

v

L LA

KapaHTuH
Determine whether
anomalies are
zero-day threats

3awumTa ot artak 0-

day

4




OBHapy>xeHne 1 Briok1poBaHVeE NPOABUHYTHIX Y2p . 3

Apxutektypa Advanced Malware Protection (AMP)

@

AMP Threat
Intelligence Cloud

Remote Endpoints

og®

Cisco® ASA w/ : Threat Grid '
FirePOWER™ NG'T'{,‘*SPEQ’F\)/E;CG Malware Analysis ~ Private Cloud

ISR w/ Services Virtual Cloud Email
FirePOWER Appliance Security and
Services Email Security
als Meraki® MX Appliance CWS and Web
oLl-e |
T Endpoints A%%‘ﬁ‘;ﬂ%’e
Network | |
S8 9 9 % %
. -89 9
0 SE Yy
M Windows OS Android Mobile MAC OS eI, iy AnyConnect®

and Linux

Ucnonb3oBaHue threat intelligence n MpocToe pa3BepTbiBaHUE Ha HECKOSIbKUX

AWHaMU4YeCKOro aHasnunsa nnaT(bopMax




YuntbiBaTh BCE NMUCbMa, MOTOPbLIM pa3peLleH JOCTYM O
nocrne aHanusa

Advanced Malware Protection (AMP)

I1yTéll-Il"I9| ¢aitnos Eﬁa Mecouynunua (CXO Petpocnektuea

v‘ - M PaCLLIVIpeHHaﬂ aHannTunka

= ED3 >« [JMHamMnyeckuii aHanm3a > —8->| v‘%,é |—@—>| l% I—@+| C()% I
* 560+ nHgukaTopos

ot . y
__V {&} @ OT,EI,eEIiHbIVI NpoayKT
&)
= v} R RN
AN AN AN AN AN AN

[Unknown][ Clean ][Malicious]

Known Fuzzy Indications of

Signatures Fingerprinting compromise

BuaumocTtb cooOLieHun,
KOTOpble NbITAalTCS
nonacTb B CeTb.

BHOKMpOBaHMe Be3sonacHoe uccnegoBaHne | ABToMaTtunyeckas 3awurta

n3BecTHoro malware c¢annos B 0365




BesonacHoe UCClleJOBaHME HepaCno3HaHHbIX BJ'IO)KGHVIVI@

AMP Threat Grid anga neco4Huy

-

—

Threat Grid Cisco Email Security

-~

Admin

3arpy3ka HeM3BeCTHbIX MpoBepka dannos c

¢annoB B ThreatGrid pacwmMpeHHOW aHaNUTUKOMN

Email sent to O365 for
administered action

_VJ/

Email delivered

I'Ionyqel-me oT4yeTa n
3Ha4YeHun gnsa NMPUHATUA

peweHune

Office 365

ABTOMaTUyYeckoe
pearupoBaHus ans
nonb3oBaTtenen 0365




HoBoe: nHrerpaunsa ¢ AMP KoHconbto
YHngmnumposaHHaa KOHCosb Ans Bcex yctponcts ¢ AMP

[DYNMMPOBKA HECKOMbKMX yCTpoMCcTB (Email wntossl, _
XocThl, Firepower) 1 cosaaHne obLIen NoNUTIKN e

- CospganTte kactomHbl “Whitelist’, ‘Blacklist” dpannosbix
Xellen Ha BCex YyCTPOMCTBax

. [locMOTpPUTE MHOMKATOPH KOMAPOMETaLUumM 1
TDAEKTOPUM Ha BCEX YCTPOMCTBaXx

Visibility & Custom Configuration

W

Intelligence Sharing

n
’ AMP
Endpoi Networ
nt ks

atear)n,
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3awumTa oT

Ransomware

OULLNHT

Ny

CnydounHr



3awmtmtecb oT URL yrpos, koTopble CKpblBatoTCH B
OObIYHOW No4yTEe

Hatanbs nony4yaet email Cchblinka BpeoHOCHasA U
B naHuke Hatanbsa knukaeTt
oT ee 6aHKa c y4yeTHas 3anucb Hatanbu
npeaynpexaeHnem o Ha CEEY ! Tenepb
peaynpe perucrpupyertcs P
HeoObIYHON aKTUBHOCTU CKOMMpomMeTMpoBaHa

VR R 2
_5Va

o

Name.

www.url.com

Adddress

Account Number




Cisco 3aluLLaeT OT CKPbITbIX CCbIITOK

Anti-spam Content Filters Outbreak Filters

R—Ee—(7,




YnpaBreHue, kakne nncbma rnpoxoasaT B CETb

Content Filters

Content Filters Rewrite URL

— Cisco Cloud Web
Proxy

Defang / Block

—_—
— BLOCKEDwww.proxy.or
BLOCKED

3amMeHa TakCToOM

4

URL penyTauus u
_> uTh- A [ |
KaTteropuu is URL is blocked by
policy”

Admin

HacTponte hunbTpbl HECKONBLKUMU
NMpocTtoe npuMeHeHne KOpnopaTUBHbIX

MNOJINTUK

cnocob6amu Ana AonorHUTeNnbHOM
6e3onacHoCTH




HoBoe: ynydlweHHaa dunstpaumna URL

O6HapyxeHne peanbHbin URL 3a cokpalleHHbIMMU
« [ny6wuHa 10 “ypoBHen”
» Content unn Message Filter
+ [letanbHoe nornposaHue B mail_logs

» [etektnpoBanme URL B npucoegmHeHHbIX hannax
« Content unn Message Filter
* B Tene Email ngn Attachment
« [letanbHoe nornposaHue B mail_logs

atear)n,
CISCO

S

https://bit.ly/xyz123s34

Email wnto3
" URL OunbTpauus

‘ 1. www.GoodURL.com /
2. www.BadURL.com ‘0/

N\ J

www.BadRept@mM
co

(" URL Filtering A

Extract URLs in attachment

3. www.GoodShortURL.co

4. www.BadCategory.com

. J

BnokupoBaHue
nucoma



ABTOMaTU4YECKOE onpegerieHne uerieBbiXx U CMeLlaHHbIX a

Outbreak Filters

Outbreak Filters

I'IepeaanwcaHHoe coo0LeHne

Cant
NpOBEPEH
Cisco Cloud Web Proxy

From: Bank.com

To: Bob Smith
Subject: Suspicious mail ] J

Warning! This email contains

Prepend
suspicious content subject line

Hello John, Add threat -
warning Lant

Access your account here. BrnoKunoRAH

X

Rewrite URLs = >

K mail Moaudukaumsa nucem lNMepeHanpaBneHue
Briokuposahue AHATHH CMAITe ANA 3aWUTbl KOHEYHOTO Tpadmka Ans 3aWuTbl OT

O AP T T AL (L nornb3oBaTens BpPeAOHOCHbIX JINHKOB

M3BECTHbIX yrpo3 ¢ Talos




Email
KOHTEHT

3awumTa oT




3almTuTe nonb3oBatenen oT KOMNPoOMeTaLunm usHec-- n. . =)

Hwukonan nony4aet nucbmo [Ons Toro, 4ToObLI U36exaTb
oT weda c npocbLo6OM 3agepxek, Hunkonawm Hukonan, cam Toro He 3Has,
CPOYHO OTNpPaBUTb oTnpaBnseT oT4yeT oTnpaBuIl OTYET MOLUEHHUKY
domHaHCOBbIN OTYeT HemMeAaleHHOo

www.url.com




Cisco 3aluLaeT oT YenoBe4vyeckon owmnoku

DMARC, DKIM Forged Email
Anti-spam and SPF Detection

AT,




brnokmpoBaHue nogaenbHbIX OTNpaBUTENEN

DMARC, DKIM and SPF

Cisco Email Security

TrustedPartner.com Signed
TrustedPartner.com Fraudulent

lNMpoBepka ToOro, 4to
oTnpaBuTenb
«nNpaBUNbHbLINY

SPF DMARC
Checks if mail from a Ties SPF and DKIM

domain is being sent from g 4—— results to 'From' header
an authorized host @

DKIM
Matches public key to
sender domain’s private
key records

NMpoBepka getanen

oTnpaBuTens Ansd
BXOOALWMX COOOLEHUN

_>__v
Delete
I |
Send Verified
LT
Quarantine

BnokupoBaHue HenpaBUIbHbIX
oTnpaBuUTenen n onpeaeneHve
cneayrowWux Waros




3aluuTta oT cnyuHr-aTak =

Forged Email Detection

Mpe-o6paboTka Inspects the SMTP envelope address:
$ telnet mail-smtp-in.I.mail.com 25
Trying 74.125.206.26...

Connected to mail-smtp-in.l.mail.com. Recipient Domain

MpoBepka kaTaror:

SMTP Envelope ——8™ ™

Escape character is 'A]'. KOMMaHuu

220 mx.mail.com ESMTP i11si22058766wmh.67 - gsmtp —

HELO mail.outside.com <——— Sending Domain B - Allison Johnson

. ; « Barry Smith . ;
Fr%m.l(Chl:)%K - 250 mx.mail.com at your service : - Chuck Robbins From: adam@outside.com
<chuck.robbins@mail.com> . + Dave Tucker
< ! > 4 X

MAIL FROM .ada.m@out5|de com Actual Sender Subject: {Possibly Forged}
Subject: [URGENT] Need help| 250 2.1.0 OKi11si22058766wmh.67 - gsmtp ~— vy [URGENT] Need help
transferring funds RCPT TO:<alan@mail.com> transferring funds

250 2.1.5 OK i11si22058766wmh.67 — § @

Dat MocT-06paboTka

ata

OTnpaBka
NMpoBepka cooTBeTCTBUA MoaucULMPOBaAHHOIO NMCbMa 3anuchb B XXypHan Bcex
apgpeca ANA TOro, YToobI OencTBnmn
npeaynpeauTb Nonb3oBaTtenen

NMpoBepka SMTP koHBepTa

Ha npeamMeT agpeca
oTnpaBuTtens




3awuTa oT yTe4eK AaHHbIX

BaneHTuHa gonxa
OTNPaBUTb BaXXHbIN
AOKYMEHT O pe3yrnbraTtax
BHYTpeHHen npoBepku B HR

Mpwu BbIGOpPE oTnpaBuTens
BaneHTuHa BbIOupaer
owmnbo4HbIM email agpec un3
drop-down cnucka, y
nonyyarensi coBnagaeTt ums

www.url.com

BaneHTnHa oTnpaBuna
BaXXHble NepcoHarbHble
OaHHbIe B YyXue pyku

Account Number $ $$$$$$$$




Cisco oOHapykMBaeT Ba)kHble JaHHbIE Nepen TeM, KakK OF =)
MOKNHYT CETb

Cisco Registered Envelope

Service and
Data loss ZixGateway with Cisco
prevention Technology

&—(¥




3awuTta BaxHoM uHdopmaumm u IP =
Data Loss Prevention (DLP)

Cisco Email Security g
(DOC]
= Critical violation: Info
Manage policies such as: DOS b g [E] redirected and not sent
*  Specific users
*  Groups

. I —

. = boc

Locations
Federal compliance

State regulations
With multi-language support jpoc) m ] Minor violation: Content
sent with encryption
- —_
6onee 100 >
[DOC]
npenonpeaeneHHbIX m
Admin nonutuk DLP

No violation: Content sent
with optional encryption

CkaHMpoBaHuMe KoOHTeHTa email gns
ABTOMaTH4eckoe

npeAoTBpaLleHue aKcunbTpaumum

YnpaBneHue, 4To NOKUJAET ceTb U
HacTpoMKa NONIUTUK

OoGHapyXeHUA YyBCTBUTEINLHOMN
nHdopmauum.




Be3onacHOCTb BHELLHWUIA KOMMYHUKAL'

TLS HacTpounkn Ha ocHoBaHun Mail From

E
O e Y
= A

® [puMeHeHMe KOHTPaKTHbIX 00A3aTeNbLCTB

Your Company

? I'Ipe,U,OTBpau_l,eHme OTNpaBKN Ba>XHbIX OaHHbIX B OTKPbITOM BUAE

Hpe,EI,OTBpaLLI,eHVIe npnemMa 4yBCTBUTESJIbHbIX AAaHHbIX B OKTPbITOM BUAE OT HENPaBUJIbHO
HaCTPOEHHbIX CepBepoOB

aearn
CISCO



[locTuXeHne rmbKkocTu



PaccrnenoBaHune 6e3 3anycka HOBbIX OTHETOB

Message tracking

1.Recipient
2.Envelope sender
3.Subject line
4.File names
5.URLs

«NOYTU peanbLHOro BpeMeHun» napameTpoB nucbMax

OTcnexnBaHue cooOLEHUN B pexume ‘ NMouck ogHoro nucbma ¢ Habopom Mouck obwmx yrpos B




[ToHATb 300POBLE CUCTEMBI

YHupnumnpoBaHHble OU3HEC-0THETHI

Oetanu:

« Email Threats

- Malicious Attachments
« Email Volume

- Spam Counters

- Policy Violations

+ Virus Reports

& & &

Cisco Email'Security

« Outgoing Email Data
- Reputation Service
— - System Health View

UaeHTndmumpoBatb TeHAEHUUU
C HeMeAsNneHHbIMN U OoTYeTaMMm
no pacnucaHuio

CHuXxeHune BpeMeHUn pearmpoBaHnsa n
paccnenoBaHunsA

KoHcon nanpoBaHHbIe OTYETbI




Pa3nenntb, YTO Ba)XXHO, a YTO HET

Graymail obHapyxeHune, safe unsubscribe

Mark Up Messages

- = &3

Graymail Detection Modify Add
LSRN om subject x-header e oR
— TN\ Add Safe
- Unsubscribe Link —, Safeunsubscribe
: o —_1
unsubscribe here Social . ) D
@ ] Bulk Network  Marketing — engine
Graymail warning added to
Quarantine / Block banner of email
Y N N4

KOTOpPbIe HEe ABJIAKOTCA ClamMoMm,
HO MOXOXWU

marketing, nonb3oBaTesIiM BO3MOXHOCTb
u social networking emails oTnucaTbCcA

NoeHTucpukauma coobuieHun, ‘ KaTteropusunpoBaTtb Bxoasiume bulk, lNMpepnocraBneHue




TpagnumoHHoe pa3BepTbiBaHME

Mepepn Cisco

Firewall
Encryption ‘ % DLP
Platform MTA n Scanner
‘ Anti-Spam , ]
v
Antivius € ‘ DLP Policy
v Manager
Monutukn ‘
L 4
MapLupyTusauyms ?
Groupware @
4
Users
wtfear]e, 3 ° 8

CIsco

Mocne Cisco
ﬂ

Firewall

Cisco Email Security Appliance

l

Groupware Q
v

Users a g s



P
BbiGepunTe HannyuLlyto onuuio pasBepTbiBaHUA
e ﬁ | 24 478

2 |

Obnako
JlokanbHO




Email Security Appliance — Cisco on Cisco

Emails delivered Emails / day Emails / employee / day -

Attempted 124 M 56 M

Blocked 77M 35M 46 63%
Delivered 37 M 1.7M 22 30%
Delivered, marked “Marketing” 04 M 7%

ESA Blocked Emails Emails / day Emallslemployeelday -

By reputation 73M 3.3 M 94%
By spam content 43 M 0.2M 3 5%
By invalid receipts 04 M 0.02M 0.25 1%

atear)n,
CIsco



Cnegytowme waru

[k

[loroBoputecb 0 gemo
NN TeCTUPOBaHUN

000

SOy

Ceaxutechb ¢ Cisco

oy

Learn more at
cisco.com/go/emailsecurity
or
cisco.com/go/cloudemail
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