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Cisco CMX
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Cisco CMX AHanutuka npucyTcTBus _Detect _

—

- [TomelueHusa c ogHou unu 6onee T[1 Ans aHanUTUKK
NPUCYTCTBUS

- Bpema HaxoxaeHusa, [NogkntoveHHble KNneHThl, [loceTtutenu,
[Tlpoxoosawine Mmmo n T.4.




Cisco CMX AHanutuka
MEeCTOMNONOXXeHUS

- [locetutenun, Bpems HaxoxaeHuda, MapwpyTbl 1 T.4.
- YpOBHU 30aHU4A, aTaxa, 30HbI U T.4.
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ﬁ Dwell Time Breakdown

$ 26,785

Dwell Time Breakdown of All Visits (?)

Jun 27 - Jul 03,2016 @ [, (&'

19.3% 30.8% 31.8% 11.7% 06.1%
0-5min 20mi 20-60min 60-120min >120min

Compare DATA T0: Previous
" m'-\w - T2isx \’M

Last Week wo Weeks
381 3088% 213% 081%



CMX Analytics - Verticalization

Choose Your Vertical
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CMX Connect :
[1pocTOM rocteBon JOCTYM @

‘/ FfocTeBOM AOCTYN C NPUBA3KOM K JIOKaLuun 4
[MopTan n nepeHanpaBfeHne B 3aBUCMMOCTU OT 34aHus

BER . a

+ MHoxecTBO MeTOAOB AOCTYNa
Peructpauus, coucetn nunm SMS p—

HacTtpanBaeMble peknamMHble CTpaHULbl - 7

[MocagoyHble CTpaHULbl U BUOEO m..
NoHnmaHue: KTO noceTuTenn? = .
eme
[ smemens o]

PacwmnpeHHas aHanutuka

Terms & Conditions of Use
PAES At Form
\ EE TRIAL!

GET STARTED ‘

Noanepxka MHOrosA3bIYHOCTHU
User-friendly
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VIHTerpaumsa c npunoXxXeHnaImu

Pabota ¢ Cisco n ako-napTHepamu

: @
o - API
ﬂ'nﬂ peI'I'IeHI/Iﬂ 6M3Hec 3a'u'aq https://10.22.243.125/api/location/v1/historylite/

clients/fc:fc:48:a6:3d:427date=2016%2F04%2F
06

£lr: "727035700041482283",
chgo: 1459996395511",

HacTtpanBaemble npunoxeHus ¢ T
rocTeBbIMW NOpTanamu U peknamMmon TN

un: "7,
ip: "10.22.243.211, £e80:0000:0000:0000:14b1:6915:393c:dbse",
lat: -999,

long: -999
}
-
x: 60.75,
y: 0,

9 MpunoXxeHusa ¢ NPUBA3KOM K
nokauum u nepcoHanusaumnen

£lr: "727035700041482283",
chgOn: "1459996307225",

s
ssid mx
ap: 38:61:b4:53:70
un:
ip: "10.22.243.211, £e80:0000:0000:0000:14b1:6915:393c:db4:
. lat: -999,
. o 1o

NHTerpauuns ¢ GusHec-cnctemau
ONs aHanNUTUKN 6onbLUMX OaHHbIX B e,

TAQY ' chgOn: "1459996296034",
s1art Nearest Location . 1n,

id: “omx"
NI ss: .
N0 Welcome Center ap: "b8:38:61:b4:53:70",
—~ un: *",
ip: "10.22.243.211, £e80:0000:0000:0000:14b1:6915:393c:dbde’
-999,

lat:
\ ~ / long: -999
N ,
CIsco .




OundodepeHumnatopsl pewieHusa Cisco LBS

- CMX Analytics siBnsietcs pogHbim npoayktom Cisco
- Jlyywasa To4HOCTL B nHAycTpumn peweHna RSSI LBS
- YHUKanbHoOe peLlueHne rmneprokaumm

- PelweHus on-premises 1 obnayHoe

- EouHaa nnatgopma ansg sbl4ncneHna nokaumm n moHuntopudra WIFI
knneHTtoB, RFID TeroB n BLE magaukoB ¢ nomowbio REST API

U AR LN
cisco



OcCHOBbI BblMUCITEHUSA
MecTononoXxeHusa s Wi-Fi

|||||||||
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[loaxoabl MO BbIYMUCIIEHUIO reoriokaunm

- HecKonbKo KnaccoB CUCTEM BbIYMCNEHUS MECTOMOMOXEHNS MO MeTo4aM MosyyYeHns u
aHanusa gaHHbix ¢ PY admpa

- Real-Time Location Systems (RTLS) moryT o6beanHATbLCA B 4 6a3oBble KaTeropum
cuUCTeM Mo onpeaerieHnio MeCTOMNOSTOXEHUS:

‘

{ 4 AP1 1
1

| (loe 7,s(~4s.43:5&57<“-

[ | AP2

aaaaaaaaaa

Cell of origin (nearest cell) Distance based (lateration) Angle based (Angulation) Location patterning

N
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[OncTtaHUMOHHbIE TEXHUKM (TpunaTtepaums)

. TpI/IJ'IaTepaLI,I/IFl NCNosib3yetT MOWHOCTb CUTHalla Ans BbIYNCIIEHUN
(RSSI)

.+ N3mepsieTca MoOBUNbHBIM YCTPONCTBOM UMM CEHCOPOM NPUEMHUKA

The closer the distance the

&

. [ i greater the rate of change in RSS
W& in relationship to distance

&

8

&

RSS! (4Bm)
d & 8

The change in RSS in
el relationship to distance flattens
out at greater distances



YrnoBble TEXHUKU (aHrynsayms)

- AOA (angle of arrival) onpegenser nokaumto
MOOWUIBHOIo YCTPOWCTBA, BbIYUCIIAA Yror
NpUOLITUA CUrHasa Ha NPUHUMaKLLINK
CEeHcop

- TpebyeT MUHUMYM 2 NPUHUMAIOLLINX A

CeHcopa ans BbIYUCNEHUS, N KaK MUHUMYM
3 ceHcopa ona bonee TOYHbIX BblYMUCIIEHUN
(TpnaHrynaums)

U AR LN
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OT1 WIi-FI reonokauunu K
rmneprokauunmu

111111111
CCCCC



Pa3Hble YpOBHU TOYHOCTU

BASIC ENHANCED
PRESENCIE LOCATION LOCATION HYPERLOCATION

P

) -

P
4

Greater Customer Insights

TouHOCTbL NoKauum 20m

HaxoxgeHune B 30He X,Y koopauHaThbl OnTMMM3MPOBaHHLIE OuyeHb BbicOKass TOYHOCTb
Tun nokauum ’ bA 0BHOBMEHUs
YpoBeHb NoMeLLeHUS,
Koppensuus no Hasuraymsa c PacnonoxeHue npogyKToB,
CueHapwit MNocetutenu, Bpems
30HaM TOYHOCTbIO A0 30H YnpaBneHne ueHHOCTSMMU
HaxoXaeHus
Mukmym 3 TL, MopaynbHble To4ka ¢
TpeboBanua k T, Opxa TO MUHUMYM WHTerpauus c TO c FastLocate Ay

. HALO-moaynsamu
KapTon 3gaHuns



PRESENCE

Wi-Fi Npucyrtcteue

OcHoBaHoO Ha probe-3anpocax OT KIMeHTCKoro yctponcrtea: RSSI

To4yHOCTb: 20M
« YCTPOWUCTBO BHYTPU UMM CHapYyXnU MarasnHa (3oaHus)

PaboTaeT ¢ HeNnoaKMO4YEHHbIMU YCTPONUCTBAMU
- HO: YctponcTtea moryT noceinatb crydanHole MAC* \ m
1 T anga HebonbLUMUX NTOKaLWIA: ‘\\\

- Hebonblon marasuH / kade / otgeneHue

XopoLuo angd
- CMX Presence Analytics
- Dwell time

cisco

- Repeat visitors



PRESENCE

Wi-FI aHanutuka npucyTcTBuUA - HaCTpouka

- Co3gartb canTt

BbibpaTb BpEMEHHYO 30HY

YcTaHOBUTb rPaHn4YHbIE
3Ha4YEeHUA

« MowHocTb curHana
- Bpemsa HaxoxaeHus BHYTpH

[obaBnTb TOYKM OOCTyna

HeT HeobxoanmocTu
0o6aBnsaTb KapTy

N
CISCO



BASIC LOCATION

ba3oBasa Wi-Fi reonokauuna (RSSI)

- OcHoBaHa Ha Probe 3anpocax oT MobunbHoro yctpouctea: RSSI

« ToyHOCTb 7/Mm — 10m

- lNepmnoanyHocTtb ob6HOBNEHUA nokaumm (30 cek — 5 MUH)

- PaboTaeT n ons HeaccoLMNPOBAaHHbLIX YCTPOWCTB

- HO: YcTponcTtea MmoryT noceinartb cnyvyanHole MAC* \\\\ m
- Xopouwo gns

n)) B
- CMX Location Analytics ,

- CMX Connect ’}j
ot CMX App Engage jj




BASIC LOCATION

OcHoBbI BblyucrieHnsa nokaunm no Wi-Fi

2,
-----
-e

Iq When a device is seen by two AF
then location must be in this line

A WIFI| device seen
be located on an

APWAP

a device is seen by fou
then location must be at this point.



[lpumep ceTn, rotoBOU ONS cepBUca
nokauumn no Wi-Fi (LBS)

- T[] oormkHbl pacnonaratbCs No NepUMETPY 34aHUS

BASIC LOCATION

- 3Be30000pa3Hoe n 3urzaroobpasHble pasmeLleHns BO3MOXHbI B

3aBNCNMOCTHU OT KOHCbI/IpraLI,I/II/I nomMmeLweHnA

Recommended

*AP

e AP

. AP

m Device

* AP

. AP

* AP

AP®

APe

Not Recommended

* AP

* AP

* AP * AP * AP

= Device

* AP

o AP

* AP

* AP

= Device

APe

AP

. AP

AP*

AP®

eAP eAP AP

*AP *AP e AP
= Device

BELEL
[ ] [TT L1
FRE L
[ RN
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BbiCOKMe NOTONKN — BapUaHTbI
pa3mMelueHus

How far would | space the
Hyperlocation units apart in retail
areas”?

Standard best practice 16-28
meters, again best to use a
serpentine or staggered
approach and not put them all in
a straight line.

Use common sense when
mounting trying to stay below
ductwork and lighting if possible.

nlin
Cisco



Mpumep 3ursaroodpasHoro pasmeLleHus
B Kopuagope
STAGGERIN A

SERPENTINE
FASHION

I 'v|"
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BASIC LOCATION

[Tlpamasa BuanmMmoctb MUHUMYM 3-ma T

Pa3smelleHne Toyek gocTyna Takmm obpasom, YTobbl
yron o63opa 6bin 360 rpagycoB, U HUKAKNX
FPOMO3OKNX NPENATCTBUA HE ObINO Ha NyTU K
MOBUNBLHOMY YCTPOUCTBY

PaccTogaHue 12 —20 m
- -75dBm Client RSSI Ha 3 T[1

223334

N
CISCO



BASIC LOCATION

Pa3meLlleHne Todyek goctyna

- T doopMUpyoT NEPUMETP NOMELLEHNSA
Habop nokauun, raoe Tpebyetca
MaKCUMaribHO BO3MOXHAasi TOMHOCTb

- BbluncneHne nokaunm BO3MOXHO 3a

npegenamm aTo obracTtu, HoO TOYHOCTb

aerpagupyet

[Mpumep:
10m B 90% crny4aeB BHYTpu obnacTu
18m B 90% B 6 MeTpax 3a
npegenamu obnacTtu

N
CISCO




dakTopbl, BNUSAOLLME HA TOYHOCTb U
NepnoanyHOCTb BblYUCIEHNU

HeonpepeneHHocTb PY cnekTpa
- Pacnonoxenune T n PY cpena
- LWym B PY cpepe

BASIC LOCATION

- KpaTkoBpemeHHble nperpaabl mexay | &9
T " KNMMEHTCKNUM YCTPOMNCTBOM

NoBeneHue KnueHToB =2

. [Nlocbinka npod npoucxoauT, Koraa O
KIMMEeHT ULeT ceTb. MNoaknoYmnBLLNCD,
nocbinaeT npobbl perynspHo, HO

pexe.
- YacToTa nocbIfkn KNMeHToM npob

U AR LN
cisco



HacTtoTta 0OHOBNEHNSA MECTOMOSIOXEHUS

Uem valle KnmeHT oTcbinaer I'Ip06bl B CE€Tb, TeM DosblLUe YBEPEHHOCTU B
TOYHOCTW ornpeneneHnd Tekywero MecCtonoJioXXeHnd

Bcerga octaetcs HeonpeneneHHOCTb, MOCKOSbKY Mbl HE 3HaeM,
Haxo4MTCS KIMEHT B OABMXKEHUU UINU HET, C KaKOW CKOPOCTbIO OH
nepenBuraeTcy
dakTopbl, BAUAOLWME HA YaCcTOTy OOHOBNEHNS N aKTyaribHOCTb
BbIYUCIEHUN:
[1B>xeHune
OTCcyTCTBME aKTUBHOIO CKAHUPOBAHUSA KIMEHTOM Ha MPOTSXKEHUN
ONUTENbHOro BPEMEHMU
OTcyTCcTBME NOCLINKM NPO6 Ha BCEX MCMOSb3YEMbIX KaHanax
OTcyTcTBME NOCLINKM NPo6 Ha BCeX HAaCTPOEHHbIX SSID

N
CISCO

BASIC LOCATION




BASIC LOCATION

KnneHTckue npoObl

[Mpo6bl BO3HMKAIOT, KOr4a KIMEHTCKOE YCTPOMUCTBO
oOHapyXuBaeT ceTb. [locne nogknoyeHust — ¢ perynspHoiMn
NHTEepBanamu, Ho 0bbIYHO pexe.
ObHapyxuBas CeTb:
HekoTopble KnMeHThI WIT Npobbl Ha BCEX KaHanax ans
Bcex SSIDs
HekoTopble KnneHTbl NockinatT Npobbl NACCUBHO
[locne nogknoyeHus:
HekoTopble KnneHTbl nepecTtatoT craTb NPodbl ANUTENbHOE
BpeMS
HekoTopble KnMeHTbl NockinatT Npobbl TOMBKO Ha pabovem
KaHane
HekoTopble KnMeHTbl NockbinatT Npodbbl Ha Marnou
MOLLIHOCTW TONbKO B CTOPOHY brivkHnx T

N
CISCO



[Tpumepbl cpegHen oXXnaaemMom TOYHOCTU

Accuracy vs. cell-size (estimate)

18

Accuracy (m)
— - - -
o N b m

[us]

Office (average)
Indoor high-ceiling (average)
Office (90%-ile) -
Indoor high-ceiling (80%-ile)

5-7 MeTpOB{B

4

2 1 1 1 1 1 1 1 1
1000 2000 3000 4000 5000 6000 7000 SO0O0 S000 10000
! Area (sq. ft)

Cisco Unified Wireless Networking: cpegHne 3Ha4eHnsa ¢ 30HOM NOKPbITUS ogHon T/ B
230 — 460 kBagpaTHLIX METPOB

Cisco © 2016 Cisco and/or its affiliates. All rights reserved.
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TOYHOCTb U3MepeHnd

- 90% Accuracy Error Distance: 10,0 m
- 75% Accuracy Error Distance: 8m

- 50% Accuracy Error Distance: 5m

N
cisco ©2016 Cisco and/or its affiliates. All rights reserved. 28



*CnydanHble MAC-agpeca Apple ycTpoucTB

MAC Address

« [logasunucek B iOS 8

° M e H ﬂ eTCg M AC _a.u' pe C Ka)K,D' bl e 6 3 Ce K, :\;;\(():Saz,dvr\;i;ziezcanning behavior has changed to use random, locally administrated
+ Probe requests (management frame sub-type 0x4)
KO rﬂla H e rl ODI KJ—I I-OLI e H + Probe responses (management frame sub-type 0x5)
The MAC address used for Wi-Fi scans may not always be the device’s real
(universal) address

- PeanbHbin MAC TONbKO Npu nonbITke
NOAKMNOYEHUA UIMX Noce NOAKIYeHnd
K SSlD i 2 36byms4 5 il

t
3 6th byte | Sthbyte | 4th byte 3rd byte | 2nd byte | 1st byte 6
a 1st octet | 2nd octet | 3rd octet | 4th octet | Sthoctet | 6thoctet &
- HeT aHanuTnkn ans HenoaKn4YeHHbIX & or &
o % <——3 bytes——— 44— 3 bytess——» =
YCTPOUCTB S| oromgimlinioe | neorkiptgocs onvoler| &

8 bits

- [1pobbl npumepHo Kaxable 30 cek |b8|b7,be,bqbd;"hqbqbq
U

0: globally unique (OUI enforced)

v 92
1: locally administered

CIsco




*Android 6 — cny4yanHble MAC-agpeca

- [logaBunucb B Android 6

- PeanbHbin MAC TonbKo Ha aTane NoakniyYeHnusa unu rnocne
nogkntodyeHusa Kk SSID

 [1pobbl — B 3aBUCUMOCTU OT peXxmma 3KOHOMUU SHEPTUN
- B cpeaoHem okono 1 pasa B 30-60 cek

' Developers DESIGN DEVELOP  DISTRIBUTE Q search P+ DEVELOPER CONSOLE

& Android Access to Hardware Identifier

To provide users with greater data protection, starting in this release, Android removes programmatic access to the device’s local hardware identifier for

Marshmallow - apps using the Wi-Fi and Bluetooth APIs. The WifiInfo.getMacAddress() and the BluetoothAdapter.getAddress () methods now return a constant
Android 6.0 APIs value of 02:00:00:00:00:00.
N To access the hardware identifiers of nearby external devices via Bluetooth and Wi-Fi scans, your app must now have the ACCESS_FINE_LOCATION or
Android 6.0 Changes
ACCESS_COARSE_LOCATION permissions:
Android 6.0 Samples
e WifiManager.getScanResults()
Loz - o BluetoothDevice.ACTION_FOUND
KitKat v o BluetoothLeScanner.startScan()
ol I L l I el - Note: When a device running Android 6.0 (API level 23) initiates a background Wi-Fi or Bluetooth scan, the operation is visible to external devices as

cisco o :
About Android originating from a randomized MAC address.
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ENHANCED LOCATION

Wi-Fi1 nokaunsa c Fast Locate

- OCHOBaHO Ha nakeTax gaHHbIX C MOOUIbHbLIX YyCTpoucTB: RSSI

« TOYHOCTb 5M — 7M

- OBHOBrIEHME MECTOMNONOXEHNS — 3aBUCUT OT NOBeaAEHUNSA MPUNOXEHNS
nnn «wakeup» dgppenmos ot T (5 — 20 cek)

- PaboTtaeT TONbKO C NOAKMHOYEHHbIMW YCTPONCTBaAMMU

% Correlation May 23 - 29,2016 © 38, (&'

- Xopouwo ans
CMX Analytics
CMX Connect

Blue Dot Applications 0 """""

App Engage

Center
Focus Area

A

N
CISCO




FastLocate: Kak BblumncngaeTca mectononoXXeHme

- Toykn gocTtyna obHapyXmnBaroT
MOBOUNbHbIE YCTPOWCTBA U
BbIYNCNAKT MOLLHOCTb
curHana (RSSI) Bcex
dpenmon Wi-Fi.

- KnueHTt noakntoyeH K ogHoun
T, octanbHble T ckaHUPYIOT
TOoT e PY kaHan

« TL CUHXPOHN3NPYIOTCA MEPATL
RSSI| Ha Heckonbkux T
NCNOSb3ys pPeXnMbl paboThl:

- Enhanced Local Mode
Additional WSM Radio Module

CISCO

ENHANCED LOCATION

Derived D1

Measured Strength:
-33 dBm

Derived D2

Measured Strength:
-40 dBm

Derived D3

o
!f ol

i 0-Bm



ENHANCED LOCATION

Fast Locate — WSM mogynb cnywaer
Y4 CEKYHOY KaXKAbIn KaHasn (3aBUCUT OT CTPaHbI

Scan Time on Channels (ms)

H Channel 2.4Ghz 1
250 250 m6
250 =11

¥ Channel 5 Ghz 36
m4(0
m44
m48
u52

60
64 " v
m149 § 7
=153 Y CekyHabl 3a
[
250 5qq 250 -}gé OAUH UMK

- Korga KnneHT nocTosIHHO LUSIET NAaKeTbl B KaHar, CETb NMonyvaeT nakeT
Kaxable 4 cekyHabl (250ms x 16 kaHanoB) n cobupaeT 3Ha4YyeHus pas
B 4 cekyHAabl

- Jlokaumsa Bblumcnsaetca 1 pas kaxable 8 cekyHA (~8 pa3 B MUHYTY)

U AR LN
cisco
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HYPERLOCATION

Wi-FI rmunepnokauus

- OcHoBaHa Ha bpenmax gaHHbIX OT MObunbHoro yctponctea: RSSI
AOA (yron npuodbIiTnUs curHana)

« ToYyHOCTb 1-3 M

- OBHOBNEHNE MECTOMOSIOXKEHUS — 3aBUCUT OT NOBELAEHUSA NPUSTOKEHNS
nnn «wakeup» dgppenmos ot T[4

- PaboTtaeT ToNbKO C NOAKIHOYEHHbIMWU YCTPONCTBaMMU

%9 Correlation May 23 - 29,2016 © 28, (&'

- Xopouwo ans o
- CMX Analytics
- CMX Connect
- Blue Dot Applications
... App Engage

Enrance

Envance

aaaaaaaaaa




HYPERLOCATION

Cisco Hyperlocation Technology & Solution

Before: Location approximated based on RSSI -

+5 to 10 meter accuracy

Engage & Improve
Guest Experience

~
~ -
________

Multi locating

Room Level Range Inferred - Only RSSI High technol Improved
Accuracy Prone to errors j calculation Accuracy 2‘; AnOR%gS)I, Calculation
. 2R

v
CIsco



HYPERLOCATION

Moaynb rmnepnokaymm

-« HaxopguTcs Bokpyr ToukM gocTyna

« 32 aHTEHH ANs BblYUCIIEHNS yrria NpUbbLITUS
* 16 Dual-Band 2,4GHz & 5GHz
e 16 5GHz

 Bluetooth masiykm BCTpoOeHbl B MoayIib

NN
cisco ©2016 Cisco and/or its affiliates. All rights reserved. 38



ToYHOCTK rmnepnoKkaunn

Best Practices — 1m

» 3 APs (50 ft-triangle) or 5 APs (40x65ft-
star)

» 3m ceiling

* Client associated w/ AP, LOS to all APs

5 GHz @ 20 MHz, iPhone 6, S5

* Low interference, normal load

50% (CDF)

cisco

Non-Standard — 2.5m

* Many APs, 1AP/2000-4000 sq ft

+ 3-4.m ceiling

e Client assoc. w/ AP, LOS to 3-5 APs

* 5 GHz @ 20 MHz, iPhone 6, S5

* Moderate interference, normal load

- 50% (CDF)

HYPERLOCATION

Box Retail/ Mfg - 2m

* 7 APs, 1AP/2800 sq ft (50 ft AP-AP)

+ 15-20 ft ceiling

» 3-8 ft shelves

e Client associated with AP, LOS to 3 APs
* 5 GHz @ 20 MHz, iPhone 6, S5

* Moderate interference, normal load

50% (CDF); same measure of RSSI



Performance — The Hyperlocation Advant

Example:

Hyper-
location

CDF:

50%

CDF:

90%

afear]e
CIsco

5,5m

>10m

Tm

3,2m

HYPERLOCATION

on (%)

Cumulative Distribution Functi

Hyperlocation vs RSSI Location Performance

Xt

|
|
:

A\

L ]

— Hype
+ — RSSH

Accura
| 50%
90%

rlocation (HL)

by HL  RSSI

32m =10m

4 S (5.5’ 6 7

Mean Square Error

(meters)

10m 55m |

8




Kak Mbl Bblymncngem koopanHatbel X,Y7? —
TEeNnnoBbLIe KapThbl

AP1:114.2, 96.5 AP2:251.2, 103.5 AP3:247.2,51.6 AP4:139.2,77.5 AP5: 209.2, 61.5

-100 . . 100 . . 100 . , 100 =72 L7100 ——
AP 84:b8:02:5d:b9:30, 32 1
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Proximity — Bluetooth Low
Energy

111111111
CCCCC



Proximity

Bluetooth-masaukn (BLE)

- [Nocbinka masiykoM CBOEro MHAMKaTopa B CTOPOHY bnusnexaiymx
KITMEHTCKUX YCTPOUCTB

« YCTPOMCTBO C YCTAHOBNEHHbLIM NPUINOXEHUEM MNONy4vaeT
naeHTUduKaTop Magdyka (MagaykoB), N MPUNOXEHNE BblYNUCHAET
MECTOMONOXeHne (brin3oCTb K Masiuky)

Blgtejcggth” \\\\‘ 6’

Low Energy

|d = tea&coffee

afear]e
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Proximity

BLE — npeumyllecTBa

- bbicTpoe Bpemsa peakumn ana push-ysegomneHnn n Hasmraumm
(NMpunoxeHue, ycrbillaB Masg4vok, cpas3sy e MOXET CreHepunpoBaTthb
coObITne)

+ Bbicokasi TOYHOCTb Nokaumm (Npy NAOTHOM pas3meLleHnm)

« Hun3kasa ctommocTb Masyka




Proximity

BLE — HegocTaTKku

- Tpebyet noonepxkn BLE Ha cmapTdoHe (Bluetooth 4.0, Bluetooth Smart)

- Husknn oxeat HaceneHusa. Tpebyet BkntoyeHHoro Bluetooth Ha cmapTdoHe
(okorno 5-15% no crtatuctuke B CHIT npuxogat ¢ BkntodeHHbIM Bluetooth)

- TpebyeT HannuMa NPUNOXeHUs1 Ha cMapTgoHe (TOMNBbKO MPUMNOXEHNE MOXET
obpaboTatb MHOPMALIMIO O MaduKe, BbIYUCIINTL NOKALMIO U
creHepupoBaTb CObbITHE)

- Yeunus paspaboTku ans nonyyvyeHust aHanmTuku

- TpebyeT NnoTHOro pacnonoXXeHne ans BbICOKOM TOYHOCTU (MPUMEPHO
Kaxable 5 METPOB Ana To4HOCTU A0 1 MeTpa) — ans 6onbwmx o6bLEKTOB
HY>KHbI TbICSYM Masi4KOB

- TpebyeT 3ameH baTtapeek Ans Kaxkaoro Masiyka

N
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Korga BLE noaxogouT onga nokaumoHHOW
cTparermm

BLE moxeT ObITb YacTbo TOKALMOHHOW
cTpaTernu, ecrnu y>xe ectb Unu byaet
NPUIIOXeHNE
CueHnapun ona BLE
*Proximity-based yBegomneHus
Jlerko BHegpuTb
*MeHbLwinn CapEx
*TpyoHocTtu ¢ BLE
*TpebyeT NpUNOXeHNS N BKITKOYEHHOIO
Bluetooth
*OrpaHn4eHHbIE BO3MOXXHOCTU Npu
BHeapeHun 6e3 Wi-Fi
*Bbicokne OpEXx

v
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Cuenapuun npumeHenunsa — Wi-Fi npotms BLE

[TpunoxxeHue He [TpunoxeHue
TpebyeTcs TpebyeTtcs

Use cases Wi-Fi BLE
Triangulation  Hyperlocation | Physical Virtual

Presence Analytics — passer-by, conversion, dwell times (4

Indoor Wayfinding (“breadcrumbs”) v v

Asset Management v

Geofence — Alerts v v

Location Analytics — Zone based position, footfall, traffic heatmap, v v

path and correlation

Location Analytics - Wait / Queue times v

Proximity - Messaging, Engagement v v

Indoor Navigation (“turn by turn”) v

Some use cases can be achieved using multiple technologies. Wayfinding, Proximity Messaging, Engagement and Indoor navigation use cases require a mobile app

N
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ANropnTM BbliOOpa TEXHONOIMK reocnokaunn

Smart Devices or Assets Assets —l
Smart Devices WiFi RSSI Location
/RFID

Does location

Mobile Yes o A Infrastructure
¢ based Latency > 10 secs

engagement?

Latency < 5 secs
OR
Zone (3mx3m)

Consider

Wi-Fi

Zone : floor or building

Fixed t:t?necy'O:is() Small Zones
deploymeﬁt Flexible deployment secinds Latency: > 10 seconds

Physical BLE Virtual BLE WiFi RSSI Location HyperLocation - AoA

CISCO  DISCLAIMER: This list is compiled for quick guidance to decision makers. Actual decisions should be
made by thoroughly analyzing all use case requirements and understanding the constraints of the actual
site.




OcobeHHOCTN BHEOPEHUS
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Performance — The small print

General Guidelines: Performance is dependent on the physical and RF environment
and no two environments are alike.

Users should test a representative Hyperlocation (HL) sample in own environment to
ensure that the results are consistent with their expectation before deployment

- The numbers are not to the exclusion of other combinations. E.g. iPad, MAC, laptop,

N
CISCO

Android pad are expected to perform similarly, but not extensive test data is available.
A extensive test would involved of 1000’s of data points to generate a statistically
complete data set.

Data associated with other conditions (e.g. heterogeneous deployments, higher
ceiling, Higher/Lower AP density, AP above ceiling, client outside AP, client seeing
only 2 APs, etc) should become available as more such cases/deployments arise.



[lpakTnyeckme npasuna onsa pagnonnaHupoBaHus

- [Npnmep pagnonnaHmpoBaHua ¢ nomollbto Ekahau nnu AirMagnet
Planner

- [NnanupoBaHune gna 5 GHz

- Cuna curHana (RSSI) >= -67 dBm
- SNR>=20dB

« Kon-Bo Tl =3

- Motepwn naketoB = 10%

- BbixogHaga mowHocTtb T = 10mW

- [1lnoTHoCTb pacnonoxeHus T/:
« 460 m2 ona paHHbIX Data
« 230 m2 anga ronoca/nokuum

N »
(L N N R A F R AR IO &

uf..':

! [lpsimas BUAMMOCTb — BaXKHO!



[lepeceyeHune cot

- [Npn BHegpeHnn nokaunoHHbIX cepsmucoB CMX, ny4yluen NnpakTUKon
ABNAETCA nepecevyeHmne cMmexHbix cot B 20% ona 802.11bgn (2.41Ty)
n 15% onsa 802.11an/ac (5I'Tw)

A—d -67 dBm

3335

U AR LN
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[0TOBbLI K cepBucam nokaunn? CepbesHo?

- TepMmunHan asponopra:
- SSID cepsuc-npoBangepa
- Cuaum B LEHTPE 30HbI OXKMOaHUS
- Channel: 40
- RSSI: -78 dBm
- Tx Rate: 7 Mbit/s

CCCCC



PacnonoxeHne Todek gocrtyna

- [lpaBunbHoEe pacrnonoXxeHne n NIOTHOCTb T ABNAeTCA KPUTUYECKMMU pakTopamu,
BNUAIOLLNMUN HA TOYHOCTb MECTOMONOXEHUS

N3HavanbHbIM AM3anH MOr CTPOUTBLCS HA OCHOBAHUM MOAENN NOKPbITUS

HoBble TpeboBaHWA ONKTYIOT APYry NIIOTHOCTL pacnonoxeHmsa T

BbicoTa (< 6m) u pacrnonoxexvne T[4

Mpsamas BugMmocTb 0b6s3aTensHO TpebyeTcs ans rmnepnokauum

AHTEHHbI A0SMKHbI ObITb HaNpaBneHbl FOPU3OHTaNbHO (HACTEHHbBIN MOHTaX HE pEKOMEHAYETCS)
Bbi6op BHELUHNUX aHTEHH

- PekomeHpgauum no nnotHocTtn T

N
CISCO

cnonb3oBaTb MeHbLUNE COThl C HENepeceKarLWwUMNCs KaHanamm (HU3KMe CKopocTu
OTKITHOYEHbI)

[MepeceyeHune cot - 15-20%
MnotHocTtb TA: 120 M2 —310 m2



CMX BHegpeHune

e
ciIsco
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How Cisco CMX Works (CMX 10.2)
ws‘sPoints

Controller MSE
(Virtual/Physical) (Virtual/Physical)

Depending on Application
Layer

<
ey >
(=)
-_— %
-
g
Use CMX API to enhance v

3rd Party Application or App

Analytics Ul

N
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VMWare Requirements

Max
tracked
Devices*
Low-End 8 8000 24 GB 24 GB 500 GB 2,000 25,000
Standard 16 16000 48 GB 48 GB 500 GB 5,000 50,000
High-End 20 20000 64 GB 64 GB 1TB 10,000 90,000
MSE 3365 20 - 64 GB 64 GB 1TB 10,000 100,000

* For Probe based Location
5 x Fast Locate clients (connected) + probe RSSI clients <= # of clients supported for the VM type

v
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Scaling MSE — maximum Tracked Devices

Presence | Location | Fast Locate | Hyperlocation RCELL rate_
(presencel/location)

Low-End 100,000 25,000 5,000  Not supported 750/ 3,000
Standard 200,000 50,000 10,000  Not supported 1,500 / 4,000
High-End 300,000 90,000 18,000 4,500 2000 / 5000

MSE 3365 300,000 100,000 20,000 5,000 3000 / 5000

v
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CMX Design Considerations

Access Points
. WLC 5520/8540 MSE 3365

Presence 25.000 250.000 %
Location 10.000 100.000 :z‘zv
Fast Locate 2.400 24.000

Hyperlocation 500 5.000

Analytics Ul

afear]e
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Active RFID Tags

e
ciIsco
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Hyperlocation and RFID

Hyperlocation for active Wi-Fi tags is NOT officially supported (even if it associates), | will let the
product teams to confirm/deny this. This is in evaluation phase at this point.

Ekahau does have tags which can associate but battery life would become an issue. The customer
should be using rechargeable tags in that case

We saw around 12 hours batters life when we fine-tuned it to 5 second interval

We need to clearly communicate to the customer on the accuracy along with confident levels to set
the right expectations.

Position CMX10.2.2, CMX 10.2.2 FCS is June 2016. Ekahau current plan to support CMX 10.2.2 is
around Oct 2016.

Airista acquired Ekahau recently, need to double check with Ekahau on long term support to avoid
surprises.

N
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Active RFID Tags

- Vendor tags that want to send additional data
have to be in CCX format.

« This is then shown on the CMX GUI and sent
via the API to third parties.

- CMX does both, it has an engine that can
calculate the X,Y of an RFID tag.

- OR it can send RAW signal strengths to a
vendor engine for the vendor to calculate X,Y

U AR LN
cisco

Aeroscout

Network Status:
ACTIVE

Remaining Battery:
80

Battery Age:
103

vendorData:
AAAPAA==




Raw RSSI Data for Tags

This is how a CMX 10.0 RSSI Tag receiving partner would get RAW RSSI data from CMX 10.0
CMX partner could subscribe for Tag RSSI Notification via rest API:
Subscription POST API:

http://<cmx-ip>/api/config/v1/partnerStreamNotification

with payload
{
"host":"172.19.35.218",
"port": 1337,
"enabled":true
}
Where "host" and "port" are receiving TCP server specification. "enabled" field could turn on/off the notification.

CMX will send tag RSSI notification to the specified TCP server. The notification is in protobuff format.
DU LKL LK

cisco



CMX REST API

v
Cisco
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How Cisco CMX Works (CMX 10.x)

Vss Points
u Controller MSE

(Virtual/Physical) (Virtual/Physical)

Depending on Application
Layer

Realtime
Notifications

<
Use CMX API to enhance v
3rd Party Application or App Pull Data = 7

ANALYTICS DATA

Analytics Ul

N
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CMX API Overview

- Interactions are in the form of:

- REST API calls for the configuration, location and analytics services
- APIs accept JSON content and response are sent in JSON format.
- API calls support both http and https

« Northbound notifications from the location service

U AR LN
cisco



CMX API Documentation

- All API documentation is available directly from the MSE once
deployed
- Live APl documents http://mselP/apidocs

- API Documentation has an embedded “Try it!” button, allowing you to try
each of the APIs online with just a click of a button.

o Q |2 &

Detect, Connect and Engage Users In-Venue Configuration Location Analytics Connect

s " o " 2 1 Use the Configuration REST APIs to Use the Location based REST APIs to Use the Analytics based REST APIs to Use the Connect based REST APis to
Whether you are in retail, hospitality, transportation, healthcare, education, or configure different aspects of MSE. find location specic details on visitors. find analytical data on visitors. find user session information.

government, visitors to your venue are always on, always connected. Cisco » " v ) View detals » View detale »

Connected Mobile Experiences (CMX) lets you tap into this connected lifestyle and
provide relevant mobile content while gaining meaningful analytics. Our professional
services team can help you define and deliver the Connected Mobile Experiences to

back your business initiatives.

Expiore Cisco CMX

N
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Example - Location API

Location API

Toggle All Endpoints =~ Toggle All Methods

Active Clients API List Methods =~ Expand Methods

This API returns active clients count /api/location/v2/clients/count
This API returns collection of active clients macaddresses /api/location/v2/clients/active

This API returns all clients /api/location/v2/clients

Tags Information API List Methods =~ Expand Methods
Beacon Management API List Methods =~ Expand Methods
Clients History API List Methods = Expand Methods
Northbound notification types and attributes API List Methods =~ Expand Methods

lllllllll
cisco



CMX Cloud
Presence and Connect
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Gain Insights & Innovate with Cisco CMX

DETECT

CONNECT

ENGAGE

®)

« Locate WiFi devices

- Multiple location accuracy options
as per deployment needs

B FREE TRIAL!

GET STARTED

®)

- Drag 'n drop custom WiFi splash

page tool

- Zone-based, SMS or social auth

- App-based mobile engagement
- Context-based in-venue

experiences




Introducing CMX Cloud

CMX Cloud: an easy and scalable
way to add value to your Cisco® on-
premises wireless network.

v' Based on CMX 10.2 software
v" Cloud delivered SaaS offer

v Not a Professional or Managed
Service

U AR LN
cisco

CMX Cloud

Easy guest access

@ Deliver relevant content

Discover customer insights

Wireless
Network



Why Is CMX Cloud a Good Move for
Customer?

Frictionless deployment — get
up and running within minutes

9 Shift from upfront CapEx to an
affordable OpEx model

0 Seamless scalability of innovative
mobility services

@ Better business agility and flexibility

afear]e
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Connect; Offer Location-Based Guest Access

Simplify access with user opt-in
Offer clear terms and conditions

Multiple access methods
Simple registration, social media, SMS

Customized access and promotion
Proximity-based captive portals with
relevant offers

=

Understand who is in your location
Enhanced analytics on customers

Easy-to-use tool
Choose templates, drag ‘n drop components

@@r@bﬁ

afear]e
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Presence Analytics: Insight to Your Business

Visitors versus passers-by

il o esence o
Repeat versus new visitors pym—— ° . ——— °
Visitors connected ®, d | m e .=J&F =
=s
Time spent in location o b
Hours for new visitors T e e IR
I ittt B
Busiest hours, days : B
S s . e | | i S RS N [ ‘l.' '|4'1 'L‘ o ——r—

HOUI"S Of peak traffIC 1\-' J,,f F-./ r./ !J l.f 4 ‘." ‘." o S S 1‘( l-_( IJ :.f ;“' t! A 4‘( 1'! o S W Proximity Distritaston
Social media sentiment

Building, Floor Timeframe

Conversion rate



Pricing Model

Prices per AP per Year

SKU Description 1Yr 3Yr 5Yr
AIR-CMX-CLOUD CMX Cloud Top Level
AIR-CMX-SVC-CX CMX Connect $95 $75 $65
AIR-CMX-SVC- CMX Connect with $125 $100 $85
CPAX Presence Analytics

Multi-year discounts: 20% (3Yr) and 30% (5YT)

- Packaged packaged as 1, 3, 5Yr pre-paid options with option to auto-renewals annually there after
« Same discounts, sales and partner incentives as on-prem CMX
« Easy change management — SKUs, Terms, Quantities without additional SKUs

N
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Just Three Steps to Value

alianlne oy
CISCO 1020

PRESENCE
ANALYTICS

60 day Free Sign Up
— instant provision

2 h 2 mins

Average Dwell Time

Visitors

A Insights

Point Wireless Network
to CMX Cloud

Week of Jan 18, 2016

4  Higher Visitor count today higher than average (hourly: 129)

K2 1241 Peak visitor count | Monday (Jan 18, 2016)

. * 300 Peak hourly visitor count | 2pm-3pm | Monday (Jan 18, 2016)
Log In for instant access | ; mwn  swestroworon
Lt Proximity
2000

€

]

S

=
CONNECT
& ENGAGE

&

10:49 pm & NA NaN° C

o

3pm-4pm

Peak Hour

Month of January 2016

4  Higher
KA 1454
e 325
¥ 3pm-4pm
[ Passersby WM Visitors Ml Connected

1500 |
1000 |
500

o—

& «5«“,@“&*
»@f«af@*w“«s@

5 o IR
»@ 4‘ @“‘ ‘S 4‘\ 2 ef «4\ @ & @“' x‘%@ &
| m
I —

SYSTEM

cmxdemo ~

L

Dashboard

Apple

Top Device Maker

Visitor count today higher than average (hourly: 138)
Peak visitor count | Jan 16, 2016 (Saturday)
Peak hourly visitor count | 3pm-4pm | Jan 16, 2016 (Saturday)

Busiest hour of day

Ll Proximity Distribution

Connected: 7%

Probing: 93%

I Passersby WM Visitors [l Probing MM Connected

cisco
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How long are customers in my store”?

®Average Dwell Time Jan 11 - 21, 2016 [, :/\

© THR TMIN P —

Average Dwell Time of All Visitors

32mins Thr Tmin

K Repeat Visitors New Visitors

~

n
=

3
~
=
-

27mins

In different stores?

Avg Dwell- Per Visit (min)

3
3
H

18mins

‘o ‘ H E E E E
5 ﬂ E
Shoes

Men'sClothing ~ Toys  Women's Clothing Groceries Furniture Pharmacy Sports Home

afear]e
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Where do customers spend time ?

N
cisco

100

a of Visits

75

50

25

Men's Clothing Main Entrance Groceries

A\

Pharmacy Furniture Toys Entrance2 Women's Clothing

I 0-5min I 5-20min Il O-GOEn I 60-120min

Home Coffee Shop

Shoes

Expected: most people
walk through the entrance
area

Could be because
of the video game

booths than 20 minutes?

Why are shoppers Coffee is mostly
not spending more =" igraly'and 'go- oo

79



Is the new store layout effective?

0 Average Dwell Time

70
60

50

Jan 11-17,2016 @, (4

ﬁ Dwell Time Breakdown

100

80

Jan 11 -17,2016 @, (&

z
£
= 8 60
S 40 &
” =
@ bl
o 5
i
% a
kS 40
o
>
= 20
20
10
0 - \ 0
New Layout Regular Layout New Layout Regular Layout
-
PS o~
I 0-5min  W5-20min Ml 20-60min M 60-120min  H'>120min
Z_ — — —— iy —— sy —
| | | | | | | |

Stores that are still
on the regular store
layout

N
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Stores where we
are testing the new
layout

A much higher percentage (89%) of visitors to
stores withvthe new-layout'spend morethan an

hour in the store!




What is the correlation between departments?

People that visit a certain department — which other departments do they visit?

4 N N N

Furniture 0.0% -
Pharmacy  oo0% 97.2% Food Groceries o0
. Chi

Food Gourt
6.4%

‘o0d Gourt %
Focus Area 6.7% ecko
96.0% Focus Area / . Pharmacy ’cmnmz 97.7% Focus Area / 5%
Fumiture Checkout2 ) Men's Cloth Sports
7.2%
' 7.0% / Sports ' 4.8%
85.8% / Sports / Checkout2
lsin Ent .m:...

Nam

14.7% -

0 Chenkoue / Checkout3
i

72.3% el

nnnnnnnn

17.9% 18.4%
Shoes Shoes

isi
. 21.3% ]
: Groceries - 13.8%
en's - jorflen’s ¢ Shoss
Mt ane offee. ain Entranc... i ‘o Clot.. . e

%19.7 of visitors to the

N
Cisco

pharmacy also visit the
Grocery department.
Should this be higher?

High correlation
between furniture and
toys suggests visitors
are mostly families

Most visitors to the Groceries
are using the main entrance

© 2016 Cisco and/or its affiliates. All rights reserved.
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Do people spend more time with free Wi-Fi?

ﬂGuest WiFi - Dwell time Jan11-17,2016 @, (&4 & Guest WiFi - Dwell Breakdown Jan11-17,2016 @, (&

70 h ﬁ

60

o
=]

.‘; £ 60
> 40 i
[ =
& e z
L E
i : 8.
2
= 20
20
10
0 0
WiFi-yes WiFi-no WiFi-yes WiFi-no
\ M 0-5min Wl 5-20min WM 20-60min WM 60-120min MM >120min
S— | | | | | | | | | | | | | | | |
| | | | | | | |
altali, Stores that-are Stores that are not A much higher percentage (88%) of visitors to
cisco " . . : . L .
providing guest Wi- providing guest Wi- stores withvguest-Wi-Fi are'spending more

Fi Fi than an hour in the store



What are the paths visitors take in stores?

Where do people go after visiting a department?

AL BN 16.3%

oys .

Sports S Groceries B3
75% ~ \ Focus Area ? mensCioinng TN\ Focus Area

14.7%
snoes
6.7%

18.1%
Food Court

Main Entrance

11.9%
6.6% 11.7% Main Eftrance
Toys Entrance2 4.7%
1 0% Home
1 '8% Fdmiture
Main Entrance 8.5% <1% gjgt?g’re
: A | 7278
<1% 13824 <1% Total Paths <1%
shoss Total Paths correh ence Goftes Snop
<1% — 6.5% <1% 1%
Other Areas Coffee Shop Chatxouts ) Women's Clothing
/ <1%
% omai?eZ% . otner Areas

Main Eritrance

38.3%

2.4%
Started In Focus Other Afeas 33' 1 % 34.6%
V. Started I Focus Ended In Focus
7 5%

— L L]
16.3% go to the toy ARSI S ERS el More than a third of visitors go

aliali, department after the the men’s clothing home after visiting the

department before .
sports department
cisco p p going to the grocaHies Groceries department

department




Best Practice
CMX Zone Design
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What is a Zone”?

- Area (Polygon) on the map to subdivide a floor to
generate notifications
count devices
measure fill levels
calculate dwell times

lllllllll
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Zone Design

- Size and Separation should match accuracy
(90% accuracy distance)

- Not possible to suggest
absolute sizes and distances

. Absolute numbers depend s~ Zonef

on achieved location accuracy

U AR LN
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Zone Design

- Size and Separation should match accuracy

- Much larger than “90% accuracy” distance

Problem: Zone too small
Device in Zone 1
but only 7 of the 90% in the Zone

U AR LN
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Zone Design

- Size and Separation should match accuracy
- Much larger than “90% accuracy” distance
- About “90% accuracy” apart

from each other

Zor @ o

Problem: Not enough separation
Device in Zone 1
but high probability to be located in Zone 2

U AR LN
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Zone Design — Better Accuracy

- Better Accuracy allows smaller zones and less separation

Zone 2 Zone 1

Good Separation and Zone Size

U AR LN
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CMX Connect

v
Ccisco
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CMX Connect :
Guest Access made easy

‘/ Location specific custom guest access
Portal and post-auth URL on per site basis

Multiple access methods
Simple Registration, social media or SMS

Location-based landing pages and video

Understand who is in your location
Enhanced analytics

@ Customized access and promotion

FREE TRIAL!
GET STARTED ‘

Multi-language support
User-friendly




CMX Connect — Login Procedure

« User connects to SSID
- User opens Safari

- Redirect to Captive Portal Eanis pilé on the

network
- User enters E-Mail etc. R
- Display and Accept T&C
) . i Quick Tasks
- Display Advertisement (Success-Page) f oo
. User can skip after 10sec =, e

- Redirect to original page or Redirect URL

difrann,
Cisco



CMX Connect — Subsequent Logir

Device connects to SSID automatically

CCCCC

User opens Safari

Redirect to Advertisement (Success-Page) Earis pile on the

network

- User can skip after 10sec ——

Redirect to original page or Redirect URL

Quick Tasks

Design Guides Software

: Downloads
Learning

CaraT Support Community

Certifications Tech Support Cases

v
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