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Cisco ACI Ha pblHKe

%
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OpueHTupoBaHHas Ha lNpunoxeHns NHdpacTpykTypa

CeteBou Mpodunb
[MpunoxxeHuns
OnopHas ceTb

oTAerieHa oT
Ceten 3akasumka

Physical Hypervisors and
Networking Virtual Networking &

Nexus 7K

vmware
E,) redhat

Nexus 2K @9"
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NnueHsnpoBaHue
ACI

@ ¢ q Encryption/ Security

Fiber Channel

q Advantage

+ Multi-Site
+ Large Scale Fabric

q Essential

+ Streaming Telemetry
+ PTP

Advantage

Essential

> Current ACI leaf
license

cisco

ACI nnuueHsunpyetca Ha
Kaxkgbin leaf, 6e3

OOMNOMNHUTENbLHBLIX NULEH3NN
ans spines n APIC

T'MOKOCTbL cXxeMm
NIULEeH3UpPOBaHUA

TpaauuMOHHbIN

nogxon: Traditional License

Option

 «BeyHble» nuueH3unmu

« Essential & Advantage Tier +
Add-Ons

BpemeHHble JlnueHanu
* Te Xe ypoBHMU
e CtoumocTtb Ha 1, 3, 5 net



MHHoBauum B OnTuke: ueHa 40Gb = 10Gb
Pe-ncnonb3oBaHne obblivyHon napbl MM onTtunkun

403G @B BIPiGptics

JKOHOMUA NpPH

nepexeeneaHs i G

(99% DC)
40300ee 005G

Multimode Fiber

©2013-2014 Cisco and/or its affiliates. All rights reserved.
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KoHtponnep ACI

LleHTpann3oBaHHasa aBTomMaTusauua u ynpasneHne gabpukon :ZAEA:
B+ = =« = =@

cisco



Pa3sHoobpa3ne metogos ynpasneHns ACH

e
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[MpeactaBnsem ACI App Center

Network
CLI Management Open APIs SDN Controller =jm| App Center
Device Config Monitorin Build Your Own Fabrlc-as-a- Fabric-as-a-
Q Q 9 Q Solution Programmable Q Smart Device
Device
Flexibility App Center
A
f
& 0 9 0O
Cloud Security Troubleshooting Monitoring Optimization Networking
\_ Apps Apps Apps Apps Apps Apps )
= > Usability

v https://aciappcenter.cisco.com/ y



App Center Apps

Programmable Infrastructure: Open APls for Value Added Applications

Security Rating: 77

PCI Compliance Score: 60

' f/' o 107510

e ) 1C @ )

Cgioi10

iiiii e
Get Your Fabric A Score On Discover Application Keep A Pulse On Your Network
Security And Compliance. Dependencies and Define Hardware Resources (TCAM,

Connectivity and Route Visualizer Smart Tenant Fabric Resource
Compliance Deployment Inspector (NRI)

ECOSYSTEM splunk>  Apuppet  servicenow  Infoblox s Sample Apps

BRKACI-1008 "



MacwTabupyemas nHrerpauyma ACl ¢ WAN poytepamu
O630p npoekta GOLF

\GOLF' Devices = MacwwtabupoBaHue ypoBHS Nepeaaym
OaHHbIX N yripaBneHus

VXLAN uHkancynauma mexay ACI spines un
WAN poyTtepamu

BGP-EVPN control plane mexay ACI spines n
WAN poyTtepamu

OpFlex ons obmeHa HacTponkamu (MmeHa VRF,
BGP Route-Targets 1 1.4.)

= [lpumeHeHune nonntuk Ha ACI
KOMMYyTaTtopax (B 06oux HanpasrneHusXx)

= [logoepkka MmapLlpyTnU3aTopos :
Nexus 7k, ASR9000
ASR1000, CSR1000v



[Nonuntmnka ACI

CeTteBou npodunb npunoxeHnsa = ceteBasa nonutuka B ACI

“Paspewnts WEB cepBepam
KoOMMYyHuKaumio ¢ APP cepsepamu’

FW
WEB

APPLICATION
NETWORK PROFILE

©2013-2014 Cisco and/or its affiliates. All rights reserved.

OnpepenseTca pasHOOOpas3Hble
TpeboBaHMs K MHOPACTPYKTYpE
NPUNoXXeHus: 6esonacHocTb, QoS, SLA,
L4-L7 cepBucbl, NOTOKU B habpuke u T.4.

NonuTtuka abcTpakTHa U He NpuBA3aHa K
MOAEeNAM KOMMYTaTOpPOB (ormueckun
YPOBEHb)

[TonnTuka nepemellaema, Kak u
NPUNOXEHUE OHA MOXXET NMPUMEHSTCS KakK

BHyTpu LIO]] Tak 1 B gpyrom LUIO




IHHOBaALMOHHbLIV NOAX0O K ONMUCAHUIO CETU

Yto Takoe NMonutuka NpunoxeHna?

1. [pynna: Habop VM mnnn dunsnyecknx cepBepoB ¢ 0ANHAKOBOW MNOSIUTUKOMN
2. KoHtpakT: Habop npasun (ACL) B3anmogenctemus mexay rpynnamm

3. CepsucHag Llenoyka: Habop ceTeBbIXx CEPBMCOB MeXAy rpynnamu

©2013-2014 Cisco and/or its affiliates. All rights reserved.




Moaenb nonutuk ACI
pa3nun4yHble MeToAb! onpeaenenHns anemeHTos EPG

O

Cepsep

» WIHTepdenc, npn nomMoLm KOTOPOro KOHEYHOE YCTPOUCTBO
MNOOKI4YaeTCs K CeTU

> Wmeet agpec (identity), mecTtononoxeHus, atpudyThbl (version,
patch level)

vvm& > MoxeT ObITb (PU3NYECKUM Unn BUPTYyasibHbIM

docker

BVIpTyaJ'IbeIe MaLllUHbI

NN KOHTENHepbI « [Mpumepsbl kpuTepureB oTHeceHUs1 kK EPG

«  dunamyeckun nopt (Ha kommyTaTope nnm FEX)

cxn » Jlornyecknin nopt (VM port group)
« VLANID
* ATpuOYTbI BUPTYarbHbIX MaLUUH
* IP agpec
KnvneHTsl . MAC agpec

cisco * [P noagcetb (MPUMEHNTENBHO KO BHELLUHUM MOAKMHOYEHNAM)



ACI NMonuntuka no ymonyaxnuro “Zero Trust”

TRUST BASED ON LOCATION ZERO TRUST ARCHITECTURE
(Traditional DC Switch) (Nexus 9000 with ACI)

“WEB” HAPP”

: - Whitelist policy = Explicitly configured ACI contract between EPG 1 and EPG 2 allowing traffic between their members
©2013-2014 Cisco andfor ts afiliates. A ishts fesiftetture allows flexible EPG membership, enabling wide range of security policies




YNPOLWUWEHUWE ACL / nuterpauum ceteBbIX CEPBUCOB

FW/SLB/DDoS
Device Model

©2013-2014 Cisco and/or its affiliates. All rights reserved.

2
oS

Service Device %

Device Specification
<dev type= “f5">
<service type= “slb™
<param name= “vip">
<dev ident210.1.1.1”
<validator="ip”

Cisco ASA / ASAy,

SLB u 1.n.

dann c onncaHnem
Bo3moxxHocTen
YcTponucrtea




Yro Takoe CepaucHbin  [akg— [Ny
'padcp? *

[S]

ervice Graph

== Network -
automation

@

cisco *Managed Mode/Hybrid Mode Only .

Device automation*




O630p e

Policy Based Redirect (PBR) ~ -*=== &)

Subject2: permit-all

Other traffic permitted by contract are
going to Web endpoint directly.

Only HTTP traffic is redirected to FW, and
then forwarded onto Web endpoint by FW

e
Cisco




O630p consumer ogtract provider
Copy Service B lcopy*.

g

IDS

Traffic is copied to IDS

Original traffic goes to
Web endpoint directly.

\
oo oo

Cisco 20



Firewall Mode Options

I O L
EL 172.16.1.0/24 ’E_L 172.16.1.0/24
[l &5

pA— ya—
VLAN10

VLAN10
92.168.1.0/24 ‘ I 192.168.1.0/24
—

R AN10
192.168.1.0/24

VLAN20

| ] vianzo VLAN20
I |192.168.1.0/24 ) é 192.168.1.0/24 | I |192.168.2.0/24 ) I |192.168.2.0/24 )
Default GW of Router Firewall alias IP of server-side
servers (in case of ASA, active IP)
When to use Want to use same subnet for client-side Common case when we can have separate
and server-side VLAN/subnet for client-side and server-side.

e
cisco



ADC Design Options

Default GW of server

NAT

When we use

comment

Cisco

L2 (Bridged)

LAN10

192.168.1.0/24

L3 (Routed) Two-Arm

LAN10
192.168.1.0/24

VLAN20
192.168.2.0/24 )

Router

ADC does DNAT
(VIP <-> real server IP)

I I192.168.1.0/24 )

ADC alias IP (server side)

ADC does DNAT
(VIP <-> real server IP)

Want to use same subnet for  Common case when we can
client-side and server-side have separate VLAN/subnet for

Current ADC device

client-side and server-side.

package doesn’t support it.

One-Arm

VLAN10
192.168.1.0/24

VLAN20
192.168.2.0/24

Router

ADC does DNAT and SNAT
(VIP <-> real server IP,
client IP <-> ADC)

Don’t want to insert new
VLAN/subnet between router and
server.

Router

ADC doesn’t do NAT

Return traffic is huge and
want to reduce load of
ADC (ex streaming server)

APIC version 1.2



IPS Mode Options

_ L1 (Fail-wire) L2 (Transparent)

Default GW of
servers

When to use

comment

Cisco

==

VLAN10 ' VLAN10
192.168.1.0/24 ‘ I 192.168.1.0/24
J
euvy | I

192.168.1.0/24 ) é 192.168.1.0/24 )

Router Router

Want to insert IPS inline Want to use same subnet for
client-side and server-side

Firepower appliances support L1
bypass network modules

L3 (Routed)

I I192.168.2.0/24 )

IPS alias IP of server-side
(in case of FirePOWER, active IP)

Common case when we can have
separate VLAN/subnet for client-side
and server-side.



Yto HoBOro B ACI 3.2
FW Cluster Support across Pods

= Active and Standby pair deployed across Pods
= No issues with asymmetric flows

= Independent Active/Standby pairs deployed in
separate Pods

= Need to avoid the creation of asymmetric paths
crossing different active FW nodes

SS— = FW cluster deployed across Pods
).;;,/// 1 Sy = Supported from ACI release 3.2
X 3 Z //”w NS

A}

= Requires the use of Service-Graph with PBR




Muterpaumna FMC c APIC: Rapid Threat Containment

FMC Remediation Module ans APIC

LLar 4: APIC 6bicTpo nepemellaeT Lar 3: Ha ocHoBaHuu cobbiTnsa atakn cpabaTtbiBaeT
3apaXK€éHHbIN y3en B KapaHTUHHYIO remediation moaynb ana APIC, ncnons3yowmin API
MUKpocerMmeHTaumnoHHyto uSeg EPG y ans coobweHns APIC o 3apaxeHHOM y3ne

LWar 1: 3apaxéHHbIn y3en HauynHaeT aTaky, LWar 2: CobbITve 0 NonbITKE BTOPXKEHNS
obHapyxumBaemyto n 6nokmpyemyto NGFW(v), FirePOWER reHepupyetcsa u nepegaétca Ha FMC ¢

Services B ASA nnu FirePOWER appliance MHdOpMaLMeN O 3apaXxEHHOM XOCTe
CIsco 26




Security Certifications

Certification ACI

Sggl Done

nnnnnnnn

Done

= Done
FIPS
%"" Ton*"

Vulnerability Scanners  Done
Nessus, Norad (Ran every release)
Corona, AppScan

Done

‘?i Common Criteria

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Fabric Integration
Campus, Branch, WAN and DC Integration

Campus /Branch | ' ( ) [ ) ' ' ' | Data Center
Campus | Brar wes1 opr | Data Conter

B campus &% DATA CENTER

- C v'  Simplified access control -
%! and segmentation across
Campus, Branch, WAN and

3 DC - L

6 J \ X . "

e

y @ APP1 WEB1
@ APP2 WEB2
N

l|l|l|'l| -
cisco

;
BRANCH A !ﬁ! L

® 2015-2016 Cisco andéorTls affiliates. All rights reserved. t _— 3 ~ Ciseo Confidential

DATA CENTER =2




Enabling Group-based Policies in each Domain

WEB

Data Center
APIC Policy Domain

[I—
Shared Policy Groups

Employee Supplier BYOD

Voice | Data

VLAN VLAN SD-Access Fabric ~ ACI Fabric

DDW 2



CermeHTauud

[TonuTrKM B6e3onacHOCTM C Y4ETOM YPOBHS

Yrpo3bl

Global DEFCON Use Case

Policies

Local policy sets for high-risk locations,

compliance-critical environments

EfE=
mmmm 5. NY Data Centers

2. High Risk Sites =-"& 4. Development

@ nes

Policies

DEFCON (abbpesuatypa, aHrn. DEFense readiness CON(dition — rotToBHOCTb 060POHbI) —
LLIKasia roTOBHOCTU BOOPYXXEHHbLIX cui1 CoeanHeHHbIX LTatoB AMepukn. CTaHOapTHLIN
npotokon B MupHoe Bpemss — DEFCON 5. DEFCON 1 cooTBETCTBYET OXXMUOAHMUIO

HeMeasIeHHOW NonHOMacLUTabHOM aTakn



https://ru.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D0%B8%D0%B9%D1%81%D0%BA%D0%B8%D0%B9_%D1%8F%D0%B7%D1%8B%D0%BA
https://ru.wikipedia.org/wiki/%D0%92%D0%BE%D0%BE%D1%80%D1%83%D0%B6%D1%91%D0%BD%D0%BD%D1%8B%D0%B5_%D1%81%D0%B8%D0%BB%D1%8B_%D0%A1%D0%A8%D0%90
https://ru.wikipedia.org/wiki/%D0%A1%D0%A8%D0%90

CermeHTauud

[Tonutnkn DefCon ona cetu

Multiple levels of
policy sets

Applied globally
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28 Partner 2

X3 POS Terminal
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NHcTpymeHTapun (mnkpo)cermeHtaumm Cisco ACI

EPG 1 KOHTpakTbI AN , MwukpocermeHTaums
Mogenb nonuTmnk O - C NCMNOSIb30BaHNEM
ACI " ~ ' aTpnbyToB

N3onauma BHYTpU NHTerpauunga c
EPG cepsucamm L4/L7

e
Cisco



[1na dpmnsnyecknx n BUPTyanmn3oBaHHbIX 4
cepBepoB

Intra-EPG U3onsauus: Intra-EPG U3onsuus: Intra-EPG U3onsauusn: Intra-EPG U3onsauusn:
DVS * Microsoft Virtual Switch * [logpepxunBaetca * T[loppepxunBaetcsa
AVS

pSeg EPG c ATpubyTtamu: MSeg EPG c ATpubyTtamu: uSeg EPG c ATpubyTtamu: MSeg EPG c ATpubyTtamu:
DVS * Microsoft Virtual Switch * Roadmap « IPEPG
9300-EX 9300-EX

AVS +  MAC EPG nnaHupyeTcs

e
Cisco



ACI Stateful Distributed Firewall with AVS

Name: | Permit-HTTP \

Description: | optional

Source Port / Range Destination Port / Range
Name EtherType ARP Flag 1P Protocol TCP Session Rules
e from To From To
http P v ecifie tep v [ nspecified v |Unspecified v http v http v || Unspecified * =]

UPDAILE CANCEL

‘_

Stateful

NI

cisco VMware ESXi Server VMware ESXi Server




IHHOBaUmn B ACI dhabpumke

Multi-Site

ZIIK

Multi-Pod

Stretched Fabric
ACI Fabric

CY106

ACI Fabric

CY15

CYl4



ACI Vision

ONE Intent: Any Workload, Any Location, Any Cloud

— ACI Anywhere ﬁ

YaaneHHsin PoD Multi-Pod / Multi-Site PacwwupeHnue B Mynstn-Obnako
YrnaneHHbin Leaf

AN A AL Sgon.
OO
O, O O 0 q == Microsoft Azure
Gox

YpaneHHble MNMnowagku JNokanbHbIe canTbl
BbesonacHocTb Be3ae @ AHanuTtuka OToBCIHOAY @ Monutuke Bespe

atlren]n
cisco



ACI: Physical Remote Leaf

Extend ACI to Satellite Data Centers

IP Network (WAN Core — IPv4, MPLS, SR, etc ...)

m 2 L oglcaICon nectio;-:l:(; NSBi‘rTé ~~~~~~
: : : f“ (VXLAN)
Port Speed:
ﬁ ﬁ ﬁ 1/10/40/100G
BB BB BB BB BB BB Location
23 23 53 3 23 K3 0
Zero Touch Auto Pair Of Remote Leafs Stretch EPG, BD, VRF, Visibility &

Discovery of Remote Leaf Per Location Tenant, Contract etc. Troubleshooting

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Cisco ACI Virtual Edge

Decoupled From Hypervisor Kernel APl Dependencies

ACI Virtual Edge Legacy AVS Cisco AVE (Q1 CY18)

OO0

AVE Policy Enforcement,

Services, Telemetry

Switching +

EI e e e e N = e Policy Enforcement Native vSwitch
Hypervisor Dependent Hypervisor Agnostic
Next Generation of Distributed Firewall & AVS/AVE VXLAN
Cisco AVS Micro-segmentation Feature Parity Overlay

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



ACI: Virtual PoD

Extend ACI To Bare-metal Cloud

IP Network

Beta: Q2 CY 18

s
-

(VXLAN)

oo
seegE

BE B B B B H

On-Premise
o 8o o B o B B ]
Bare Metal Remote Data
Clouds Centers

~~

Virtual Pod

GA: Q3 CY ‘18

o
~~e
_____

Remote
Location
Colo BrownField
Facilities Deployments

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



ACI| Public Cloud Extensions

APIC: AWS Cloud ﬁ VulioSite
Site A é On-Premise Public Cloud ‘ Site B
a2 0.0 °,
[N
L SIS Conrect B e g Contract o g m

|

|

|

aop M G Rule o8 :
|

|

|

|

EE B8 BB EE EE BB

- amazon
" webservices™

7

[ ] ’
~ -
il e | g

Common Discovery Policy Monitoring & Single Point Operational
Governance & Visibility Translation Troubleshooting Of Orchestration Consistency




ACI Public Cloud Extensions

APIC: Azure Cloud
a#8® | \1ulti-Site

ACIl + Windows AzureStack

- o
-

Connectivity: Express Route

B> SharePoint
@8 Exchange

mHEl Microsoft
H Azure

Network Compute Storage

Private Cloud In A Box  / Microsoft Public Cloud

Azure Consistent Self-Service Portal Experience for Private & Public Cloud

Common Discovery Policy Monitoring & Single Point Operational

Governance Translation Troubleshooting Of Orchestration Consistency




ACI 3.2: Security

802.1x Multi-

i PingFederate SSO 64k scale ACI-SGT/IP
COﬂﬂeCtIVIty ‘ Domain/Host/Auth

and PinglD 2-FA binding scale

§ Profiles Blacklist Contracts ‘ VM folder EPG

Multisite L4-L7 | Anycast MAC/IP for
Services ASA Services

Service Graph AVE L4-L7 routed
Wizard mode

N
CIsco



Nexus 9364C 64p 40/100G - ACI
DuKCMpPoOBaHHLIM Spine

100G nuHna MACSEC n VTEP-VTEP
LUMAPPOBaHMA Ha 16 nopTtax *

lpeanbHO MoaxoauT ansg HeOONbLUMX
Grabpuk : .40 Mb nHTennexTyanbHoro ydepa

[mokme wabnoHs TCAM

[Nogoep)kka CMEeLLIaHHbIX KOHCTPYKLIMIA
MapLwpyTtbl TM + [Pv4

Leaf 1-ro n 2-ro nokoneHus

MNopoepykka cmellaHHbix 40/100G ¢ MapLpyTtmnzdaums VXLAN

GhabpuK

............................ QSFP28 - cosmecTum ¢ 40G QSFP +

[ MbKas CKOPOCTb
1,10,25,40,50,100G

6.4 T6 L2/3 ASIC .
future
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Cisco Nexus 9000 Fixed 40/100G Switches

64p 40/100G QSFP % 32p 40/100G QSFP %
Nexus 9300 Nexus 9364C, NX-OS & ACI Spine Nexus 9332C, NX-OS & ACI Spine

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Cisco Nexus 9300 Cloud Scale Access Switches

o

Nexus 9300 FX3

0

Shipping

Nexus 9300 FX2

0

Shipping

Nexus 9300 FX

0

Shipping

Nexus 9300 EX

96p 1/10GT + 12p 40/100G QSFP
Nexus 93216TC-FX3, NX-OS/ACI Leaf

96p 10/25G SFP + 12p 40/100G QSFP

Nexus 93360YC-FX3, NX-OS/ACI Leaf

48p 10/25G SFP + 12p 40/100G QSFP
Nexus 93240YC-FX2, NX-OS Leaf

48p 100M/1GT + 4p 10/25G SFP

+2p 40/100G QSFP
Nexus 9348GC-FXP, NX-OS/ACI Leaf

48p 1/10GT + 6p 40/100G QSFP
Nexus 93108TC-EX, NX-OS/ACI Leaf

48p 1/10GT + 6p 40/100G QSFP
Nexus 93108TC-FX, NX-OS/ACI Leaf

48p 10/25G SFP + 6p 40/100G QSFP

Nexus 93180YC-EX, NX-OS/ACI Leaf

36p 40/100G QSFP
Nexus 9336C-FX2, NX-OS/ACI Leaf

48p 10/25G SFP + 6p 40/100G QSFP
Nexus 93180YC-FX, NX-OS/ACI Leaf

32p QSFP
32p 40/50G | 24p 40G + 6p 100G
28p 40G + 4p 100G | 18p 100G

2()

-EX, NX-OS/ACI Leaf



Nexus 9348GC-FXP

ACI Leaf: 48p T00M/1G, 4p 10/25G, 2p 40/100G 182 bnoka nurans

[

« [punoxeHune gnsa Gigabit Ethemet.‘x”" [mbkme ckopocth 1T00M, 1,10, 25, 40,100G
* |LnpmrHa nonocebl NponyckaHms L2/L3 ASIC
696 out/c

250 Mpps 40 MB 40 Mb nHTennekTyansHoro tydepa

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



ACI Multi-Site

Futures ACI 3.1 Release ACI 3.2 Release

Multi-Site + Multi-Pod

Nexus 9364C (Fixed Spine)

Multi-Site Health Check

L4-L7 Services Support

External Authentication Spine-Spine (Dark Fiber)

OO ©09

EEEE EEEE Audit / Accounting Logs

Consistency Checker
Multi-Site, APIC, HW

Shared Golf UCS-D Orchestration (6.6)

Up To 10 Sites

Up To 8 Sites, 800 Leafs




YnpoLlenHas BcTtaska v yganeHue (GIR)

GIR nepeHanpaBnsgeT Tpaduk JaHHbIX Ha
anbTEePHATUBHbBIE MYTK M MO3BOMAET YCTPAHATD

Henonagku, 06Cny»XMBaHMe 1 OOHOBNEHME V3na.
>
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Nexus 9000 MACSEC Encryption Portfolio

MACSEC Interoperability
+ NCS500/ASKOK
« 3 Party Platforms

X9736-FX Line Card
Q3CY17

—_—

e Sem——— S—————

Tmmmm——— = —— N9K-C9364C Switch

’a u = :
:é—‘i'?,}"/‘:ii _INKMACSEC

ENS. | T

Nexus 9300-FX Access Series Mid CY17

e
Cisco



IHTEerpauma KOHTEMHEPOB

ACI| n KoHTenHepbl

YHUpHumMpoBaHHas ceTb: «KOHTENHEPDI,
BUPTYyanbHble MaLLMHbBI U PU3NYECKME
cepBepa

NHTEe rPaunsa ceTeBbiX NMOMUTUK

Kubernetes v nonutuk ACI
O O O

NN EN NN N NN NN
B B . B i = BuonMocTb: cTaTUCcTMKa B peanbHOM
OVS BpemeHn B APIC ona kaxgoro
Node Node KOHTEeNHepa ¥ NokasaTenu 300POBbs

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



Zero Trust Security
Dot1X AyTeHTUdomKaums

End Point AyteHTndunkauusa ans
knaccundukaummn EPG

[MoonepxnBaeTcs TOSMbKO Ha
don3n4eCcKnx xocrtax

Mopaepxka Ha -EX’ n -FX’

Passuue| [ MINepBMN3opbl N KOHTENHepb!

0010

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

AyTtedumkauna

Pass Fail

Bare-Metal Bare-Metal

Hypervisor

oF ¥



DOyHKLUMM BE30MNACHOCTU MEPBOro X0na

- b nogoepXkmBaembix PyHKLMM IPv4/vEo

*  YposeHb BD
1. DHCP Snooping/Inspection
2.  Dynamic ARP/ND Inspection
3. IP Source Guard
4. RA Guard v6

* YpoBeHb EPG
1. Trusted EPG

« FHS nonutmkn Tonbko onga Leaf
- ACI 3.0 nopgoepxmvBaeT Tornbko PhyDoms

« VMM nopgep»ka B oyayLieM

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



2 =X PAKTOpHas ayTEHTUMUKALMSA

- BHelwHaa ayteHTudukaums APIC

SAML
IDP support Microsoft ADFS and Okta

- [lokanbHaga ayteHTrndpukauma APIC
TOTP mncnonbays Google Authenticator gns 27 dpakTopa pin/6apkoa

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia



KOHTpaKTbl BHYTPU EPG
- ACI 3.0 nopgoepxumaeTt‘Intra-EPG KoHTpakTbl”

* [103BONAET UCMONb30BATL MOMUTUKM «6Eenoro» Tpadmka BHYTPKU EPG
*  MoXeT CcoCcyLWeCTBOBaTb C KOHTPakTaMun mexay EPG

* YCcTpaHdaeT HeobXx0OMMOCTb cO3daHna MrMKpPo-EPG nnn passepTbiBaHMSA
BHelWH1X FW ona cermeHTaumm BHyTPK EPG

« [MpumeHseTca Ha Leaf (EX unu BobiLe)
« [logoepxunBaetca ona VMWare vDS n Ouanuecknx cepBepoB

© 2017 Cisco and/or its affiliates. All rights reserved. isCO



Peannsauma koHTpakTa Intra-EPG

Intra-EPG Policy-Cam

- vDS peanusauus: :
Table Programming

* Intra-EPG Isolation + Contract allow rules

(PVLAN + Proxy-ARP + Deny-All + Allow rule)
Allow Https 443

« Dmn3nueckme xocThl: Allow SSH 22

* Intra-EPG Isolation + Contract allow rules

(Proxy-ARP + Deny-All + Allow rule) Al Sk

Deny-All

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



ynyulieHne MacluTabunpyemMocTH
v Layer-3

50 VRFs Per Tenant , 1k Ips/MAC

Bridge Domains

Oo 21,000 (L2), 15,000 (L3)
o 1750 Bridge Domains/VRF
3967 VLANS per leaf

3967 VLANs + BDs

Leafs

[1o 400 Ha Qabpuky
8 Border Leafs per L3 Out

Tegloagrggi Multicast Groups
o 8,000 (S,G) routes with
Convergence of 5 seconds
EPGs Other
o 15000 [o 200 vCenters

No1k L3 EPGs/EX-Leaf
4k L3 EPGs for one tenant [o 61k TCAM Rules
n one context 500 Service Graphs Per Cluster
250 Isolated EPGs [Ho 650 / Fabric Ho 12 Pods in Multi-Pod
o 20 / Leaf

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

[1o 2,000 Contracts



ACI| Public Cloud Extensions

Google Cloud : Kubernetes Integration

ACI and Containers

. “ Unified networking:
Google Cloud Platform :

Containers, VMs, and bare-metal
1

&
b E

Node Node

@ Integration of Kubernetes network
policies and ACI policies

Visibility: Live statistics in APIC per
container and health metrics

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Confidential



asontouna Cetn ACI

ACI 1.0(2m) | ACI 1.2(1i) ACIl 2.0(1m) | ACI 2.2 ACI 3.0
Target
50 200 200 400

msite)
1k/10k 1k/10k 1k/10k 2k/10k 2k/10k
4K 32k 32k 61k 61k
4k/100k 15k/180k  15k/180k  15k/180k  15k/180k

e
cisco



C 4yero MOXHo Ha4yaTb? -
MuHumanbHaga KoHurypaumnsa MHPPacTpyKTypbl AC I SEEG

Nexus 9364C Nexus 9364c
64x40/100Gb Spine 64x40/100Gb Spine

Nexus 93180YC-EX

S, T
e > - oo T

NI
cisco

KnacTtep APIC (3 koHTponnepa)




Mwurpauus B HoByto moaens EPG

n =) 2
VLAN / Noacetn B EPG > OPERATIO
e

Context 10

EPG 11 / VLAN 11
192.168.10.0

€56 12 / VLAN 12 3HaHusa o MpunoxeHnsax/ -
besonacHocTb/ 2KU3HEHHbIW LK. .. CRERTION

1 @ u
= a5 F\@, VLAN / MNoacetv B EPG

[MbpuaHbIn An3anH

3HaHus o NpunoxeHnax/ besonacHocTb/
YKN3HEHHbIN LUKN. ..

EPG 13 / VLAN 13
192 168.10.0
Same
(=)
1 | N —— R —— )
@ OPERATIO
N

v




ObnayHas asTomaTusaumsa - ACI| c vRealize %

NuTterpaunsa ACI c vRealize ana BHegpeHunn nog vSphere

vRealize Suite Day Zero Operations

vRealize Automation (VRA 6.x) HnUManaaLms Cba6pl/|Kl/|

vRealize Orchestrator (VRO 6.x)

PasBEPTHIBAHME MHMDPACTPYKTYPDI

APIC Plugin [lomeHbl 6e30MacHOCTH
( v
APIC REST API
U Day 1/ Day 2 Operations

Shared Services Plans
Virtual Private Cloud

Network &

Sefions CeTun, nogceTn, 6e30nacHOCTb

ACI Policy Driven vRealize Automation Blueprints to Accelerate
..Application Deployment

cisco



NHTterpauna peweHnn Microsoft n ACI

[1Ba pexxmma nHTerpaumnm

( NHTerpaumnsa c Azure Pack ]

( NHuTerpauma c SCVMM ]
/ \ //:—'\—b BE Windows Azu)
/\ -—) - "\g}r}:s’fem Center ' é;?tem Center

C

irtual Machine Manager irtual Machine Manager

» PacwwupeHnune BoamoxHocten SCVMM

* YnpasreHue nonntukamu: nocpeacTsom * YnpaBsneHue nonuTukamm: nocpescTeoM
APIC APIC vnu yepes Azure Pack
« Software / License: Windows Server ¢ » Software / License: Windows Server ¢
HyperV, SCVMM HyperV, SCVMM, Azure Pack
(6ecnnaTtHo)

« OGHapyxeHue BUpTyarnbHbIX MaLUWH:
OpFlex « OGHapyxeHue BUpPTyarbHbIX MaLUWH:

OpFlex
* Wukancynaums: VLAN, NVGRE ([MnaH)

) * Wukancynaums: VLAN, NVGRE ([NnaH)
* YcTaHoBKa plugin-a: B py4Hyto _
» YcTaHoBKa plugin-a: vHTerpupoBaHa
i

cisco




Cisco Tetration Analytics

€

What if you could see everything
in the data center?




AHanNUTUKa NO3BONAET NPUHUMAaTb NpaBuJibHbIE PELUEHNA

OObACHUTDL [narHoctupoBaTthb [Mpenckasartb [loacka3aTtb

YTto [louemy ato YT0 Cckopee Bcero {70 cneayet Aenatb
nponcxoauT? NPON30LLN0? MOXET NPOnU3onNTN? Nno aTomMy nosoay?

AHanu3

TexHonornn bonbuwunx [laHHbIX
cobpaTtb, 06begnHNTL, 0bpaboTaTb, 0606WKUTE, BU3yann3mpoBaTb

= @QOE wla [ [in S 1§ Q g D] .

Raw & Processed i — -‘ ﬂ I.I Events . "'
Mobile Machi q Usage Vil Social Media Alarms  Geolocation CRM & Email and Relationships and
Network/Ops Data  Internet £ 221 2" ' ' ERP  Messaging  social Influence

Sensors
daHHble




janutuyeckasa nnartgopma Ha base

‘MaLLUMHHOIro camooby4yeHus
Y 48 |

JHa MOXET 1CNOoNb30BaTbCA Pa3HbIMK
JenapraMmeHTamun, Ans pasHbiX LEenew.




an/IJ'IO>KeHI/IFI N aBTOMATN3auUnNA NMONMTNTUK

TpaANUUOHHbLIN TETRATION

HaHAaTb KOHCYNbTaHTa
y Pa3Bopaq|/|BaeTcs'-| 3a HECKOJ1bKO

4aCoB, aBTOMatTn4eCckKu
npeagnoxXeHHad NoJsIMTUMKa Ha OCHOBE
AaHHbIX B pealJibHOM BpeMEHN MEHEE
4yeM Yepes Headeslto

—> Cobpartb noru, nobecenoBatb C
KomMaHgamm ...

BbigBUTbL 3aBUCUMOCTU
NPUNOXEHNS

[MpoBEPUTL C KaXXOou rpynrown

rnofb3oBarenen Bo3MOXXHOCTb npoMoaesninpoBaThb

pe3ynsTaT NPUMEHEeHUs NONMUTUKL Ha
peanbHOM NUCTOPUYECKOM Tpadmke
[0 BHEeApeHus

— CTaTnyHaga kapTa, 3anpochl Ha
N3MEHEeHNs

— [MpMMEHUTb NONUTUKY, yOeanTbCs,

YTO MPUMOXEHUS MOCNe 3TOro 70% COKDALLEHMS DACXOLOR U
paboTatoT 0 paLl p il

CtoumocTb $1M-$5M: HeckonbKo Mec BpemeHu (Cisco IT)

e
cisco ® .
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Tetration Analytics: BapuaHThl
pa3BepTbiBAHUA

BapunaHTbl pasmelleHnst Ha mecTte B ny6nuyHom obnake
|

Cisco Tetration Analytics Cisco Tetration-M (Small Cisco Tetration Cloud

(Large Form Factor) Form Factor) « TMnaTtdopma pacrnonaraercs

« TMoaxoauT Anst BHEAPEHUI C  [logoxoouT Ana BHeOpeHwun ¢ B obnake Amazon AWS
6onee yem 1000 cepsepoB He bonee Yem 1000 « [MogxoauT Anst BHEOAPEHWA C

* BcTtpoeHHas CepBEpOB meHee 4yem 1000 cepBepoB
OTKa30yCTON4MBOCTb Brnio4aet B cebs: « Pecypchbl ncrnonb3yemble B

« MacwTabupyetcsi o 10 000 * 6 cepsepoB UCS C-220 obnake AWS npuHagnexar
cepsepos « 2 kommyTaTtopa Nexus 9300 3akastiky

BkntoyaeT B cebs: _

- ) NINg
36 cepsepos UCS C-220 % ‘LI‘I amaz.on

. ; ;gOMMVTaTOPa Nexus 4F webservices

cisco ® ‘



O630p 3aBUCUMOCTEMWN - ¢ Toukm 3peHnsi NOTOKOB

DC-RCDN-DMZ

DC-ALLN-DMZ

[ToTOKM K opyrum

e
cisco

ot O NPUIIOXEHUAM (BHYTPY
®)
LOA)
N . oundational/Platforms
lae-rtp1-apps-internal %
-rtp1-bsn . Partni
O =
[ToToKkM B npenenax
BHYTPEHHEWN ceTu
Iae-rtp1-brokers$ L
XD omes o [MoTokn B / n3 NIHTepHeTa
AHanusnpyemoe
NPUNOXeHne
. O



[TpakTn4eckne npumMepbl MCNONb30BaAHUS

- Bblcokada HarnsaHoCTb ‘aprorpachnporanie
3aBNCMOCTEN
* Mwurpauua IO ,r&pé/'?g);\(/?g?”mqec:l(oe

° Flepexon Ha ycnyru npegocrtasridemMble U3 obnaka co3aHue NornnTuK

«benoro cnucka»
[MpoBepka cooTBETCTBUSA

©0

* CnngaHus, normoLweHnAa n oTvyyxXxgeHns

 be3onacHocTb nonmMT1Kamm 1
MoZenMpoBaHue
* MwukpocermeHTaums ¢ KOHTPONEM MPUMEHEHNS PaccnegoBaHue

cobbITUM (Npumep:
MONCK NOTOKA U
aHoMarnum nNoToka)

» [lpoBepka COOTBETCTBUS

* M3onaums yctapeBLUMX NPUNOXEHUN

 [lounck

@ Ob6ecnevyeHne cobntogeHus

+ [lpoBepka notokos NONUTUK

NI
cisco ® ‘



Cisco letratien Analytics’

Real-time Network Analytics for Your Data Center

200x 0

faster application trust operational
behavior insight model

10s of Billions HX

of events searchable reduction in
in seconds 1 O O % 7 O O/C) attack surface

visibility across higher operational
every packet efficiency

Real-time Data Collection

via hardware and software sensors Actionable Insights to Improve

security, performance and reliability

Large Scale
Analytics Platform




Y

C MOMOLLBHO
Cisco ACI Bbl
MOYKETE CO30aTb
NYULLIVIO CETD ...

anywhere.

Integrate
Hybrid IT

o 'R
e A

—- %~
(I

Protect Your
Business




Thank you.
CISCO




