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[epepn Tem, Kak Mbl HAYHEM, Kakasi y Bac Bepcusa?

General Deployment (GD) Releases o
ESA 10.0.2-020
WSA 9.1.1-074 °
SMA 10.1.0-052

Email Security Plug-In 76.0.38

Cywectytowas sepcus GA 11.1.0-135

He nonyyaeTe yBe4OMIIEHUI O HOBbIX BEPCUSX?
https://supportforums.cisco.com/community/5756/email-security

Product Release Terminology
( End of Life Policy
Cisco Notification Service

tion Service

Add / Edit a Notification

o Topic Type 9 Topic -Topi OFinish

Choose one or more notification subtopics for the topic " Email Security Appliance”.

| End-of-Sale and End-of-Life Announcements
| Field Notices

o] Sponses
) Software Updates [New, Certified, Software Advisories, Deferred, Obsoleted]

Add / Edit a Notification

o Topic Type 9 Topic

€ sub-Topic(s) > @ Finish

Verify your selections below. You may repeat this process and add another topic to the same notification and then choose sub-topic

for it. You may also add additional sub-topic to an existing topic with this notification.

When satisfied press 'Finish’ button to save your profile.

I Email Security Appliance

An | Email with links and summaries v | delivered | Daily Summary v | to |udin@cisco.com
Email with links and summaries

g Email with links only
RSS Feeds

| Field Notices

| Software Updates

/Add another subtopic
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[Tpouecc obpadboTkn Email Pipeline



[TpmnBA3Ka PyHKLNU

K Oe3onacHoOCTu

PenyTtauus KoHTponb CASE
oTnpasuTens COeNHEHNN (AS,GM,OF)
OrpaHuyeHue, CkaHupoBaHue
-00°
6n§i)?<v?oo/;<a DHAP, SPF, C MynbTU-
p DKIM, DMARC BEPAVKTOM

OUNBTPbI NOAKMIOYEHUI Cnam connbTp MapkeTuHr
Advanced Malware Protection (AMP AHTUMWKHT 1 aHann3 URL

AHTUBUpPYC
(Sophos, McAfee)

%

BrnokupoBka

100% n3BECTHbIX

BUPYCOB

Penytauus
chainos

e

BrnokvpoBka no
xeLam

PenyTtauus
CASE AHTMBMpPYC " ai aJ'ILI"/I 3
(AS,GM,OF) (Sophos, McAfee) o
channos

£

BrnokupoBka,
EREDIEY:]
necoyHuLe,
peTpocnekTvBa

BrnokupoBka
100% n3BECTHbBIX
BUPYCOB

Mcxopsaime
cnam unbTpbI

ne punbTpbl

Anti-Malware Defense

DLP.
MpepoTtBpa-
LieHne yTevek

e

Bonee 140
BCTPOEHHbIX
unbTpOB

LLincdposaHne
KoHBEpPTA

MpuHyauTensHoe
LwncpoBaHme
COAEPXNMOro

AHanuna
channos

£

MecoyHunua ¢
6onee 300
NoBeAEeHYEeCKUMU
VHuaKaTopamu

Graymail
Detection

A

YnpaBnexvue
marketing,
social n bulk

dunbTpaums
KOHTEHTa

O,
O

MpaBuna
6usHeca n
6e3onacHocTn

Outbreak
PUnbTPLI

&P
3awyTa BUpycos

3a 9-12 yacoB oo
BbiMycka CUrHaTyp

Malware 0-Day

Safe
Unsubscribe

5

OTtnucka ot

cnuckos
paccbIsikn

Web
Interaction

&

OtcnexviBaHve

KIMKOB
nonb3oBaTenen

T

AMP

PeTtpocnektuBa

.

M3meHeHne

Ancnosunumm
dannos

Mailbox Auto
Remediation

~

Ynanenue
3apaKeHHbIX

dannos u3
0365

Advanced Malware Protection (AMP
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[Tpouecc obpaboTkn Email

CEPBEP SMTP

YcTtaHoBku Listener

Host Access Table

Sender Reputation
Connection Throttling
SPF / DKIM / DMARC
DNS Verification
Received Header
Default Domain
Domain Map
Recipient Access Table
Alias Table

LDAP RCPT Accept
SMTP Call-Ahead

OYEPEQOb

CKaHI/IpOBaHI/Ie NONMUTUK

LDAP RCPT Accept

(WQ deferred)

Masquerading
(TABLE / LDAP)

LDAP Routing
Message Filters
-
AHTUBMPYC
Advanced Malware (AMP)
Hetektop Graymail
®UnbTpbl KOHTEHTA

DLP (Mcxogsimi)

Outbreak dounbTpbl

SMTP CEPBEP

LLindpposaHve
BupTyarnbHbie Lwnto3bl
OrpaHn4eHuss 4OCTaBKU
3aronoBok Received
OrpaHunyeHust JomeHa
[omeHHasa mapLupyTusaums
Global Unsubscribe
S/MIME wudpoBaHne

DKIM noanucek

1
)
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=
Q
a
I
a
[
)
>
-
a
=
o
=
g
=
©
=
o
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(@]

Bounce npodunu

[ocTtaBka coobLLeHMI
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3ameTKka 0 nyylmx npakTukax...

B maTtepnane ceccun mbl byaem
npeacTaBnATb pasfiMyHble Habopbl onunK
ANa HAaCcTPOMKU Ballen cpeabl

OHu NpeAHa3HaveHbl Kak npumMmep
ncnonb3oBaHus. [ockonbKy Kaxaas
NHCTaNNSAUMS YHUKanbHa, 06a3aTernbHo

NpoBePSANTE U TECTUPYNTE 3TN HACTPOMKM.

[Mocne onpeneneHHoro BpeMeHu
NpoaHanmManpynuTe pesynsrarhl,
AOHacCTponTe npaBuna ans AoCTMKEHUS
XenarenbHoro pesynsrarta

>

e
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HacTpovka aHTUCrnam CUCTEMDI



Mbl Bce Tam ObInu....

Uennb:

3no0mn b6oce

FBI Headquarters, Washington, D.C.

»4‘1

@ Larry Cooper mﬁ@w

Anti-Terrorist and Monetary Crimes Division

FBI Headquarters, Washington, D.C.

Federal Bureau of Investigation

J.Edgar Hoover Building 935 Pennsylvania Avenue,
NW Washington, D.C

Attn: Fund Beneficiary!!!

This e-mail has been issued to you in order to officially inform you

that we have completed an investigation on an International Payment in
which was issued to you by an International Lottery Company. With the
help of our newly developed technology (International Monitoring
Network System), we discovered that your e- mail address was
automatically selected by an Online Balloting System, this has legally
won you the sum of $2.4million USD from a Lottery Company outside the
United States of America. During our investigation, we discovered that
your e- mail won the money from an Online Balloting System and we have
authorized this winning to be paid to you via INTERNATIONAL CERTIFIED
BANK DRAFT.

Normally, it will take up to five business days for an INTERNATIONAL
CERTIFIED BANK DRAFT by your local bank.

We have successfully notified this company on your behalf that funds
are to be drawn from a registered bank within the world winded, to
enable you cash the check instantly without any delay, henceforth the
stated amount of $2.4million USD has been deposited with IMF.

We have completed this investigation and you are hereby approved to
receive the wmmng pnze as we have verified the entire transaction

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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[laBanTte B3rngHem onuxe...

Sat Jun 17 05:29:48 2018

24 .consmr.mail.gqgl.yahoo.
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Info:

com verified yes

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

New SMTP ICID 188036 interface Data 1 (216.71.129.13) address 98.137.70.150 reverse dns host

ICID 188036 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0] SBRS -0.7 country United States
ICID 188036 TLS success protocol TLSv1l.2 cipher AES128-SHA
Start MID

MID
MID
MID
MID
MID
MID

94399
94399
94399
94399
94399
94399

94399 ICID 188036

ICID 188036 From: <larrycooper(02@yahoo.com>

ICID 188036 RID 0 To: <angrybossman@dinconsulting.com>

Message-ID '<267641597.11879217.1497447892063@mail.yahoo.com>"

Subject 'FBI Headquarters, Washington, D.C.'

ready 10951010 bytes from <larrycooper(02@yahoo.com>

matched all recipients for per-recipient policy DINCONSULTING in the inbound table

ICID 188036 close

MID
MID
MID
MID
New

94399
94399
94399
94399

was too big (10951010/1097152) for scanning by CASE
interim AV verdict using Sophos CLEAN

antivirus negative

queued for delivery

SMTP DCID 1496 interface 216.71.129.13 address 23.103.157.42 port 25

sonic318-

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



[laBanTte B3rngHem onuxe...

Sat Jun 17 05:29:48 2018

24 .consmr.mail.gqgl.yahoo.
:29:
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obnacTtu
BHUMAHUA

2018
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Info:

New SMTP ICID 188036 interface Data 1 (216.71.129.13) address 98.137.70.150 reverse dns host sonic318-

com verified yes

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

ICID 188036 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0] SBRS -0.7 country United States
ICID 188036 TLS success protocol TLSv1l.2 cipher AES128-SHA

Start MID 94399 ICID 188036

MID 94399 ICID 188036 From: <larrycooper(O2@yahoo.com>

MID 94399 ICID 188036 RID 0 To: <angrybossman@dinconsulting.com>

MID 94399 Message-ID '<267641597.11879217.1497447892063@mail.yahoo.com>"

MID 94399 Subject 'FBI Headquarters, Washington, D.C.'

MID 94399 ready 10951010 bytes from <larrycooper02@yahoo.com>

MID 94399 matched all recipients for per-recipient policy DINCONSULTING in the inbound table
ICID 188036 close

MID 94399 was too big (10951010/1097152) for scanning by CASE

MID 94399 interim AV verdict using Sophos CLEAN

MID 94399 antivirus negative

MID 94399 queued for delivery

New SMTP DCID 1496 interface 216.71.129.13 address 23.103.157.42 port 25

1. Penytauusa n HacTtpounku Mail Flow Policy
mm)p 2. CASE mexaHu3Mbl 1 rpaHUYHbIEe pa3Mmepbl

3. Hactpouku obunsrpoB Spam, Graymail n
Outbreak Engine

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public



CtpykTtypa Host Access Table

- HAT npuBsasbiBaeTce K listener, onpegeneHHomy kak Public unu Private. Nocne Toro, kak Listener co3gaH, ero Tun He

MOXET ObiTb U3MEHEH.

« IP n xocTbl oueHuatotca B HAT cBepxy BHM3 [0 nepBoro cpabartbiBaHUS

- SenderGroups — 3TO KOHTENHEPbI, KOTOPbLIE ONpPeaensT COOTBETCTBME NOSIUTUK NPU COBNageHnmn

- Bknouyenune B SenderGroup onpegensetca Reputation Score (no ymonyanuio), DNS, unu asHeimn ykaszanusavn IP

L G TS ST S & T CONSERVATIVE 10.10.10.90:26 ¥ B

I Add Sender Group... I
Order Sender Group
1 WHITELIST
2 BLACKLIST
3 SUSPECTLIST
- UNKNOWNLIST
ALL

-10

SenderBase™ Reputation Score (2)
6 4 2 o 2z 4 6

+10

Mail Flow Policy Delete
TRUSTED )
BLOCKED )
THROTTLED )
ACCEPTED )
ACCEPTED

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Reputation + Sender Groups + Mail Flow Policies

. Mail Flow
Concurrent Connection : SBRS - HAT MpoBepka gocTtyna
npoBepka orpaHNyEeHNI Reputation sanpoc COOTBETCTBUE TCP_REFUSE -> REJECT Policy

Host Access

RAT

Concurrent Connection : SBRS - HAT MpoBepka gocTtyna
npoBepKa OrpaHNYeHuni Reputation 3anpoc COOTBETCTBUNE TCP_REFUSE -> REJECT

Max Messages per Envelope Sender
connection verification

Rate Limiting
HAT Delayed Reject RAT npoBepka (max nonyyateneit/yac,
nT.Aa.)

MpuHsaeTb n
OTMETUTb
3Ha4YeHus ans
SHVA\YA
S/MIME

Pa3mep gaHHbIX,

SPF nposepka pa3smep Tembl

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Onuun SenderGroup

- Penyrauus SenderBase moxert
Ha3Ha4aTbcs SenderGroups, BKoYas Rl oot

HelTparnbHyo penyTauuio n y3nbl 6e3 i 'ﬁ
penyTaumm

SBRS (Optional): - o I*LO
™ Include SBRS Scores of "None"
- B HacTponkax Bbl onpeaensiete Name, @

Mall FIOW POIlcy DNS Lists (Optional): (2) I

(e.g. 'query.blacklist.example, query.blacklist2.example')

Connecting Host DNS Verification: | & connecting host PTR record does not exist in DNS.

° H o M e H KJ'I aTypa Ba)KH a , 0 H a t zonnejng :ost PTR recoDriI;o[okukp fa;l:T(;L;edto tem]:oral;thtl\;S :ailure.d o oo
oTobpaxkaeTcs B norax un oryetax!

- MoryTt ncnonbssosatbca RBL.

Thu Jun 9 13:40:34 2016 Info: New SMTP ICID 8 interface Management (10.10.10.90) address 94.46.249.12

Thu Jun 9 13:40:34 2016 Info: I1cID 8 ACCEPT SG SUSPECTLIST match sbrs[-3.0:-1.0] SBRS -2.1
Thu Jun 9 13:40:34 2016 Info: Start MID 410 ICID 8

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Onuun SenderGroup

Connecting host PTR record does not exist in DNS.
Connecting host PTR record lookup fails due to temporary DNS failure.

Connecting host reverse DNS lookup (PTR) does not match the forward DNS
lookup (A).

DNS Lists (Optional): (2) |

{e.q. ‘query.biacklist.example, query.blackiist2. example’)

Connecting Host DNS Verification: | Connecting host PTR record does not exist in DNS.

[l Connecting host PTR record lookup fails due to temporary DNS failure.
[l Connecting host reverse DNS lookup (PTR) does not match the forward DNS lookup (A).

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



[ToHnmaHne penytaunm Email

OT1yeTbl O

Spam [raps »3anobax

Cnucok
Coctas CKOMMnpome-

coobLeHuns TMPOBAHHbIX
y3roB

[aHHble O [loMeHHble
rnobarnbHbIX Blacklist n
obbemax email Safelists

-10

YepHble u
oenble Crnmcku
P

[laHHblE O

reosiokauunnm

[laHHblE O
XocTax

[laHHblE O
BebcanTax

Apyrve
[aHHble

DNS paHHble

IP penyTtauus

OcHOBHOE oTnnyne —
3TO OXBaT M KayeCcTBO
JAaHHbIX

O6paboTka gaHHbIX B
peanbHOM BPEMEHMU
NO3BONAET HaM BUAETb
yrpo3sbl nepeq Tem, Kak
KTO-TO eLle UxX yBuauT u
3aLlUUTUT KITMEHTOB

+10
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[Touemy BaXkHa TenemeTpus

- [lpenocTtaBnsaeTt Talos BO3MOXHOCTb MOHATHL LiENeEBbIE aTakn

- Ecnn xotute nogenntbca getansamu, ncnonb3ymrte ckpbiTyto CLI komaHAay:
"fullsenderbaseconfig”

SenderBase Network Participation

Statistics Sharing

Cisco Systems, Inc. gathers limited data on email from our customers in order to improve the efficacy of our products
and services. This data is anonymized and used in aggregate with data from other sources to identify and stop email-
based threats. By sharing data with us, you can be protected more quickly from new threats such as spam, viruses, and
directory harvest attacks targeting your organization.

Sharing Settings

Share limited data with SenderBase Information Service: ‘ Enabled

| Edit Global Settings... |

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



UTo oTnpaBnseTcsa?

- Korpa BkntoyeHo, Context Adaptive
Scanning Engine (CASE)
ncnonb3yeTtcs ana cbopa u
OTrnpaBKkN AaHHbIX (BHE
3aBUCUMOCTM OT TOrO, BKITHOYEH
NI BLIKITIOYEH aHTUCNaMm)

- [daHHble — 3TO cymMapHas
nHdopmauma ob atpmbyTax
CO00LLEHNS N MHOPMAaLKS O TOM,
Kak pasHble coobLeHns
obpabartbiBatoTcsa Cisco
ycTponctBoM. Mbl He oTnpaBnaem
coolLleHmnsa uennkom!

Item

Message count at various stages within the appliance

Sum of Anti-Spam and Anti-Virus scores and verdicts

Number of messages hitting different Anti-Spam and Anti-Virus rule
combinations

Number of Connections

Number of Total and Invalid Recipients

Hashed Filename(s): (a)

Obfuscated Filename(s): (b)
URL Hostname (c)
Obfuscated URL Path (d)

Number of Messages by Spam and Virus Scanning Results

Number of messages by different Anti-Spam and Anti-Virus verdicts

Count of Messages in Size Ranges
Count of different extension types

Correlation of attachment types, true file type, and container type

Correlation of extension and true file type with attachment size

Number of files to the file r service (AMP

cloud)

on files to the file service (AMP cloud)

Reputation score of files uploaded to the file reputation service (AMP
cloud)

Names of files uploaded to the file reputation service (AMP cloud)

Names of threats
cloud)

by the file r service (AMP

Sample Data

Seen by Anti-Virus engine: 100
Seen by Anti-Spam engine: 80

2,000 (sum of anti-spam scores for all messages seen)

100 messages hit rules A and B
50 messages hit rule A only

20 SMTP Connections

50 total recipients
10 invalid recipients

A file <one-way-hash>.pif was found
inside an archive attachment called
<one-way-hash>.zip.

A file aaaaaaa0l.aaa.pif was found inside a file aaaaaaa.zip.
There was a link found inside a message to www.domain.com

There was a link found inside a message to hostname www.domain.com, and
had path aaa000aa/aa00aaa.

10 Spam Positive

10 Spam Negative

5 Spam Suspect

4 Virus Positive

16 Virus Negative

5 Virus Unscannable

500 spam, 300 ham

125 in 30K-35K range
300 “.exe” attachments

100 attachments that have a “.doc” extension but are actually “.exe”
50 attachments are “.exe” extensions within a zip

30 attachments were “.exe” within the 50-55K range

1110 files were uploaded to the file reputation service

10 files were found to be malicious
100 files were found to be clean
1000 files were unknown to the reputation service

50 files had a reputation score of 37
50 files had a reputation score of 57
1 file had a reputation score of 61

9 files had a reputation score of 99

example.pdf
testfile.doc

Trojan-Test

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



HacTtpownka penyTtaumm Ha ESA

Default Settings: Moderate Blocking

SenderBase™ Reputation Score @
Order Sender Group 0 -8 - 4 2 1] 2 4 B s +0 Mail Flow Policy

1 RELAYLIST . RELAYED
2 WHITELIST TRUSTED
3 BLACKLIST P —— A BLOCKED
4 SUSPECTLIST = ‘ THROTTLED
5 UNKNOWNLIST ACCEPTED

ALL ACCEPTED

Custom Settings: Aggressive Throttling

SenderBase™ Reputation Score @
Order Sender Group 0 8 6 -4 -2 0 2 4 6 s +10 Mail Flow Policy

1 RELAYLIST RELAYED
2 WHITELIST TRUSTED
3 BLACKLIST — ‘ BLOCKED
4 SUSPECTLIST = A HEAVY_THROTTLE
5 GREYLIST S—— LIGHT_THROTTLE
6 UNKNOWNLIST ACCEPTED

ALL ACCEPTED

Incoming Mail Summary

Message Category

B Stopped by Reputation Filtering

Stopped as Invalid Recipients

« 3HayeHue penyTtaumm
onpegenseTcs cpasy nocne
MHULMaALUKN NOLKMAOYEHMS

+ Sender Groups n gencTeus
onpegensoTcd
aAMUHNCTPaTOpPOM

* Penytaumnsa moxert
3abnokunposatb 80-
90%HexenaTenbHbIX
noaknto4deHnn Ha ESA

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



PenyTtaunsa: DNS n kewmpoBaHue

- DNS - ato Hanbonee kputnyeckum cepsuc anst ESA

- [lo ymon4yaHuto Ha ogHo nogkntodeHme BoinosnHsaeTca 4 DNS 3anpoca: Reverse DNS, 2 3anpoca
SRBS 1 Homep ASN (MHGPOPMAaLIMOHHbIN)

- C SPF, DKIM n DMARC - 3 unun 6onble 3anpoca DNS TXT 3anucen
- Bo3amoxHo kak mmHuMymMm 7 DNS 3anpocoB Ha coegmHeHne (UCKIo4Yas KelumpoBaHue)
- [ntoc gpaktop DNS pesonsuHra gnsa ucexogsiwen nodtsl, LDAP, BHyTpeHHME XOCThlI, etc.

- Bonblue pe3onBepoB B BbICOKOHArpY»KEHHbIX CUCTEMAX

Tue Dec 19 07:34:05 2017 1Info: ICID 394968647 ACCEPT SG SUSPECTLIST match sbrs[none] SBRS unable to retrieve

Tue Dec 19 07:34:05 2017 Warning: Received an invalid DNS Response: rcode=ServFail
data=""ev\\x81\\x82\\x00\\x01\\x00\\x00\\x00\\x00\\x00\\x00\\x01m\\x02ag\\x00\\x00\\x01\\x00\\x01""

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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BblaeneHue noyTtbl, HE KpUTUYECKOW A busHeca

Sender Group: WEBMAIL_PROVIDERS - IncomingMail 216.71.129.13:25 Sender Group: HIGH_RISK_REGION - IncomingMail 216.71.129.13:25

Sender Group Settings

Sender Group Settings

Name: | WEBMAIL_PROVIDERS Name: | HIGH_RISK_REGION
Order: | 8

Order: | 4
Comment: | None

Policy: | THROTTLED COmmEntsy| None
SBRS (Optional): | Not in use
DNS Lists (Optional): | None
Connecting Host DNS Verification: | None Included

DNS Lists (Optional): | None

Policy: | BLOCKED
SBRS (Optional): | Not in use

Connecting Host DNS Verification: | None Included
<< Back to HAT Overview Edit Settings...
Find Senders that Contain this Text: (2) [
Sender List: Display All Ttems in List Items per page PSR EET SR e @
Chd senderec
Al der List: Display All Itemsinlist . Ttems per page 20 ¥
Sender Comment Delete Add Sender...

.aol.com

None O All
.yahoo.com None
Sender Comment Delete
.hotmail.com None
.google.com None Canada [ca]

Blame Canada )
<< Back to HAT Overview | Delete | << Back to HAT Overview

- #BHO pnobaBnss xocThl, IP 1 ctpaHbl B SenderGroup Bbl MOXeETe onpeaennTb
XenaTtenbHoe nosegeHne NnoakItoyeHnin

- OcHOBHasa nges — aTo OrpaHn4nTb BO3MOXHOCTU ANA aTaKyrowmnx nyTem orpaHn4eHnA Ha
JOCTaBKy HE KPUTUYECKUX NMNCEM

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



MailFlow nonutukn: OrpaHnyenuna Host vs Sender
ot
° I_I O yM On L‘I e H M I'O O rpa H M L-I e H M ﬂ Rate Limit for Hosts: Max. Recipients Per Hour: | & |50 pefault (Unlimited)
HaKrnmagbliBaroTCA MMEHHO Ha - Unlimited
XOCT " Max. Recipients Per Hour Code: | g Use Default (452)
® I—
° I_I O yM On L-I a H M I-O O rpa H M L-I e H M ﬂ Max. Recipients Per Hour Text: | o g pefault (Too many recipients received this hour)

Envelope Sender Limits Ha
ESA BbIKIOYEHbI

~ Rate Limit for Envelope Max. Recipients Per Time Interval: | o Use Default (Unlimited)
Senders: .
© Unlimited

° Pe KO M e Hﬂ'yeTCﬂ © W00 Recipients per 60 Minutes.

Number of recipients between 1 and 1,000,000

ncnonb3oBaTtb Sender Limits umber o ecients etveen 1 ond 000

D'nﬂ nono3pMTeanb|X ° Use Default (452)

o [452

v
OT I-I pa B MTen e M Sender Rate Limit Error Text: | ¢ Use Default (Too many recipients received from the sender)

Too many recipients received from the sender

Exceptions: | ¢ Use Default (Ignore Rate Limit for Address List: None)

© Ignore Rate Limit for Address List: ' HNone -

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



MailFlow nonutunkn: Hactpownkn 6e3onacHoOCTH

- DHAP uncnonb3yeT o4eHb «MArkme» 3HadeHns Ha ESA, pekomeHgyeTcs
HacTpPOUTb ero Ha bosiee HU3KNe 3Ha4YeHuUs

- LDAP pacwunpsier DHAP BbinonHasa reject Bo Bpemss SMTP obmeHa

Directory Harvest Attack Max. Invalid Recipients Per Hour:

Prevention (DHAP): Use Default (25)

© Unlimited
© |25

Drop Connection if DHAP threshold is Reached | o ® 5]
within an SMTP Conversation: Use Default (On) on off

Max. Invalid Recipients Per Hour Code: | o Use Default (550)

550

Max. Invalid Recipients Per Hour Text: | ¢ Use Default (Too many invalid recipients)

: IToo many invalid recipier
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MailFlow nonntunkn: HacTponkn 6e30nacHoOCTU

- TLS no ymonyaHuto BbIKMIOYEH AN BXOAAWEN U NCXOASLWEN NOYThI
- Tpun ypoBHA NPOBEPKN, pEKOMEHOYETCS NocTaBuTb preferred no ymonyaHumio

- "Mandatory” moxeT ycTaHaBnnBaTbCA OS19 CNUCKa UNu Ans oTAeNbHOW
SenderGroup

Encryption and TLS: | © Use Default (Preferred) © Off © Preferred © Required
Authentication:

TLS is Mandatory for Address List: None ~

A security certificate/key has not been configured and assigned to a listener. (See
Network > Certificates.) Enabling TLS will automatically use the "Demo”
certificate/key for listeners.

[ verify Client Certificate
SMTP Authentication: | © yUse Default (Off) © Off © Preferred © Required

If Both TLS and SMTP Require TLS To Offer SMTP Authentication
Authentication are enabled:

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public
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[Tpnumep HAT wabnoHa

Sender Group RELAVLIST | TLSFORCED | WHTELIST | BLACKLST | SUSPECTLST VEBHMAL GREVLST ACCEPTLIST AL
SendeiBss Reputation Score 002 2100 (+None) 00 0
Connesting Host ONS Verlication I ot Exist, Mot atch,
MailFlow Polcy RELAVED | TLSFORCED | TAUSTED BLOCKED | HEAVY_THROTTLE | MEDIW_THROTTLE | MEDIR_TFROTTLE | ACCEPTED | LIGHT_TRROTILE
e A Defauit Policy Parameters Aocept Reject Acoept Acoept Accept Accept
ax. Messages Per Connection o ] 1 s s GEFALLT o
Cormactons. Mar. Recipients Per Message 50 2 5 = DEFAULT 25
Mas. Message Size: 20M DEFAULT DEFAULT DEFAULT DEFALLT DEFALLT DEFALLT
M. Conourrent C 1om a Single P [ 100 1 s s DEFAULT 0
Custom SHTP Banner Code: 220 GEFAULT | DEFAULT | DEFALLT GEFALLT BEFALLT BEFALLT GEFALLT TEFALLT
S
suTe: Custom SHTP Banne Text Use Defauit) DEFAULT | DEFAULT | DEFAULT | serspmoioniioms DEFALLT DEFALLT DEFALLT DEFALLT DEFALLT
Oueride SMTP Banner Hostname: s Hostname fiom nterface GEFAULT | DEFAULT | DEFALLT GEFALLT TEFALLT DEFALLT GEFALLT DEFALLT
Mail Flow Limits
Mar. Recipients Pet Hout 000 URLIMITED g 5 5 EFALLT 00
Rite Limitfor Hosts: Mas. Recipients Per Hour Code:
[0 Hou Tew Toomany reciplentsreceivedthis hour
Settings to define marimum recpients for srwela URLIFITED TEFALLT 00
Sendar Rate Limt Eor Code: a2 DEFALLT DEFAULT DEFAULT DEFALLT DEFALLT
Rite Limitfor Envelope Senders:
Sendar Rate Limit Enor Text Toomang ecipients received iomthe sandsr
Exoeptions: Ianore Rate Limitfor Address List: None.
Use SenderBase for Flow Contat On oFF EFAULT | EFAULT EFAULT GEFAULT TEFAULT TEFAULT DEFAULT
Flow Conuot
P Addresses oif
Mar. Invald Recipients Per Four z URLWITED | DEFAULT | URLFITED 5 EFALLT
Directory Harvest Attaok Prevention Drop Connection  DHAP threshold s R ached v On DEFAULT DEFAULT DEFALLT DEFALLT DEFALLT
(OHAPY M. Invald Recipients Per Hour Code:
Has. Invalic Recipiznts Per Hour Tes: Too many inualidrecipients
Security Features
On Oif DEFAULT oif DEFAULT GEFAULT CEFAULT DEFAULT DEFALLT
Virus Protection GEFAULT | CEFAULT | DEFALLT GEFALLT GEFALLT GEFALLT GEFALLT DEFALLT
TS Frefered REQUIRED EFAULT GEFALLT TEFAULT DEFAULT DEFALLT
E ETd
Both TLS and SIP. b oif
DomainKey/OKIM Sigring
OKIMVerifioatiors Use DKIM Veriiction Profile: an
SPFISIOF Veriicaton: SPF Verlioation: n GEFALLT BEFALLT GEFALLT GEFALLT DEFALLT
Conformance Lever SOF Compatitle
Doungrade PRA verfication esult i Resert-Ser o
HELOTest on DEFAULT DEFAULT DEFAULT DEFAULT DEFALLT
DMARE Variication n GEFALLT TEFALLT DEFALLT TEFALLT DEFALLT
Use DWARC Verfioation Profie: Fonior GEFALLT TEFALLT DEFALLT GEFALLT DEFALLT
DMARC Feedback Reports: Send aggregate feedback reports
TEFAULT TEFALLT DEFAULT TEFALLT DEFALLT

Bounce Verfication:

Consider Untagged Bounces to be Valid:

No

https://cisco.box.com/s/tgub07f1sfyc06107xmayOp3c4iahg3h
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[Mpumep 3anucu gaHHbIX
Host Access Table n
Mail Flow policy ans
TOro, Ytobbl co3aaTb
cTpaTervo ans
ynpasneHus
NOAKMIOYEHNAMU

3anonHeHo
3Ha4YeHUAMU, YTOObI Bbl
MOTM X UCMNoNb30BaTh
Kak npumep
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[ToHumaHne CASE

. CASE pacwudposbiBaeTcs kak Context Adaptive
Scanning Engine

. CASE 310 koMbuHaumsa mexaHnamos Anti-Spam,

Graymail and Outbreak Final Verdict

. Kaxgbih MexaHM3m gaeT CBOW BEPAUKT U B

3aBUCUMOCTU OT OENCTBUN MEXaHU3M WS NPOMyCTUT,
nnm copocut coobLueHns
. GrayMail
. He chmHanbHbIe gencTBua («KapaHTUH»)

oTNpaBnsaoT coobuieHms ons obpaboTku ganbLlie B
pabouyen oyepeam.

. ®uHanbHble aencTeus («drop») Bbl3biBald COCTOSAHUE Threat
“‘early exit” Outbreak
Filtering

. JJ,pyrvle MeXaHM3Mbl CKaHUPOBaHNUA MOTYT UMETb
NPMOpPUTET eClnn B ApYrnx MexaHnamax
onpepnenaeTca NO3NTUBHbLIX BEPOAUKT

X
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BkrntoueHue n Hactponka CASE

IronPort Anti-Spam

IronPort Anti-Spam Overview

IronPort Anti-Snam.Scanning:mmanahlad

Message Scanning Thresholds: = Always scan 1M or less.
Never scan 2M or more.
Timeout for i 2

Regional Scanning: = Off

Graymail Detection and Safe Unsubscribing

Global Settings
Graymail Detection: | Enabled

Maximum Message Size to Scan: 2M

Timeout for

Outbreak Filters

Outbreak Filters Overview

Global Status: = Enabled

Adaptive Rules: =~ Enable
< Maximum Message Size to Scan: 1M
TR N

‘Web Interaction Tracking Enabled
To track URLs due to Policy rewrites, you have to enable Web Interaction
Tracking at Security Services > URL Filtering.

Edit Global Settings.

Bkritounte aHT1cnam v yBenu4yste rpaHnUYHbIe
3HayeHus ckaHmposaHusa go 1M Always scan n 2M
Never scan or more

Bkntounte Graymail — ato 6ecnnaHbiii MexaHumMm,
KOTOpbIn yBenuinsaeT apPEeKTUBHOCTb
aHTucnama. bbin aHoHcupoBaH B Bepcumn 9.5

Bkntounte Threat Outbreak Filters n ysennuste
MakcumanbHbIn pasmep go 1M
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[Noyemy Tak BakeH pa3Mep CKaHMPOBaHUA

« [paduk ot Talos nokasbiBaeT e —
obbemM cnama ¢ 6onbLMMU
pasmepamm coobLleHU No ,m
CpaBHEHMIO C 0bLLMM 06 bEMOM

crama -

« Ha camom aene 60nbLWMUHCTBO
cnama MmMeeT HebonbLIon pasmep

 Ho, ecnun Bbl HE yBEJTINYNTE
rpaHn4YHble 3Ha4Y€eHUA, Bbl 6y,u,eTe o040
nponyckartb cnam-rnMcbMa

 bBonbwasa yactb «0OBLEMOHOIro»
cnama HaxoauTcsa B Ananas3oHe oT
512KB n 896KB, makcumanbHoe
3HayeHue 1.3MB
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CKaHI/IpOBaHI/Ie No NOJINTUKaM

- Vcnonb3ynTte nosiMTUKN ¢ BO3MOXHOCTLID message splintering ons npMmMmeHeHuna
npaBwuin CKaHMPOBaAHUA

- ObpaboTka cBepxy BHM3 40 NepBOro cpabaTbiBaHUs, O4EHb BaXKeH NOPSAAO0K
coobLeHnn!

Add Policy...

Order | Policy Name Anti-Spam Anti-Virus Advanced Malware Protection = Graymail Content Filters Outbreak Filters | Delete
1 IMP.CISCOSECURITYGURU | Disabled Disabled Disabled Disabled Disabled Disabled W
2 IMP.INTERNETSINKHOLE Disabled Disabled Disabled Disabled Disclaimer-not-filter Disabled i}

Bypass-relay-internetsinkhole
3 IMP.ENCORE IronPort Anti-Spam Sophos File Reputation (use default) (use default) (use default) i}
Positive: Deliver Encrypted: Deliver Unscannable: Deliver
Suspected: Deliver Unscannable: Deliver | Malware File: Drop
Virus Positive: Deliver | Pending Analysis: Quarantine
4 IMP.CSEDEMO IronPort Anti-Spam (use default) (use default) (use default) Enabled (use default) i}
Positive: Quarantine (no filters)
Suspected: Quarantine
Default Policy IronPort Anti-Spam Sophos File Reputation Graymail Detection | BLOCK_URL Retention Time:
Positive: Drop Encrypted: Deliver Unscannable: Deliver Marketing: Deliver | REWRITE_URL Virus: 1 day
Suspected: Drop Unscannable: Deliver | Malware File: Drop Social: Deliver WARN_NO_SCORE Other: 4 hours
Virus Positive: Drop Pending Analysis: Quarantine Bulk: Deliver LOG_ALL_URLs

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Policy Engine n Splintering

- Ecnu ogHo coobLuieHne cooTBETCTBYET HECKOSbKMM NonnTuUkam, oHo 6yaeT pasgeneHo (splintered)

- PaspeneHne nponcxoanTt ToNbKO, €Cri eCTb COOTBETCTBUE HECKOJIbKUM NonnTukam!

MAIL FROM: bob@domain.com
RCPT TO: joe@remote.org
RCPT TO: jane@remote.org

SMTP SERVER

MAIL FROM: bob@domain.com
RCPT TO: joe@remote.org
RCPT TO: jane@remote.org

WORKQUEUE

Host Access Table (HAT)

LDAP RCPT Accept (WQ)

Recipient Access Table (RAT)

Masquerading (Table / LDAP)

LDAP Routing

Message Filters

MAIL FROM: bob@domain

.com

RCPT TO: joe@remote.org

WORKQUEUE

MAIL FROM: bob@domain

MAIL FROM: bob@domain.com
RCPT TO: joe@remote.org
SMTP CLIENT

Encryption

Virtual Gateways

Delivery Limits

> Received: Header

Per-Policy Scanning

.com

RCPT TO: jane@remote.org

WORKQUEUE

Domain-Based Limits

Domain-Based Routing

MAIL FROM: bob@domain.com
RCPT TO: jane@remote.org

SMTP CLIENT

Encryption

Virtual Gateways

Delivery Limits

> Received: Header

Per-Policy Scanning

Domain-Based Limits

Domain-Based Routing
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YcnoBus COOTBETCTBUS MONUTUKAM

. B nonntuke NCNOSb3YyHTCA

O Any Sender Only if all conditions match
croxHble ycnoBusi ¢ AND/OR/NOT ¢ e
) Following Senders are Not © Following Recipients
Email Address: ceo@inside.com

- B ogHon nonutuke moxet
MCMoNb30BaTbCA HECKOIBKO

LDAP Group: Query: TNW_AD.group +

yCcrioBum =

NS CHWXeHNSA Harpy3kn CTOUT
CABUHYTb NOMMKY U3 PUnbTPOB K
NONUTUKaMK

[¥] Following Recipients are Not

Email Address:

cto@inside.com

(e.9. user@example.com, user@, @example.com, @.example.com)

LDAP Group:

Query: TNW_AD.group v
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[Tpunoputet cootBetcTBUA nonutukam (10.x, 11.1)

* [locne anrpenga oo 10.0 , korga vwEeTcs NOUCK COOTBETCTBUSA MOSINTUKE
envelope sender n envelope recipient umetoT 6onee BbICOKU NPUOPUTET
nepen Sender Header

* B 11.1 ecTb onum4, no3sonawLas Bolbparb NPUOPUTET AaHHbIX, KOTOPLIE
ByayT ucnonb3oBaTbCs AN NMOUCKa COOTBETCTBUS NOSUTUKE.

Mail Policy Settings

Priority | Headers Delete
P1 Envelope Sender
P2 Header "From"

P3 Header "Sender”

E E E E}

P4 Header "Reply-To"
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[Tonutukn n cnosapwu (Dictionaries)

«  KnueHTbl YacTo UCnonb3yT
Dictionaries ansa noucka
cooTtBeTCcTBUSA B BlockLists / Allow
Lists

- Korga Bbl bnokupyete yepes
content filter + dictionary ato
CKaHUpyeT Bce COObLLEeHMs, Takn
o6pa3om 3aHMMasd pecypchl

- Wcnonbsynte nonntuku ans
ObICTpOro pasgeneHus npasusl
mexay cobowu

. MomHuTE npo nopAaoK NnosfiMTUK

Edit Policy

Policy Name: () | [eLockLIST
(e.g. my IT policy)
Editable by (Roles): | Cloud Operator
Insert Before Policy: | | 1 (BLOCKLIST) v
Add User...
Sender Recipients Edit Delete

user@gmail.com ANY Edit 0}
anotheruser@gmail.com ceo@company.com Edit i}

Edit Policy

Policy Name: (2) IALLOWL[ST
(e.g. my IT policy)

Editable by (Roles): | Cloud Operator
Insert Before Policy: | | 2 (ALLOWLIST) v

Sender Recipients Edit Delete
user@gooddomain.com ANY W

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Anti-Spam ckaHupoBaHune

- Bbl MOXeTE N3MEHUTbL rPaHNYHbIE
3Ha4vyeHust gna Suspect / Positive
spam 4ToObl YBENNYNTL UK
YMEHbBLUNTb YyBCTBUTESTbHOCTb

- He genante aToro, Kpome TEX
cny4aes, Korga 3To AeNCTBUTENBHO
Heobxoanmo

- Korpa mbl HacTpavBaem npaBuna
aHTUCNaM, Mbl UCMOSb3yeM
3Ha4YeHUs No yMonyaHuto kak 6asuc,
NO3TOMY M3MEHEHUSA MOTYT
NPUBETCU K HEXEeNaTerbHbIM
pesynbTaram.

Mail Policies: Anti-Spam

Anti-Spam Settings

Policy: Default

Enable Anti-Spam Scanning ©  Use IronPort Anti-Spam service
for This Policy:

©  Disabled

Positively-Identified Spam Settings

Apply This Action to Message: | Spam Quarantine ~

Note: If local and external quarantines are defined, mail will be sent to local quarantine.

Add Text to Subject:

Prepend ~ I[SPAM]

b Advanced | Optional settings for custom header and message delivery.

Suspected Spam Settings

Enable Suspected Spam Scanning: | © No @ Yes

Apply This Action to Message: | Spam Quarantine ~

Note: If local and external quarantines are defined, mail will be sent to local quarantine.

[SUSPECTED SPAM]

b Advanced  Optional settings for custom header and message delivery.

Spam Thresholds

Spam is scored on a 1-100 scale. The higher the score, the more likely a message is a spam.

Add Text to Subject: | prepend ~

IronPort Anti-Spam: | @ Use the Default Thresholds

© Use Custom Settings:
Positively Identified Spam:

Score > |90 (50 - 100)

Suspected Spam:  score >[50 (minimum 25, cannot exceed positive spam score)

Cancel
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BkntoyeHne ckaHnposaHmna Graymail

Graymail nmeeT 2 KOMMOHEHTHI:
Detection n Unsubscribe

Graymail Detection Bkno4eHo, "

paboTaeT Kak YacTb 6a3oBoM
NOANUCKN aHTMUCNam

MexaHnam graymail
npenoctaBnseT BepaukTt IPAS
(OKOH4YaTenbHOEe peLleHne), YTo
obecrneynBaeT 6onee BbICOKYHO
oOLLYyt0 3O PEKTUBHOCTD

Mail Policies: Graymail

Policy: | DEFAULT
Enable Graymail Detection for This Policy: .. Na

Enable Graymail Unsubscribing for This Ye: “ No
licy:

Perfoem this action for: © All Messages Unsigned Messages

s Action on Marketing Email
Apply this action to Message: | Deliver

ptioral): [
| Crop
Add Text to Subject: | | SP3m Quarantine Append
Bounce

[MARKETING

= Advanced | Optional settings for custem header and message deilvery.
Add Custom Header Header: |

value: |
Send to an Alternate Envelope Recipient {optional}:| =mail Address:
(e.g. employee@company.com)
Archive Message:| & No Yes

 Action on Social Network Email
Apply this action to Message: Deliver

Send to Alternate Host (optional):

Add Text to Subsect: No @ Prepend Appeng

[[SOCIAL NETWORK]

» Advanced | Ortional seltings for custom header and message deiivery.

© Action on Bulk Email
Apply this action to Message: | Deliver

Send to Alternate Host {optional):

Add Text to Subject: | No @ Prepend Appeng
[BULK]

» Advanced | Optional seltings for custom header and message delivery.
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Mcnonb3oBaHne Graymail n nanok Outlook Junk

- 2 wara: Cospgante x-header B Graymail, punbtpynte B Exchange 4To0bl

yCTaHOBUTb 3Ha4yeHne SCL '

| Deliver v

L4 Rule - Google Chrome

@ Secure | https://outlook.office365.com/ecp/RulesEditor/EditTransportRule.aspx?ActivityCorrelation]D=c6c9e62a-c7e6-66a8-1fa

Send to Alternate Host (optional): |

® no © Prepend O Append

[[MARKETING]

GM_TO_JUNK

Name:

[eM_To_unk

*Apply this rule if..

@

A message header matches...
add condition

*Do the following...

+|  x-am-verdict' header matches ‘social' or ‘marketing’ or ‘bulk’

Add Custom Header (optional):

1

Header: |x-GM-VERDICT

Set the spam confidence level (SCL) to...

add action

Value:  [MARKETING

Send to an Alternate Envelope| gmail Address:

Recipient (optional): I

(e.q. employees@company.com)

Archive Message: @) No O Yes

Except if..
add exception

Properties of this rule:

Priority:

I

@ Audit this rule with severity level:
Not specified v

Choose a mode for this rule:

® Enforce

- 6
You don't need to create a transport rule to bypass spam filtering or ma
domain. Click here to use an allow or block list in the spam filter.

—
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BkntoueHne Threat Outbreak Filters

Outbreak Filter Settings °

Quarantine Threat Level: \'j) 3~

Maximum Quarantine Retention: | vjia| Attachments:

1 Days -
4 Hours ~

[l Deliver messages without adding them to quarantine

Other Threats:

Bypass Attachment Scanning: b | None configured

Message Modification

Enable mesgage modification. Required for non-viral threat detection (excluding attachments)

/ Message Modification Threat Level: (2) | 3 -

Message Subject: | prepend ~ |[susr>mlous MESSAGE] Insert Variables | Preview Text &

Include the X-IronPort-Outbreak-Status headers: Enable for all messages

Enable only for threat-based outbreak

©  Disable
Include the X-IronPort-Outbreak-Description header: Enable
©  Disable

Alternate Destination Mail Host (Other Threats only):
(examples: example.com, 10.0.0.1, 2001:420:80:1::5) \

RL Rewriting: | Cisco Security proxy scans and rewrites all URLs contained in malicious outbreak emails.

Enable only for unsigned messages (recommended)

©  Enable for all messages

Disable

Bypass

Mo ymonyaHuio cknoyeHbl Torbko Virus
Outbreak Filters

*  BknioveHnem Threat Outbreak
(Moamdukaums coobLyeHui) Bbl
nobaensere nHdopmaLmio, KoTopas
otnpaendaetca B CASE

*  Yt06bI ncnonb3oBate URL dyHKUMOHaN
(noaxe) Outbreak Filters gomkHbl 6bITb
BKITHOMEHbI Y HACTPOEHDI

Threats by Type n

Malware 939
Phish 932
Fake Deal Jl 49
Robbed Abroad | 13
Money Mule
Dating

Financial Url

8

2
Lottery Winner |2
1
High Crime Region |1
1

Inheritance

L] 400 800 1,200

Messages
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Ha 4yTto 31O noxoxe!

Sat Jun 17 05:29:48 2018 Info: New SMTP ICID 188036 interface Data 1 (216.71.129.13) address 98.137.70.150 reverse dns host
sonic318-24.consmr.mail.ggl.yahoo.com verified yes

Sat Jun 17 05:29:48 2018 Info: ICID 188036 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0] SBRS -0.7 country United States
Sat Jun 17 05:29:48 2018 Info: ICID 188036 TLS success protocol TLSv1.2 cipher AES128-SHA

Sat Jun 17 05:29:49 2018 Info: Start MID 94399 ICID 188036

Sat Jun 17 05:29:49 2018 Info: MID 94399 ICID 188036 From: <larrycooperz@yahoo.com>

Sat Jun 17 05:29:49 2018 Info: MID 94399 ICID 188036 RID 0O To: <angrybossman@dinconsulting.com>

Sat Jun 17 05:29:49 2018 Info: MID 94399 Message-ID '<267641597.11879217.1497447892063@mail.yahoo.com>"

Sat Jun 17 05:29:49 2018 Info: MID 94399 Subject 'FBI Headquarters, Washington, D.C.'

Sat Jun 17 05:29:49 2018 Info: MID 94399 ready 10951010 bytes from <larrycooper0O2@yahoo.com>

Sat Jun 17 05:29:49 2018 Info: MID 94399 matched all recipients for per-recipient policy DINCONSULTING in the inbound table
Sat Jun 17 05:26:49 2018 Info: MID 94398 interim verdict using engine: CASE spam positive

Sat Jun 17 05:26:49 2018 Info: MID 94398 using engine: CASE spam positive

Sat Jun 17 05:26:49 2018 Info: MID 94398 interim AV verdict using Sophos CLEAN

Sat Jun 17 05:26:49 2018 Info: MID 94398 antivirus negative

Sat Jun 17 05:26:49 2018 Info: MID 94398 AMP file reputation verdict : SKIPPED (no attachment in message)

Sat Jun 17 05:26:49 2018 Info: MID 94398 using engine: GRAYMAIL negative

Sat Jun 17 05:26:49 2018 Info: MID 94398 Outbreak Filters: verdict positive

Sat Jun 17 05:26:49 2018 Info: MID 94398 Threat Level=5 Category=Scam Type=Fake Deal

Sat Jun 17 05:26:49 2018 Info: MID 94398 Virus Threat Level=5

Sat Jun 17 05:26:49 2018 Info: MID 94398 quarantined to "Outbreak" (Outbreak rule:Scam: Fake Deal)

Sat Jun 17 05:26:49 2018 Info: Message finished MID 94398 done

MogymanTe: rae aTo coobueHne HaxoauTcs U nodemy?
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[MpoBepka HacTpolka aHTCnam CUCTEMb

a

NpoBepbTe Host Access Table — Bce
elle ucnosnb3yeTe cTapble 3Ha4eHUa?
Bpema nx nameHntb

Cospgante 6onble SenderGroups u
NOCTENEHHO U3MEHNTE HAaCTPOWUKMN

[MpoBepbTe WhiteLists — 06bekTbl MOryT
yCTapeTb, ip N3MeHeHbI etc.
icnonb3ynte KoMMeHTapuu gng
OTCIIeXUBaHNA N peryndapHo obHoBnsanTe
AaHHble

[MpoeepbTe Mail Flow Policies n
BKMo4YnTe Sender limits, Sender
Verification, etc.

a

icnonb3yinTte HOBble AeTarbHble
NOSINTUKN ONA CO30aHUSA YNYHLWEHHbIX
Incoming Mail Policies

CmecTuTe nornky n3 unbTpos B
NONUTUKK ANs co3gaHusa bonee
9O PEKTUBHLIX HACTPOEK.

Bkntounte Graymail 1 Threat Outbreak
Filtering ona nony4yeHus nHgopmaumm u
yIyudweHHON 3gopekTUBHOCTH

[TpoBepbTE rpaHnUYHbLIE pasmMepbl pansios:
3HayeHns Mo yMon4aHuio HA3KME N MOryT
noTeHUMarnbHO NPonycTuTb
Noa03pUTESIbHbIE COODLLIEHNS

Upgrade, Upgrade, Upgrade!
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PuwnHr: MNoHaTk, roe ckanupyrotca URL

- Hauwnnas c Bepcun 8.5.6 ESA moxeT oueHnsaTb URL B coobLueHnmn —
penyTauns n kateropmsaums

LDAP RCPT Accept

(WQ deferred)

- URL unbTpbl N0 YMONYaHMIO BLIKNKOYEHDI, Bbl OMKHbI BKIHOYUTD Masquerading
CepBUC N UMETb KoppeKTHYo nuueHsuto Outbreak Filters (TABLE / LDAP)

LDAP Routing
- [locne BkntoveHnda, URLs oueHnBaoTCA C NOMOLLIO TPEX MEXaHN3MOB

1. Bo Bpems ckaHupoBaHus IPAS, a URL ncnonb3yeTcs Ans oueHKu
3Ha4yeHun SPAM CASE (Anti-Spam)

2. B Content Filter gna Reputation n Category

3. Kaku4actb pyHkumm Threat Outbreak Filter URL Rewrite

Message Filters

Anti-Virus

Advanced Malware (AMP)
- B 9.7 6bina aHoHcupoBsaHa dyHkumus Web Interaction Tracking ans Graymail Detection
Clicked URLs, koTOpyto Hago BKNoYaTb nocrie 06HOBNEHUM

o
£
c
=
5]
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>
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o
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Content Filtering
DLP filtering (Outbound)

Outbreak Filtering
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OueHka URL v onuunn

- Web Reputation Score (WBRS) ncnonbayet Te xe 3HadeHuns ot -10 go
+10, HO ecTb HebonbLwwme oTnnuma ot SBRS

Ha ocHoBe nonmnTukn 6e30nacHOCTU Bbl MOXETE onpeaennTb, Kak BECTH
cebsa ¢ URL, koTopble nonagatoT B opraHu3auuio.

-10 -6 0 +6 +10
I | | | I
I I I I

Malicious Neutral Good
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BkntoyeHne URL dounesTpos

Biowre URL

URL Category and Reputation Filters: | Enabled T (bl/lﬂprbl and URL
Cisco Web Security Services connection status: | Connected DB B CASE

URL Whitelist: | None

Web Interaction Tracking: | Enabled
To track URLs due to Outbreak Filter rewrites, you have to enable Web\-\ BKJ'"‘O‘-IVITe ﬂﬂﬂ
Interaction Tracking at Security Services > Outbreak Filters. TpeKMHra HaXaTblX

Edit Global Settings... URL B cpunbTpax

Outbreak Filters Overview

Global Status: | Enabled

Adaptive Rules: | Enabled
Maximum Message Size to Scan: | 1M BKJ'"‘O‘-IVITe ans
Receive Emailed Alerts: | No / TpeKMHra HaXaTblX
Web Interaction Tracking | Enabled / URL B Outbreak
To track URLs due to Policy rewrites, you have to enable Web Intersction

Tracking at Security Services = URL Filtering.

Edit Global Settings...
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TpekuHr un noruposaHne URL

- JlormposaHue URLs nosaBnsaeTtcs B fiorax TOSbKO €Chu:

. BkntovyeHo Message Tracking
. PaboTtatot Outbreak domnbTpbl n/unu dunbTpbl kKOHTEHTa ¢ URL penyTtaumen nnm kateropuamm
. Inaoutbreak filters Hago BkntounTs URL Rewriting

. B CLI Hago ckntountb URL normposaHue komaHgon outbreakconfig

> outbreakconfig

Outbreak Filters: Enabled

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.
[1> setup

Logging of URLs is currently disabled.
Do you wish to enable logging of URL's? [N]> y
Logging of URLs has been enabled.
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Buanmoctb URL

Tracking Privileges
° p en M 3 O M N y User Roles View information caught by Data Loss Prevention filters: (2) View details for URLs caught by URL filter: (2)

Predefined

V|HCpOpMaLI,I/IFI o URL sinis

3anucbiBaetca B Message

4

N ®

Custom Roles

Cloud Help Desk 2

Tracking ,

Processing Details

Summary URL Details

13 Jun 2016 13:15:23 (GMT -04:00) | Message 740 rewritten URL u'http://tara.walletbest.info/jk/j/54/".

utation-rule
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BkrntoueHne obpaboTkn shortened URL (11.1)

- JT1a beHKLl,Vlﬂ NO3BNAET «PacCKpbITb» URL, Malicious URL behind a shortener service

KOTOpblE UCMONb3YyeT CEPBUC COKPALLEHUS ANnS M t yixyz 23534)

onpeaeneHna pealribHbiX AaHHbIX

- ESA 3anpawmnBaeT cepBuC HaNpamMyro Ans http:/fwww.badsite.com
nonyyeHnsa 6asosoro URL

- YpoBeHb BnoxeHHocTu 10. Services supported (23):

bit.ly . tl.gd . post.ly
- [loxHo BbITb BKMto4YeHo Yepes CLI +  tinyulcom  «  plurkcom * tiny.cc
. ow.ly . url4.eu . ustre.am
. tumblr.com . j.mp . tr.im
. formspringme + googl ¢ urly
«  ffim «  yfrogcom * fb.me
youtu.be . su.pr . alturl.com

chatter.com . wp.me
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OueHka URL v onuun ana tena nucbma

-  URL penytauunsa oueHnsaetca CASE n ncnonbsyercs Kak YacTb

BepaukTa Anti-Spam

- Ecnun nucbmo He ocTtaHoBneHo AS, URL moxeT oueHnBaTbCA

Content Filter Ha penyTauuio n kKaTeroputo

Add Condition... |

Order

Condition

Rule

Delete

1

URL Reputation

url-reputation(-10.00, -6.00 , "")

W

Add Action...
Order Action Rule Delete
Final Drop (Final Action) drop() i}
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[ToHnmaHne moandumkaumm URL

- URL moxeT 6bITb MOAMdUUMpoBaH B AByX MecTtax — B (Message unu Content) unu kak 4actb Bepgukra Outbreak Filter
- URLs mogudmumnpoBaHHble punbTpom ¢ gencteuem Re-Direct genaet Tonbko NpoBepKy penyTauumm BO BpeMS Knuka

- URLs mogudpuumposaHHbie Outbreak Filters npoxogut 6onee rinybokyto MHCNEKUUIO, BKoYas ckaHnpoBaHme Malware n
AMP,

Add Action =

lessage Subject: | | prepend ¥ | [[SUSPICIOUS MESSAGE] Insert \

Quarantine

" i Hel
Encrypt on Delivery URL Reputation o -Status headers: Enable for all messages
Strip Attachment by Content What is the reputation of URL's in the message? This rule
o evaluates URL's using their Web Based Reputation Score (WBRS). Enable only for threat-based outbreak
Strip Attachment With Macro ® Disable
URL Category URL Reputation is:
[RiReputstion @ Malicous (-10.0 0 -6.0) S -

eputation cription header: Enable
‘Add Disclaimer Text Neutral (-5.9 to 5.9)
Bypass Outbreak Filter Scanning Disable

. Clean (6.0 to 10.0)

Bypass DKIM Signing
Send Copy (Bec:) Custom Range (min to max) er Threats only): |
Notify (examples: example.com, 10.0.0.1, 2001:420:80:1::5)
Change Recipient to No Score URL Rewriting: | Cisco Security proxy scans and rewrites all URLs contained in malicious outbreak emails

Send to Alternate Destination Host
asigned messages (recommended)

Deliver from IP Interface Use a URL whitelist: [None @
Strip Header Enable for all messages

Add/Edit Header Action on URL: e
Forged Email Detection Defang URL @
Add Message Tag < © Redirect to Cisco Security Proxy T —

Add Log Entry

S/MIME Sign/Encrypt on Delivery R —

Encrypt and Deliver Now (Final

'S/MIME Sign/Encrypt (Final Action) [ Perform Action for:
Bounce (Final Action) © All messages (examples: example.com, crm.example.com,

Skip Remaining Content Filters
(Final Action)

Drop (Final Action)

Unsigned messages reat Disclaimer: | | None v
Di

ner text will be applied to the top of the
Resources > Disclaimers
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«Hucrtaa» nepesanmcse URL

« B Bepcumn 9.7 Mbl aHOHCUpPOBaNn BO3MOXHOCTb AenaTb “ynctyto” URL nepesanuck, npu
KoTopown nepesanucbiBaeTcd Torbko Tar HREF, 4To nossonseT nucby BbIrMsageTs HopManbHO

*  Onums skntovaetca vYepes CLI — Bce URLs oTHocuTea k href n Tekcty, npu otBete N oH 6yget

nepesanucbiBaTb Tonbko HREF

websecurityadvancedconfig > Do you want to rewrite all URLs with secure proxy URLs? [Y]> n

[Nepen «4ncTom» nepesanunucblo:

Hi,
Click on the link below for your special offer!

https://secure-web.cisco.com/1adjW1InNsH83UFDjLDFTjer5nJ1d9J-
HjgKIbAcaLQ74EHS5VIYEStC5jPZgvg_weQJeocAQeEryL5b1JR6T0JgzXkik1P
UMCBb_eQApCXS6ZsoujzgNvwtOUgN27SN1zcMVimIpWQN__ ITmALmHIG
MZ_PaFf9FTUvmMc7UjRZBhvHzDvGJOLm5uh9evj C_OemBAy44xbXwmYu
A3uRPgKrf7T6ZNepAOMIcszDFPwufWUB7bbmS8Zigh_-
CyjG8KI6fJU33qjnInxHsjOBq98VxQUT-
vMf_2U_OlpguXStzGTIj3U__yBZILZsS9W1xLZpcGUKpdUp8Q_SBBg9HknQ/h

ttp%3A%2F %randomofferurl.com

[Mocne «4nctony» nepesanucu:

Hi,
Click on the link below for your special offer!

http://randomofferurl.cory

https://secure-web.cisco.com/1adjW1InNsH83UFDjLDFTjer5nJId9J-
HjgKIbAcal Q74EH5VIYEStC5jPZqvg_weQJeocAQeEryL5b1JRETOJ
gzXkjk1PUMCBb_eQApCXS6ZsoujzgNvwtdUgN27SN1zcMVjmIpW
QN__ITmALmHdGMZ_PaFf9F TUvmMc7UjRZBhvHzDvGJOLm5uh9e
vj_C_OemBAy44xbXwmYuA3uRPgKrf7T6ZNepAOMIcszDFPwufWuU
B7bbmS8Zigh_-CyjG8KI6fJU33qjninxHsjOBqI8VXQUT-
VMf_2U_OlpguXStzGTIj3U__yBZILZsS9W1xLZpcGUKpdUp8Q_SBB
q9HknQ/http%3A%2F %randomofferurl.com

Click or tap to follow
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http://fake.com/
http://randomofferurl.com/

URL kaTeropusauus

- URL kaTeropusauusa Ha ESA Encryst on Delivery URL Category elp

Strip Attachment by Content Does any URL in the message body or subject belong to one of

ncnon b3yeT Te Xe ﬂ,aH H b|e, UYTO W strip Attachment by File Info the selected categories?
Web Secu rlty Appl |ance (WSA) ‘URL Category Available Categories: Selected Categories:

URL Reputation

Add Disclaimer Text TR o _add> |
- Vicnonb3ynte Ons OOMOSTHEHNST Beess Outbreak Fiter scamning | - Alcohl B
MOMUTUK UCNONb30BAHMS, UTOBBI v coy (pecty
npenoTBpaTuUTb HeXenaTtenbHble 2" Cheaing and Pagiarn
URL B no4Tte Send o Aamate Destration st |

Deliver from IP Interface
Strip Header
Add/Edit Header

Add Message Tag
Add Log Entry © Redirect to Cisco Security Proxy 2/

S/MIME Sign/Encrypt on Delivery > Replace URL with text message
Encrypt and Deliver Now (Final |
Action)

Action on URL:
e Defang URL 2
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URL oueHka n onuuu

- PekxomeHpauuu:
- brnok URL: -10 to -6
- URL ypaneHwue: -5.9 to -5.8

- OcTaBbTe ocTanbHOe Ans
Outbreak Filters

URL Reputation

Add Disclaimer Text

Bypass Outbreak Filter Scanning
Bypass DKIM Signing

Send Copy (Bcc:)

Notify

Change Recipient to

Send to Alternate Destination Host
Deliver from IP Interface

Strip Header

Add/Edit Header

Add Message Tag

Add Log Entry

S/MIME Sign/Encrypt on Delivery

Encrypt and Deliver Now (Final
Action)

S/MIME Sign/Encrypt (Final Action)
Bounce (Final Action)

Skip Remaining Content Filters
(Final Action)

Drop (Final Action)

URL Reputation is:
Malicious (-10.0 to -6.0)

Neutral (-5.9 to 5.9)
Clean (6.0 to 10.0)

o Custom Range (min to max)
|-5.9 |-5.s

No Score

Use a URL whitelist: None - @

Action on URL:
Defang URL 2

Redirect to Cisco Security Proxy @

o Replace URL with text message
|[URL REMOVED]|

Perform Action for:
o All messages
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URLSs B npucoeanHeHHbIx pannax (11.1)

Bkntounte npocmoTp attaden B Content nnu
Message dounbTpax ans to perform URL
reputation of links in documents

AHnanusnpytotca oobekTbl Office / OLE (i.e doc,
docx, xls, ppt, pdf)

Ecnu HangeTt BpegoHocHbIn URL,
npeanpuHUMaeTcs gencTeme Ha Bce
coobLleHue, a He Ha aTTau.

OrpaHun4yeHmne Ha ckaHupoBaHune — 25,
HacTpanBaeTca n3 CLI

URLSs B dpanne He nepesanucbiBaeTcd

u@ Multiple URLS in a document
by Jwebsite.com

v TR /Nnewssite.com

http://malicioussite.com
http://sportsnews.com

URL Reputation Help

What is the reputation of URL's in the message? This rule

evaluates URL's using their Web Based Reputation Score (WBRS).

URL Reputation is:
® Malicious (-10.0 to -6.0)

Neutral (-5.9 to 5.9)
Clean (6.0 to 10.0)

Custom Range (min to max)

No Score

Use a_LIB pibalist, | None v @

Include Attachments
Select this to look for URLs iffcluded within the attachments of
the message.
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CTpykTypupoBaHue acbdekTnBHbIX npasun ana URLs B

doannax

Message Body or Attachment
Message Body
URL Category

URL Reputation

Message Size

Message Language

Macro Detection
Attachment Content
Attachment File Info
Attachment Protection
Subject Header

Other Header

Envelope Sender
Envelope Recipient
Receiving Listener
Remote IP/Hostname
Reputation Score

DKIM Authentication
Forged Email Detection
SPF Verification

S/MIME Gateway Message
S/MIME Gateway Verified
Duplicate Boundaries Verification
Geolocation

URL Reputation

What is the reputation of URL's in the message? This rule
evaluates URL's using their Web Based Reputation Score (WBRS).

URL Reputation is:

® Malicious (-10.0 to -6.0)
Neutral (-5.9 to 5.9)
Clean (6.0 to 10.0)

Custom Range (min to max)

No Score

Use a URL whitelist: | None

! Include Attachments
Select this to look for URLs included within the attachments of
the message.

el - lMpocmMoTp penyTaunmn He 3aHUMaeT
MHOIO PECypCcOB, HO TEM HEe MeHee

Hago NpuHMMaTb 3TO BO BHUMaAHUE.

- ObpaTtartbiBanTe dannm na
He40BEPEHHbIX/HEN3BECTHbIX
NCTOYHWNKOB

- cnone3ynte punbTpbl 414 TOro,
4YTObbI N3b6exaTb 00paboTkm rnodanbHO
HexxenaTenbHbIX UK 3anpeLLeHHbIX
dransioB N YMEHbLUUTL KOSIMYECTBO
obpabaTtbiBaeMbIX

v @

Add Condition...

Order

Condition
1 Reputation Score

2 4 | URL Reputation

Apply rule:  Only if all conditions match
Rule Delete
reputation <= 0.0 im]
o

url-reputation(-10.00, -6.00 , ™", 1)
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Graymail Unsubscribe

- Graymail Unsubscribe — aTo
OONOMHUTENbHAs NNLEH3NS

- O6GecrneuymBaeT 3awnTy OT Yrpos,
KOTOpblE€ MacKMpYOTCS Kak CCbISKK
unsubscribe

- EOnHbIn nHTepdoenc ans ynpasneHus
nognuckamm O Bcex nonb3oBaTesien

- Jlyywasa sngnmoctb anga email
agMUHNCTPATOPOB U Nonb3oBaTenemn
AnNs NogoOHbIX NMceM

Global Settings

Graymail Detection: | Enabled

Maximum Message Size to Scan: = 2M

Timeout for Smesfsage: 60 seconds
Safe Unsubscribe: | Graymail Safe Unsubscribing is currently disabled. _Enable

Graymail Settings
Policy: DEFAULT

Enable Graymail Detection for This Policy:

—
Enable Graymail Unsubscribing for This Y
Policy: es

Perform this action for: ® All Messages
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Graymail Unsubscribe

[lpOBEpPKaA CChINKK, ECMmn
OHa 6e3onacHas, To

[lonb30BaTENb KIMKAET Ha Cisco BbMOMNHAET
NepesanmncaHHyr CChInKy OTAUCHBAHME OT UMEHM

. nepeagpecauma Ha cepBurc
Unsubscribe B nncbme peanp LA P nonb30BaTENAa
Unsubscribe

alnfn il

Clsco ClscoESA Safe Unsubscribe Service Cisco Cisco ESA Safe Unsubscribe Service
6 Graymail Safe Unsubscribe ° Graymail Safe Unsubscribe
s sz fom nishankafiedscaionin sin ceegress. @ ted
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Web Interaction Tracking & Reporting

- OT4YyeTbl NOKa3bIBAIOT BAXHYIO
NHPOPMAaLNIO O TOM, KTO KIUKHYJT Ha
onpeneneHHbin URL

- Hanbonbluasa ueHHOCTb Kak
NHCTPYMeHTa 0by4eHna u
NOHMMAaHMUA, KOro MoryT aTakoBaTb B
opraHusaumm

- Ctpanuubl Reporting n Tracking
nokaxyT URLs (Tracking B 10.0 ans
netanen URL)

Top Malicious URLs clicked by end users

http://www.ihaveabadreput...
http://www.mangiamando.com/
http://www.proascolcolomb...

http://www.startfrei-onli...

Top Users who clicked on Malicious URLs

csedemo@teamnorthwind.com 3

dummy@dummy.com 2

Web Interaction Tracking

URL Clicked:

Mail Flow Direction: B

|http://ihaveabadreput.'
(example: http://www.domainname.com)

Incoming [ Outgoing
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PunHr — 3t1o He Tonbko URL

. ,D,pyrl/le BAbl MOLLUEHHNYECTBA --

BaHKOBCKOE, OTMbIBaHWE OEHer,
cBugaHusa, 419 n 1.40. Toxe
MCMONb3YTCS AN NoNy4YeHns e e TR RN
MHpopMaunmn o Lensax. Seminar | 606
Fake Deal | 228
- CMeLwaHHble yrpo3bl KOMOUHUPYHOT ]
CyUHT 1 PULLIMHT ANS TOro, YTOBLI B
BbIrNsiAeTb bonee nerMmTMMHO B Fake Cashiers Check | é8
rmasax uenv cotteg wieer | 5

0 40.0k 80.0k

« YTOObI OGHAPYXNUTb N OCTAHOBUTb
NogoOHbIE Yyrpo3bl HAOO0
aktusmpoBaTb Threat Outbreak
Filters

Messages
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[OnHamun4yeckne KkapaHTUHbI / 3agepKKa B KapaHTUHE

3apepxaTb 1 CHOBa
-------------------wanyCTMpr‘Hﬂ

I aHanumsa

l [octaButb C
U I ~ M3MEHEHHO TeMoiA
by © — — - U\ nepesanucbio
U U 0 # # # ! 0 URL
0 0

i -

3BeCTHbIe Bpe4OHOCHbIE PenyTtauuns darnos, aHanus, Bpyu4Hyto cozgaHHble
pannbl GnokupyroTca peTpocnekTmea u npasuna ans 3agepxku 0-
Sophos unu McAfeee pearnposaHue ans Day malware ans Toro,
CKaHMPOBaHNA HEN3BECTHbIX yTOObI OrpaHnYnTb
paiinos pacnpocTpaHeHue
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Threat Outbreak Filters

Default Policy IronPort Anti-Spam Sophos
Positive: Quarantine Encrypted: Deliver
Suspected: Quarantine | Unscannable: Deliver
Virus Positive: Drop

File Reputation
Unscannable: Deliver
Malware File: Drop

Graymail Detection | FED_LOGHEADER
Marketing: Deliver
Social: Deliver

Pending Analysis: Quarantine | Bulk: Deliver

MAR Action: Delete

Retention Time:
Virus: 1 day
Other: 4 hours

Bkntounte Threat Outbreak Filters
(He BKIHOYEHO NO YMOSTYaHUIO) C
NOMOLLbIO BKIto4YeHne Message
Modification

URL nepesanuck nossonser
aHanmsanpoBaTb NOAO03PUTENbHbIN
URL o6na4yHbiM npokcu
(penytauunsa, AV/IAM, AMP

Message Modification

Enable message modificatioh. Required for non-viral threat detection (excluding attachments)

Message Modification Threat Level: (2) | 3 -

Message Subject:  prepend ~ I[SUSPICIOUS MESSAGE]

Insert Variables | Preview Text =

Include the X-IronPort-Outbreak-Status headers:

©  Enable for all messages

) Enable only for threat-based outbreak

©  Disable
Include the X-IronPort-Outbreak-Description header: Enable
©  Disable

Alternate Destination Mail Host
(exaMgles: example.com, 10.0.0.1, 2001:420:80:1::5)

URL Rewriting: = Cisco Spcurity proxy scans and rewrites all URLs contained in malicious outbreak emails.

able only for unsigned messages (recommended)
©®  Enable for all messages
©  Disable

Bypass Domain Scanning (2)
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[MpenoTBpalleHne yTeyek AaHHbIX

- Bcerga moxert cywectsoBaTb naumeHT NeO, N HUKTO He CMOXET 3abfIoKMpoBaTh
BCe BXOAsILLME NOMNbITKN OULLNHIA

- Mbl MOXXeM co3aaTtb npaBuna ans 6nokKMpoBaHUS, KapaHMHa N LWIMAPOBaHMS

OaHHbIX, KOTOpble NepeaarnTcsa U3 opraHusaunm ¢ nomollbto Content Filters nnum
Data Loss Preventions

- Content Filters moryT obHapyXuBaTb COOEPXNUMOE HA OCHOBAHUN PErynsipHbIX
BblpaXXeHuIn, crnoBapen n o6 beanHATLCA C NONNTUKAMU AOMEHOB Ha3Ha4YeHus

Add Policy...

Order | Policy Name | Anti-Spam Anti-Virus Advanced Malware Protection = Graymail Content Filters | Qutbreak Filters | DLP Delete
1 HR SENDERS | (use default) | (use default) (use default) (use default) | (use default) (use default) HR SSN POLICY )
Default Policy Disabled Sophos File Reputation Disabled Disabled Disabled DEFAULT SSN POLICY

Encrypted: Deliver Unscannable: Deliver

Unscannable: Deliver | Malware File: Drop
Virus Positive: Drop Pending Analysis: Deliver
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O630p aHTUCNYdUHra

MpocTton cnyduHr

Moxoxkuin gomeH /
Typo Squatting

Mogudumkaunsa
oToOpaXkaemoro
UMEHU

Koro
noanenbiBaloT

BHewwHne
KOHTpareHThbl

Balu 6peHa

Bawe
PYKOBOACTBO

Llenb cnydumHra

Bawwn nonb3oBarenu

Bawuu knueHThbl

®durHaHcoBbIE
CryXobl

OnucaHue

MpocTon cnyduHr — Korga atakyoLwmi NbITaeTca U3MEHUTb UK
maHunynvpoBaTe SMTP ENVELOPE FROM npu SMTP obmeHe nnu
N3MeHseT none reply-to 4ns nepeHanpaBneHns NUCeEM

ATakun cTaHOBSATCsl ©bornee CroXHbIMU 1 MaHUNynmpyrwT HanncaHnem
OOMeHa nyTeM MUHUMalibHbIX M3MEHEHNN B MOYTOBbIX agpecax,
YTOOBbI 06MaHyTb nonb3oBaTtenien. Boicokas BEPOATHOCTb yCrnexa un
CITOXHOCTb 06Hapy>|<eHM$| B CBS13M C 60OMNbLUNM KONMNMYECTBOM
BapnaHTOB HanmcaHumA

Tarke HasbiBaeTcs Business Email Compromise (BEC). 3to
Hanbonee cnoXHas U3 BCEX aTak, OHa BKMOYaeT MCMOSb30BaHve
NErMTUMHBIX JOMEHOB (MM MOXULLEHHBIX, U CO3AaHHbIX) U
MaHWMynMpyeT 3arofiloBkaMmy COobLLIEHUS A4St TOro, YTobObl NokasaTb
NpaBWibHOE UMS OTMPaBUTENS Y MOXOXNUIA AOMeH/oneYvaTKy B agpece
email, 4YToObl 3acTaBWTb NONBb30BATENSA OTNPABUTL HYXXHYHO
nHdopmaumio. Certvyac aTo ogHa u3 Hambosnee obLLIMX aTak C O4eHb
BbICOKMM YPOBHEM YCMELLIHOCTH
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BrninaHue coumnanbHOM NHXEHEepUn

CounanbHas nHxeHepus godasuna
ycneLwHoCTU cnyguHr-atakam. ATakyrouwime
cnegsaTb 3a uensaMmn mecsilamm, B cCoumnanbHbIX
CeTAX, HOBOCTAX U T.4.

CosganyT coobLeHns ¢ «<ncTopuen», YTobbl
AobaBnTb NErMTUMHOCTM K 3anpocy

OHu nwyT cobbiTne — noesaka 3a rpaHuuy,
OonbLre caenku, cornalleHnst 1 UCNonb3ylT UX
Anga Toro, 4ToObl BblpasnUTb CPOYHOCTb

Kpome TexHMU4Yecknx mep, OCHOBHOE CPpeacTBO
Ans NpeoTBpalLeHunst atak — 3To 0byyeHue
rnosib3ogamersieu

IDONT KNOW WHO YOU
ARE...

/

BUT I WILL LOOK YOU UP ON
LINKEDIN AND | WILL FIND,YOU.
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PaboTa ¢ npocTbiM cnydoom

Mon Jun 26 16:48:31 2018 Info:

unallocated-static.rogers.com

Mon
Mon
Mon
Mon
Mon
Mon
Mon
Mon

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

26
26
26
26
26
26
26
26

16
16
16
16
16
16
16
16

148
148:
148
:49:
:49:
:49:
:49:
:49:

<scan results> ..

31
54
54
09
09
40
40
40

2018
2018
2018
2018
2018
2018
2018
2018

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

New SMTP ICID 238970 interface Data 1 (216.71.129.13) address 72.142.13.157
verified no
ICID 238970 ACCEPT SG SUSPECTLIST match sbrs[none] SBRS None country Canada
Start MID 137251 ICID 238970

MID
MID
MID
MID
MID
MID

137251
137251
137251
137251
137251
137251

ICID 238970 From: <ceo@dinconsulting.com>

ICID 238970 SMTP Call-Ahead bypass applied to <bob@dinconsulting
ICID 238970 RID 0 To: <bob@dinconsulting.com>

Subject 'Re: Please pay this...'

ready 202 bytes from <ceo@dinconsulting.com>

matched all recipients for per-recipient policy DINCONSULTING in

reverse dns host

.com>

the inbound table

OBbLIYHO CKOMMPOMETUPOBAHHbLIN Y3€eNn Ha XOCTUHI cepBUCE UNK AnHammndeckom IP
B aToMm npumepe aABHas nognenka BHyTPeHHero JOMeHa

Be3 npoBepkn Ha YpoOBHE NOAKMNIOYEHUS Mano nHgopmMaumm, Kotopast TOMOXeT
3abroknpoBaTb 3TO coobLleHnEe
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Kak ato pabotaet: SPF n DKIM

- Sender Policy Framework, onncanH B RFC4408

- [NosBonseTt nonyyatensam npoeepAThb |IP agpeca otnpaBuTenen ¢ nomoLubto npocmoTtpa DNS 3anucen,
B KOTOPbIX NepevncrieHbl aBTopmM3oBaHHbIe W36l email ans gaHHoro JoOMeHa

« WNcnonb3yet DNS TXT 3anucu
- MoxeT npoBepsaTtb naeHTnyHoctb HELO/EHLO n MAIL FROM (FQDN)

- [locne oueHkn 3anucen SPF, MOXHO nony4nTb cneayrowimne pesyrnbTaThbi:

PesynbTar O6bAcCHeHue
nencreue

Pass SPF 3anvck onpeensieT, Y4To y3ern UMEET NpaBo OTNPaBnsATb NMPUHATb

Fail SPF 3an1cb onpeaensieT, YTo XOCT He MMEET NpaBo OTMNPaBMATb OTBEPryHTb

SoftFail SPF 3anpucb onpeaenseT, YTO XOCT HE MMEET NMPaBo OTNPAaBIATb, HO NMoKa MAET NEPEXOAHbLIX NPUHATb, HO
nepuog NnomMeTuTb

Neutral SPF 3an1cb HMYEro He roOBOPUT NPO BannaHOCTb NMPUHSTb

None Y nomeHa unu HeT SFP 3anucu unmn 3annce He onpegeneHa ansi aHHOro y3na NMPUHATb

PermError Mpou3soLna noctosiHHas owwmbka (nnoxo otchopMaTnupoBaHa SPF 3anuce) He onpeneneHo

TempError Mpousowna BpemeHHas owmnbka (DNS Error) NPUHATb UK

OTBEPrHyTb
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Kak ato pabotaet: SPF n DKIM
- Domain Keys ldentified Mail, onucan B RFC5585

- Kpatko: OnpegensieT Metoabl Kpuntorpapuyeckon nognmcm NCXoasmnx coodLeHnin Ha
LLSTH03€e, BKNOYAET NPOBEPOYHbIE JaHHbIE B 3arofloBOK NMCbMa U NyTKU, C MOMOLLbIO
KOTOpPbIX NosiydaTens OyaeT NnpoBepsTb LefIOCTHOCTb COO0LeHuns

- HononHutenebHble RFC6376 (DKIM nognucn), RFC5863 (DKIM passutune,
pa3sepTbiBaHne un pabota), RFC5617 (Author Domain Signing Practices (ADSP))

- WcnonbayeT 3anncyu DNS TXT ansg nybnukaumm nyermyHbIX Kroden

20120113._domainkey.gmail.com IN TXT “k=rsa\; p=MIIBIjANBgkqhkiGOw@BAQEFAAOCAQ8AMIIBCgKCAQEA1Kd87/Ueljenpabg
bFwh+eBCsSTrgmwIYYvywlbhbgqoo2DymndFkbjOVIPI1dNs/m40KF+yzMnlskyoxcTUGCQs8g3FgD2Ap3ZB5DekAo5wMmk4wimDO+U8QzI3SD
0""7y2+07wlNWwIt8svnxgdxGkVbbhzY8i+RQIDpSVpPbF7ykQxtKXkv/ahW3KjViiAH+ghvvIhkx4xYSIc90SwVmA150ctMEeWUwg8Istjqz
8BZeTWbf41fbNhte7Y+YqZOwqlSdeDbvYADINOZKI9v1fuac@598HY+vtSBczUiKERHv1yRbcaQtZFh5wtiRrN@4BLUTD21MycBX5jYchHjPY/
wIDAQAB”
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BkritoueHne nposepkn SPF

Message Body or Attachment
Message Body

URL Category

URL Reputation
Message Size
Attachment Content
Attachment File Info
Attachment Protection
Subject Header

Other Header
Envelope Sender
Envelope Recipient
Receiving Listener
Remote IP/Hostname
Reputation Score
DKIM Authentication

SPF Verification

S/MIME Gateway Message
S/MIME Gateway Verified

SPF Verification Help

What are the SPF Verification results to match?

SPF Verification:

Is || © None

oo Rl :

- Korpa skntoveH SPF, ESA 6yaet
«LITamMnoBaTb» 3arofoBKM
coobLeHuns

«  Wcnonb3ynte pe3ynbtaT BHYTPU
coobuwweHunsa nnm Content Filters ansa
onpeneneHns AencTans

PRA ngeHtndukatopbl oLeHnBaTCA

- X
Neutré{I Tonbko B Message Filters
[ SoftFail
© Fail - SPF vs SIDF, nountante, ato
) TempError WHTEPECHO:
! PermError http://www.openspf.org/SPF_vs_Send
er_ID

SPF/SIDF Verification: | © Use Default (On) © On © Off

Conformance Level:

Downgrade PRA verification result if 'Resent-
Sender:' or 'Resent-From:' were used:

HELO Test:

Default (SIDF Compatible)

¢ Use Default (No) No

9 Use Default (On) Off

Yes

On
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BkritoueHne nposepkn DKIM

DKIM Verification Profiles P 2
DKIM Verification: | ® yse Default (On: DEFAULT) On Off
Smallest | Largest | Key Query Use Body SMTP Action SMTP Action Maximum Number Al Use DKIM Verification Profile: | | pEFAULT ¥
Key Key Timeout Length For Temporary For Permanent of Signatures to 0
Profile Name (Bits) (Bits) (Seconds) Parameter Failure Failure Verify Delete
DEFAULT 512 2048 10 Yes Accept Accept 5 =)
Add Condition

Message Body or Attachment ) )
Message Body DKIM Authentication

URL Category Is DKIM Authentication Passed?

1. CospganTte npodpuns ansa gencremax B DKIM (no URL Reputation
i ML LIIEE DKIM Authentication Result:
ymon4danuto Monitor)

Attachment Content
Is v Pass H

Attachment File Info

2. Bkntounte npoeepky DKIM B Mail Flow Polices BT FiS T Tempertor (recoverable aror occurred)

Subject Header Permerror (unrecoverable error occurred)
Hardfail (authentication tests failed)
Other Header

3. Hactpawusaiite geiicteusa B Content Filters. S —— Hene (auentication not performed)
Mcrnonb3ynTe oTrnpasKy MMCEM B KapaHTUH OIS S
nepecMoTpa NnoaaerbHbIX COOBLLIEHNI ;

Remote IP/Hostname
Reputation Score

DKIM Authentication

SPF Verification

S/MIME Gateway Message
S/MIME Gateway Verified
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[Tocne BkntodyeHna SPF

Mon Jun 26 16:48:31 2018 Info:

Mon
Mon
Mon
Mon
Mon
Mon
Mon
Mon
Mon
Mon
Mon

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

26
26
26
26
26
26
26
26
26
26
26

16
16
16
16
16
16
16
16
16
16
16

:48:
:48:
:48:
:49:
:49:
:49:
:49:
:49:
:49:
:49:
:49:

<scan results> ..

31
54
54
09
09
18
18
40
40
40
40

2018
2018
2018
2018
2018
2018
2018
2018
2018
2018
2018

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

New SMTP ICID 238970 interface Data 1 (216.71.129.13) address 72.142.13.157
unallocated-static.rogers.com verified no
ICID 238970 ACCEPT SG SUSPECTLIST match sbrs[none] SBRS None country Canada
Start MID 137251 ICID 238970

MID
MID
MID
MID
MID
MID
MID
MID
MID

137251
137251
137251
137251
137251
137251
137251
137251
137251

ICID 238970 From: <ceo@dinconsulting.com>

ICID 238970 SMTP Call-Ahead bypass applied to <bob@dinconsulting
ICID 238970 RID 0 To: <bob@dinconsulting.com>

SPF: helo identity postmaster@dinconsulting.com Fail (v=spfl)
SPF: mailfrom identity ceo@dinconsulting.com Fail (v=spfl)

SPF: pra identity None headers None

Subject 'Re: Please pay this...'

ready 202 bytes from <ceo@dinconsulting.com>

matched all recipients for per-recipient policy DINCONSULTING in

SPF 3anuck: TXT="v=spf1 include:spf.protection.outlook.com -all"

reverse dns host

.com>

the inbound table

Mone BknoyeHna SPF Bbl nonyyaete AONONHUTENbBHYO MHGopMaunio 06 oTnpasuTene

Mbl BCe eLle NpUHMMaeM coobLeHNS, HO Mbl MOXXEM MO3Xe MCNOSb30BaTh BEPAUKT 4N TOro, YTObbI
NPUHATL pelleHne 06 06BNHEHMM COOBLLEHMS

O PEKTMBHOCTL OrpaHNYeHa y4acTuem — Haao noTpaTuTb BpeMd, 4Tobbl yoeamtecd, 4yto SPF 3anmcu
BOBpeMsi OGHOBNAOTCA
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.ﬂOFI/IpOBaHI/Ie OOMOJIHUTEJIbHbIX 3alroJiOBKOB

System metrics frequency: 60 seconds
Logging Options: Message-ID headers in Mail Logs: | On
Original subject header of each message: | On

Remote response text in Mail Logs: | On

@ers: from, reply-to

Edit Settings...

Sat Jun 17 05:29:54 2018 Info: MID 94398 ICID 188033 From: <bob@gmail.com>

Sat Jun 17 05:29:54 2018 Info: Message done DCID 1496 MID 94399 to RID [0] [('from{, 'Uncle Bob <bob@gmail.com>")

- B HacTpourkax Log Subscriptions nnu ¢ nomowbto CLI komanabl logconfig, you
Bbl MOXETE HAaCTPOUTb JIOrMPOBaHNE OOMOMHUTESNbHbIX 3arofIoBKOB NUCbMa

- OTa nHgopmaums byget nokasbiBaTbca B mail_logs n BbiBoge message tracking
npu cosgaHum DCID (Delivery Connection ID)
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Disclaimers n nepemMeHHble

Edit Text Resource

Name:
Type:
HTML:

Plain Text Alternative:

REPLY_TO_WARN

Disclaimer Template

Font Name and Size Font Style

/Codeview
Avrial 'NormaI'“Bll|H‘@)

A plain text disclaimer is applied when HTML is not supported. The text is
automatically generated from the required HTML text above or an alternate to the
HTML can be defined below.

\ Auto-generate v \

F = = =

ert Variables

To

Subject

Time

Internal Message ID
Mail Flow Policy

File Names

File Sizes

Receiving Listener
Header

Envelope Recipients
Body Size

Matched Content
DLP Severity
Threat Category
Threat Description
Threat Verdict

Font Name and Size

v | No

ormal ¥ B 1 u

Font Style Code View

text-align: center">
<tbody=>
<tr>

</tr=
</tbody >
From
Date
GMT Timestamp

HAT Group Name
SenderBase Reputation Score
File Types

Remote Host Address
All Headers

Envelope Sender
Hostname

Filter Name

DLP Policy Name

DLP Risk Factor
Threat Type

Threat Level

<table style="background-color: #FESA2E; margin-bottom:10px; width: 100%;

<td=<=span style="font-size:12px; font-family:verdana;">Warning: Replies to this
message will go to $EnvelopeFrom. If you are unsure this is correct please contact
the helpdesk.</span=></td>

- Bbl MOXeTe co3gaTtb 60nbLIOE KONIMYECTBO TEKCTOBBIX PECYPCOB, KOTOPbIE MOXHO
ncnonb3oBaTb B PpuUnbTpax Kak 4eNcTBUA Ans NoAo03pUTENbHbIX COOBLLEHNI

- [lepeMeHHble MOryT UCMONbL30BaTLCA BHYTPU TEKCTOBLIX PECYPCOB U B content / message

donneTpax
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ObHapyxeHune HecooTBeTCcTBUA Reply-To

FW:RE:Pending Payment

To: badguy@gmail.com Reply'TO Header

Content Filter Settings

Name: | [REPLY-TO_CHECK
Currently Used by Policies: = Default Policy
B2 Show message history Editable by (Roles): | Cloud Operator
Description:
m Discard @j |§| @ A/ v ‘ y
< Han Solo <han@encoresol.com> From Header Condrons
Today, 819 AM Apply rule: Only if all conditions match ¥ |
— Order l Condition Rule Delete
N 1 Other Header header(“reply-to") W
FW:RE:Pendlng Payment 2 4 | Other Header header(“reply-to") != "~$envelopefroms"” @
3 4 | Other Header header("X-GM-RESULT") I= "~GM" W
Can yoy Han Solo <han@encoresol.com>
Today, 7:56 AM Actions
Usman Din ¥
Order l Action Rule Delete
Action Items 1 Add Disclaimer Text add-heading("REPLY_TO_WARN") @
Can you take care of this? - Thx. Han
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[Toxoxune gomeHbl U Typo-Squatting

-  OB6bI4HO HauennBalrTCsA Ha onpeaeneHHbIN
XOPOLLO U3BECTHbIN DpeHa

- Wcnonb3yeT pasHble HAabopbl TEXHUK
NbiTasicb 0OMaHyTb Nonb3oBaTens u
3acTaBUTb €ro NoBEpPUTb OTNPaBUTESTIO

- Peructpupyet gomeH 1 co3gaeT 3anucu
SPF, DKIM n DMARC

- JlerntumunsunpyeTt XocT-oTnpaBnUTENb
npasunbHbiMu 3anucamu DNS n rDNS.

npumMep: cisco.com
Addition: ciscoo.com
Bitsquatting: cicco.com
Homoglyph: c1sco.com
Insertion: ciseco.com
Omission: cico.com
Repetition: cissco.com
Replacement: cizco.com
Subdomain: c.isco.com
Transposition: csico.com
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Alcnonb3oBaHue

maBHasg cTtpaHuua: https://github.com/elceef/dnstwist

[— Add Incoming Mail Policy
I NN/ / /| I

TAINTEAY VANTNT

[ A N N2 N2 O A Nl

Policy Name: @ | frypo_pomaIns

(e.g. my IT policy)
Editable by (Roles): | Cloud Operator
Insert Before Policy: | [ 2 (ALLOWLIST) v

Add User...

Addition

N L. Sender Recipients Edit Delete
Addition > n e forle b forle ANy a
2 P A 5 ciscoa.com[or]@ciscob.com[or]@ciscoc.. Edit
Addition > :

ddition > 0 < == J—
Bitsquatting > & 4
Bitsquatting 3
Bitsquatting 25
Bitsquatting 73 Add Policy...
Bitsquatting 11 Order | Policy Name Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters | Outbreak Filters | Delete
Homoglyph 5, 1 | BLOCKLIST (use default) (use default) (use default) (use default) DROP_ALL (use default) @
Homoglyph 2 | TYPO_DOMAINS (use default) (use default) (use default) (use default) QUARANTINE_ALL | (use default) @
Homoglyph 3 | ALLOWLIST Disabled (use default) (use default) Disabled (use default) Disabled @

4 | TEAMNORTHWIND | (use default) (use default) (use default) (use default) (use default) (use default) @
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Moaudomnkaumss MeHu

Mon
Mon
Mon
Mon
Mon
Mon
Mon
Mon
Mon

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

26
26
26
26
26
26
26
26
26

18:07

..<scan engines>..
.<start delivery>..

Mon Jun 26 18:09:21 2018 Info:
("reply-to',

Search Current Mailbox

Inbox

4 Today

Usman Din
To do...
Things to do today <end>

Angry Bossman
:RE: Invoice PaymepiGv€rdue - Final Notice

Can you take care of this? Now. AB. <end>

4 Last Week

Hurd, Sarah

Din Consulting's 88-page cloud project success guide

:54
18:08:
18:08:
18:08:
18:009:
18:009:
18:009:
18:009:
18:009:

07
10
10
15
15
15
15
15

2018
2018
2018
2018
2018
2018
2018
2018
2018

Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:
Info:

MID
MID
MID
MID
MID
MID
MID
MID
MID

137261 ICID
137261 ICID
137261 SPF:
137261 SPF:
137261 SPF:

137261 Subj

239041 From: <reallybad@gmail.com>

239041 RID 0 To: <usman@dinconsulting.com>

SPF: helo identity postmaster@mail-wr0-£f180.google.com None

mailfrom identity reallybad@gmail.com Pass (v=spfl)

pra identity boss@dinconsulting.com None headers from

137261 DKIM: pass signature verified (d=gmail.com s=20161025 i=@gmail.com)

ect 'FW:RE: Invoice Payment Overdue - Final Notice'

137261 ready 304 bytes from <reallybad@gmail.com>

137261 matched all recipients for per-recipient policy DINCONSULTING in the inbound table

Message done DCID 1555 MID 137261 to RID [0] [('from', 'Angry Bossman <boss@dinconsulting.com>',

'badguy@gmail.com')) ]

0

Current Mailbox ~

9:12 AM

9:09 AM

Wed 6/21

2 Reply @_ Reply All £, Forward
Mon 6/26/2017 9:09 AM

AB Angry Bossma
FW:RE: Invoice Paymel

To

Can you take care of this?
Now.

AB.

<boss@dinconsulting.com>

Qverdue - Final Notice

SMTP agpec npoTuB UMEHMU
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Kak ato pabotaet: DMARC

- Kak DKIM, Tak 1 SPF nmetot HepgocTaTkn. He n3-3a nnoxoro gn3awvHa, a u3-3a
pa3HOW NPUpPOAabl KaXaom U3 TEXHOSOMNM.

- Taknm obpasom, pogunca DMARC:

 Mcnonb3oBaHue CyLLIECTBYHOLMX TEXHONOIMIA, NPeaoCcTaBneHne cpeapbl Ans mux
CUHXPOHU3ALUK 1 NO3BOMISIET OTAPABUTENAM MOMYYUTb NONTHOMOYMS MO YNPaBMEHMUIO
NONUTUKaMKU OINOKMPOBKN U UMETb BUAMMOCTb NoAAeNbHOro Tpaduka

- Domain-based Message Authentication, Reporting And Conformance
- Onpepenen B RFC 7489
- ObecneuvBaer:
- DKIM nposepky
- SPF ayteHTudumkaumo

- CuHXxpoHu3auuio mexay naeHtudmnkaropamm ornpasurtensi (Envelope From, Header From)
- Coo0OLyaeT o noaagenbHOM O0bbekTe
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Kak aTo pabotaert: cTpykTtypa 3anncu DMARC

[ewcTeuns npu owumbke % coobLeHwit ans

Bepcus DMARC
TXT 3anuck Ans gomeHa amazon.com p ayTeHTUdMKALMM NPUMEHEHNS MONUTUK

_dmarc.amazon.com IN TXT “v=DMARC1l\; p=quarantine\; pct=100\;
rua=mailto:dmarc-reports@bounces.amazon.com\; ruf=mailto:dmarc-

<<z?ports@bounces.amazon.com\\\\\\\

URI anga arperMpoBaHHbIX OTYETOB URI anga otyeToB No paccnenoBaHuto
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Kak sknounte DMARC

®

@

Items per page

DMARC Verification Profiles

Add Profile... Import Profiles...
All
o
Profile Name | Reject Policy Message Action | Quarantine Policy Message Action = SMTP Action for Temporary Failure = SMTP Action for Permanent Failure | Delete
DEFAULT No Action No Action Accept Accept ] ‘
Export Profiles...
DMARC Verification Use Default (On: DEFAULT) ® On off
Use DMARC Verification Profile: | | DEFAULT ¥

DMARC Feedback Reports: (2) |« puanc reporting message must be DMARC compliant.

* Recommended: Enable TLS encryption for domains that will receive reports. Go
to Mail Policies = Destination Controls.

¥ Send aggregate feedback reports

DMARC HacTpaunBaeTcs c
NOMOLLIIOb onpeaerneHns
npodunsa n NpUMeHeHus
npodunsa Kk Mail Flow Policy

Mo ymonyaHuio npousis cTouT
B pexume Monitor ans
HapyweHun DMARC, Ho ong
oueHkn DMARC 3anucen Hago
NPUMEHUTDL MOSTUTUKY

BbINONHANWTE MOHUTOPUHT
napameTpoB U HacTpanBaunTe
nx, korga byaeTe roTosbl,
nepexoaute B pexum
6r1OKMPOBKM
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Kak pabotaet DMARC

Add Profile...

BLOCKING
DEFAULT

No Action

Export Profiles...

Profile Nagie a | Reject Policy Message Action

Quarantine Policy Message Action

Quarantine

o ATton

Import Profiles...

All
[

MTP Action for Temporary Failure | SMTP Action for Permanent Failure | Delete
Accept Accept o
Accept Accept o

v=DMARC1; p=reject; pct=100; rua=mailto:dmarc_y rua@yahoo.com

Tue Jun
Tue Jun
Tue Jun
Tue Jun
Tue Jun
Tue Jun

27
27
27
27
27
27

00
00
00
00
00
00

:09:24
:09:24
:09:24
:09:24
309525
:09:25

aligned False, DKIM

Tue Jun
Tue Jun
Tue Jun
Tue Jun

27
27
27
27

00
00
00
00

:09:25
:09:25
309525
309525

2018 Info: MID
2018 Info: MID
2018 Info: MID
2018 Info: MID
2018 Info: MID
2018 Info: MID
aligned False)
2018 Info: MID
2018 Info: MID
2018 Info: MID
2018 Info:

140370
140370
140370
140370
140370
140370

ICID 242100 From: root@cannon.teamnorthwind.com

ICID 242100 RID 0 To: usman@dinconsulting.com

SPF: helo identity postmaster@cannon-master None

SPF: mailfrom identity root@cannon.teamnorthwind.com None
SPF: pra identity gguy@yahoo.com None headers from

DMARC: Message from domain yahoo.com, DMARC fail, (SPF

DMARC policy is reject, applied policy is reject

140370
140370
140370

DMARC: Verification failed.
DMARC: Message rejected by DMARC policy.
rejected by DMARC policy

Message aborted MID 140370 Receiving aborted
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MHCTpYMeEHTBI, KoTopble nomoryT 3anyctute DMARC
DMARC Lookup Tools:

https://www.agari.com/project/dmarc/, https://www.valimail.com/dmarc/domain-
checker#/

DMARC Wizard:
https://dmarc.globalcyberalliance.org/
DMARC Aggregation Reporting Tool (BECITJIATHO!)

http://dmarc.postmarkapp.com/
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Forged Email Detection — HeueTkoe cooTBeTCTBME 3arofnoBKOB

Dictionary Properties

Name: | [Executives Add Condition...
Advanced Matching: Match whole words Order Condition Rule

Case Sensitive 1 Forged Email Detection forged-email-detection("Executives”, 70)

b Smart Identifiers: (2) | Match specific patterns such as social security numbers and credit card numbers.

Number of terms: 2
Add Action...
Add Terms: Term Weight Delete
Angry Bossman 1 & Order Action Rule

Usman Din 1 @ 1 Forged Email Detection fed()

MID 143464 Forged Email Detection on the From: header with score of 100
Info: Message done DCID 1570 MID 143464 to RID [0] [('From', ‘Angry Bossman <angryboss@gmail.com>']

- Wpes, kotopaga nexut 3a texHonornen Forged Email Detection -- 3T0 npegocTtaButb METOA NOMCKA
COOTBETCTBUSA UMEHWN, KOTOPOE oToBpaxxaeTcs B No4TOBOM KnneHTe (Display Name) umeHam
pyKOBOASLLEro nepcoHana

«  OTa QYHKUMS MOXET NOMOYb CY3UTb LleneBoun cnyduHr, ncnonb3oaTtb Ntoboe gencrensa B content /
message punbTpax, Takke Bbl MOXeTe ybpaTb 3aronoBok From gnsa toro, 4tobbl NokasaTtb pearibHbIN
Envelope From

- Wcnonb3oBaHue ero npuBoAUT K NOXHbIM cpabaTbiBaHUAM! cnonb3ynTe ero BMecTe ¢ Apyrumu
npasunamm
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Y10 MbI nwem?

- Forged Email Detection nwet cootBetcBus Header From (RFC5322) a nmeHHo
Display Name (T.e. First Last <user@domain.com>)

- B paHHUX penunsax 6o npobnembl ¢ 3PEKTUBHOCTLIO, KOTOPbIE OblNn
ncnpasnenol 8 v10.0.3+ n v11.0.1+

- [lpumepbl COOTBETCTBUM:

Amgry Bossman -> Forged Email Detection on the From: header with score of 93
Angerry Bossman -> Forged Email Detection on the From: header with score of 92
Angry Bosman -> Forged Email Detection on the From: header with score of 96

Angry BOssman -> Forged Email Detection on the From: header with score of 93

Angry Bossmé4n -> Forged Email Detection on the From: header with score of 92

Andry Bossman -> Forged Email Detection on the From: header with score of 92
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Hauano pabotsl ¢ FED

- FED TOnbko cosgaet 3anuck B nore, ecnu rpaHN4YHoOEe 3Ha4eHune Bbllle Ui paBHO TOMY,
KOTOpO€E HAaCTpOEeHO

- HauyHuTe c co3paHus (*)I/IJ'Ipra C HA3KUM TpaHN4YHbIM 3HaA4YEHNEM U COXpaHﬂIZTe
pe3ylibTaTbl AJ14 KaXXgo0oro a3Ha4eHuns Bbllle rpaHuubl

- Bknwouunte nornposaHune 3arosioBkos From n Reply-To

Name: New SMTP ICID 452471 interface Data 1 (216.7 2.15) address 45.55.25 55 reverse dns host unknown verified no
| [recutives ICID 452471 ACCEPT SG BYPASSLIST match 45.55.25 55 SBRS country United States
Advanced Matching: | (] match whole words Start MID 126811 ICID 452471

MID 126811 ICID 452471 From: <root@cannon.teamnorthwind.com=>

MID 126811 ICID 452471 SMTP Call-Ahead bypass applied to <usman@encoresol.net>
nd credit card numbers MID 126811 ICID 452471 RID 0 To: <usman@encoresol.net>
MID 126811 Message-ID '<20171220212032.GA13397@cannon. teamnorthwind.com=*

Case Sensitive

b Smart Identifiers: @) | Mat

Number of terms: 2 MID 126811 Subject 'hello’

Term Weight Delete MID 126811 ready 569 bytes from <root@cannon.teamnorthwind.com=

Angry Bossman 1 @ MID 126811 matched all recipients for per-recipient policy ENCORESOL_NET in the inbound table
ICID 452471 close

MID 126811 interim verdict using engine: CASE spam negative

MID 126811 using engine: CASE spam negative

MID 126811 interim AV verdict using Sophos CLEAN
ondition Rule MID 126811 antivirus negative
E

Usman Din 1 a

MID 126811 AMP file reputation verdict : CLEAN

MID 126811 using_engine: GRAYMATLfiegative

MID 126211 Forged Email Detection on the From: header with score of 92, against the dictionary entry Angry Bossman
MID 126811 Custom-teg-Entry: FED ABOVE 50

orged Email Detection forged-email-detection("Executives”, 50)
MID 126811 Outbreak Filters: verdict negative
MID 126811 queued for delivery

Delivery start DCID © MID 126811 to RID [6]

Action Rule Message done DCID © MID 126811 to RID [0] {('from', 'Andry Bossman <angry@encoresol.com=')]
. - " - MID 126811 RID [0] Response '/dev/ .
Add Log Entry log-entry("FED ABOVE 507) Message finished MID 126811 done
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[Tpumepbl punetpa Forged Email Detection

Mepen FED()

FW:RE: Invoice Payment Overdue - Final Notice FW:RE: Invoice Payment Overdue - Final Notice

@ Angry Bossman <boss@dinconsulting.com> ° root@cannon.teamnorthwind.com v Strip From header

Can you take care of this?

Insert Disclaimer

Warning: The email has been flagged as a potential spoof. If you are unsure of the sender do not reply or open links and contact the helpdesk.

Now
A i
3Ha4yeHune penytaymun
Add Condition... Apply rule:  Only if all conditions match v OTnpaBuUTENs Ans TOro, yTOOBbI
Order Condition Rule Delete chokycupoBaTbCs Ha
1 Reputation Score reputation <= -1.0 ) COOTBETCTBUM HEJOBEPHHbLIM
OTNpaBUTENSAM
2 4 | Forged Email Detection forged-email-detection("Executives”, 70) i}
2 . Mcnonb3ysa Forged Email
Detection wsi moxem
NpeAnpuHATL AOMOMHUTENbHbIE
Order Action Rule Do Tpebyemble encTBusi
1 Forged Email Detection fed() |} -
2 2 | Add Iai dd-headina("FED RN" @ . Vcnonb3ynte BmecTe ¢
Disclaimer Text add-heading( _WARN") nporpaMM017| o6yqu|/|;1
rono3osarternem
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[obasneHne nHdbopmMmaumoHHbIX X-headers

*  Wcnonbaynte Message Filters ans toro, 4tobbl NpowTamnoBaTh x-headers,
KOTOpbl€ UCMOMb3YT NepemMeHHbIe LDAP RCPT Accept

(WQ deferred)

° MoxxeT ncnonb3oBartbca And peweHna npo6neM C COOOLLEHNSIMUN B NOYTOBOM Masquerading

ALIMKEe NoJib30oBaTensd (TABLE / LDAP)
+ Takxe MOXHO ncnonb3oBaTb Ans 3anycka Content Filters no3xe B npouecce LDAP Routing
0bpaboTkm

Message Filters

addHeaders: if (sendergroup != "RELAYLIST") y

{ CASE (Anti-Spam)
insert-header ("X-IronPort-RemoteIP", "$RemoteIP"); =
insert-header ("X-IronPort-MID", "S$MID"); £
insert-header ("X-IronPort-Reputation", "S$Reputation"); § Advanced Malware (AMP)
insert-header ("X-IronPort-Listener", "SRecvListener"); n G | Detecti
insert-header ("X-IronPort-SenderGroup", "$Group"):; § raymall betection
insert-header ("X-IronPort-MailFlowPolicy", "$Policy"); £ | Content Filtering

} 5

A | DLP filtering (Outbound)
Outbreak Filtering
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Pa3pe|_ueHHb|e nogaesibHble NCTOYHUKUA

° CyLLI,eCTByI-OT BapuaHTbl, KOrga BHELWHWE opraHn3auunn OTnpasriAaAl0T NOYTY BallMM NOJSfib3oBaTeNnAaAM OT

MMEHW BalLien opraHM3aumnm

« PaspelueHne nogoOHLIN OEACTBUI HAOQO0 co3faTb NpaBuna Ansi Toro, YTobbl BbIKMIOYMTL NPOBEPKY
COEeNHEHUI 1 Nobble NPOBEPKM 3arorioBKOB

* Cospgante Mail Flow Policy ans o6xogaSBRS, DMARC, SPF, and DKIM

* Bbl MOXeTe gononHUTENbHO Ucnonb3oBaTtb X-headers ans Toro, YTobbl NPUHATL pelleHne 06
obpaboTke nMcbMa Ha ocHoBaHUK cooTBeTcTBUA SenderGroups

Name: | SPOOF_SENDERS

o 1 Add Condition...
Comment: | None Order Condition Rule Delete
Policy: | ACCEPTED_SPOOF 1 Other Header header("X-IronPort-SenderGroup") == "~SPOOF_SENDERSS" o
SBRS (Optional): | Not in use
DNS Lists (Optional): | None _
Actions
Connecting Host DNS Verification: | None Included
Add Action...
Order Action Rule Delete
- Skip Remaining Content Filters (Final )
Find Senders that Contain this Text: (2) I 1 Action) skip-filters() W

Sender List: Display All It

Add Sender...

Sender

.salesforce.com

<< Back to HAT Overview

All

Comment Delete
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[TlpoBepoyHaa Tabnuua aHTudulnHra/aHTMcnyduHra

O Bkmwounte URL comnbTpayuio Ha ESA O CosganTte nnaH anga BHegpeHus SPF, DKIM u
DMARC
O Bkmwounte Web Interaction Tracking (ecnu paspelueHo
NOJSIUTUKON) QO 3HanTe, KOMY paspeLleHOo OTNpPaBnATb NOYTY OT
BaLLIEro MMeHU 1 OTCrexmnsanTe nx punbTpamm u
O Bknwounte gnsg agmuHucTpaposo Buaumocte URL B NosINTUKaAMU.

Message Tracking(ecnu paspeLueHo nonmTnKomn)
Q [llocTponTe CMCOK UCKITIOYEHUI, JTOBUTE BCEX
O Bkmwounte Threat Outbreak Filtering n mogudpukaumio ocTarnbHbIX
coobueHnn — npegynpeauTe Balimx nonb3osatenemn!
O HauuHasa c Bepcun 10.0 ncnonbaymTte OyHKUUIO
O [MapTHepckme URL nomectuTe B 6enbIn CNnCOK, Forged Email Detection gns Toro, 4To6bl NckaTb
UCNOMb3ynTe 3Ha4YeHns penyTauum ansa ocTanbHbIX cootBeTcTBuA Display Name, ecnn ectb 6nnskoe

. cosrnageHue, yaansanTe 3aronosok From
O O6beanHsanTe penyTalunoHHble npasunia u

NCNonb3ynTe AETEKTOP A3bIKOB KaK YacTb JTOTUKN. O OTnpaBnanTe KON NoA03pUTENbHBIX Cryd-nucem
3 B KapaHTWH AN aHanu3a n 3aTem HacTpanBanTe
Q Kcnonbaynte NonuTUKK Ans onpeaeneHnsypoBHs NONUTMKM YTOOLI Ha4YaTb 6rIOKMPOBaTL COOBLLIEHNS.

GnokmpoBkM B Habopax npasus.
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YnpaBneHme npucoeanHeHHbIMA
davinamMmm 1 3aLmMTa OT HUX



brioknpoBaHue HexenaTernbHbIX TUMNoB dpannos

- C nomowsto Content/Message ounbTpoB
Bbl MOXETE onpeaenuTb Kak
obpabaTbiBaTb (hansibl HA OCHOBAHUN
MNOSIUTUK.

- B obuwem cny4vae KrveHTbl co3gatoT
dunbTpbl 4Na 6NOKMpoBaHUS
HeXkenaTesbHbIX TUNOB (pansios

- cnonb3oBaHue npegonpeaeneHHbIx
OmMbnnoTek ynpowlaeT npouecc

- Cuctema obHapyxmnBaeT N3MEHEHHbIE
paclwmpeHns nn rnonbITKN CKPbITb dpansibl
B MHOXECTBEHHbIX apXmBax 4ns Toro,
4YTOObI N36exaTb OITOKNPOBKM.

MISODAYT DUUY Ul ALGuIinisie

Message Body
URL Category
URL Reputation
Message Size

Attachment Content

Attachment File Info

Attachment Protection
Subject Header

Other Header

Envelope Sender
Envelope Recipient
Receiving Listener
Remote IP/Hostname
Reputation Score

DKIM Authentication
SPF Verification

S/MIME Gateway Message
S/MIME Gateway Verified

Attachment File Info

Help

Does the message contain an attachment of a filetype matching a
specific filename or pattern based on its fingerprint (similar to a
UNIX file command)? Does the declared MIME type of an
attachment match, or does the IronPort Image Analysis engine
find a suspect or inappropriate image? Is the attachment corrupt?

©  Filename:

Contains v I

*

O Filename contains term in content dictionary:

PHISH_KEYWORDS ~

@ File type is:
Is v Compressed
~ -- ole
o MIME typ __ pdf
Is v |-- ppt, pptx
-- pub
Image Ar -- rtf
This cond ~ et

Wi
key for th . X_F\’:mf
Security | -- xls, xlsx
Executables
O Attachme - exe
-- java
(*) accepts reguld -- mrc
-- msi
-- pif
-- sis
Images
-- bmp
-- cdr
--cr2

=

lilable because the feature

Ebr is unavailable. See

hge Analysis.
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brioknpoBaHue Ha paHHMX 3Tanax obpaboTKu

- Ecnun channbl gomkHbl BbiTb COPOLLEHBbI (MCNOSTHSAEMbIE dhansbl), TO

XenaTenHo 3To caenaTb Kak MOXHO paHbLUe, AN COXpaHeHUs1 pecypcoB m

CUCTEMDbI LDAP RCPT Accept (WQ)

strip all exes: if (true) { Masquerading (Table / LDAP)

drop-attachments-by-filetype ('Executable', “Removed attachment:
$dropped filename”);}

LDAP Routing

Message Filters
- Bce HeokoHYaTenbHblIE OENCTBUA, TaKNe KaK KapaHTUH NpoaoJiXatoT

Y Anti-Spam
obpabaTbiBaTh MMCbMO C (pansioB U K HEMY MOTYT MPUMEHATLCA Apyrue P
BEPAVMKTDI Anti-Virus
(@)
Anti-Spam Anti-Virus Advanced Malware Protection | Graymail Content Filters Outbreak Filters =
c
(use default) Disabled (use default) (use default) (use default) (use default) % Advanced Malware (AMP)
(use default) Disabled (use default) (use default) (use default) (use default) (_%)) . .
<. Graymail, Safe Unsubscribe
IronPort Anti-Spam Sophos File Reputation Graymail Detection FED_LOGHEADER Retention Time: o
Positive: Quarantine Encrypted: Deliver Unscannable: Deliver Unsubscribe: Enabled | FED_STRIPHEADER | Virus: 1 day °
Suspected: Quarantine | Unscannable: Deliver | Malware File: Drop Marketing: Deliver LOG_URL Other: 4 hours DI- Content Fi|tering
Virus Positive: Drop Pending Analysis: Quarantine | Social: Deliver BLOCK_URLS q“)
o

MAR Action: Delete Bulk: Deliver BLOCK_FILETYPES
Outbreak Filtering

DLP Filtering (Outbound)
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Letektop makpocos (Bepcus 10.0.2+)

[eTekTnpoBaHne 4OKYMEHTOB C Makpocamu
no3BonsieT agMUHUCTpaTopamM HaCTPOUTb
Message/Content ounbTpbl A4ns ansnos, KOTopble
coAepkaT MakpoChl UM CKPUNTbI U MPUMEHUTb
AEencTBus:

- OTnpaBuTb coobLLieHe B KapaHUT
- YpanuTb NpucoeanHeHHbIn hann

- YpoannTb NnpucoeanHeHHbin ann n nobaesuTtb
TEKCT B Teno cooblieHns

- MoguduumposaTb TEMY
- [lo6aBuTb 3aronoBoK

- [NepeHanpaBuTb Ha gpyrovn agpec

Edit Action

Quarantine
Strip Attachment by Content
Strip Attachment by File Info

Strip Attachment With Macro

URL Category

URL Reputation

Add Disclaimer Text

Bypass Outbreak Filter Scanning
Bypass DKIM Signing

Send Copy (Bcc:)

Notify

Change Recipient to

Send to Alternate Destination Host
Deliver from IP Interface

Strip Header

Add/Edit Header

Forged Email Detection

Add Message Tag

Add Log Entry

S/MIME Sign/Encrypt on Delivery
S/MIME Sign/Encrypt (Final Action)
Bounce (Final Action)

Skip Remaining Content Filters
(Final Action)

Drop (Final Action)

Cancel

Strip Attachment With Macro Help

Drops attachments if they contain macros and adds a
replacement message.

Available File Types: Selected File Types:
Adobe Portable Document| | Add > Microsoft Office Files (OFF:

OLE File types (OLE)

Replacement Message (optional)

The macro has been stripped.

[ok]
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ObbeanHanTe gakTopbl Ans 3PdDEKTUBHOINO BIIOKNPOBAHUS

Apply rule: | Only if all conditions match v

Order Condition Rule Delete

1 Geolocation geolocation-rule (['Canada’]) i}

2 & | Macro Detection macro-detection-rule (['Adobe Portable Document Format’, 'Microsoft Office Files’, @

'OLE File types'])

Add Action...

Order Action Rule Delete

1 Quarantine

quarantine("Policy”) o

LramnoBaHune X-headers

BepaukTbl OT APYrUX OBMXKKOB

Penytauus otnpasutens
Penytauma URL
leonokauus

nra...

*  Wcnonb3ynte KOMOUHALMIO UCTOYHMKA U COOEPXKMMOro ANs co3aaHus npasun 6e3onacHoCTy,
KOTOpPble NO3BONAT peann3oBaTb NONUTUKN Ge30MacHOCTU NS Ballen opraHu3aumm

* MoxHo cgenatb Kak ¢ nomollbto Message, Tak n Content Filters

*  Ob6beanHanTe AeNCTBUS KapaHTMHA U HOTUdMKaUMM unn oTnpaensanTe coobuieHne 6e3

npucoeguHeHHoro dansa nonb3oBaTernto.

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public

95



BnoknpoBaHne M3BEeCTHbIX BUPYCOB

Default Policy IronPort Anti-Spam Sophos File Reputation Graymail Detection | FED_LOGHEADER @ Retention Time:
Positive: Quarantine Encrypted: Deliver Uhscannable: Deliver Marketing: Deliver Virus: 1 day
Suspected: Quarantine | Unscannable: Deliver lware File: Drop Social: Deliver Other: 4 hours

Virus Positive: Drop PEgnding Analysis: Quarantine | Bulk: Deliver
R Action: Delete

- Sophos BXoOWT B NMULIEH3UIO, BIIOKMPOBAHNE N3BECTHbIX TP e e vee Do e
BUPYCOB
- Encrypted => Password Protected, Signed Troj/DocDI-AGS | +
Troj/DocDI-AJT [ 2
- Unscannable => cnmwkom 605nbLon, HEBO3MOXXHO NpovnTaThb B -
Troj/DocDI-SL [l 2
Troj/Agent-APKJ [0 1
- Bbl Bce elle nbiTaetecb neynTtb? bonbLMHCTBO Troj/DocDI-AJE [l 1
nonb3oBaTeNen cenvac gaxe He BKNKOYAKT ONUUI0 NeYeHus Tro/DocDrp-) il 1
AN 3apaXeHHbIX coobLeHni TroyFarsi-uT B
o 2 4 6 8 10
- B Bepcuun 10.0.1 noasuncs HoBbin aBuxokK Sophos CxMail essages
Export...
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Kak pabotaet AMP

-

- SBRS
D CASE
3 AV

\Email Security Appliance / VM / Obnako /

\ 3anpoc penyTtauuu cann

A

Penytauus ganna

Ser e O6HoeJs1eHUe Kewa
Pre-Classification

I

3arpyxaeTcsl B

necoyHuLy

AMP Connector <
< PeTpocnekTMBHas cBA3b
Local Cache \
A== = — = = —_——— -

3anpoc gucnosnuumn

3HavyeHusIMu ducrno3uyuu

MpoBepeHHbIN chann,

O6paTHas cBA3b,
TONbKO ANs
BPEeAOHOCHbIX
c¢hannos

Cisco TG
Sandboxing

File Analysis

PeTpocnekTuBHoe
ypaneHuve
BPEeAOHOCHbIX
N1ceM C NOMOLLLIO
API gna 0365

Mailbox Auto
Remediation

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 97




BknroyeHne AMP

Default Policy IronPort Anti-Spam Sophos File Reputation Graymail Detection | LOG_FED_SCORE | Retention Time:
Positive: Quarantine Encrypted: Deliver Malware File: Drop Marketing: Deliver | REPLY-TO_CHECK | Virus: 1 day
Suspected: Quarantine | Unscannable: Deliver | Pending Analysis: Deliver Social: Deliver FED_WARN Other: 4 hours
Virus Positive: Drop| | Unscannable - Message Error: Deliver | Bulk: Deliver BAD_URL_IN_DOC

Unscannable - Rate Limit: Deliver SPF_CHECK
Unscannable - AMP Service Not ...

Incoming files handled by AMP

- AMP — aTo pononHutenbHaa numueH3na Ha ESAun CES

. BkntoyaeTtcs anst BXoOAWEN N UCXOASILLEN NOYTbI o
(67.1%)
° 4 KOMIMOHEHTA AMP 2 B 31.8%)

0e464881...87313688

File Reputation

File Analysis 17fa2f33...9ad1d7b8

77bcad52...5726efea

Flle Retros peCt|On 139ba852...bf5776a3

19a33f63...248babc6
Mailbox Auto Remediation (v10+) B
5ficbaib...729ac06b
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AHanuns dpannos AMP File Analysis — 'lpoBepbTe TN U HACTPOUKK

Advanced Malware Protection

File Reputation: | Enabled

File Analysis:
File Types Selected: Microsoft Windows / DOS Executable

| Edit Global Settings...
2.

Advanced Malware Protection

Advanced Malware Protection services require network communication to the cloud servers on ports 32137 or 443 (for File Reputation) and 443 (for File Anak=Ts). Please see the ine fAelp for additional details.
File Reputation Filtering: | ¥/ Enable ffle Repudgtion

File Analysis: (2) | g ik Analysis

| Other potentially malicious file types

= Advanced Settings for File Reputation Cloud Domain: la.immunet.co /
File Reputation Server: | | AMERI (cloud-sa.amp.sourcefire.com) ¥

SSL Communication for File Reputation:

¥ Use SSL (Port 443)
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B Bepcuu 11.1 yBenmninnocb KonnyecTso oamnnos.

File Reputation Filtering: | ¥/ Enable File Reputation

* 11.1 obecneunBaet napuTer File Analysis: @) | 41 nable File Analysi

CbalznaMM, KOTOpre =/ Select All Expand All Collapse A
nogaepxuneaet ThreatGrid -

b ¥ Archived and compressed

«  HoBbllt MEXaHM3M P
npeknaccudukaumnm no3sBonseT * 8 ocument
3arpy>atb OOMOSNMHUTENbHbIE » [ Encoded and Encrypted
TUNbI (haiinos T o
»  lpeknaccudrkaums B obnake o mstemiet o)
yBeNM4nBaEeT KONM4YecTBO | Lovlcsten Reference(aporstme)
nHpopmauumn ans aHanunaa [ cosrietes)
 Hapo BKNOYUTL Nocne :Efr::::iﬁﬁ?nfi
al'lrpel/l,u,a : g:i::(s.tdl:\.:erfmon.Document(.blg)
| Evtfile(.evt) v
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OuHamunyeckun kapaHtmH AMP

Action Appliedto Message: | | Deier Az s

. . . Quarantine Name: | File Analysis
Archive Original Message: | () No @ Yes

Created On: | Not Available

- . Created by: | Syst
Modify Message Subject: | () No ® prepend ) Append Sive Useds | 0B
Retention Period: | [{ Hours ¥
I[WARNING: ATTACHMENT UNSCANNED] Default Action: | () pejete
b Advanced | Optional settings for custom header. ® Release

= ¥/ Free up space by applying default action on messages upon space overflow
Messages with Malware Attachments: p space by applying ges upon sp:

Additional options to apply on Release action (when used for freeing up space)
Action Applied to Message: | | Drop Message ¥ | () Modify Subject

[ Add X-Header

Archive Original Message: | () No @ Yes

[ strip Attachments
Drop Malware Attachments: | * po Yes

Local Users: | No users selected

Modify Message Subject: No * Prepend Append Externally Authenticated Users: sz::;r:’a;c::gv:ntrcauun is disabled. Go to System Administration > Users to enable external

Custom User Roles: | No roles selected

I[WARNING: MALWARE DETECTED]

b Advanced | Optional settings for custom header.

»  VicrionbayiiTe kapaHTUH ANsi 384epXKu (hainos u
Action Applied o Meseage: | | Quarantine v | OXNOAHUA pe3ynbraToB aHanm3a

Archive Original Message: | () No @ ves
Modify Message Subject: | No  ® prepend ) Append *  OOGbIYHO pesynbTaThl BO3BPALLAIOTCH B TEYEHNE
[[WARNING: ATTACHMENT(S) MAY CONTAIN T 10 MWHYT, HACTPOWKM NO YMOSTHaHUo — XaaTtb 1

b Advanced | OPonal setings for custom header. yac nepen ocBOOOXAEHNEM U3 KapaHTMHA
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Hactponku nonutuk AMP(11.1)

Message Scanning

¥/ (recommended) Include an X-header with the AMP results in messages

I y
Unscannable Actions on Message Errors ° B Ce ﬂe M CT B M ﬂ B KJ-I }Oq a mT
Action Applied to Message: | [Deliver As1s 7 |

BO3MOXXHOCTb OTNpaBuTb doann

Unscannable Actions on Rate Limit

ke st s et B KapaHuH 6e3 nomolm Content

b Advanced | Optional settings for custom header and message delivery.
Unscannable Actions on AMP Service Not Available -
Action Applied to Message: | | Deliver As Is ¥ I e r

b Advanced | Optional settings for custom header and message delivery.
Messages with Malware Attachments:

et i « B Bepcumn 11.1 goctynHa onuus

Archive Original Message:

Unscannable

Modify Message Subject: No * Prepend Append

I[WARNING: MALWARE DETECTED]

— ° ,D,OCTyI'I Hbl JONOJIHUTEJIbHbIE

Messages with File Analysis Pending:
Action Applied to Message: | | Deliver As Is ¥
seivs g W | Ot © v orpaHn4eHun4A

Modify Message Subject: | () no

Prepend ) Append

|[wARNlNG: ATTACHMENT(S) MAY CONTAIN M. Y E CJ-I M AM P H e OCT I—I e H B I
OOCTYIMEH, Bb

Enable Mailbox Auto Remediation (MAR) 6 F " I
Mailbox Auto Remediation Actions apply only if Mailbox Settings are configured. See System Administration > Mailbox Settings . M O)*(eTe B bl p aT b O I-I L'| M I-O a I

Action to be taken on message(s) in user's |
| O o | nnu Close

® Delete

O Forward to: [
and Delete
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PeTpocnekTmnBHble npeaynpexaeHmna AMP

AMP reHepupyeT ABa BMAA PETPOCNEKTUBHBIX COObITUN:

M3meHeHne gncnosmumm, coobieHme He JOCTaBIEHO.

The Info message is:
Retrospective verdict received.

SHA256: 7c48eb3b1fea5705fc70539f2a0539a3be794d6b70408a31c9ea461855657cd0
Timestamp: 2016-09-19T719:39:13Z

Verdict: MALICIOUS

Reputation Score: 0

Spyname: W32.Auto:7c48eb3b1f.in05.Talos

Version: 10.0.0-124
Serial Number: XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
Timestamp: 19 Sep 2016 14:39:13 -0500

Reputation Threshold: | 4 Use Value from Cloud Service, (60)
Enter Custom Value:

(Valid range 1 through 100)

Query Timeout: [15— seconds
Processing Timeout: | [120 seconds Eeo-rp'paoBCno%ilfTeMg
File Reputation Client ID: | f88bb5d6-b7d7-4e0a-beSc-ddbeee50a07a ,D,J'Iﬂ
File Retrospective: | [ Suppress the verdict update alerts (2) HeOOCTaBJIEHHbIX
Advanced settings for File Analysis COO6LLleH nii11.1
s | Advanced settings for Cache

M3meHeHne ancnosnumm, coodLeHne JOCTaBIEHO.

The Info message is:
Retrospective verdict received for NEW SAMPLE ORDER 1.doc.

SHA256: ce49d65659304dch7ae63182e17aa4b6f09740caaf77f1565a682bd2bb4e2bf4
Timestamp: 2016-09-19T719:39:12Z

Verdict: MALICIOUS

Reputation Score: 0

Spyname: RTF.CE49D65659.agent.tht.Talos

Total users affected: 1
----------- Affected Messages ---------------

Message 1
MID 120045
Subject : Sample Pictures and Letter of Intent as shown on attached files (3)
From : alfredo@comerquim.com.ec

Bcc : LAURA.LEWIS@somecustomername.com
File name : NEW SAMPLE ORDER 1.doc

Parent SHA256

Parent File name :,

Date : 2016-09-19T05:35:48Z
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Mailbox Auto Remediation

Cisco ThreatGrid

ATTauu aHanusnpyroTcd
[vcnosnuusa attadya HemsBeCTHas
N O0OCTaBNsAeTCs Nofnb3oBaTerto
[MponcxoguTt peTpocnekTnBHoe
cobbITMe 1 hann Tenepb
NOMeYeH Kak BPeJOHOCHbLIV
[enaetcs aBToMaTn3nNpPOBaHHbIN
BbI30B APIn coobuieHne moxet
ObITb NEepeHanpasneHo Nnu
yaaneHo 13 rnoYToBOro Awuka
nosib3oBarens

© 2018 Cisco and/or its affiliates. All rights reserved. Cisco Public 104



Hactpownka Mailbox Remediation

War 1: Cospante Azure Web Application B Bawem tenant War 2: Moakntounte ero k ESAs / CES

Mailbox Settings

Office 365 Mallbox Settings
Enable Office 365 Mallbox Settings
Azure AD Details: (7

Client ID: |025C1522—6267-47De-a§u—§M’DDcthZ§

Tenan: 1D;  [dfé53282-0fac-465c-a1f4-cfbebd 9d95c8

Thumbprint: I\\'IHODH+!V'\19453lOIOGkaHVKB—

Certificate Private Key : | Ghoose File | admin,pem
PEM format is required.

War 3: HactponTte nonutnky ana Remediation

App registrations > Create

Create
Mailbox Auto Remediation

* Neme @
POV_TOOLS v Mailbox Auto Remediation Actions
cation type

Actlon to be taken on message{s) in user's mailbox: © Forvardto

. [enuravikicisco.com

Delete
s ft.com/Mant v
DISPLAY NAME APPLICATION TY... APPLICATION ID Forward to:
and Delete
Azure AD Domain Services Syn Web app / APl 5406dc86-ac3f-dfea-b154-88,
. ESA Webapp /APl 0e73b3b2-2727-4732-8753-b. Cancel m

https://www.cisco.com/c/dam/en/us/products/collateral/security/email-security-appliance/guide-c07-738370.pdf
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BknoueHune Virus Qutbreak Filters

Default Policy IronPort Anti-Spam Sophos File Reputation Graymail Detection | FED_LOGHEADER | Retention Time:
Positive: Quarantine Encrypted: Deliver Unscannable: Deliver Marketing: Deliver Virus: 1 day
Suspected: Quarantine | Unscannable: Deliver | Malware File: Drop Social: Deliver -
Virus Positive: Drop Pending Analysis: Quarantine | Bulk: Deliver
MAR Action: Delete
aee /

« VOF BKIIOYEH MO YMOMN4YaHuio n e F“‘e’se“i o[BS
obecrneynBaeT gMHAMUYECKNIA
KapaHWH (Takke Ha3biBaeMbl
KapaHWH 3a0epXKn) un

Maximum Quarantine Retention: | yjira| Attachments: [1_ Days v I 4

Other Threats: IZ Hours ¥

] Deliver messages without adding them to quarantine

OCHOBbIBAeTCH Ha nNpaBunax, Bypass Attachment Scanning: = | ; ,

-/ | Select File Extension... ¥
cornacHo KOTOprM MOXeT I— None defined
npoAaomkaTb yaepXxmBaTb

coo0bLleHne nnm oceobognTb
ero anga aHanusa AMP unn AV

http://www.senderbase.org/static/malware/#tab=0
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Bbiroabl oT ncnonb3oBanusa Virus Outbreak Filters

- ObecnevymBaeT BbICOKUM
ypOBeHb O6Hapy>|<eHI/Ig npl/l MALWARE NAME SOPHOS TREND MICRO SYMANTEC
BCMbILLKaX aTak No CpaBHEHUIO C od 6 asm
TpaaULMOHHBIMWU OABUXKKAMWN, Tak
Kak gpobasnseTtcs i e e
«4enoBeYvYeCcKUn» 3NeMeHT K :
npasuiam, Kpome curHaTtyp, Adwing OV
3BPUCTUKN U XELLU-CKaHNPOBaHUS

20 MOST RECENT VIRUS OUTBREAKS FROM EMAIL

4:41:00 GMT

- Bo Bpewms Bcnbiwek atak 0-day
obecneymBaeTca 9-4yacosoe
ornepexeHne No CpaBHEHUIO C
aHTMBMPYCOaMu

https://www.talosintelligence.com/reputation_center/malware_rep#mal-outbreaks
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[TlpoBepoyHaa Tabnuua gns obpaboTkn hannos

Q

Cospante omnbTp Ans 6noknposaHus,
KapaHTMHa unn Bbipe3aHnsa gannos,
KOTOpble onpeaeneHbl pPUCKOBaHHbIMU A5
opraHusaumm

Ncnonbaynte AV ansa 6rnokMpoBaHng
N3BECTHbIX BUPYCOB. PekomeHayeTcs
BbIKINKOYMUTbL OYMUCTKY UIK NeYeHune, a yaandaTb
nMcbMa C 3apaXXeHHbIMU dpannamu.

MpoBepbTe, YTo Virus Outbreak BkritoveH ans
BCEX BaLUMX NOMNTUK, OH MOXeT obecneynTb
npumepHo 10 YacoBoe onepexeHne anga atak
0-day

O6HoBuTenb Ao 10.0.1+ 1 ucnonwaynte
dUNbTP MaKpPOCOB AN 0BHapyXeHus n
pearnpoBaHusi Ha HexenaTtesibHble dpansibl C
MakpocamMu.

a

a

OueHne AMP ecnu ero y Bac eLle HeT

AMP nposepsieT Bce dhannbl n
onpegensaeTt annoByo penyTtaumio

YcTtaHoBute gencrteue File Analysis
Pending B Quarantine ons 3agepxku
coo0LLeHns, Noka He ByaeT n3BecTeH
BEPOANKT

File Analysis B AMP npoBepsieT u
MaKpOCbl B TOM 4uUCrie

nna Office 365 ¢ Azure API goctynHa
onuus pearMpoBaHUs.
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MOHUTOPUHI U UHCTPYMEHTH



Mcnonb3oBaHue XML cTtpaHuy

- [lepexon Ha https://hostname/xml/status will
npegocTaBnsaeT TEKYLLYH MHGOPMaUUIO O
napamMmeTpax n 340poBbLE CUCTEMbI

. D,OI'IOJ'IHVITeJ'IbeIe CTpaHunubl ONA:
- Host Status: https://hostname/xml/hoststatus?hostname= host
- DNS Status: https://hostname/xml/dnsstatus
«  Top Incoming Domains: https://hostname/xml/topin
- Top Outgoing Domains: https://hostname/xml/tophosts

v<counter

s>

<counter
<counter
<counter
<counter
<counter
<counter
<counter
<counter
<counter
<counter
<counter
<counter
<counter
<counter
<counter
<counter

</counte

<current_ids message_i

v<rates>
<rate
<rate
<rate
<rate
<rate
<rate
</rates>
v<gauges>
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
<gauge
</gauges
</status>

rs>

nam
nam:
nam
nam:
nam
nam:

name="msgs_in_work_queue” curren

>

nam

2859" lifetime

75178"/>
275178"/>

inj_msgs" reset="275178" uptime=
inj_recips” rese
gen_bounce_recips
rejected_recips” reset="517"
dropped_msgs" reset="37218"
soft_bounced_evts” reset="0" uptime
completed_recips” reset="218665" uptim

" reset="23" upti

1" lifetime="1"/>
other_hard_bounced_recips" reset="8" uptime="0" lifetime="0"/>

delivered_recips” reset="218642" uptime="61275
deleted_recips” reset="0" uptime="@" lifetime=
global_unsub_hits" reset="0" uptime="@" lifetime="

1503978" injection_conn_id="352044" delivery_conn_id="4e7"/>

last_5_min="459" last_15_min="627"/>
inj_recips" last_1_min="@" last_5_min="459" 1. in="627"
soft_bounced_evts" last_1_min="@" last_5_mi
completed_recips” 1 i
hard_bounced_recips =
delivered_recips” last_1_mi

am_utilization” current="1"/>
otal_util current="39"/>
pu_utilization" current="0"/>
v_utilization” current=""/>
ase_utilization” current="0"/>
m_utilization” current="@"/>
isk_utilization” current="@"/>
esource_conservation” current="0"/>
og_used"” current="17"/>

"e"/>

ests_in_memory” current="5"/>

"kbytes_used" current="0"/>

"kbytes_free" current="§388608"/>
"msgs_in_policy_virus_outbreak_guarantine” current=
_virus_outbreak_guarantine” curren
eporting_utilization" current="0"/>
quarantine_utilization” current="0"/>

19358"/>
="239654"/>
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Out of Band (OOB) Monitoring ¢ XML

[MonynapHbIM NPOaYKT And MoHuTOopuHra SolarWinds
npegnaraet wabnoHbl 4nga ncnone3osaHus XML ctatyca
Ans moHntopuHra OOB:
https://thwack.solarwinds.com/docs/DOC-174863

Ncnonb3ynte Host Status:
http://hostname/xml/hoststatus?hostname=mydomain.com

AN Toro, 4To6bl NPOBEPSATL BO3MOXHbIE NPobremsb! ¢
AOCTaBKOW nucem

[na nonydeHns 6bICTPbIX METPUK MOXHO MCMOMb30BaTb
ckpuntbl ¢ cCURL yepes HTTPS

XML cTatyc He TpebyeT AONONHUTENBHbLIX HACTPOEK UMK
OTKPbITUA NOPTOB

CTtaTyc TonbKo Ana nHAnBMAyanbHOro cepeepa (He ons
Knacrtepa unu nyna cepsepoB)

https://dhd-esal.ca.iphmx.com/xml/hoststatus?hostname=cisco-ros.com

Send Preview Add to collection
Body [EZEE 200 Request fulfiled, document follows [0 176 ms

Pretty = Raw = Preview - H3 JSON | XML

ion="1.0" encoding="IS0-8859-1" standalone="yes"?>

unter name="soft_bounced_evts" current="0"/>
mpleted rrel />

UTED" />
vays></virtual_gateways>
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Reporting API

- AHOHCMpOBaH B BEpPCUM 9.0 52 /pt/vt-0/eanen s/ 0 Eggﬁf foe request (fealfh Status)
. Host: r‘nailtex.?mple:com:SOBO ) Auth Type
. |_|OJ'|H|3||/| REST API .EU'ISI izz:;ifzzz;i?éaziz;jjﬁlcmShbWUGcGcm?.dvch— <

OaHHbIX OTYETHOCTHU

HTTP/1.0 200 OK
Server: EmailAPI/1.0

. Pe3yanaTb| BO3BpaLU.aI‘OTCﬂ Date: Wed, 02 Jul 2014 05:07:50 GMT

Content-type: application/json

B (bopMaTe JSON Content-Length: 246

Connection: close

- 3anpocsbl Yepes HTTP/S, Ot

4epes onpeAesneHHbIN NopT percentage_siskior 20,
zesouree cenaervation’s3, <—— Datareturned in JSON
° OTBeTbI .Drrlﬂ ”messages:in:pvo_quaran;:ine;":12,
VHOVBUOYanbHOro cepeepa rpercentape_quess, utilizat ion 150,

"percentage_cpu_load":12
}.
"uri":"/api/v1.0/health/"
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[1lakeTHble komaHabl B CLI

- CLI noopgepxunBaet Te xe komaHasl, 4to n GUI, n gaxe HemMHoroo donblue

- HekoTopble kKoMaHabl MOTYT UCMNOMNb30BaTb aprymeHol, BBeante help <command>,
4YTOObI YBNOETH BCE OMNLNU

- Onucanune komaHg B CLI reference guide: https://www.cisco.com/c/en/us/td/docs/security/esa/esali-
O/cli_reference guide/b_CLI_Reference Guide.html

[Mpumepbi:
- [lob6aBbTe o0bbekt B SMTP Route

> smtproutes new mynewdomain.com 215.55.66.77, 215.55.66.88

- [NobaBbTe obbekT B HAT Table

> listenerconfig edit IncomingMail hostaccess new sendergroup REDLIST possible spammer.com Policy: “THROTTLED”
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Micnonb3oBaHne Expect gna asTtomaTtmsauum

#!/usr/bin/expect -f

- Expect — 310 cTaHOAPTHbLIA MHCTPYMEHT
ANs OTNPaBKW U NOMy4YeHnst KOMaHza

set domain [lindex $argv 0]

spawn ssh admin@192.168.1.110

- [nsa Toro, 4Tobbl 3acTaBUTb CKPUNT et oo g\
paboTaTb, HA4O 3HaTb NPeabIayLniA BbiIBOA e e

s o
E "$domain\n"
exp wis o
send "N\n"

- MoxeT ncnonb3oBaTtbca An4
aBToOMaTM3auum KoMaHa — HEKOTopble
KITMEHTbI CTPOAT Lenble NpoLecChl BOKPYr
expect ckpunToB

- Mcnonb3ynte BMecTe C NakeTHbIMU
KOMaHgamu ansi Toro, Ytobbl 4OCTUYb
ObICTPOro, aBTOMaTU3NPOBAHHOIO
BbINOSIHEHNSA 3a4au

send "added $domain to destconfig for TLS required\n"

expect "> "

https://www.nist.gov/services-resources/software/expect e tnn
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KpaTKoe pestome

[H1 «yCTaHOBWM 1 3abbiM» OaBHO MPOLUM — Cenyac ansg 3alnTbl HEOOXOAMM MOCTOSAHHBIA MOHUTOPUHT
M HACTPOMKA

[ToHMManTe, Kakoe COCTOsAHME 6E30MaCHOCTHM Ballen OpraHM3aumn 1 HacTparBanTe BallM YCTPOMCTBA

O6HOBNAWTE BaLLUKW YCTPOWCTBA, Mbl MOCTOAHHO aHOHCUMPYEM HOBbIE BO3MOXHOCTM, KOTOPLIE TPEOVYIOT
OOHOBNEHMN

[MpoBepanTe Hawwn Chalktalks Ha Youtube n pykoBogcTtea Ha Cisco.com ang NMOMOLLM C HACTPOMKON U
PasBEPTBaAHMEM HOBbIX BO3MOXHOCTEN Cisco Email Security



Pe3tome pekomeHaauunm

Security Services

a

a

[ronPort Anti-Spam

0 Always scan 1MB and Never scan 2MB
URL Filtering

0 Enable URL Categorization and Reputation
0 Enable Web Interaction Tracking
Graymail Detection

0 Enable and Maximum Messages size 1 MB
Outbreak Filters

0 Enable Adaptive Rules, Max Scan size1 MB
0 Enable Web Interaction Tracking
Advanced Malware Protection

0 Enable additional file types after enabling feature

Message Tracking
0 Enable Rejected Connection Logging (if required)

System Administration

a

a

Users
O Set password policies
QO If possible leverage LDAP for authentication

Log Subscriptions

0 Enable Configuration History Logs
0 Enable URL Filtering Logs

0 Log Additional Header ‘From’

CLI Level Changes
0 Web Security SDS URL Filtering

websecurityadvancedconfig >
disable_dns=1, max_urls_to_scan=20 , num_handles=5, default_ttl=600
Do you want to enable URL filtering for shortened URLs? [Y]> Y

0 URL Logging
outbreakconfig> Do you wish to enable logging of URL's? [N]>y
http://www.cisco.com/c/en/us/support/docs/security/email-security-
appliance/118775-technote-esa-00.html
a Clean URL Rewrites
websecurityadvancedconfig > Do you want to rewrite all URLs with secure proxy
URLs? [Y]> n
O Anti-Spoof Filter
https://supportforums.cisco.com/sites/default/files/attachments/discussion/forged
email _detection with cisco _email security.pdf
0 Header Stamping Filter
addHeaders: 1if (sendergroup != "RELAYLIST")
{

insert-header ("X-IronPort-RemoteIP", "S$RemoteIP");
"X-IronPort-MID", "S$MID");

"X-IronPort-Reputation",

insert-header

insert-header "$SReputation") ;

insert-header ("X-IronPort-Listener", "S$RecvListener");

insert-header ("X-IronPort-SenderGroup", "$Group");

(
(
(
(
(
("X-IronPort-MailFlowPolicy", "$Policy");

insert-header
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Pe3tome pekomeHaauunm

Host Access Table
0 Additional SenderGroups

]
]
]

SKIP_SBRS - Place higher for sources that skip reputation
SPOOF_ALLOW - Part of Spoofing Filter
PARTNER — For TLS Forced connections

O In SUSPECTLIST

]
]

Include SBRS Scores on None
Optionally, include failed PTR checks

O Aggressive HAT Sample

Q

]
]
]

BLACKLIST [-10 to -2] POLICY: BLOCKED
SUSPECTLIST [-2 to -1] POLICY: HEAVYTHROTTLE
GRAYLIST[-1 to 2 and NONE] POLICY: LIGHTTHROTTLE
ACCEPTLIST [2 to 10] POLICY: ACCEPTED

Mail Flow Policy (default)
O Security Settings

Q

]
]
]

Set TLS to preferred

Enable SPF

Enable DKIM

Enable DMARC and Send Aggregate Feedback Reports

Incoming Mail Policies

Q

Q

Anti-Spam thresholds

Q Positive = 90, Suspect = 39

Anti-Virus

Q Don't repair, Disable Archive Message

AMP

0 Add "AMP" to Subject Prepend for Unscannable, Disable Archive Message
Graymail

O Scanning enabled for each Verdict, Prepend Subject and Deliver

0 Add x-header for Bulk email header = X-BulkMail, value = True
Outbreak Filters

0 Enable message modification. Rewrite URL for unsigned message.
0 Change Subject prepend to: [Possible $threat_category Fraud]

Outgoing Mail Policies

Q

Anti-Virus

QO Anti-Virus Virus Infected: Prepend Subject: Outbound Malware Detected:
$Subject.

0 Other Notification to Others: Order form admin contact
O Anti-virus Unscannable don't Prepend the Subject
O Uncheck Include an X-header with the AV scanning results in Message
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Pe3tome pekomeHaauunm

Policy Quarantines

O Pre-Create the following Quarantines
QO Inappropriate Inbound

Inappropriate Outbound

URL Malicious Inbound

URL Malicious Outbound

Suspect Spoof

Malware

Other Settings

O Dictionaries
0 Enable / Review Profanity and Sexual Terms Dictionary
0 Create Forged Email Dictionary with Executive Names
0 Create Dictionary for restricted or other keywords

a Destination Controls
Q Enable TLS for default destination
Q Set lower thresholds for webmail domains

0 http://www.cisco.com/c/en/us/support/docs/security/email-security-
appliance/118573-technote-esa-00.html

|

Content Filters

a

Inappropriate language Content Filter

QO Conditions Profanity OR Sexual dictionary match, send a copy to the
Inappropriate quarantine.

URL Malicious Reputation Content Filter

0 Send a copy to the URL Malicious (-10 to -6) to quarantine.

URL Category Content Filter with these selected
Q Adult, Pornography, Child Abuse, Gambling.
O Send a copy to the Inappropriate quarantine.

Forged Email Detection
Q Dictionary named "Executives_FED"
0 FED() threshold 90 Quarantine a copy.

Macro Enabled Documents content filter

Q if one or more attachments contain a Macro

Q Optional condition -> From Untrusted SBRS range
O Send a copy to quarantine

Attachment Protection

Q if one or more attachments are protected

Q Optional condition -> From Untrusted SBRS range
O Send a copy to quarantine
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Pecypchbl

ESA ChalkTalks: https://www.youtube.com/playlist?list=PLFT-9JpKiRTANXKBmMLbQ611TPYLXbUL 0

URL Best Practices:
http://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118775-technote-esa-
00.html?referring  site=RE&pos=2&page=http://www.cisco.com/c/en/us/products/collateral/security/email-security-
appliance/white paper c11-684611.html

Anti-Spam Tuning Guide:
http://www.cisco.com/c/en/us/products/collateral/security/email-security-appliance/white-paper-c11-732910.html

Other Guides:
http://www.cisco.com/c/en/us/products/security/email-security-appliance/white-paper-listing.html

Knowledge base:
http://www.cisco.com/c/en/us/products/security/email-security-appliance/g-and-a-listing.html

Cisco Email Security Best Practices
https://www.cisco.com/c/m/en us/products/security/esa-best-practices.html

Configuration Best Practices for CES ESA
https://www.cisco.com/c/en/us/support/docs/security/cloud-email-security/210890-Configuration-Best-Practices-for-CES-
ESA.html
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