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CopoepxaHue

- becnpoBogHble NHHOBaLNU — Ha
yeM dookycmpyemca?

' . OVERVIEW

- Pagno nHHoBauuun
- BBepenue B 802.11ax
- Touka goctyna AP 4800

- Wireless Assurance
- Apple iOS aHanuTnka
- Streaming Telemetry
- becnpoBogHbIE CEHCOPHI

- WHTennekTyanbHbIN 3axBaT

nakeToB “First, I want to give you an overview of what I will tell you over
and over again during the entire presentation.”

- Y10 panbwe?




becnpoBogHbie nHHOBaLUKUK Cisco - POKycC

Radio Infrastructure Solution

= Software Defined Radio = AireOS: still investing = SD-Access
= Telemetry = Programmability = Assurance
= 802.11ax = Next Gen WLC = 10T/5G

Cloud & Virtualization

Security @

Insights: Analytics & Machine Leaning @
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Pagono nHHoBauuu

BeeneHue B 802.11ax




Radio Technologies

LoRA WAN

802.15.4
ZIGBEE/THREAD

802.11BA
NB-IoT

Low PowER/COST

PRIVATE LTE

PRIVATE 5G

802.11AX

DETERMINISM/BANDWIDTH/LOW LATENCY

Ultra-low-power loT (10yr battery life) Enterprise Wireless networking
Trash-bin monitoring Laptop/tablet/mobile
Door/window monitoring Collab endpoints

Parking space monitoring Video and active loT endpoint
Utility monitoring/metering

4N —
. : : : —— 4 ||| @
Reliable Wireless networking Business-critical Wireless —
Real-time collaboration (AR/VR) Resource separation (e.g. guest) ]E] —_—
Runs important business processes SLA guarantees (reserved spectrum) :‘ 5

(inventory, production floor
processes)

Low-power loT
Storage/Temp monitoring

Building monitoring
Asset monitoring T

Service Provider indoor coverage
Indoor Voice

Logistics/Supply chain

Deterministic Wireless

Industrial (4.0)
Logistics/Supply chain

_l?
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Orthogonal Frequency Division Multiple Access
(OFDMA) vs. OFDM

WLAN Packet

——

How it works:

= OFDMA divides the existing 802.11 channels (20,
40, 80 and 160 MHz wide) into smaller sub-channels
with a predefined number of subcarriers (RU)

Subcarmers

= AP decides how to allocate the channel. It may
allocate the whole channel to only one user at a
time — just as 802.11ac currently does — or it may
partition it to serve multiple users simultaneously

Channel
wadth

f OFDM B User0 / OFDMA

I User 1

B user2

P user3 = = { '

f
a= Reguest to send Cleartosend Pata Acknowledgment

The advantage: » [ o | m [ m /
= More capacity for the same channel * _ OFDM + TDMA

utilization s B3 < § E3 B

= Less channel utilization for the same B St

transmission, less CCI interference - m_ —— =] 1 =
= More predictive . PR

Semutanecus Response

Presentation ID © 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Orthogonal Frequency Division Multiple Access

(OFDMA) vs. OFDM

WLAN Packet

——

Subcarmers

/ OFDM

Bl usero /
0 User1
B User 2
I User3

The advantage:

= More capacity for the same channel
utilization

= |ess channel utilization for the same
transmission, less CCl interference

= More predictive

May 2014

How it works:
= OFDMA divides the existing 802.11 channels (20,

with a predefined number of subcarriers

= AP decides how to allocate the channel. It may
allocate the whole channel to only one user at a
time — just as 802.11ac currently does — or it may
partition it to serve multiple users simultaneously

doc.: IEEE 802.11-14/1227¢2

OFDMA throughput vs Number of STAs

More active STAs achieve
higher throughput gain

The number of active
STAs restricted by delay
and overhead

10-20 active STAs can
achieve quite good
throughput gain

pN—T T —
» OF UM thaomaghgnd for bt BTA
- OFOMA thwemmhont

We use 10 active STAs in
the following simulations.

© o = ro - -
Murnbnr of constetate BTAS Sor OF UMA brmrvemnim s son

Sulanisseon

Thanyw W e
NMediaTeh

Shide 8
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Multi-User MIMO (MU-MIMO)

Kak paboTaeT u KakoBbl nNpenmMyLluecTBa?

Jo6GAT NpMBOAUTL aHANOIUIK0 C «XXaboM» U KKOMMYTaTOPOM»

KnuenTbl ¢ nogaepxkon MU-MIMO nonyuyat Bbiroab! B fly4lle CyMMapHOM Nosioce npornyckaHus (B

HanpaBneHumn downstream)

This is Single-User MIMO

Each Frame is sent to one
client at a time
Multiple

.‘ll

Streams to 1 client

Spatial Streams are limited to
the # of receivers on the client
Any additional radios on the AP
are used for beamforming -
Note: older 11a/g/n clients are
beamformed using ClientLink

This is Multi-User MIMO

1SS + 28§

Up to 1+28S
Orup to
1+1+1

N " Data can be directed
\ 3 % to different clients in
M‘,,r - concurrent streams in
Tx Bf al+l, 1+1+1 or 142
Antenna  Stream combinations

Max 3SS simultaneously

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



802.11ax MU-MIMO: Downlink and Uplink!

DOWNLINK MU_MIMO

NDP-A NDP Tngger

Beamformer
Beamforming feedback
frame

Beamformee 1
Beamforming feedback
frame

Beamformee 2 Beamforming feadback
frame

Beamformee 3

UPLINK MU_MIMO

Management of STAs is necessary

(RU allocation, length, bandwidth, simultaneous transmission)
1 AP sends trigger frame

1 Trigger Frame contains configuration for all STAs

1 All STAs must start Tx simultaneously

1 All STAs use identical frame length -I "w'm:;&f“
- s STA2: 52 tone RU3
— . Bit Code: 0100111
LY - channel g
) o Smem2 £ STA1: 106 tone RU1
LY S, Subcarriers: -122:-17
FRrS /777 Bit Index: 0110101
| oL |53 UL
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What speed can | get with 802.11ax?

R - This theoretical because tests have not started
e L B
oo« \What's the efficiency? For sure better than
e te e 60% but not yet known
-« Will an mGig port be enough? It should in real
PEE e betaebe world
e e e . 1 - 80Mhz/8x8/ 1024 QAM you’d get over 3Gbps on
10 1024 ] W0 1020 1080 714 750
1 e 1 . £ 5Ghz and you could add another 400 Mbps for
— L 1 T L 2.4. That means less than 4Gbps
i 1 1 - Dual 5Ghz/4x4/80Mhz/1024 QAM total throughput
. may reach 3.2-3.3, still less than 4Gbps.

SSSSSsSsSsmes
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Wireless Controller Portfolio

Large Enterprise

Small Network Cisco VWLC . Cisco 8540
S Th ~KVM
ients
Flexconnect mode "1 64,000 clients ﬂ
o et 40 Gbps -

o Cisco 3504 Cisco 5520 B
MOblIlty EXpI'eSS 150 APs 1500 APs ready
50 APs/1000 Clients AP 18xx 3000 Clients 20,000 Clients
100 AP/2000 Clients: AP2/3K 4 Gbps 20 Gbps

Up to 100 APs Up to 3000 APs Up to 6000 APs



Cisco Aironet Portfolio — Adding a New Tier

The best infrastructure leads to the best outcomes

Good - Enterprise class

1815 Series

Indoor/high-powered Indoor
Wall plate/teleworker

2x2:2 SS 80 MHz

867 Mbps performance
Tx beamforming
Integrated BLE!

Max transmit power (dBm)
per local regulations?

3 GE local ports, including
1 PoE out?

Local ports 802.1X ready?
USB 2.04

1 830/1 850 Series

3x3:2 SS 80 MHz/4x4:3
SS 80 MHz

867 Mbps or 1.7 Gbps
performance

1 or 2 GE ports uplink

Internal or external antenna

(1850)

+ Tx beamforming

USB 2.0

Better

2800 Series
4x4:3 SS 160 MHz
5 Gbps performance

2.4 and 5 GHz or
dual 5 GHz

2 GE ports uplink

Cisco CleanAir® and
ClientLink

Internal or external antenna

Smart antenna connector
USB 2.0

T Future availability 2 Available for high-powered only

Best in class

3800 Series

4x4:3 SS 160 MHz
5 Gbps performance

2.4 and 5 GHz or
dual 5 GHz

2 GE ports uplink or

1 GE + 1 Multigigabit (5G)
Cisco CleanAir and ClientLink
StadiumVision™

Internal or external antenna
Smart antenna connector
USB 2.0

Modularity for investment
protection

3 Available for wall plate and teleworker only

1

4 embedded radios
(3 Wi-Fi and 1 BLE)

4800

+ 4x4:3 SS 160 MHz

5 Gbps performance
2.4 and 5 GHz or

dual 5 GHz

2 GE ports uplink or
1 GE + 1 Multigigabit (5G)
Embedded Hyperlocation

Real-time analytics and
packet capture

Cisco CleanAir and
ClientLink

Internal antenna
USB 2.0

Integrateq Lf%le for teleworker only



HW and SW Platform supported in 8.7

AP Modules  Hyperlocation Module, WSSI & WSM module, 3 Party Ecosystem modules

Legacy Wave-1 APs: 3700, 2700, 1700, 702, 702W, 1530, 1570
Supported Wave-2 APs: 1800 series, 2800 series, 3800 series, 4800 series (8.7.x); 1540, 1560
APs *802, *1600, *2600, *3600, *3500, *1550

ME, 3504, 5520, 8540, vWLC Small and Large;
*2504, *5508, *WiSM2 and *7510

MSE, CMX 3365, Virtual Appliance with CMX 10.4/10.5, CMX Engage, MSE 8.0.130 and MSE/wIPS 8.0

WLC

ISE ISE release 2.3
Cisco Prime Prime release 3.4
DNAC DNAC version 1.2

*Not Supported in 8.7 release. Last supported release is 8.5
For additional Interoperability Details See Compatibility Matrix link
https://www.cisco.com/c/en/us/td/docs/wireless/compatibility/matrix/compatibility-matrix.html

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



New

Next-Generation Wave 2 802.11ac Access Point

Cisco Aironet® 4800

D

Industry leading 4x4 MIMO:3 spatial streams (SS)
Wave 2 802.11ac access points

Tri-radio, 802.11ac Wave 2, 160 MHz
Built-in BLE Radio
Combined Data Rate of 5.2Gbps

2 x 5 GHz: 4x4: 3SS supporting
SU-MIMO / MU-MIMO

Flexible Radio Assignment: 2.4GHz, Dual-5GHz, Wireless Security
Monitoring, and DNA-C Assurance

1 x 2.4GHz/5GHz for DNA Analytics, Wireless Security
monitoring, and Hyperlocation

Gigabit Ethernet and multi-Gigabit Ethernet (1G, 2.5G, 5G)

Built-in Hyperlocation Antenna Array 16-elements
<3m Accuracy (median)

HDX Technology
USB 2.0
Analytics-enabled, DNA Ready

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Access Point AP-4800

Combines Cisco’s Best AP Innovations along with the core features
of the Cisco-Aironet AP-3800, DNA Analytics & Hyperlocation AP

SOLVES THE PROBLEM OF WHICH

Redefining RF Excellence
UEElbUelboE e e b No Hardware Equal — The Best




Best in Class Wave-2 AP “or” Best in Class Location Based Services AP?

Customers had to choose which technology to deploy or perhaps deploy an overlay?...

AP-2800 or AP-3800 Wave-2 AP-3600 or AP-3700
With Hyperlocation module

802.1Tac Wave 2: High-Performance 5Gbps.
2.4, 5GHz or Dual 5GHz.

4x4:3SS 160MHz.

MU-MIMO

* Analytics, Asset tracking, Proximity Marketing

» Navigation and Wayfinding “true blue dot” experience
, 1 to 3 meter location accuracy (Wi-Fi Clients)

2 GE or 1 GE + 1 mGig (5G) * BLE Beacon - Five centrally managed Beacons

Flexible Radio Architecture « FastLocate - Frequent location updates (Wi-Fi

DNA Sensor, Spectrum Intelligence and « Spectrum Intelligent Monitoring Radio and more...
more...

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Combining Proven Technologies

Hyperlocation + AP-3800i + Additional Analytics Radio = AP-4800 s AP-3800
- Dual 5GHz
- AP-4800 Integrated Solut
@g%elg/ggeagtosn \ niegrated solution Monitor/Sensor

\ Proven Hyperlocation + 3800 Technology in one
AP & 1 cable Drop

. Improved Capability
/ 802.11acW2
WiFi & BLE AoA

e Time Based solutions

Cisco 16 element
Antenna Array—»
1-3m Accuracy

Hyperlocation
Module 9 - * + All the core features of the AP-3800
40% smaller
AP-4800
HyperIOcation/ Hyperlocation
AP36/3700 + Analytics

Hyperlocation s " : Antenna components

9.9x8.77 Components Inside AP-4800
Dual 5GHz XOR + another analytics

Hyperlocation XOR radio tes. Al rights reserved. Cisco Public




Mukpo/Makpo coTbl
OavH 5 GHz pagnouHTepcenc

Uem panble knueHT oT T, TeM MeHbLUyto
CKOpPOCTb OH BygeT nony4nt

CkopocTb saBnsetca pyHkumen ot SNR
(curnan/wym)

Uewm Bbilwe SNR, TeM BbiLle CKOPOCTb Nepeaayn
1 x 5 GHz coTta nmeert orpaHnyeHHoe 3dnpHOe
BpeMs Ans nepegayvu

EMKOCTb — 3TO cyMMma BCEX KITMEHTOB B COTE B
KOHTEKCTe 3OMPHOro BpeMeEHU

OpgHa 5 GHz cota

5GHz 2.4GHz

Serving\ /Serving

-63 dBm = Client RSSI at AP

—

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



PN —

Mwukpo/Makpo coTbil o -
ABa 5 GHz paagnounHTepdueiica Makpo/Mukpo
5 GHz coThl

« Cos3paHue 2 PY pasHbix 5 GHz cot
YBenuyumeaeT apnpHOE BpeMS BOBOE

 O6a paguo pa6oratoT B ogHom SSID
BoamoxHo B ByayLiem nosiBUTCst BO3MOXHOCTb

paboTbl B pa3Hbix SSID

-63 dBm = Client RSSI at AP

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



AP-4800 Antenna System Overview

Most Advanced Antenna System (25 EIements) ina Smgle Access Point

(16) Element Directional
Antenna Array
(Digitally Switched)
for Location tracking

(4) 2.4/5GHz Macro

Antenna Elements

(4) Omni-Directional Elements
(Digitally Switched)
for 24x7 Monitoring &
Analytics / DNA Assurance

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public

(4) 5GHz Micro Cell

Antenna Elements

TotI Antena Elements = 25



AP-4800 Overview

AP-4800 is the next evolution of Cisco’s Wave-2 Access Point, redefining RF Excellence

- In addition to all the features supported by the AP-3800i the new AP-4800 contains the following new components:
+ Built-in Hyperlocation antenna Array,16 Element Antenna Array for Hyperlocation, and packet monitoring

Analytics Capabilities providing event driven real-time data captures. This provides Real-time visibility into DNAC and potential
3rd party analytics

34 Flexible (receive only radio), specifically for Analytics, Hyperlocation, Wireless Security Monitoring, and future functionality
using the programmable digital antenna array.

Built-in BLE Radio capable of BLE TX/RX. This is similar to the BLE radio in the WSM module for the AP3700
Hyperlocation AoA technology, Location accuracy on Wi-Fi similar to the AP3700 + HL module

Full Flexible Radio Assignment Operating modes, such as Dual-5GHz while performing Hyperlocation

Note: Module port on AP3800 is not available on the AP-4800 (it is used internally for the Analytics Radio)

- Code version supported below, will be introduced with a special version of 8.7

Cisco SDA Mode
Prime

23/2.4

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



AP-4800 is a more advanced AP than the AP-3800

Similar to the AP-3800i but it has an additional Flexible Radio for Analytics + Advanced Hyperlocation antenna array

Location Array antenna is now integrated
*  Bluetooth Low Energy radio is now integrated
+ Embedded analytics/location radio is now integrated

Hyperlocation . .
antenna array and Location Radio AP-4800

Best in Class

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



AP 4800 - Power Requirements

POoE | o023af | 802.3at 802.3bt
Description AP Functionality Budget or PoE+ uPoE
Nty | PWRINJS | PWRINJG | AIR-PWR50

Recommend:
4800 — Out of the Box Disable USB & AUX port
(8.7.x.x) Limit mGig to 1 GbE 30W X

4800 — Out of the Box

(8.7.x.x) All Features Enabled

32w

DC Supply AIR-PWR-50 will draw 28.7W

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



AP4800 mounted on the celllng

AP4800 AP3800i
Length 9.9” (251.46mm) Length 8.66” (219.96mm)
Width 8.68” (220.47mm) Width 8.68” (220.47mm)
Thickness 2.87” (72.9mm) Thickness 2.46” (62.438mm)

Weight 5.6 Ibs  (2.54 kilograms) Weight 4.6 Ibs  (2.09 kilograms)

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



4800 Timeline and Ordering Information

Limited-time: Aironet 4800, $1795 when purchased with DNA-A or C1 DNA-A subscription*

April 16th - External Launch Early June - FCS
O O O
May 16% - Orderability

Description

Promotional: 802.11ac Wave-2 Analytics AP with Intelligent Capture and $1795 + DNA-A*
DNA-A License

_AID- e Promotional: 802.11ac Wave-2 Analytics AP with Intelligent Capture and _ A%
PROMO-AIR-AP4800-x-K9C DNA-A License (CFG) $1795 + DNA-A

AIR-AP4800-x-K9 802.11ac Wave-2 Analytics AP with Intelligent Capture $1995 + DNA Attach
AIR-AP4800-x-K9C 802.11ac Wave-2 Analytics AP with Intelligent Capture $1995 + DNA Attach
Planned regulatory domains: A, B,C,D,E,F,G,H,,K,N,Q,R, S, T, Z

PROMO-AIR-AP4800-x-K9

Ecosystem Compatibility:
« Aire0S8.7.x * DNAC 1.2.x
« CMX10.5 «  Prime Infrastructure 3.4 *pricing subject to change and expires 5/1/19




Pagno nHHoBauumn: Assurance u
aHanuTuka

Assurance: it's all about Insights...




DNA Wireless Assurance powered by Cisco Aironet

o, =~ B @& O

/"

Na < Active Sensor Wi-Fi i0S Streaming Network Time
Q % Testing Analytics Telemetry Travel
£) DA %
Intelligent Capture Intelligent Capture Actionable Guided
Auto PCAPs Forensics Insights Remediation

Aironet Active Sensor -~

with proactive wireless \\/ _
network test 2
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AHanutuka iIOS (pacckaxu mHe o cebe)




[TapTHepcTBO Cisco-Apple ans Toro, 4tobbl BCe

paboTano Kak Hago

®da3a 1

C—
OnTumunsauus

npunoxeHun c i0OS

OnTUMM3auus
poymuHra c iOS

Pa3za 2
-
TenemeTtpus c
~ KAMEHTCKNX
YCTPOUCTB
OnTumunsaumusn

npunoxeHunn ¢ MacOS

© 2017 Cisco and/or its affil

iates. All rights rese
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Cisco Apple ®a3za 2 : iOS Analytics

1. WHdopmauma ob okpyxatowmx KnneHTa Toukax gocTyna, nepegaBaemas
KIMMEHTOM MHJPaCTPYKType

2. [loapobHbIN OTYET O NPUYNHE OTKITIOYEHUS, NnepeagaBaemMast KMMeHToM
NH(PaCTPYKType

3. WHdopmauus o Bepcun iOS n mogenun ycTponucTea, nepegaBaemas
KIMMEHTOM MHJPaCTPYKType

BuaoeoagemoHctpauma: https://yvoutu.be/IXCqVOPux s

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



[Mogoepxka Cisco Apple Analytics

(DNA Center He obasaTeneH)

Device Type

Device Hardware

iPhone

iPhone 7

Internal Name: iPhone9,1 and iPhone9,3

iPhone 7 Plus

Internal Name: iPhone9,2 and iPhone9,4

iPhone 8

Internal Name: iPhone10,1 and iPhone10,4

iPhone 8 Plus

Internal Name: iPhone10,2 and iPhone10,5

iPad

iPad Pro (12.9-inch)
Internal Name: iPad6,7and iPad6,8

iPad Pro (9.7-inch)
Internal Name: iPad6,3 and iPad6,4

iPad Pro (12.9-inch, 2 gen)
Internal Name: iPad7,1and iPad7,2

iPad Pro (10.5-inch)
Internal Name: iPad7,3 and iPad7,4

Apple iOS Software

11.0 and higher

11.0 and higher

Cisco AireOS Software

8.5+

8.5+

Access Point Support

802.11 ac APs

802.11 ac APs

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



CeTb «rnasamm» KnmeHTa

Kak knneHT «BUANT» ceTb?

MHdpacTpyKkTypa He NOHMMAaET, novYeMy MMeHHo 3Ty T/ Bbibpano

ANsi NOAKMYEHUS KITMEHTCKOE YCTPOWCTBO, MOTOMY YTO HE MOXET

B3rMsAHYTb Ha cebs C ero CTOPOHbI @
NMoyemy 3TO HYXXHO?

MoTomy 4TO 6€3 3TOM MHPOPMALIMM MHAPPACTPYKTYPa HE CMOXET

NMOMOYb ATOMY (M OPYT1M) KNNEHTY BblbpaTh ny4iwyto TL,

Kak Cisco un Apple pewunu aty npoénemy?

Cpasy nocne ycneLuHowm reHepauum Knioyen B npouecce
accoumaumm yctponctso ¢ iOS 11 otcbinaet ceoen T 802.11k
beacon report ( pexkum Unsolicited )

p— et ———— e

3800 § raezrne
Actwn Pt - Actwns Powe 2

Aoowss Powt N

e P T

Mo B3rnsa Ha ceTb

BSSID KaHan KayecTBo curHana
T bb:bb:cc:dd:ee:ff 52 -72 dBm
._.l.:_: cc:bb:cc:dd:ee:ff 149 -86 dBm

g .
sand i e

AR - dd:bb:cc:dd:ee:ff 153 -68 dBm




Foe MoXxHO yBMAeTb 3Ty MHhopMaLuio Ha KOHTponnepe?
Ha cTpaHuue ¢ getannsnpoBaHHOM nHdopMaunen o KOHKPETHOM
KnneHTte

Kak Mbl MOXXeM ee ucnonb3oBaTb?

» CosgaTb cynep TOYHbIE KapThbl MOKPbITUSA

* [MpepoctaBnaTe ApyrMM KnneHTam penesaHTHbIN neighbor list
» CoseToBaTb onTumanbHyto T ans poymuHra

Mow B3rnag, Ha ceTb

BSSID KaHan KayecTBO curHana
bb:bb:cc:dd:ee:ff 52 -72 dBm
cc:bb:cc:dd:ee:ff 149 -86 dBm

dd:bb:cc:dd:ee:ff 153 -68 dBm

e
cisco

CLIENT VIEW

GENERAL

=

Unknown (7

iPhoneSeven

CONNECTVITY

TOP APPUCATIONS



UTo ceTb 3HaeT 00 yCcTpoucT: S ...

YT1o ceTb 3HaeT 06 ycTponucrTee? CLIENT VIEW
Mpowussogutena (OUI), nHoraga Tvn yctponctea (iPhone/iPAD)

npwv ncnonb3oaHun DHCP n HTTP npodunmpoBaHus ® ® ® ® o
B Unknown (2 stat Asocision Authentication oce oniine

Korpa aToro HegocTaTouHo? I e e

Korga ecTb Nogo3peHns B NOBEAEHYECKMX PasfnymsaxX i T

KOHKpeTHbIX moaenen/sepcuin OC

Weatostbre Lcorsica _1(-62 dBm)  W3700i(-70 dBm)

Kak Cisco n Apple pewatot 3Ty 3agayvy? .
Cpaay nocne accoupaumm knmeHT ¢iOS 11 n ctapLue cam |
pacckasblBaeT 0 cebe, N03BOMNSASA C KOPpenMpoBaTb NoOBeAEHNE ,
mogenb 1 Bepcno OC B pasnuyHbIx 06nacTax NpocTpaHcTBa U

B pa3Hble MOMEHTbI BpEMEHMU

58:ac:78:d1-84:21

on ®

ignal Quality: 25 d8 Connection Speed: 400 Mbps Channel

User triggered di

Signal Strength:
Width: 40 MHz

802.11ac (SGHz) Spatial Stream: 2

Not Supported

KopoTko o cebe

Aae nocMmoTpeTb 3Ty MH(pOpMaLUIO Ha KOHTpornepe?
Crpanuupl Client Summary/Detailed Al iPhone 7 ¢ i0S 11.0

-




[ToyeMy KNMEHTCKOE YCTPOMCTBO OTKITHOYUIIOCH?

3HaeM n1 Mbl NPUYUHY OTKITHOYEHUS KITMeHTa?
T[ He 3HaeT, No KaKom NpU4MHEe KIMEHTCKOe YCTPOUCTBO
NPUHSANO peLUeHne 0 POYMUHIE U OTKIIOYEHWUN ... NSTOXON

curHan? Yrto-Hnbyap ewe?

MNMo4yemy aTo npobnema?

bes gaHHON MHAOPMaLMK MOUCK BO3MOXKHbIX HEUCTPaBHOCTEN

(nnoxas koHdurypauus, npoberbl B NOKPbITUA U T.4.) MOXET

ObITb 3aTpyAHEH

Kak Cisco u Apple pewatoT 3Ty npobnemy?
YctporictBo Apple otcbinaeTt uHdppactpyktype Cisco
«CEKPETHbIN» KO, COOTBETCTBYIOLLMIA NPUYMHE OTKITHOHEHUS

,'l,

. . BoT nouemy a yxoaun

Reason Code

npl/l‘-II/IHbI OTKIO4YeHUA

DHCP Failed
EAP Timed out

802.1x Failed

Device Idle

Captive Portal security Failed
Decryption Failed

WiFi Interface Disabled
User-Triggered Disassoc
Peer-Triggered Disassoc
Beacon Loss




[ToyemMy KNMEeHTCKOEe YCTPOMUCTBO OTKIHOYUIIOCH?

& ”c||s lo eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

ae moxHO nocmoTpeTb Reason code Ha KoHTponnepe? et view
Ctpanuua Client detail

ggggggggg @ @ L @ @
Kak MoXxHO ucnonb3oBaTb AaHHY MHOpMaLuio? =) e & e SR
*  BbICTPO 0BHAPYKMTb 1 NOKaNN30BaTh NPOBREMy C MOKPLITUEM = Phonsovsn e
» CobpaTb AaHHble ANA aHanM3a NoOBEAEHUSA KITMEHTOB (rae e e 47 s

nepemeLLatoTCs KIMEHTbI, MOYEMY OTKIHOYaTCS U T.4.)

Performance

Cisco Compatible

Connection Score




BriepBble Ham gocTyrnHa nHdopMauusa O TOM, Kak
iIPhone nnu iPad “Bngut” 6ecnpoBogHyto CeTb

e e, . Advadice
cisco Cisco 5500 Series Wireless Controller Q Advanced
@*R Monitoring
== Network Summary
Access Points CLIENT VIEW
xRogles GENERAL CONNECTIVITY
Access Points
Clients j'.’”"” y x = i - N i
wifi-user (& Start Associaton Authentication DHCP Online
I Interferers Host Name
o iPhoneSeven

& Wireless Dashboard

TOP APPLICATIONS

AP Performance MAC Add d4:61:9d:9a:af.e0

Cocegtve T[4
e Associated since 13 Minutes 12 Seconds

Client Performance e ame
SSID 11radaptix | - 56.4 M8
¥ Best Practices AP Naig = o Tunn OC & ‘anciatsenicen K

DR KInueHTa

Nearest APs = corsica_1(-55 apm -65 dBm ’4_' - o
<« Mpepbioywaa TH -

Device Type iPhone 7 @ I

ers 1Moo I I: - -

s AP 58:ac:78:df:84:20 © | - 2 ) )

iaat i Eazsaciallasre22on Propristery failure © MpudnHa oTkmioYeHks ~ .
Performance Signal Strength: -57 dBm Signal Quality: 31 48 Connecti® JaPQMRAYILENA T  —

Mbps Channel Width: 40 MHz

802 11ac (5GH2) Spalial Stream

Not Supported e KNMEHTCKUIA «B3INSA» HA CETb

CLIENT SCAN REPORT

@




DNA Center Client 360°

1. Client profile — Bepcusi OS u mogenb ycTpoucTea

Detail Information
Dwies traacs

et

[ =2 ]

Conmactus Intcrmation

2. Uudpopmaums o cocegekmx T[4

2/10 iPhone
Connectivity Hover Client

MAC Adc

IP Address

3 Issues
— Y

2SS 00:40:96:12:34:07

172.16.254.1

View Issue(s)

7:30 AM I

3. MNpeabiaywme T 1 NPUYMHBI OTKIKOYEHUS OT HUX

Disassociation Events

Y Filter

Reason ~ from AP Time

cl_ST_USER_TRIGGERED LA1-AP3802-31 Sun Oct 22 2017 21:47:01 GMT-0700 (Pacific Standard Time)
cl_ST_USER_TRIGGERED LA1-AP3802-31 Sun Oct 22 2017 21:28:01 GMT-0700 (Pacific Standard Time)
cl_ST_DEVICE_IDLE LA1-AP3802-31 Sun Oct 22 2017 21:33:01 GMT-0700 (Pacific Standard Time)
cl_ST_DEVICE_IDLE LA1-AP3802-31 Sun Oct 22 2017 21:19:01 GMT-0700 (Pacific Standard Time)
cl_ST_DEVICE_IDLE LA1-AP3802-31 Sun Oct 22 2017 21:11:01 GMT-0700 (Pacific Standard Time)

Location Building

Los Angeles

Los Angeles

Los Angeles

Los Angeles

Los Angeles

© 2017 Cisco and/or its affiliates. All rights reserved.
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DNA-C Assurance n aHanutuka Apple

Hc¢popmauus 06
yCcTponcTBe

KnneHT roBoput o cebe
1. iPhone 7, iPad Pro
2. i0OS 11

Mo3BonseT genatb
BbIBOAbI, YYNTbIBASA
TOYHbIE MOOENn
cTponctB n nx OC

i-Fi AHannTuka

KnneHTt genntca ceoum
«B3rnNgQ0M» Ha CeTb

1. BSSID

2. RSSI

3. KaHan

AHanus NOKPbITUA

Assurance

Mpegbiaywaa TA n
npuYnHa OTKNIOYEHNS OT
Hee

To, YTO KNMEeHTaM He
HpaBuTCS

2/10 iPhone

Connectivity Hover Client

7:30 AM

Disassociation Events

Y Filter
Disassociation Reason ~  Disassociated from AP
cl_ST_USER_TRIGGERED LA1-AP3802-31

cl_ST_USER_TRIGGERED LA1-AP3802-31

c|_ST_DEVICE_IDLE LA1-AP3802-31
cl_ST_DEVICE_IDLE LA1-AP3802-31
cl_ST_DEVICE_IDLE LA1-AP3802-31

. P Address

30 dBM

0 dBM
.

MAC Address  00:40:96:12:34:07

3 Issues

0-30 dBM 0-30 dBM

=
-30 dBM -30 dBM

Time

Sun Oct 22 2017 21:47:01 GMT-0700 (Pacific Standard Time)

Sun Oct 22 2017 21:28:01 GMT-0700 (Pacific Standard Time)

Sun Oct 22 2017 21:33:01 GMT-0700 (Pacific Standard Time)

Sun Oct 22 2017 21:19:01 GMT-0700 (Pacific Standard Time)

Sun Oct 22 2017 21:11:01 GMT-0700 (Pacific Standard Time)

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public

172.16.254.1

View Issue(s)

Location Building

Los Angeles

Los Angeles

Los Angeles

Los Angeles

Los Angeles



DNAC Client 360°

v Detail Information

Device Info RF i0S Analytics

Neighbor APs (3) hepot  Client Disassociation Details (144)  Export
Y Finter Y Fitter
BSSID AP Name Channel RSS! (dBm) Location Bullding Fir Time Dis lation R: Di iated Sossi AP
AP Duration Location
ADFB:49:76 COAF LAT-AP1815-32 a8 -84 Global/USATLAMLA-Level1 6
Wodnesday, January 10, 2018 9:47 User triggered LAY-APIS02-31 LA-Levell6
38:90:A5:CO-09-6F LA1-AP3H02-3) 3 -51 Global/USATLANLA-Level1 6 ™ 0seoclesion
I8:90:A5:82:1FA0 LA1-AP2802-38 1 -21 Global/USALALA-Level 16 “PM"""“’"' Jenumey 10, 2018 9:33 Device i LAI-AP3802-31 U-Lowire
Show 10 Vv entrles Showing 1 - 3of 3 1 Wednesday, January 10, 2018 9:28 User triggered LA1-APIS02-31 LA-Level16
PM asassociaton
Wodnesday, January 10, 2018 9:19 Devico idle LA1-AP3802-31 LA-Lovel16
PM
Wednesday, January 10, 2018 9:11 Device idle LA1-AP3802-31 LA-Level16
PM
o
' ~ Wednesday, January 10, 2018 9:06 User triggered LA1-AP3802-31 LA-Level16
~sTem PM ASASSOCAON
Wednesday, January 10, 2018 8:47 User triggered LA1-AP3802-31 LA-Level16
PM Aisassocation
. D Wednesday, Janusey 10, 2018 8:33 Device idle LA1-AP3802-31 LA-Level16
et PM
.
-sdden
Wednesday, January 10, 2018 8:28 User triggened LA1-AP3802-31 LA-Lovel16
PM iSasSOCaton

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Wireless Client and Network Health

Streaming Telemetry




Streaming Telemetry vs. SNMP/Legacy Polling

Traditional Telemetry Streaming Telemetry

Intent-based

Wireless Infrastructure

—N
=

‘Streaming Telemetry

Push based data export

SNMP / Legacy data
pull methods

Pull based data import

CPU overhead with data crawlers Low CPU overhead

Data intensive without optimizations Optimized for Data export (KPI, Events)

No real time notification and false alarms Notification send seconds after change

1]

Min polling has too many black holes Reduced delay in management data

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



)

Value from Wireless Stack

Making Aironet Infrastructure open and programmable for
best in-class Analytics

Outcome A On-boarding / Roaming Anomalies, KPI & Stats

Architecture

Scalable

Real-Time

Programmable

Open

13|  Adaptive, Diff-based, Channel-based

O Up to 64,000 clients per WLC

& 15 to 300 sec freg.

Telemetry Subscription

2’#’:\;\) Anomaly-based PCAPs, Real-time Stats, Spectrum

f:} Distributed CPUs architecture for scale

[Q] Up to 400 clients per AP

’ 5 to 60 sec. freq.

API-based

(&) WebHook, HTTPS, JSON GRPG oM
>
At e RC— -ﬂ : Platforms

Wireless Controllers Next Gen Wave 2 AP
3504, 5520 & 8540 Breadth of Device Support 2800 & 3800, 4800 Series

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Overall Health Summary View

<<<<<

- Geo map with sites or Overal Health —
Hierarchical Site View to show = -
show the site health score '

[ Chat Hasith (% Meatthy Chanty) B e e R Chome fwtmen Devee

- Client Health Score and ' .. Ce . i
Network Health Score :
summary

- Recent Top 10 Global Issues o . werwoss

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Enhanced Client Health

Client Health Summary

5 Mnutes

Wireless

89%e0

Client Health Summary

24 Howrs

Wireless

92«

Wired

99% 0

Wired

Aol asn,

98s 0

A ANy IJJr'JrUJﬂf- ’ ‘L.k'..u‘w'—‘m'nw

O

5 Minutes View

for current snapshot
Total to Onboard
Success/Failed Client
to Connected Health
Score

24 Hours view
for Daily Trending

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Client Health Score Details — Wireless Client

* Health Score = Single KPI that indicate client connection status & quality
» Calculated per every 5 min, using client KPIs from WLC streaming telemetry
arrives in 30-90 sec. interval. Use Weighted Average

<=-72 -68 ~ -56 -55 ~ -46 >=-45

RSSI dBm -71dBm -70dBm -69 dBm dBm dBm 4Bm

SNR 0~9 10 11 ~12 13~ 14 15~19 20~ 39 >= 40

Connected
Health 4
Score

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Client Health Analytics Charts — Last 30min

Client Onboarding Times Con| COnnOCti\/ity RSSI 24 Hours: Jun 09, 11:02 pm = Jun 10, 11:02 pm @ Al Sites
30 Minutes 24 Mowrs 20 My 00%

*®

c

g s

v

]

&

| . - - I I ; I
I
»er 45 55 10 45 65 1o 55 71 10 65 <e72

RSS! (dBm)

Displaying data based on selection: "RSSI: <= 72 "RSSI: <= -72%, "Client Type: WIRELESS"

- Client Attempts by G|

- Distribution of total o Identifier IP Address ?;’;L“’ ! Last Seen o Location ssiD RSS! :g. t

° ConnectiVity RSSI / aphne.t 10.30.100.27 Apple-iPad 1 Jun 08 11:01 pm APOOF2.8827 FIr-SJC1-1 @CorpSSID -59.0 -58.0
- RSSI/ SNR distribut

faphne.bl 10.30.100.29 iPhone 7 1 Jun 09 11:01 pm APOOF2,8827 Fir-SJC1-1 @CorpSSID -42.0 -41.0

s of Jun 10, 2018 11:02 pm

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Client Health Analytics Charts — 24 hours

Chient Onboarding Times Connectivity RSS Overall 28 Wours
24 Wours Mirute 24 Wours
Assoclation A
[} v
AAA
°
DHC
°

- Last 24 Hours Trends of Onboarding Times, Connectivity RSSI and
Connectivity SNR Trend

- View Details will provide access to historical client views

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public




Client Health Drill Down — OnBoarding

Break down view of Assoc.
time, AAA time, DHCP time,

Per Server View on AAA &
DHCP

Select any sub-section will
show client lists in selected
category

Display Applied Filter on top of
list

Show Onboarding performance
of each client

DHCP

P Address

DHCP

Time O

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Client 360

Shows Details on specific client

Timeseries metric chart of the client health
score

Individual Client issues
Onboarding Event Viewer

Application Experience

« Using WLC — Usage, Throughput, DSCP
QoS Tag

+ Using Router — App Health derived from
Network Delay, App Delay, Packet Loss

Path Trace Tool for Troubleshooting

Connection Details

0 oliverp

O T mntress-sraesscrmiadater

v
oo v s
A AN A MM WA n AT M
MM A AN TNNAWWWAM VM AW A A \
0 B D)
T
- — - [o——
o .
.nm
15 Kbps
v Application Experience s«
Busress Mot
K
—— - e -
— [ et P -~ e
vy -~ Bres Py g Moy v ki e e

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public




Client 360 — Event Viewer

« Detailed record of Client

Onboarding State machine

ccccc

- Always On for All of Clients
v Event Viewer

& - Highlight any Onboarding
Failure, Roaming Failure,
Deauthentication from AP or
- ot Client

- Each Events are aggregated per
onboarding session, provide
session details

~
- - - . o L] a - g -
. - £ S

- Provide Onboarding delay and
duration per each step

- Store up to 14 Days works with
Network Time Travel feature

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Network Health Table

Exportable to CSV

A

Predefined filters
for Type and ~

Health \A == el - |
Additional _» "

Network Devices (18) O

Filters . .
Device '
Type Address Version
AR
AP28021-8 10.13.1.15
AR
AP3I802-8 813
AR
AP3 s 812

OVERALL HEALTH -

) Export

System Data Plane Control Plane Issue

Location i
Health O Connectivity 0 Connectivity 0 Count

o L] - SJ/SIC23/Flcor
o » SJ/SXC23/Ficor
o E SJISIC23/Floor

- Table of Devices in the Global and Site context

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public




Network Health Drill Down

((((((

19 Maates Dats Plane Connectivity 't p tivity 19 Misrtes .

--------

Drill down to view breakdown of the health by
KPI type

Metrics listed per category and the threshold
values

Device Distribution Chart upon selecting
Network Health Score range

Workflow to identify the actual devices having
a bad score

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Sensor Anywhere Drives Intelligence of DNA
Assurance to the edge

Test Your Network Anywhere at Any time at Real-world Client Level _)

AP as a Sensor
(1800/2800/3800/4800)

\ P Purpose-built Hardware for Analytics
In-line monitoring to DNA for analytics
[ and insights while serving clients

\

o 2x2 with 2 spatial streams

« Multiple powering options 3
- PoE Power o "
- USB Type “C” power ~ \ "

-

- Direct AC Power Plug
* Integrated BLE
e Ultra compact form factor

N J
Onboarding & Configure Tests Global Issue Dynamic Sensor
Services Tests Remotely Creation Test Trigger

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public




Active Sensors test and provide client perspective
to ensure Wireless Service readiness

802.11 Association . DNS
802.11 Authentication & Key 10700000 . RADIUS
Exchange . First Hop Router/Default gateway

IP Addressing DHCP Sens?rs taCt as Access point IPv6 Host Connectivity
EAP-TLS clents
WebAuth capture and redirect

Q) Q(((I»))
= e

Dedicated Sensor Flexible Radio
AP1800

App Connectivity

App Performance*

Packet Loss

Email: POP3, IMAP, Outlook Web Access

File Transfer: FTP Jitter
Web: HTTP . Latency
. Speedtest

©2017 Cisco andlor its affiliates. All rights reserved. Cisco bat@ad mapped



Cisco Aironet 1800s Wireless Network Sensor

| * Full DNA Assurance Sensor Support
e 2x2 with 2 spatial streams
|  802.11ac Wave 2
* Multiple powering options:
« PoE Power
 USB Type “C” power
| * Direct AC Power Plug

* Integrated BLE*
« Small form-factor(WxLxH) :
« 3.25"x4.75" x0.75"

*Post FCS

Cisco Aironet® 1800 Series

AIR-AP1800S-X-K9



AP1800s inside view (backside)

85 Powering Options

119mm

A
v

AIR-MOD-AC-US

.\}_.‘\;‘}‘3\ AIR-MOD-POE

AIR-MOD-USB
24mm

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Two types of Sensor, Two types of discovery path
to DNAC

AP1K/2K/3800

AP1800S



Schedule Sensor Testing: Step1

Create Sensor-Driven Test

[ASSURANCE] [Manage][Sensor-Driven Tests]

Sensor-Driven Tests

Test Name Location Schedule SSIDs Test Types

'{} Add Test

7% Refresh | @ Add Test

Tost Rosults Last Run Actions
Last 24 hours Latest Details
Hus ®ain w H
memey 00 1
I
N W
I . Run:\
T . i
T W s
T W

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Schedule Sensor Testing: Step1
Create Sensor-Driven Test

sl DNA DESIGN poOLICY PROVISION ASSURANCE Q @ o
CISCO cintin

Add' Tést

0 Schedule Tests 2 Select Tests 3  Select Sensors
Test Name Locs nterval-Hours
AP as a Sensor SJC22 / DNA-Lab... / Floor1 v Every 1 Hours v
SSID - Radios To Test Security Credentials
Passg
Nove 1 -A } v Wi K e ,'

\J".‘

W LU T UISLU allur/ul It alllidies. All YT 1TESE1VEU.  UISLU ruolic



Schedule Sensor Testing: Step2
Select tests and Assign Sensor

il DNA
SION roLICY PROVISION A RAN
c15¢0 : DESIO ouc OVISI0 Ssu ce

Add Test

hedule Tests Q Seloct Tosts Setect Sensors

AP as » Sensor $JC22 / DNA-Lab... / Fioor) v Every | Howrs

Network Tests Application Tests

P Addressing Tests Emall Tests

DNS Tests .

WA CICO oM

Host Reachability Tests ‘
-

wevuir uisco and/or its affiliates. All rights reserved. Cisco Public



Schedule Sensor Testing: Step2
Select tests and Assign Sensor

aliale. pN
cI1sco T DESIGN POLICY PROVISION ASSURANCE
Sensor Coverage Sensor Selection
75 %
Set Thresholds | Rt Q
»
— T DI
= —— il RSSI Threshold I  MAC Address Client Neighbor
2 oS I Count AP Count
a = 1 B I  DC:CEXC1:2EBD:CO 0O 0
AP 36000 S 500 APZ800 (l ‘ I
™ - : Number of Target APs: :
I i 00:81:C4:0D:8A:70 3 6
5 v
1 1
p—— 1 1
; 1 oo 1 00:81:C4:CD:AB:90 0 6
| 1 1
= : S ——
— : AP3800-1 > i AP3800-2 00:62:EC:F3:55:90 0 6
= - ——
B

API700A s

S zoi: —ioeo meewos oo affiliates. All rights reserved.  Cisco Public



Sensor Test Failure generates global Issue when
more than 2 sensor test failed per floor

Issues

Open

Last Occurred Time Title Total Occasrences Category Device

Issues | s

Open t Description

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



New Sensor Dashboard (1/2)

vl DNA
c1sco Dtsson roucy

Dasttoards v

Wireless Sensor

Test Summary

3% of tents fated

71 2040

PROVISION

Manage v

ASSURANGE

Fallure by Test Type

71 Tants Patted
W tesinny Wy |
| = W

o (sobal wees

Top locations by fallure

Site Name

1. Global/San Jose/SICZNFH

Test Results

Fiter

Test Name -

AP1800_Serace

Talled Tests (¥)

oo n

» Common filter set as Client Health Page
* Network Time Travel Navigation
+ Customizable Dashlets

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



New Sensor Dashboard (2/2)

DHCP Web Host Reachability Test
3% Failure of 729 Tests 2% Failure of 243 Tests 2% Failure of 243 Tests
Top Impacted Site: Global/San Jose/SJC23/Filoor! Top Impacted Site: Global/San Jose/SJC23/Ficor! Top impacted Site: Global/San Jose/SJC23/Floor! ?
=
£ 2
£ £ =
T (hra/day) Time (hrwidey Tee
® S ® T @ Bottor © Average S o Kl L
Sensor Devices
No Global Issues No Global Issues
Fiter a
Name - Type Tosts e Cournt Negrbor Device Model Location
AP Count
Toast [
YRS AP_AS_SINSOR " o AN B :""‘._‘_" -
Ar oo AP_AS_SNOR o o ) » AT B0y
)
APIOD Sarar e RA  WAOAS SN W2 . it L ey
SINSOR_ P01 % TR0 N FARALLON 89 - 2] “ ARCAFIBOOS B 6 Saica
Lot 1

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Intelligent packet capture

VIHTennekTyanbHbIW 3axXBaT NakeToB

Roadmap (WLC 8.8 & DNA-C 1.3)




Intelligent Capture powered by DNA will deliver Live, In-
Service and Anomaly based PCAPs and a lot more

Client and App
Real-time Forensics

Hyperlocation — Real-
time Client Location

Total Secure
Coverage Monitoring

@)

Live and In-Service
Anomaly based
PCAPs

Q

Real-Time Client
Tracking (~3mtr)

o

24*7 Spectrum
Analysis

D b

Real-Time RF and On-Demand VIP
Wi-Fi App Analytics Client
Troubleshooting

-
*\

Real-Time Coverage
Holes on map

Intelligent Capture —
Making Aironet Smarter

AP
2800/3800

‘ AP 4800

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Intelligent Capture on Aironet will help generate better
actionable insights on the DNA Center Assurance

No Anomaly
based PCAPs

Anomaly based
o PCAPs
~Live and In-
Service Captures

Today

Low visibility on Periodic access to
Client RF Health Client location

w/ Intelligent Capture

Periodic Client No On-demand

insightson App
experience

l

Onboard state

mun state On-demand App

faster Cli:::'l:::t?on experience

'ﬁm ﬂl:h ~3-5 sec updates ~Instant insights
(<5 sec)

101 DNA Center Assurance

rights reserved. Cisco Public



Intelligent Capture ~ Key Use-Cases

®
il pNA \

CISCO CENTER ‘

\

Made for DNA

»
2= Assurance "
7

I

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Intelligent Capture ~ Real-Time Analytics and
troubleshooting tool
On-Demand Scheduled, Automated

- On-demand Intelligent Capture

Real-time Event Viewer and Automated
Filtered Packet capture

Auto Packet Analyzer
Real-time Client location Map - Multi-Device Onboarding Capture

e FL T e (R Sl (el - Client Onboarding Issue with Automated
AP4800 3rd radio Full packet capture PCAP

Real-Time Application Analyzer integration
Packet Capture across multiple APs
Wireless Decrypted Packet Capture - AP RF Analysis

Real Time Client RF Stat update

Real Time AP RF Stat update

Radio Anomaly Issue with PCAP

« Real-Time RF Visualization with Location

- Spectrum Analyzer on DNA Assurance

Single Device VIP capture Multi-Device Onboarding capture Automated PCAP Real-Time RF / Spectrum Analyzer



Telemetry Architectural Overview

A

CAPWAP Automation for AP/WLC
r— | @
CAPWAP

Data (Client & AP Stats) HTTPS/JSON

AP wLC RT stats (client, AP, AAA, etc) DNA Center
Events: onboarding, RRM, etc up to 2 sec.

gNMI (PCAP, Anomaly Events, Real Time AP and Client RF Stats) up to 5 sec.

« Configuration:
«  From DNA (automation channel) to WLC

* Telemetry Data:

« AP data exported directly to northbound system using gNMI channel
« Real time Client RF stats and AP stats (programmable up to 5 sec).
* Anomalies-based PCAP
* Anomaly Events, Spectrum Data

« WLC data export types using HTTPS/JSON
+ FEvents or Anomalies: onboarding, RRM, AP and AAA failure
+ KPI & Stats for Clients, AP, WLC, Rogue, Application Usages

« Optimize Data transmission - (compression, channel-based, diff-sync, adaptive-sync)

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



POYMWHT: Kak n3MepuTb CerogHs?

- 1-N HOYTOYK NOAKIOYAETCS K TOYKE
goctyna A

NTP Server - 2-l HOYTOYK NOAKNI0YaEeTCA K TOYKe

‘ aoctyna B
- Oba HoyTOyKa CMHXPOHM3NPOBAHLI

MO BPEMeHHU
11111001
> GHz /30 Ch \ Cems - 1-1 HOyTOYK 3axBaTbiBaeT
Y s nocnegHui NakeT KNueHTa Ans
/i@ \ Roam TOukM A
M 00000111 o o
**\ : - 2- HOYTOYK 3axBaTbiBaeT NepBbIit
5GHz /161 Ch nakeT KNueHTa anga Todkn B

l - AHanuaupyeTtcs pasHuLa BO
BPEMEHN — BpeMS POyMUHra
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Intelligent Capture
Automated Stitching from Multiple APs Capture

- Multiple APs tracking clients during

2.4GHz/6Ch \ _ packet capture
, oo - Single PCAP generated upon
'\\Soam Multiple AP roaming scenarios
5GHz/;§:c1h_ RS A Conter - Zero Packet Loss during Client Roam
y ﬁ@ l"Roam cor1110 . Auto Decrypted Data Packet
L \\ | 00000111 00000111 - Capture Across AP, across Floor
5 GHz /161 Ch - Pre-Scheduled Packet Capture

- Automated Packet Capture

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Intelligent Capture

On-dem

| ]
AirSense Analysis @: GeorgeBaker-iphone
¢ ¢ 4 4 PR T———y :

© Key Exchange

West Coast / San Jose / Buddng 24 / Floor |

RSS! v
¢ &-way Key Timeout
Date: Feb 16, 2017 n . D ! !
| SJOOL-3-A1245 - "
@ Xy Exchange 1023:21 am ) - - o |
! SICNM-XX-20491X2 F
° Buzzad wd 2o e B l
s Gl =B U
0 - 23:20 o 6 (1265 Wiz) -0
» 5 Gz .
® 6 (1265 Wiz2) & & | e
12022416 E] : E] | (']
" o - {
[Value| "
[vane)] + - O 10:12:53 am
Auto Packet Analyzer
Auto Pa ( d Packet
Probe  AAY
Authentication v
— DHCP A A A v
Asy v
n 20 ax
2 1,000,000 S — 1 40 & a
) [ \ a av
g ) -60 3
X 1,000 &
g 80 2
£ 1 - .. - -100
A Client to AP W AP to Client
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Intelligent Capture

On-demand VIP Troubleshooting
Q__égsti?eo 3rd radio Full packet

Network Time Travel
view

Failed Onboard

Real-time Event
Viewer

Download /

Onboard Packet

Onboard Packet
stage identifier

Auto Packet

/ DHCP A Al A
—

1,000,000 S 4 Py
r \

3 1,000 = - &

S 80 32

£ 1 ull = .. - -100

\

Analyzer

AirSense Analysis '

GeorgeBaker-iphone

ies W

. v Real-time Client location
o e | Map with trail of movement
——T
]
- I

Auto Packet Analyzer

Probe MY

Authentication

ket Gap (ps)

A Client to AP

v

W AP to Client

\

—— Failed Packet

—— RSSI Chart per Packet

IP) 1SSY

|

&
3

—

Interpacket Gap (ms)
bar chart

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



‘Actionable Insights - Intelligent Capture

il DNA - ormon  poucy  eRovision  ARsURANGE
Wireless client failled to connect (SSID: blizzard, AP: SJC14-21B-AP3, Band: 2.4 GHz, Site:
Unknown) - Failed to authenticate due to Client Timeout
v Issues (1) A
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Q
1 ed ¢ sthe {
¢ reloosed the otos — e el
. 30 0
1
W Location San Jose . .
© AAA @ DHCP
' .« Ape -
P - Clionts
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et oy = Issue correlation with

Suggested Actions (3)

« Path Trace S L Automated PCAPs

4 Verify the client protée for t

» Anomaly based automated PCAPs captured and correlated with all Onboarding and Roaming issues
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.Actlonable Insights - Intelligent Capture
- 5. On-Demand and

— — Real-Time AP Insights
oo
] N T S == —
~ =
o : '
e G S o
- * ) ' . Tx Power and SNR
oo
- o e . * :
* Real-Time AP RF Stats (Channel Utilization, * In-depth view on AP RF analytics (Tx Power,
Air-Time consumption) per AP Packet Re-transmit Rate) per AP
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Intelligent Capture
Real-Time Spectrum Analyzer.

Powered by CleanAir P

Highest Resolution =
Bandwidth 78.5 KHz per each bin

Persistent Spectrum Plot
using Max/Duty Cycles

Heatmap based on RF Duty Cycle

Waterfall visualization for Swept
Spectrogram Plot w/ playback function

Interferers are classified w/ center
frequency, severity and interfere
pbandwidth

Running on Local/Flex and Monitor
mode AP
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Intelligent Capture differentiation
across Aironet portfolio

Features Cisco AP18XX Cisco AP2800/3800 Cisco AP4800
Partial Packet Capture

(Mgmt. frames, Data frames from Ethernet port X * *

etc.)

AP Radio Anomalies X

Real-Time RF Stats (RSSI, SNR, Pkt. loss) X

Real-time Wi-Fi Insights
(Channel Utilization by traffic type etc.)

Full Packet Capture* (Sniffer mode per AP) *

Full Packet Capture* (Dedicated 3 radio) X

* < % O
* % % ¢ %t

Spectrum Analysis on DNA X

Full Packet Capture = Control frames + Data frames decrypted over the air
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Introducing DNA Analytics Machine Learning




DNA Analytics — Kairos

Machine Learning

Build a Model Anomaly Detection

Machine Learning Actionable

Insights

Feedbacks Cross-Correlation &

Common Traits
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WPAS3 Value Proposition

WPA3 has major improvements in four key areas:

1. Privacy on Public Wi-Fi Networks (OEW open encryption is optional )

WPA2 - open Wi-Fi networks the kind you find in public locations—are a security mess. Because they’re open and
allow anyone to connect, traffic sent over them isn’t encrypted at all.

WPA3 -WPAS fixes things by using “individualized data encryption”. When you connect to an open Wi-Fi network, the
traffic between your device and the Wi-Fi access point will be encrypted even though you didn’t enter a passphrase at
the time of connection.

2. Protection Against Brute-Force Attacks

WPA2 - When a device connects to a Wi-Fi access point, the devices perform a “handshake” that ensures you’ve
used the correct passphrase to connect and negotiates the encryption that will be used to secure the connection.

WPAS3 - WPA3 defines a new handshake that “will deliver robust protections even when users choose passwords that
fall short of typical complexity recommendations”. In other words, even if you’re using a weak password, the WPA3
standard will protect against brute-force attacks where a client attempts to guess at passwords over and over until they
find the correct one.
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WPA3 Vision

3. An Easier Connection Process for Devices Without Displays ( on consumer devices only )

WPA2 - Today, it's common to see Wi-Fi-enabled devices without displays. Everything from the Amazon Echo, Google
Home, Smart lightbulbs etc can connect to a Wi-Fi network but without KB and Display the process is cumbersome

WPA3 - WPA3 includes a feature that promises to “simplify the process of configuring security for devices that have
limited or no display interface”. It's unclear exactly how this will work, but the feature could be a lot like Hot Spot 2.0

4. Higher Security for Government, Defense, and Industrial Applications

WPAS3 - The final feature isn’t something that home users will care about, but the Wi-Fi Alliance also announced WPA3
will include a “192-bit security suite, aligned with the Commercial National Security Algorithm (CNSA) Suite also part of
NSA. It was requested by government, defense, and industrial applications to allow stronger encryption on critical Wi-Fi
networks. This will be a key FIPS requirement.

11ac Wave 2
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DNA Wireless Assurance powered by Cisco Aironet and
Cisco DNA-Center
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