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[ lpeoblgyLime penmasl

MAWM 2017

AHOHC Firepower 2100
REINCICWASSISISAVARIN
(SSL v IPsec) ong 2100

MOBIKE (Mobile IKEv2)
VTI
ASAV50
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CEHTABPb 2017

Remote Access VPN ans
OCTarnbHbIX MMaTOPM
Threat Intelligence Director
FDM ong VMware NGFWv

ASA ona Firepower 2100




Ha BCex YCTPOMUCTBaxX Firepower MOXeT OblTb
zanyLleH ASA

2100 cepus 4100 cepus 9300 cepus
Xopollee OTHOCLLeHne BbicokonpoussogutensHbin 1RU Onepartopckum Krnacc

LieHat0/KauecTBO NGFW gnsa UO NGFW an kamnyca n SP
NGFW an Internet Edge, 40 GbE nHTepdencsl MoakntoveHnsa go 100 Gbps

10 GbE nogkntouyeHue

Ha Bcex MOXeT paboTaTb Kak Firepower Threat Defence,
Tak U ASA



Cisco Threat Intelligence Director (CTID)

STIX

g > FINANCIAL 7 A
SERVICES |2
THREAT() /iR~
Infoblox s
,. 0 eclecticiq
KALIEN VAULT /

[TonyunTe nHdopmMaLmo
Threat Intelligence (CTI)
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OnyonukymTe aaHHbie
Ha CEHCOopbl

JeTekTupymTe MHUMOEHTHI



YnpasneHne NGFW



PaclwmpeHmne BO3MOXXHOCTEN NOKanbHOro MeHemxepa

NpegHa3Ha4vyeH

[na co3ganusa NpocTon, HO 3PMEKTUBHOW CUCTEMDI
6e30MaCHOCTH

KnneHnTtam ¢ yctponcTBamm 5506-X-5555-X/2100

© 2017 Cisco and/or its affiliates. All rights reserv
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CHWKEHNE KONMMUECTBA NOXXHBbIX CpabaTblBaHWM
[lepBas nuHMga 0bopoHbl ¢ Cisco Security Intelligence

PaclunpeHHada nHcnekums WwmdpoBaHHOro Tpadpuka ¢ SSL
Decryption

[ToocTasg murpaumns ASA->FTD ¢ Flexconfig/SmartCLI
Ynpouwlenune troubleshooting ¢ CLI Console
YnpasneHne NGFWv Ha VMware n KVM ¢ FDM

AP| ona aBToMaTmn3aumm/opkecTpaumm

blic



Intrusion Event

Intrusion Event ---- Dropped

Message: PROTOCOL-DNS TMG Firewall Client long host entry exploit attempt

SOURCE

Source IP 10.89.130.23

Source Country and

Continent

Source Port Itype 53

User Special Identities/No Authenti n
Required

PS

Priority 1

Inline Result Dropped

IDS Classification
Generator Id

Signature Id

Attempted User Privilege Gain
3

19187

PoLICY

Intrusion Policy

Firewall Rule

Maximum Detection

Inside_Outside_Rule

DESTINATION

Destination IP

Destination Country
and Contjnent

192.168.45.47

pomka IPS curHa

TRAFFIC

Ingress Security Zone

Egress Security Zone

Thu 05 Oct 2017, 3:17 PI|

outside_zone

inside_zone

Destinati

HTTP Re:

APPLICAT!

Applicatid

Applicatid O\
Categorid

Applicatig
Client Ap|
Client Ca
Client Ta
Web App]
Web App|
Web App|

Applicatiq

@ Security Policies

° SSL Decryption

Connectivity Over Security

ACTION

e Drop

A ALERT
© DROP (DEFAULT)

@ DISABLED

STATUS

O Security Intelligence

Balanced Security and Connectivity

Security Over Connectivity

GD |

SID

Cancel

@ Nat

O Access Control

Maximum Detection

Q Intrusion

ost entry exploit attempt

Application Business
Relevance

Very High
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[Topoepykka Security Intelligence Feeds

© 20

i

Monitoring

o o @m0 Device
Policies Objects
° SSL Decryption ° Security Intelligence

Security Intelligence o

Network

URL

Security Intelligence Feature Description

The Security Intelligence policy gives you an early opportunity to
drop unwanted traffic based on source/destination IP address or
destination URL. Any allowed connections are still evaluated by

access control policies and might eventually be dropped. You
must enable the Threat license to use Security Intelligence.

@ Blacklist (Block/Drop)

Net

.

wa

work Feed Network Object

A bogon

bots
cnc

dga

CANCEL “

a0 Q@

o NAT o Access Control Q Intrusion
How Security Intelligence Works A
Y
INCOMING @ 0 OTHER
PACKETS D\—] 9‘7 POLICIES

@ 0o Not Block (Permit)

Security Intelligence Feeds

Configure
Set recurring Security Intelligence Feeds
updates

UPDATE NOW

[Moonepxxka Cisco Sl
Feeds

BkriroueHme
whitelist/Blacklist




PacLumpeHHas nHcnekuma Tpadomka ¢ moMoLLbo SSL

Decrvntion

How SSL Decryption Works

Decrypt Known-Key Decrypt Re-Sign

Encrypted Traffic Encrypted

DESTINATION DECRYPT KNOWN-KEY

ENABLE SSL DECRYPTION

8 a—

SOURCE

SSL Decryption Report

Traffic summary

Data

Total
' B Encrypted
6.128 K Encrypted /] ()/
149.974 K Total 4+ /0

Encrypted Traffic Summary

Data

Encrypted

B Decrypt Re-Sign

0| 0% Do Not Decrypt
0| 0% Block
0 | 0% Decrypt Known-Key

6.128 K | 100% Decrypt Re-Sign

SSL Decryption O 1 rule

ACTION NETWORKS

NETWORKS PORTS/PROTOCOLS

APPLICATIONS URLS ACTIONS

ﬂ SSL Native Rules o

> 1 Sensitive_data ANY ANY

No Decrypt

© 20
Default Action a Do Not Decrypt v

Financial
Services
Health and
Medicine




[ lpocTOM Troubleshooting

alualn
cIsco Monitoring Pokcies

2]

S e =]

@ show running-config
Saved

«;» CLI Console

Interface 2« Routing Updates System Settings Serial Number: JAD19390578
There are no routes yet Geolocation, Rule, VDB, System Upgrade Management A : Hardware: ASA5516, 8192 MB RAM, CPU Atom C2000 series 2416 MHz, 1 CPU (8 cores)
Security Intelligence Feeds
3 Enabled > Create the first static route > View Configuration > e . -
NS Serve NGFW Version 6.2.3
!
Smart License 9 Backup and Restore Troubleshoot ‘ hostname firepower
No files created yet enable password $sha512$500055trbYYP14J83TjuhoptaSw==506/ysP0+0KjHQO22m5RV4w== pbkdf2
strong-encryption-disable
View Configuration > View Configuration > REQUEST FILE TO BE CREATED Wl S‘:"mg’ g yp
2L Filtering Pret names
Site to Site VPN Advanced Conf\gurationm !
There are no connections yet Includes: User Templates, Smart CLI interface GigabitEthernetl/1
nameif outside
View Configuration > View Configuration >
cts manual

propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0

o Bb|Cpr|V| ﬂOCTyH K Cl_l KOMaH,D'aM ip address dhcp setroute

ipvé address autoconfig

* show, ping, traceroute, packet tracer

interface GigabitEthernetl/2

nameif inside

cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted




ABTOMATU3aLMA/OpKECTPaLNS



oBbI AP|

API Explorer CD a 8 a 1

The following is a list of resources you can use for programmatic access to the device using the Firepower Device Manager REST API. The resources are organized into groups of
related resources. Click a group name to see the il hods and . Click a hod, within a group to see detailed i ion. Within a method, , click

the Model link under Response Class to see d ion for the . ® ABTOMaTMSauMg HpS:IMO Ha yCTpOMCTBe

You can test the various methods and resources through this page. When you fill in parameters and click the Try it Out! button, you interact directly with the system. GET calls retrieve

real information. POST calls create real objects. PUT calls modify existing objects. DELETE calls remove real objects. However, most changes do not become active until you deploy

them using the POST { ploy in the D« group. gh some such as to the management IP address and other system-level changes, ® H e H y)-l-(e H F M C
do not require deployment, it is safer to do a deployment after you make configuration any changes.

The REST API uses OAuth 2.0 to validate access. Use the resources under the Token group to get a password-granted or custom access token, to refresh a token, or to revoke a token.

T T e e e o e e ot of ceess ok it gt tfors wih el « Becb nognepxusaembin oyHkumnoHan GUI
« https://<hostname>/#/api-explorer

operation. We recommend that you use the APl Explorer on a non-production device.

Systeminformation

CommandAutoComplete

Featurelnformation Systemlnformation Show/Hide List Operations Expand Operations
Telemetry . " e

S rPACesseLin E Joperational/systeminfo/{objld}

SSHAccesslList

DatalnterfaceManagementAccess Response Class (Status 200)

DeviceHostname

CloudCommunicationSettings Model Example Value

SystemInformationTopLevel {
° H a I_l p a B ﬂ e H l/l e H a description: An object that specifies the System Information, ip address, software version, vdb and last rule update date.
version (string): A unique string version assigned by the system when the object is created or modified. No assumption can be made on the format or content of this
O p Ke CTp a Ll, l/] |'O identifier. The identifier must be provided whenever attempting to modify/delete an existing object. As the version will change every time the object is modified, the value

provided in this identifier must match exactly what is present in the system or the request will be rejected.,

° |_| O 3 B O ng eT N e r KO ipv4 (string): A string specifying the IPv4 address of the system.,

ipv6 (string): A string specifying the IPv6 address of the system.,
aBTOMaTU3U p OBaTb softwareVersion (string): A string which specifies the version of the software running in the system.,

vdbVersion (VDBVersion): An object which specifies the current VDB version, last success date, current build and release date.,
M p O Lle C C bl sruVersion (SRUVersion): An object which specifies the current SRU version and last success date.,

platformModel (string): A string which specifies the platform model of the system.,
© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Hosbit APl FMC

Boirogb

 DbbICTpasa v TecHad MHTerpaumsa ¢ MHCTPYMEHTaAMM 3-X

KOMMaHU
* YCKOPSAET NPOoLEeCcC HAaCTPOWKM
Mwurpaumg ASA->FTD

EtherChannel/PortChannel Interface

CRUD

Redundant Interface

CRUD

NAT Policies, NAT Rules

CRUD, Bulk Post for Manual & Auto NAT

Interface Groups

CRUD

Security Zones

R

lov4 and Ipv6 Static Routing

CRUD, Bulk Post

FTD HA

CRUD (except Monitoring Intf, MAC Addr)




YnyylleHns Mcnonb30BaHUS



-

DM
.

_—

HoBasa cucTema
MOHWUTOPWUHIa

Hoebit Dashboard Web
Application

OTcnexxmsaHme
IP/nonb3oBaTtenen
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FMC

boicTpoe co3paHne HA

AyaonT M3MEHEHWUN,
[ToocmoTp CLI nocne
Pa3BEPThIBAHUSA

YBENMUEeHHOE OKHO MOMUTUK

BO3MOXXHOCTb CO30aBaTb
rpyrnnoBbie OOBEKTHI B
npasune

Copy/Paste KoHurypaumm




Merakl MX



HoBble ycTponctBa MX250 & MX450

Pacwumperne noptoonno MX HOBbIMU BbICOKOMPOM3BOOAUTENbHbBIMU
MOOENAMM




HoBble ycTponctBa MX250 & MX450

MX250 MX450
IHTepdenchl
WAN 2 x 10G SFP+ 2 x 10G SFP+
| AN 8 x 1G RJ45 8 x 1G RJ45
8 x 1G SFP 8 x 1G SFP
8 x 10G SFP+ 8 x 10G SFP+

[TponyckHasa crnoCObHOCTb
4 Gbps 6 Gbps

KOnMMuecTBO KMMEHTOB

2,000 10,000
VPN npon3BognTeENbHOCTD

1 Gbps 2 Gbps

Cneumdhmkaums He OKOHYaTenbHas

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



[MlpeanctaBnaem vMX100 ansa Azure

Microsoft

Virtual MX goctynen mist Microsoft Azure
Azure

*500 Mbps VPN | 2lcome to Azure
* loctynien B Azure Marketplace | arketplace

[ J HOHHBIe BOBMO)KHO CTI/I S D _WAN online st.ore'for thousands of ce_rtified, open source, and .community

ware applications, developer services, and data—pre-configured for

* Ta xe MoJIeJIb JIMLICH3UPOBAHU

Virtual Machines

- jlll
1T
: e'pgﬁ&g

Windows Server Meraki vMX
2012 R2 Virtual Appliance
Microso Meraki

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public

icrosoft Azure. Download, deploy, and get more done.

®

Ubuntu Server
15.04 Co




MX noptodoonno — oceHb 2017
| Toloworker __SmallBranch | | Medium Branch




oBblt MX Firmware — OyHKLUMKM 6€30NacCHOCTH
X 13.24 ()

Threat Grid

[Tpasuna firewall FQDN/hostname

Syslog akcnopT ang codbutnn AMP

DNS-based Google safesearch 1 Youtube orpaHmnueHmns

URL comnbTpaumsa no cnmcky gns HTTPS 3anpocoB Ha OCHOBE 3anpoca CeEPTUDNKATOB

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



NIIr
CISCO

ObnayHaga 6e30nacHOCTb

Cisco Umbrella n CloudLock




O630p peLleHnn

- Umbrella - 6e3onacHbit gocTyn K Internet gnga ntoboro
NoNb30BaTENS B IOOOU CETU C NHOOOIo YCTPOMCTBA
yepel DNS

OyHkumoHan SIG, 0O6HOBNEHWE KAaTETOPUM, OTUETHOCTb, MODUIbHbIE U
DOYMUHT KIMMEHTDI.

- Cloudlock - 6e30MacHOCTb CaHUMOHUPOBAHHBIX Saas
NOUMNOXXEHWNI

Oo6HoBneHna Office 365, ServiceNow, App Discovery, n Cisco Spark.

 [lonHag BMOMMOCTb M 3allMTa B ObMaKke

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



asco CIsco Umbrella
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«PagzyMHbln» NpoKcK (BbiLuen)

ADVANCED SETTINGS

@ () Enable Intelligent Proxy

Gain visiblity into threats, content, or apps by proxying web connections for risky domains.

KMMEeHTbl MOMYT YBUOETH PUCKM U YIPO3bl C MOMOLLbH MPOKCUPOBAHMA TPpaMUKa
Ha mopTbl 80/443.

- [lo YMOJMYaHNKO BKIMHOYEH A1 HOBbIX MONMMTUK

- Tpaduk npokcupyetca ecnm oH B “Grey List” Umbrella. Cepbit cnncok — 3To
HabOopP JOMEHOB, KOTOPbLIE ABMAKOTCSA «MOOAO3PUTENBHBIMMWY, HO HE
ONOKMPYIOTCA. OTO ynpaBngeTca komaHgon Umbrella.

« [padPurK aBTOMATUUECKM MPOKCUPYETCH Yeped Hally MHPPACTPYKTYPY eCcrnm
9TO BK/THOYEHO B MOMUTUKE.

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



IHCnekuma gpannoB ¢ nomMmoLlbo AMP 1 AV

Inspect Files

ABTOMATUYECKN MHCNEKTUPYET Paisibl Uepes MNPOoKCH

VIHcnekuymsa ¢ bonee vem ~200 pacLumMpeHmnsmm

Vicnonb3oBanme kak AMP, Tak 1 AV ang 6nokKMpoBaHKMa oannos

Dann bygeTt 3abnoknpoBaH npv No3MTUBHOM CpabaThiBaHUM



bnokmnpoeaHe URL

A k1 of bad URLs Destinations on this kst will be © BLOCKED

ADD TO LIST

axamplo. com/matware php URL

[lo3BONdEeT 3abnoKMpoBaTh onpeneneHHble URL nyTem
NepeHanpaBneHns Ha MpoKCH

« KnneHTol MoryT 6nokmpoBaTh ntobble URL, 3anpeLlleHHble B
OpraHn3aumnm

- [lobaBneHne URL Takke 6nokmpyetT nrobble «gouepHmne» URL, ecnu
OHW €CTb

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



SafeSearch (uepes DNS)

[lo3BONgEeT OpraHn3aLmnaM, KOTOPbIE XOTAT 3aO0KUPOBAaTb KOHTEHT K
HeXX3enaTenbHOMY KOHTEHTY 3a6nM0KMPOBaTb €ro B pesyrbTaTax rnomncka

« (Google
* Bing
 Youlube

ADVANCED SETTINGS

Enforce SafeSearch

Enforce SafeSearch for queries sent to supported search engines. Learn More

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



KOHHEKTOPI

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public




Policy Tester (Released)

Enables administrators to Policy Tester

understand whether or not a e e b e
particular identity is blocked or l‘;'m" un the test sain

a | |OV\/e d tO g O to a pa rtl C u |a r Ex: Roaming Computer, Network Devices, User, Site, Network, AD Group (max

. 1 of each)
d Ol | |a I n . Roaming Computer, Network Device, Mobile, User, Site, Net... v

Destination

Administrators can now test the ot uonty USL o i e
end state across all the policies

they have configured to ensure

their policies are working

RESET RUN TEST

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



[ Toonep»xka IPvo

[TnaHnpyemas nonHasa nogaep»xka IPvo B Umbrella
« (Cenyac paboTaeT Pe3onBuHr agpecos IPvD, HO HE MONUTUKK

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



bnokmMpoBaHME MPUNOXEHUM C MOMOLLBbH DNS

Bo3mMoxxHOCTb aia Umbrella 6nokmnpoBaTh NMPUNOXEHUS C MOMOLLbHO
DNS

o [lo3BONUT OpraHmM3aLmsam 3abnoKMpPOoBaTh ONpPedeneHHbe
npounoxeHmn uepes DNS

* bnoknpoBaHWe Ha OCHOBE MOMUTUK

o OpraHmsaumm He Ha[o byadeT 3HaTb BCE MOoTeHUManbHble JOMEHb! Ons
npunoxeHnda. Umbrella ncnonb3dyeTt cBorO 6a3y AaHHbIX 014
accoumaLmm gOMEHOB

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



asco CIsco Cloudlock
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Cloudlock Apps Firewall

[locnegHue ynyJlleHus

= YAyunnm Bpems 0OOHapy>XeHUs

= YepHbl CMMCOK MPUNOXKEHMIA

This application has been identified as cloud malware,
and access has been revoked.
More details




Cloudlock ong Office 365

[locnegHune ynyJlleHus

= YNYULLUEHHbBIM NPOLEeCcC aBTopu3aLmnmn, 6omnblie He TPebyrTCH MNpasa

rMo6anbHOro agMmMHa ans nonyyenms goctyna k OneDrive
Sharepoint Online

= BO3BMOXXHOCTb MOHUTOPWHIA UMM UCKMOUEHKUS OnpeaeneHHbIX
NOMb30BaATENEN U TPV




Cloudlock for Office 365 Improvements
Recent Improvements

= Available domains automatically listed in platform configuration

Domains

Box, Dropbos, OMcelts and Google domains ntemal to your organization are detned here. Shanng with users cutside these domains is considered external exposure, These ntemal
domains apply only 1o Box, Dropbox, Ofce 365 and Google

° Box >

Domains listed in your OMce 365 environment with a status of “Setwp Complete™ are imported 10 CloudlLock every <hour/day/week/month>. Go 10 your OMce3ES environment
10 MANAREe your domains st

Domans were st imported for OScedtS on 12 June 2001 7. 011823 P )

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cloudlock App Discovery (Shadow |

Cenuac B BETA

Dashboard

826 apps not approved

in the last 7 days

137 apps under audit

in the last 7 days

83 unreviewed apps
in the last 7 days Ce®

June 14, 2017
Traffic by App Risk
Showing a total of 675 GB over 350 shadow IT apps from th

Apps included
Unreviewed, Not Approved, Under Audit, Approved

39 GB total traffic

Save page to PDF

& 985 apps approved

in the last 7 days

[ All Log Sources vl

status &) Unreviewed 0 Not Approved 7.5 GB very high 7.3 GB low
Risk . Very High risk . High risk W 6.2 GB high 6.6 GB very low Very low risk
11.4 GB medium
40 GB
30 GB
20 GB

10 GB

Jun 2 Jun 4 Jun & Jun 8 Jun 10 Jun 12 Jun 14 Jun 16 Jun 18 Jun 20 Jul

Recent Unreviewed Apps

See all 83 unreviewed apps >

Showing the 10 most recently discovered apps out of 83 total shadow IT apps that have not been evaluated as approved, not approved or will be placed under audit, will be left as unreviewed.

Filter Risk . Very High risk . High risk Medium risk Low risk Very low risk
Di ed Vendor Weighted Risk 30 Day # of Source IPs 30 Day Traffic Approve?
Today Last Pass LastPass 22 9,485 GB total traffic n
Computer Security =) 6,780 GB
2,705 GB
Today Zoho Accounts Zoho Corp 21 31,473 GB total traffic n
Account Management ‘ =) 7,350GB
24,123 GB
Yesterday Lucidchart Lucid Software, Inc. Tow 15 458 GB total traffic n
Data Manipulation & Analysis
” v ) 0GB
458 GB
2 days ago Conceptboard Digital Republic 5,351 9,485 GB total traffic
Collaboration Media Group GmbH »j 6,780 GB ® Approve
‘ 2,705 GB | @ Don't Approve
Put Under Audit
2 days ago HelloSign JN PROJECTS Inc. 269 16,278 GB total trafic | View Details
Editing/Authoring 12,325 GB
76% inbound traffic =) 12,
4,283 GB

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public




Cloudlock pna Cisco Spark
Cenuac B BETA

e VoeHTrndomkauma yyBCTBUTENbHOM MHADOPMAaLIMK, KOTOPAs CYLLIECTBYET B

Spark spaces v 3arpy»XeHHblx dpannax
Hotudpurkayumsa o HapyLEHUAX NONUTKK Ha Spark

« YganeHue coobLlleHnin 1 dhannos

Response Actions: Confidential policy

General Spark: Send Admin Notification

Delbyy Next Resporse Acton
noident Status Update
Serdt Acmin Nothcaticn o Soafk: Send User Notification

Send User Notihcason

o Spark: Delete Message




Emall Security

- Email Security 11.0 1 ganblue



-Mmall Security: KnoueBble dpasbl PaA3BUTHA

YnyulleHne 6e30rnacHOCTH

e YnyyueHHas apdeKTMBHOCTb
aHTU- cnam, OULLINMHTE, CNYOUHT

WHTerpaums
« Advanced Threat Detection

[ MBKOCTb NNaTdopMbl

« O6pa3sbl Ong NpUBaTHBIX K MYyBNMUHBIX
0HnakoB

» [logoepykka 60MbLIOro KONMUuecTsa
PUBNYECKMX U BUPTYaNbHbBIX NMNaTtdopm

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public

Ynyuwermne UE

CDOKYC Ha rnpegocTtaBneHnn yrnyylleHHbIX
AJaHHbIX N UHCTPYMEHTOB [/14
aOMMUHUCTPATOPOB U aHaNMTNKOB

BoipaBHue dyHkuUmoHana CLI n GUI

CooTBeTCTBME C OCTarnbHLIM MOPTORONMO
Cisco




Email Gateway nHterpupyetca B AMP KOHCOMb

BUOMMOCTb U KOHTPOMb BPEAOHOCHbBIX (DannoB

. Indicators of Compromise (loC), File
Trajectory

.- Heckonbko ycTponcTts (Email Gateways, End
Points, Firewalls) 1 o6Llaga nonuTrka

- Whitelist, blacklist hannobix xewen SHA
yepes YCTPOMCTBA

AMP
Console

AMP Intelligence Sharing

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



YnyulleHHble BO3MOXXHOCTU AMP
bonblue TMNoB doannoB 1 BO3MOXXHCTEN

Known Fille #

& Advance Malware Protection

PaclunpeHre MexaHnama knaccudumkaumm — EJ -

0ns 0eTEKTUPOBaHUS PanioB =
2. [lononHeHve cnucka oencTeui ans =y ot Enghe

NOOO3PUTENBbHBIX (harnnos =3 )
3. [logoepxxka Bcex TmnoB hamnos B AMP/TG | comard o e
4. BO3MOXXHOCTb 3a0/10KMPOBATbL PETPO- I\/Iore File types supported

npenynpexogeHnsa onsg gannos He B |

|_| OL’{TO BO M g LLIII/I Ke |_| Oﬂ bSO BaTe”g Edit File Rep;ltation and Analysis Settings

File Analysis: (7) | € gnabie File Analysis B
B Augmented in 11.1

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



YnyulleHHas dounbTpaums URL
3awnTa oT obdycumpoaHHbix URL

/ URL Filtering \

a it.Iy/xyz1 23534
N\

- Ob6HapyxeHue akTyanbHbix URL 33 https://bit ly/xyz123534
COKpPALLEHHbIMW CCbinKamMmu

/
- O6HapyxeHne URL B npmncoenmHeHHbIX

doannax vvvvvv.BadReDuta@Cateqorv.com

URL Filtering N

Extract URLs in attachment
www.GoodURL.com

1. /
2. www.BadURL.com N
3. www.GoodShortURL.com /
4. Q

www.BadCategory.com

-
—
\_ _/

Block Complete Email




Mailbox Auto Remediation - MS Exchange

YMeHbLLanTEe BPEMS Ha pearmpoBaHme

. ATTau npoaHann3npoBaH

. ATTau MMEEeT HEU3BECTHOE IE] €
COCTOAHME U OTrNpPaBneH —
NONb30BaTENH

. Cnyymnnocb peTpoCnekTUBHOE @ @I
COObITVE M aTTau OKalancs
BPEOOHOCHbIM i

. ABTOMATU3MPOBaHHbLIM BbISOB AP
NO3BONAET yaannTb MMCbMO 13
ALLVKa Monb30BaTeNns

Cisco ThreatGrid Cloud / On-prem

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Forged Email Detection V2 6

3awmTa oT cnyduHr-atak / Business Email Compromise (BEC)

Pre—processing Inspects the SMTP envelope address:

Recipient

nding Domain

From: Chuck
<chuck.robbins@mail.com>

Subject: [URGENT] Need help
transferring funds

Cousin / Look Alike

Inspect SMTP envelope Match sender address against
for ';%g §secpa(mjd%rr-it@gfga[ees§§ﬂghts reperved. C\sco%%mpany d|reCt0ry



0365 Connector

« Native LDAP and Mailbox Access
functionality in CES with Azure

e Sync recipient and group information inside
Azure AD with CES LDAP server

« Read-only access to the directory to
review and verify records

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Web Security Appliance



Web Traffic Tap

Unencrypted Traffic

IDS

User: Market

HTTP & HTTPS

-

Decrypted
Traffic

(Tap Interface)

v B =~
*"é“* Unencrypted Traffic @

Traffic Inspection/
Broker Forensics

User: Engg U

HTTPS

HTTP & HTTPS

User: Exec

(

Unencrypted Traffic

Security Packet
Analyzer

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public




<

11.9

» CIsco Cloudlock nHTerpauyms Ao Discovery

Dashboard

SHADOW IT RS

We found 968 total apps for the last 30 days.

PaaS laaS SaaS
S S 211.57 MB / 1% of traffic 36.03 GB / 40% of traffic 61% 5478GB/61% of trafhc
y 40% > i
fi Mast Most Used Most Risky Most Used Most
sales . Caspo Akama eneligent Platform  Unisys uplynk Paso
Very Low 29.09G8 127368 Vory Low

1011
x‘ 0101 08
1010 08

Users Data Apps

1 Office 365 i W3C logs

A

v

*4
< Drophox

: SCP ~ =
servicenow Cisco Cloudlock Engine s — : -
We b Cloud Access Security Broker (CASB ' _A =
Traffic - :

968 Apps found
Category | | Risk ~| [ status | [App Type | [Vendor .| ‘Souce  ~
First Detocted Last Detocted
App Risk Status ~ Vendor Source Source IPs Total Trafe ~  (UTC) (ute)
S o Unsanctioned 181 wsa 2 source IPs 339.64K8  May 15,2017
doeting Servic 12:00:00 AM
. o Unsanctioned Page wsa 2 source IPs 196.6K8  May 14,2017 May 16, 2017
Hosting Services 12:00:00 AM 12:00:00 AM
WSA//} )fo SeC = © unsanctionea Janeain wsa 153 source IPs 12.96 M8 May 13,2017 May 16, 2017
Security 12:00:00 AM 12:00:00 AM
Ad’ ’ 'I’ ' 1 ] OJ ‘ m Oe y‘ ]paBne‘ 1 Me W 0 Unsanctioned LogmeOnce wsa 1 source IP 15.01KB  May 15, 2017 May 15, 2017
12:00:00 AM 12:00:00 AM
(Discover - Remediation — Control) \ — = ©weee wn e IRET e
Medke 12:00:00 AM 12:00:00 AM
[ High | o Unsanctioned ~  Powerinbox wsa 1 source 1P 565KB  May 15,2017 May 15, 2017
farkoting & Sak ¥ 12:00:00 AM 12:00:00 AM
0 o Unsanctioned ~  Krux Digitad wsa 806 source IPs 80.98MB May 13,2017 May 16, 2017
. ale 12:00:00 AM 12:00:00 AM
i 0 Unsanctioned Last.fm wsa 2 source IPs 1.12M8  May 15,2017 May 15, 2017
Modia 12:00:00 AM 12:00:00 AM
e Q Unsanctioned Sequola wsa 1 source 1P I66.46 K8  May 15,2017 May 15, 2017
E-Commere 12:00:00 AM 12:00:00 AM




WSAV Ha Amazon Web Services D el 115

S
' Hybrid | -

s100v C4-xlarge
s300v C4-2xlarge
s600v C4-4xlarge

awsmarketplace

WSA-S100v :
" AWS

®
SIIIIIIIIIIIIIIIIIIIiIIiis (@) Elastic IP: 35.x.x.x
]

-------------------------- Site-to-site
: VPN

28PN GW

Corporate Data Centre



KNnroueBble BO3MO)KHOCTU
MHTErpaunm WSA
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HQ User

Internet

Exporting of logs

P N
Wy
i amazon ‘
[ " webservices™ SQ

Access & User, Domain, URL
AMP logs category & Security logs

Consolidated
Web Security
Reporting

\ Umbrella

™
UB Client

Roaming User




Internet the way you want it.

Unyel

Video Caching Solution

5o

i Saving Bandwidth -
i Caching Video & Software Updates -
i Blocking Adult Video content -
i Video Resolution locker -

. ,([0)/ ()})17('1’(’ Yo are >
EXAMPLE

YouTH)

Arshad’s Video
is Cached

-1

ces (ANP) & Theeat Secusty

24E ]
Web Cache /—J%_wl Cache >
Appliance
A -
Upstream
Proxy
g /4/’8/760"3 Cha/k
78K Vigke,
0 4 1
5 g Arshad's Chalk Talk Video | [/
1N
® jdeo
* rshad’s Chalk

28

[URL Category for

WCA:
o Streaming Media

\O Software Updates
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CyLuecTBeHHble ynyullermnsa Web Ul

STEAL:
C

e
WATEW

@ Security Insight Dashboard (nsde Hoss)

Alarming Hosts

Alarms by Type

Host Lock Vielation I Packet Flood High Velume Email
CSE: 727 le sharing 10 Internet B CSE: Connection to Custom
Reputation List

B CSE Unmanaged or Unasthorized DNCP 1 Mail Rejects
Servers

B Alarm Type (1030) Flows Initiated 1 High Total Trame
New Flows Initiated h File Sharing Index_ 1% Migh Trafic

High Concern Index spect Leag Flow
Worm Propagation ax Flows Served
M Bot Infected Hont - Successful CAC Saspect Data Loss.

v

W teaconing Host

Concem Index Target index Recon cac
0 actve 0 1
0 2

Alarms by Type -

Expouton

)

Today's Alarms

DDoS Source DOS Taget
0 1
0 1

Today's Alarms

Port Scan &
Slow Consection Fiood
|
stal CAC Activity: 9 N |
spect Long Plow: &

e (10305 55

204 DHCP Servers: 9

5 Custom Reputation List

SMC 6.8

A

© 2017 Cisco and/or its affiliates. All rights reserved.

Cisco Public

Dun Hawrsng Extmane Posey Vidtatan Aromay
0 0 0 0
2 1 0 0
- Top Applications =N

Top Applications

Streaming audio/vides: 1. 19%

Undetined TCP: 144%

175 (unchassibeds 147%

cassifeds 334
CSE P29 the s

WTTPS: 86

e 1 rex

Undefned UDP:

TR B0

SMC 6.9

NetFlow: 9

Az ».54% Undefined TC™

«hali - Stealthwatch
cisco

More  Analze

[

Top Alarming Hosts -7 Alars by Type -7 Today's Alarms -

HoST CATEGORY

Alarms by Type Today's Alarms

Oata Moard

. wspect Duta Loss: 2

Packet Fleodt 1

g
(T

MHost Lock Violatien Bl Packet Flood

Ml Rejects B Max Flows Wnvtiated

Migh Trac

Worm Propagation
Data Exfiltration

High Volume Email

\
W Data Hoarding I Expioitation

Mgh Volume Emal

Max Flows Served: 2

High Concern '

h Trafc: 1 Max Flows bnitiated: 2

New Flws initiated: 2



Host Group Reports

Host Group Selector

dmz

v @ Inside Hosts
Blackhole
» Business Units
v By Function
Access Points
BC Authentication
» Client IP Ranges (DHCP Range)
bMz
NAT Gateway
Network Scanners
» Other
Printers
Protected Assets
Proxy
> Servers
» Users
» VoIP
Watch List
» By Location
Catch All
» Cloud Hosts
Compliance Systems
Outside Hosts
Business Partner Networks

A Prnintrine

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public




[ Tonck B acCcoUMMPOBAHHbBIX NMOTOKaX

Dashboards Monitor Analyze
= Hosts (2000)
No Filters Selected Sorted by overall severity @
Clear All $ Host % Host $ First $ Last S S S S s S S S S S s Location Host Groups
Address Name Sent Sent Cl Tl RC C&C EP DS DT DH EX PV AN
Y Filter Results By: 10.150 11116/16 118117 1 1% 1% B WebHostedApp
:46 PM 10:26 AM RFC 1918
View Flows Edit |
External Lookup 11/16/18 1/8/17 7% B End User Devices Desktops Atlanta Sales and
11:51 PM 10:26 AM RFC 1918 Marketing
Top Reports —
Concern Index (820) 11/16/16 118117 2% 1%  60% 52 ) B End User Devices Desktops Atlanta Sales and
Recon (4) Source IP: 10.150.1.200 10:26 AM RFC 1918 Marketing
Data Hoarding (3) -
Command & Control (1) From: 11/16 11:46 PM 1/8/17 4% 1% 485% B Terminal Servers Atlanta Datacenter
Exiilration (1) To: 01/08 10:26 AM 10:26 AM RFC 1918
DDoS Target (1) .
Anomaly (0) -- 11/14/16 1/8/17 13% 4% B End User Devices Desktops Atlanta Sales and
Exploitation (0) 078. 7:54 PM 10:27 AM RFC1918  Marketing
DDoS Source (0) N N
Policy Violation (0) 209.182.184.2 11/14/16 1/8/17 7% 1% = Datacenter
Target Index (0) G 7:54 PM 10:26 AM United
States
Select Multiple
10.10.30.16 11/16/16 1/8/17 13% 1% = End User Devices Desktops New York Domain
HOST GROUPS v 9:27 AM 10:26 AM RFC 1918 Controllers DNS Servers
10.201.0.16 - server-016.  11/14/16 1/8/17 10% 1% B Domain Controllers Atlanta
Inside Hosts (5321) 7:54 PM 10:27 AM RFC 1918
10.201.3.83 - workstation-  11/16/16 1/8/17 9% 1% i3 End User Devices Desktops Atlanta Sales and
LOCATIONS v 083. 8:06 PM 10:26 AM RFC 1918 Marketing
ilver-srv- 6% icati
RFC 1918 (1451) 10.201.0.77 gg\;er SIV- ;1;14;1';; :?/2167AM J .RE_.FC 1018 Atlanta BC Authentication
United States (521) ) : i
Unknown (28) 10.10.101.24 = 1116116 11817 3% 8 End User Devices Desktops New York
Select Multiple 8:12 PM 10:18 AM RFC 1918
snansa e e satsaran sinsan nor iy - e e e e

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



PacLUMPEHHbIV MOUCK B MOTOKaX

= Flow Analysis: Build Query

( Query Builder © PRl Acvanced l

7 Poer

Hoat +

- +

Devices +

PortPrctocst +

Procoss Name *
User + Fie Hash +
Devices + TrestSec 10 *
[y — + TratSoc Narre +
Process Name +

abali - Stealthwatcn
cisco

[ Jobs.

Flow Search

Tou Packets Q Flow Search

ot Bytes

Saved Searches

+
Host Sea
e
. Copyright Infringement

SEARCH TYPE TIE RANGE SEARCH NANE

Flow v Last § mieutes v Flow on 1872

MOST 1P ADCRESS OR RANGE APPUCATIONS HOST IP ADORESS OR RANGE
PORT | PROTOCOL PORT [ PROTOCOL.

MOST GROUPS HOST GROUPS.

»A
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Stealthwatch n Cognitive Analytics

Cognitive Threat Analytics -7

Cognitive

A n a I ti CS S AFFECTED USERS BY RISK
tealthwatCh Critical High Medium Low Total
y Management 7& 21a 6 2 364 @ Fmob6anbHas-nokKanbHas
Console 99.27.83.241 @ Exiltration Koppenﬂ uunA
demo_sallie.horace
cognitive.cisco.com 9IP addresses ¢ Exiitration
demo_krista.knarr
153.145.126.172 & i
den"o_wa\;e‘.:o\etti xfleation
199.16.161.96 ¢ Exfiltrati
demo_fredricka.jett xeten AHan MTM Ka
197.154.147.79 & Exfiltration
demo_lela.mayson
255.144.174.20 & Exfiltrati
den:.)o_maryiyn.hylamd Heten

View Dashboard >

Stealthwatch YnyuweHHoe AeTeKTupoBaHue
Flow Collectors malware

Encrypted Traffic Analytics

2

SsQ n/)a
“~lCeg Ner,
SsQ /OW
NN

~ao
~
SS
) 6 @
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Stealthwatch > Cognitive - User Flows

CTA BUDKET B CTA MHUMOEHT Ha CTA B OTOENbHOM OKHe
SW KoHconmm SW

nitive Threat Analytics ,. DASHBOARD CONFIRMED DETECTED Q1?7 =
Cw rea -«
MALWARE & AFFECTING © OCCURRENCE
P - - _ 100% confidance, i ACMSTON _salio.hy (Windows) 4 hours
Cognitive Threat Analytics e NG 97 Q7 A1 domo_satie horace
Iyt 98.27.83.24 NEW + 90.27.63.241 v Apr3 - Aprd
demo_sallie.horace & Add notes
AFFECTED USERS BY RISK
r
Critical High Medium Low Total M Apr3 O 4hours ACTIVITIES AND FLOWS severmy puTer: (@) Hde relsted
o o
7& 21a 6 2 36a - S R
/ - c -
- . O M| 14825180172
Exfiltration Exfiltration @ ® e conminen ? 1 @ Hetanar Onine Qb :
#CMSTO4 @ © Mo communcaten ? 0343400 !
o 18.251 80,145 Fl
. . _— ) 123872 O Workdbweam "
9 IP addresses - Exfiltration Apr 3 @ © e communication 7 gy
Apr 3 1136243468
demo_krista.knarr
153.145.126.172 ¢ Exfiltration
N * UPLOAD DOWNLOAD REQUESTS DURATION USER AGENTS NO REFERRER HTTP
demo_wade.coletti g https communication 12Ki8 8.6KiB 14 7 minutes 36 seconds 1 100% 0
R Fiter Ve
99.16.161.96 Exfiltration ) nttps communication e i e e (Gors) [ (i) el [ s, (50 [Pl (Aot [GEs) [COmais
demo_fredricka.jett W ¥ §148251.80.1 hitps:/ /148.251.80.172/ 89 &40 X0 Apr3,2007  372ms
N o hnps communication W B 5148251800 hitps:/ /148 9 640 X O Ape3, 2017 455ms
197.154.147.79 @ ; 9]
97.154.147.79 Exfiltration W B §148251.80.1 hupsi/ /148 89 &0 X0 Ape3,2007  365ms
demo_lela.mayson W ¥ §148251.80. htps:f /1 89 &0 X0 Ape3, 2017 470ms
" ) W B §148.25180.1 hups:/ /1482 89 640 X O Ape3,2017 367 ms
255.144.174.20 & Exfiltration
d . ) P‘. d W ¥ §148251.80.1 hups:/ /148 89 &0 X0 Apr3,2007 124ms
emo_marylyn.hylan
- vy ’ W F §148251.80.1 hitp 89 40 X0 Apr3, 2007 361 ms
. W 148251800 724 89 &40 0 Apr3, 2007 367
View Dashboard > X s
W} 1148251801 21 89 &0 X0 Ape3,2007  364ms
W F 1148251800 1" 12 89 &40 X O Apr3 2017 369ms
Incident Detail > W ¥ 314825180, hups:/ /148.25180.172/ 89 &0 X0 Ape3, 2007 Ss5ms

CTA Dashboard Ha oToenbHOM

Boibepute IP Boibepute getanu
CTpaHuMLe

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Stealthwatch 6.10 - kpaTKo

Pacwunpenns Web Ul
. PacwmpeHHblin nonck
. [lapameTpbl 3anpoCcoB 1 Pe3ybTaTh
- OrpaHnyueHne pesynbTaToB 3anpoca
. 3arpys3ka pesynbTaToB 3anpoca
- OunbTpaums pes3ynbTaToB

- PacLumnpeHHble rpynnbl CObbITUIM
. Host Report Security
. [leTann cobblTng 6€30MNacHOCTH

. YnpoLulieHne nHtepdenca

OTueTbl O CeTH
. CTaTyCc M yTMnmM3aums MHTepdEncos
. Host Group Traffic Widget

KVM Hypervisor support
FIPS 140-2 Compliance

APl enhancements
. Top reports
. Security events
. Network ops.

PacwuvpeHns cuctemMbol OOHOBEHU



ost Group Dashboard Traffic Widget

Host Group Report  Inside Hosts

&5 Change Host Group

Alarming Hosts @ -

Concern Index rget Index Re C&C Exploitation )DOS ¢ ‘ )DoS Tar Data Hoarding

Summary - Top Host Groups By Traffic (Last 12 Hours) - Updated at 2:40 PM Update = «”

Inside Hosts

Top 10 Inside Host Groups Top 10 Outside Host Groups
1 TB total data currently monitored

In Internal Out
Catch All

United States
321 GB 1TB 171 MB I

Unknown —
Ireland —
Canada —
Japan —
Sweden —
Netherlands —
Multicast United Kingdom —

] ] Broadcast Mexico —

200G sl N Ll B Link-Local Slovakia —

Inside Hosts

Total Traffic (Last 7 Days)
400G




CTtaTtyc nHTEpdencos
"cll's,'é'é' Stealthwatch B @

Dashboards Monit Configure Deploy

Hosts

Interfaces

Host Groups

Users
Filter by Device

Interfaces

INTERFACE EXPORTER FLOW COLLECTOR CURRENT UTILIZATION CURRENT TRAFFIC MAXIMUM UTILIZATION MAX TRAFFIC DIRECTION SPEED
b iflndex-147 - 10.203.0.1 (- nflow-691-10-0-44-11... — 41.43%  414.31 mbps _ 62.56%  625.56 mbps INBOUND 1 gbps
P ifindex-1 (- 10.203.17.40 -  nflow-691-10-0-44-11... i |1 11.09%  110.91 mbps ] || 23.41%  234.13 mbps INBOUND 1 gbps
P ifindex-146 - 10.203.0.1 - nflow-691-10-0-44-11.... | 11.02%  110.17 mbps | 17.25%  172.55 mbps OUTBOUND 1 gbps
P ifindex-146 - 10.203.0.1 - nflow-691-10-0-44-11... | | 2.38%  23.83 mbps (W 576%  57.61 mbps INBOUND 1 gbps
P ifindex-147 - 10.203.0.1 - nflow-691-10-0-44-11... || 2.36%  23.59 mbps L 5.73%  57.33mbps OUTBOUND 1 gbps
P ifindex-4 - 10.203.0.214 - nflow-691-10-0-44-11... | || 164%  16.36 mbps | || 302%  30.24 mbps INBOUND 1 gbps
P ifindex-3 - 10.203.6.80 nflow-691-10-0-44-11.... | |1 1.16%  11.56 mbps | |1 243%  24.35mbps INBOUND 1 gbps
P ifindex-5 - 10.203.0.208 - nflow-691-10-0-44-11... | || 053%  53.32mbps | || 054%  54.26 mbps INBOUND 10 gbps

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



CTtaTtyc nHTEpdencos

Interfaces

Filter by Device

B8 Interface Status (Since Reset Hour)

INTERFACE EXPORTER FLOW COLLECTOR CURRENT UTILIZATION CURRENT TRAFFIC MAXIMUM UTILIZATION MAX TRAFFIC DIRECTION SPEED
w | ifindex-147 - 10.203.0.1 nflow-691-10-0-44-11... | 41.43%  414.31 mbps e 62.56%  625.56 mbps INBOUND 1 gbps
Details Top Application Traffic (bps) Packets (pps) Utilization B8 Last 6 Hours
Description -- 1 gbps 100%
Total Bytes 1.26 TB
Peak Inbound 625.56 mbps R e
- Threshold
Peak Outbound 57.33 mbps 500 mbps 50%
Average Packet Rate 43.23 kpps
Current Packet Rate 40.82 kpps 250 mbps I I I II o
Maximum Packet Rate 62.47 kpps
0 i-———ﬁ—--———i-——--—i- - - --=—--_-=-———=-—-——---_ - - - — 0%
1
Today's Alarms 250 mbps e
Interface Utilization Exceeded Inbound 500 mbps 50%
Threshold
o Interface Utilization Exceeded Outbound resno
750 mbps 75%
1 gbps 100%
9:00 AM 10:00 AM 11:00 AM 12:00 PM 1:00 PM 2:00 PM
M Undefined UDP [l HTTPS (unclassified) NetFlow/sFlow Undefined TCP Bl HTTPS Ml SSH/SCP (unclassified) [l ICMP
M LDAP (unclassified) Il NFS Others
Deselect All Select All

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public
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kco ldentity Services Engine

Home » Context Visibility

v System » Ildentity Management  » Network Resources
Deployment  Licensing » Certificates » Logging » Maintenance
<]
Authentication Admin Groups > Read Only Admin

» Authorization

v Administrators

Admin Users

Admin Groups

» Settings

Admin Group

» Operations
» Device Portal Management

Upgrade

» Policy ~ Administration
pxGrid Services

» Backup & Restore ~ Admin Access

» Feed Service

» Work Centers

» Settings

* Name

Read Only Admin

Description

Access Permission for admin with read-only functionality

Type External

External Identity Source
Name: r1

v External Groups

* [r1.ind/Users/Domain Users

o

Member Users
Users

%Md -
[(] Status
O Enabled

¥ Delete

a Email

Save Reset

Username

& read-only

First Name

» Threat Centric NAC

Last Name

Lice

Click here to do wireless setup an

this is how we map external group of users to
Read Only Admin Group



Posture Issues Tackled by ISE 2.4

Customer Challenges Seller Challenges

« Need to gracefully deal with « Need to be able to tackle
end-user posture issues Forescount in their “agentless”

- Need more flexibility with story

checks and remediation
« Need to see faster value from
an ISE PoV
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Facebook norun onga rocten (dasza 1)

' | ' I '
'CI'S éc; Guest Portal

Sign On

Either enter the username and
password provided OR log in with
Facebook OR create a guest account.

Username:

admin

Password:

Sign On

OR
‘I Kl  Login With Facebook
Don't have an account?

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public




[locTyn B NepBbIK pas

[Tpn NepBOM 3ax0e NMONb30BaTENb AOMKEH Pa3pewmnTb ISE
nonyyaTb 6a30Bble JaHHble 13 Facebook




VIHQpOpMaLMs B norax

Facebook Nma v nopeHTnukaTop B CoumanbHOM CeTU

o Refresh @ ResetRepeatCounts & ExportTow

Time Status Details Repeat ... Identity
x j 1 Identity
Jun 07,2017 08:09:55.852 PM Q
Jun 07,2017 08:00:37.018 PM Q tme ise
Jun 07,2017 07:42:57.327 PM Q jason kunst

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public

Authentication Identity Store FacebooklSEApp
ddress
Authentication Method PAP_ASCII
gdress
Authentication Protocol PAP_ASCII
Other Attributes r
ConfigVersionld 79
SocialMedialdentifier https:/iwww.facebook.com/10213161358285391
IpAddress 10.1.100.6
PortalName Self-Reqistered Guest Portal (default)
PsnHostName ise-1.demo.local

GuestUserName jason kunst
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[Toumep rpynn nommTnk — ISE 2.2

‘2'.',‘";2' Identity Services Engine Home » Context Visibility » Operations ~ Policy » Administration » Work Centers License Waming A

Policy Sets = Policy Sets New GUI  Profiling  Posture  Client Provisioning  » Policy Elements

Policy Sets Access Policy Sets
[ Search policy names & descriptions. L ] Summary of the defined policy sets [, 0 J
+, q}, | ﬁl\ @7 | X | @ |For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
. Status Name Description Conditions
| Summary of Policies Oracle-test Radius:User-Name EQUALS oracle OR
A list of all your policies Radius:User-Name EQUALS oracle1
[ Global Exceptions CiscolT_Posture_POC NAS_WLC_BDLK OR
Rules across entire deployment NAS_WLC_LWR OR
Oracl NAS_WLC_CSV OR
racle-test NAS_WLC_STLD1_1OR
NAS_WLC_STLD1_2 OR
iscolT_P P - - =
CiscolIT_Posture_POC NAS_WLC_AST_1OR
@ CiscolT_Posture_POC_cop NAS_WLC_AST_2 OR
y NAS_WLC_SCJ12 OR
\_ NAS_WLC RTP1 J
@ 17Labs (/)] CiscolT_Posture_POC_copy Radius:User-Name EQUALS vishirem
Posture-MDM Validation o )
Building_SJCN_Wireless_ @ IT Labs Posture-MDM Validation Radius:NAS-IP-Address EQUALS 10.51.59.5
Wired Building_SJCN_Wireless_Wired NMTG DEVICE:Location EQUALS Location#All
NMTG Locations#SJC#SJCN1
@ NMTG_3850 @ NMTG_3850 Network Access:Device IP Address EQUALS 172.23.208.121 A
@ Building_SICM1_Wireless (/)] Building_SJCM1_Wireless_LWA Radius:Called-Station-ID MATCHES A.*alpha-iwa$ AND
LWA DEVICE:Location EQUALS Location#All
= Locations#SJC#SJCM1
B'dg—s‘:ﬁ”—w"e'es‘—”° Bldg_SJC19_Wireless_Floors2an  SJC19 Wireless Access Wireless_802.1X AND
orszan d4 DEVICE:Device Type EQUALS Device Type#All Device
SIC19 Wireless Access Types#Wireless#WLC AND
Bldg_SJC19_Wireless_Flo DEVICE:Location EQUALS Location#All
orsiand3 Locations#SJC#SJC19#Floors2and4
SJC19 Wireless Access Bldg_SJC19_Wireless_Floorsian  SJC19 Wireless Access Wireless_802.1X AND
Save Order Reset Order d3 DEVICE:Qevice Type EQUALS Device Type#All Device
Types#Wireless#WLC AND

DEVICE:Location EQUALS Location#All
Locations#SJC#SJC19%Floors1and3



YayyuleHHsin Bua — MNpumep rpynn

il Identity Services Engine Home

» Context Visibility » Operations » Policy

» Administration

~Work Centers

nonnTmk — ISE 2.3

~ Network Access

» GuestAccess  » TrustSec

» BYOD  » Profiler  » Posture

» Overview  » |dentities  |d Groups  Extld Sources  » Network Resources

Policy Sets

Status  Policy Set Name

Search

Description

» Policy Elements

Conditions

» Device Administration

Policy Sets

» PassivelD

» Troubleshoot

Reports  » Settings  Dictionaries

KOnnuecTBO Ceccum

Allowed Protocols / Server Sequence | Hits Acrmlse ﬁseéx O'D'

Oracle-test_Default

CiscolT_Posture_POC_Dot1X

OR

AND

OR

Radius-User-Name EQUALS oracle

Radius-User-Name EQUALS oracle1

NAS_WLC_BDLK
NAS_WLC_LWR
NAS_WLC_CSV
NAS_WLC_STLD1_1
NAS_WLC_STLD1_2
NAS_WLC_AST_1

NAS_WLC_AST_2

O @O @O @O @ @ @ @

NAS_WLC_SCJ12

@

NAS_WLC_RTP1

Wireless_802.1X

Default Network Access x v & 0 |§ \

Insert new row above
Insert new row below

Duplicate above

Duplicate below
Copy rules to this set

Delete

S TS

policy sets

CiscolT_Posture_POC_Default

OR

D@D @ O O @ |@

NAS_WLC_BDLK
NAS_WLC_LWR
NAS_WLC_CSV
NAS_WLC_STLD1_1
NAS_WLC_STLD1_2
NAS_WLC_AST_1

NAS_WLC_AST_2

[Tornueckme
ornepaTopbl

Default Network Access xv + 0 2ol >
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‘tees:  Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~Work Centers

~ Network Access = » Guest Access » TrustSec » BYOD » Profiler » Posture » Device Administration  » PassivelD

» Overview » Identities Id Groups Extlid Sources  » Network Resources  » Policy Elements  Policy Sets  » Troubleshoot  Reports  » Settings  Dictionaries
I

Policy Sets = Set view

Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits

Search

NAS_WLC_BDLK
NAS_WLC_LWR
NAS_WLC_CSV
NAS_WLC_STLD1_1

OR NAS_WLC_STLD1_2

CiscolT_Posture_POC_Dot1X AND 802.1X x v == 0

NAS_WLC_AST_1

NAS_WLC_AST_2

0 @ (@ @ @ @ @ [@

NAS_WLC_SCJ12

@

NAS_WLC_RTP1

B  wireless_802.1X

¥ Authentication Policy (1)
¥ Authorization Policy Global Exceptions (7)
¥ Authorization Policy Local Exceptions

¥ Authorization Policy (4)
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[106aBNTb aTPMOYTHI

KaTeropum

© 2017

Conditions Studio

Lirary [lovcK  (fue N
Search by Name Click to add an attribute i
Equals 7 Attribute value m
120¢ 0EEBFTAROCS8 & O[\_ J
/ [E] EeaP-mscHAPY2 @\ g )
B esrs @ AND ~ OR
B ouestFiow @ 4 Drag & Drop 2
B mac_in_san @
[B] Network_Access_Authentication_Passed (3
[E] Non_cCisco_Profiled_Phones @
[E] Non_Compliant_Devices @
[B] switch_Local_eb_authentication @
[E] switch_web_authentication @ |—| peﬂ Ha CTpoe HHbB| M
g Wired_802.1X @ | CTMMCOK
B wired_mas @
\@ Wireless_802.1X G)/ -

|




CoCTaBneHme yCnoBui NMOMUTUKM

Conditions Studio

Library Editor
Search by Name H:.fi -
E WLC_SJC19_Alpha

omosenarzzaciot = 1. [HobaBneHue

B 1032242 ® i = WLAN_ID_1 :: anM6yTOB

B Abcomputes E e . x 2. CospaHne yCcrnoBuin ¢
8 o ® k o] onepaTtopamu (AND

ve=E : Contz jsmith =
. J unv OR)
Bl Andrid_los ® o
an{ v 3. CospgaHune ycnosui rno
B] AuthciDStoreCiscoAD 6] New R AND
OR HEOOXOOMMOCTHU C
[B] BYOD_is_Registered ®
h Network Access-Protocol KOM@MHaU‘MﬂMM AND/
E atalyst_Switch_Local_Web_Aut enticetioGD B
e e Equals El RADIUS E i OR.

E Cisco_AD_SBG_Groups @

B] ciscoADAuth @ New = AND

E CiscoADuserAuth @ oR

@ Compliance_Unknown_Devices Q)

E Compliant_Devices @

ciose J use
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Temporal Agent (ISE 2.3)

Anyconnect Temporal Agent

[NeTanu
( — - 3ameHa NAC Web Agent (tTonbko Windows)
x Ha BpemeHHbIn Windows/exe 1 Mac OS/dmg

- 3anyckaeTcs OguH pas v yaanseTcs

- He TpebyeT agMUHUCTPATUBHBIX MPUBUNETNM

- Takou »ke boraTtblih HabOoP NPOBEPOK UTO U
AnyConnect (Taxxe ¢ nHseHTapuzaumen 10,
HO OAHOKPAaTHO)

- TOMbKO PYYHOE MCNpaBneHne COCTOSHNS

- 3arpyxaetcsd ¢ nopTtana uepes URL

x nepeHanpaBnexme, BO3MOXHO

nHTerpmposaTb ¢ Guest, BYOD, CWA, etc.

Checking requirement 1 of 2.

]

connect Temporal Agent X

©Copy

Updating network settings ...

©Cop

Compliant Network access allowed.

©Copy

© 2017 (

© Copyright 2016 Cisco Systems. Inc. All Rights Reserved Quit 8 4
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tuts \deciity Services Engine Home RIS AL TN *Opesations »Policy b Adminkitration  » Work Conters

Endponts Users  Network Devices  Agpdcaton

OO0 00O00 ES

ASORCaton o0

00:00:00:00:00:E4 cz 8
MALC Address 00:00.00.00.00-E4
Usemarme autosserwin?

| I ndpont Profie Microsoft-Workstation

-g Curment IP Address: 10010124

Locaton Lecation =& All Locations

ADOACatONs A=risses AT O Threats Viuinerabeines
——

T Retvesh  Poloy A Y Fee v
Appiication Name Version Vendor Running process Category Install Path
Gateboager 995 Aople N A MNawae Sysem'Ltrary Predece
Cco AryConnect Secure NMoba 3407054 Caco Systerrs, Inc 1 VISNClert SopicationaCaco/Cn
FloVas 995 Aopie N Syl trary FPredece
Software Update 23 Aopie Inc PatchManagement Aopicatioral A Sore
VIO ORI 3401054 __WCompanyName 20006 Unclassfes DEAOROO Ty Tonnecld
Frefox &80 Mosila Corporation 2 At ating Beowser IASORCatonaY refca app
Nac OF X Buln Frowsd 995 Aopie Inc Fiowval Sysem brary Predecs
Ve e ro Aopie Inc 1 ra~Measerger AopicatioraMesaages
L 50 Aopie Inc CloudSorage Sy Deacy Predecs
1 e Vahreo 23 Aopie Inc BackupClent IASORCatona/Tirme Mac
Adote Flamh Payw 1700194 Asobe Sywems Inc Unclassfioc Acphcatoral e As
Quick Trre Plryer 23 Aophe Unclasafod ASORCatOnaOuch Tim

© 2017 Cis Satan ntl Aopie Inc AntPrianirg eownae Aspicationa/Satan a0
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@  Identity Services Engine % 4+

€ (8 https://172.23.11.232/admin/#context_dir/context_dir_application & Q search w B 3 A

‘el Identity Services Engine

 Context Visibility » Operations » Policy » Administration » Work Centers License Waming A

Endpoints Users  Network Devices = Applicatinn

APPLICATION CATEGORIES ©

APPLICATION CATEGORIES @ Messenger: e
3 applications
8 endpoints
- Classified Unclassified
@ identity Services Engine x4
€ (8  nhttps://172.23.11.232/admin/#context_dir/context_dir_application @ Q search wB 9 3 A =
. ~ Context Visibility » Operations » Policy » Administration » Work Centers
o & A o
& & & & & Endpoi Users Devices =~ A
& N “ ¢ & S : N
v& ‘\\,\\\ Sy v.,‘\\.
Summary Lo IR
APPLICATION CATEGORIES © O
< Refresh Policy Actions ~ Deselect All All applications ~ Windows  Mac OSX
Application name Version
Classified Unclassified
x Application name Version

adobe flash player 17.0.0.194

. . Applications Endpoints
& < 3 8

Rows/Page 3 ;] 1 Go 3 Total Rows
2 Refresh Policy Actions ~ Y Filter ~ &~
Application name Version Vendor Category Endpoints with this software
X Match Al j of the following rules. Enter Advanced Filter Name.... Save —
Version j Starts with j 9. + @
© 2017 Cisco and/or its affiliates Kl rigl flevault 095 Apple Inc. DiskEncryption 5
gatekeeper 995 Apple Inc. AntiMalware 5 8 6

e e v il Broarall aoc Arede L CiralAlall =
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@  Identity Services Engine % 4

€ (O https://172.23.11.232/admin/#context_dir/context_dir_devices

ks |dentity Services Engine L "3 v Context Visibility

» Operations » Policy » Administration » Work Centers

Endpoints | Users  Network Devices  Application

Authentication BYOD Compliance Compromised Endpoints Endpoint Classification Guest Vulnerable Endpoints
MANUFACTURERS @ 4] ENDPOINT UTILIZATIONS @ (4]
Both  Windows  OSX CPU  Memory HD
Devices with over % CPU usage
hewle...ckard: [50%) apple, inc.: [S0%]
cpu: [50%) total: (50%)

< Refresh
MAC Address Manufacture Model Serial Number Attached devices
x MAC Address Manufacture Model Serial Number
70:F1:A1:ES:C2:15 Hewlett-Packard HP 620 CNU03119WM 5
AB:86:DD:AT:-AA:T1 Apple, Inc. Macmini6, 1 CO7M2BMNDWYL 7

Hardware
I

CPU Name

CPU Name

Intel(R) Core(TM)2 Duo CPU T6...

Intel Core i5

CPU Type

CPU Type

Rows/Page 2

CPU Speed (GHz)
CPU Speed (GHz)

2.101000

2.500000

License Waming A

j 18

CPU Usage (%)

CPU Usage (%)

15.033408

n3auma B ISE 2.3

Go 2 Total Rows

Y Filter~

o
Numbe

Numbe

|
Column order @

) Select All Reset To Default |

CPU Usage (%)

Number of Cores

Number of Processors

Memory (GB)

Memory Usage(%)

HD Size (GB)

HD Free (GB)

HD Usage (%)

Processor Name

Status

Network Device Name

= [ NAD Port ID

= @ Location

Column order @
) Select All Reset To Default

HD Usage (%)

Processor Name

Network Device Name

Status
NAD Port ID

Location

—) UDID

IPv4 Address

— Username

—| Hostname

OS Types

— Portal User

Anomalous Behavior

& ) Endpoint Profile

= ) Authorization Profile
= ) Description

= — Endpoint Type

= ) Endpoint Type

= ) Identity Store

= ) Identity Group

= — Registration Date



[ MOKME HACTPOWKKM yBEOOMMEHNM
[eTanu
® = O s Ttz Q@E v" lcnonb30oBaHME CUCTEMHbIX
yeegomnenmn Windows 1 Mac OS

«l1:1]1. cisco AnyConnect Secure Mobility Client
CISCO  Your system is not compliant with the current corporate policy.
Access to the network may be limited.

v DokyC Ha nNpobnemax NonmTUK u
Anycirﬁ?egm OLUM6KaX Cngl/l
v' Pexxumbl areHTa (Full, Stealth, Stealth
with Notification)

J test.cisco.com
Agent Behavior

Parameter Value Notes

Enable debug log

Operate on non-802.1X wireless

Iﬂiii

Enable signature check OSX: N/A
Log file size MB
The defat
Remediation timer mins the global
setting is

Agent M
© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public gent ode Full v
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AMP - BbiLuno B 2071/

- Command line capture

- [lepepnenaHHbin Dashboard

- [lopgoep)xka SAML

- Advanced Custom Detections ona Mac u Linux Connectors
« PacwupeHne nogoep»km Linux

- [lopgaep»xKa MHKPEeMeHTanbHbIX OOHOBNEHWUM CUTHATYP

- PCI compliance

~ |

g

”@9 HIPAA

Compliant



Bbil1o B 201/ - Threat Grid

« Windows 10 noggepxka

« Meraki MX nHTerpaums

- Single Sign-on - AMP / TG

« OTCnexmBaHmMe MCTOUHMKa OTMNPaBKM

- Sample packs
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PaCLUMPEHHBIE BO3MOXXHOCTM OBHaPYKEHUSA

HOBbI MEXAHW3M 3BPUCTUKMU
[leTekTnpoBaHme 1 brnoknposaHme |OC Ha Endpoints B pexxnume peanbHOro BpeEMEHU
Windows Connector 6.0.x

3awuTa OT IKCMIOUTOB
Windows Connector 6.0.x

beTta gocTynHa onga Bcex nonb3osaTtenert (8 Tom uncne n POV)



AMP Everywhere _ Blacklist =

AMP Unity [N

T Console

ESA/WSA Endpoints Meraki MX
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