MOHUTOPUHT Yrpo3 C
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Stealth\Watch:
[eTanbHbI 0030p

[MaBen PogmnoHoB

CSE Security, Cisco
CCIE #11155, GREM
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“Mup NoNoH o4eBNOHbIX BELLEW, KOTOPbIX HAKTO
He 3amevaert.”
Llepnok Xonmc, Cobaka backepsurneu
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CounanbHbin akcnepumeHT: 200 USB Flash octaBunu B

NyBnnYHbIX MecTax

17%

’O of employees

plugged the found
USB stick into their
device

http://lwww.net-security.org/secworld.php?id=19033

15.11.20
17
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[Mporpamma

- BBepenune

- lcnonb3oBaHmne ceteBoun
TenemeTpum
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O6 aton cecun: BugnmocTtsb vyepes nsydeHme gaHHbIX

B0O3MOXHOCTb NMOHATDL: )

« OTKyga gaHHble NpuULLn
« Kak gpaHHble obpabaTbiBatoTCS
Kak ncnonb3oBaTb 3TW AaHHbIE )

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



UTo 0O6beanHsaeT Bcex?

NcTouHnkn BCEX paHHbIX
°

KoHTpons BCE@X notokos

Buonmocte BCEI0O tpaduka

MapuwpyTtusaums BCEX sanpocos
°

Ynpasnexne BCEMM ycTpolictBamm
., B

KouTtpons BCE€X naHHbIX
®

KoHntpons BC@X nonb3oearteneii

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



CeTeBas TenemeTpus

TenemeTpus: NnpoLecc aBTOMaTU3MPOBAHHON KOMMYHUMKaLMK NPY KOTOPOM U3MEPEHUS U ApYrne AaHHble
cobumpatoTcs Ha yoaneHHbIX U HEAOCTYMHbIX TOYKaX U NepeaarTcs Ha 0bopynoBaHMe nonyvaTtenst Ans

aHanm3a u MOHUTOPUHIAa.
https://en.wikipedia.org/wiki/Telemetry

AreHT xocTa

N

K AD u DNS Fno6anbHbIN
o:on::y-r';?_l'raop KommyTaTtop MC3 Mpokcn cepsep UneHTudmkaums MHTenneKkT

pacnpegeneHus/

sapa CeTeBble ycTpoicTBa
3onmpoBaHHble 3HAHNSA OCHOBAHHbIE Ha (OYHKLMN 1 pacnonioXeHnn

/

ST
CISCO
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AHannTnka gaHHbIX C MOMOLLbIO TereMeTpum.

OGHapyxeHune
*  WpeHTudukaumsa 6GusHec-KpUTUYHbIX MPUNOXKEHUN U CEPBUCOB B CETU

UpoeHTndmkauma gononHutenbHbiXx UHAnKaTopoB KomnpomeTtauun (loC)
e [lonutnkn n CermeHTaumus

» Ceteoe nosegeHue n ObHapyxeHne AHomanuin (NBAD)

Jlyywe noHnmaTtb / pearnpoBaTtb Ha |IOC:
* AyauTt BCcex KOMMYHUKaLMN Mexay xoctamu

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Cisco Stealthwatch

Cisco Stealthwatch: 310 konnekTop 1 arrperatop ceTeBON TENEMETPUMN C LENBbIO aHANMUTUKN
©e30nacHOCTU 1 MOHUTOPUHIa

N
\ si‘\N\
\ \\ \~1~~
Y ~ .
\ N TR o,
\ N T~
1 \\ S ~
\ 0N S T
Y N ~“~ N
- 1\ ~ S ~
”,— (Y \\ N~~ ~~~
- 1 \ \N N§~
/ ,4" \ ~o \
’,—’ 1 T
‘,—— - \ T ~~~~
= P ~ 1N
- v :
- = 2
00l @ ' @
@ MobanbHbIn
AreHT XocTa KongvéyTa;op KommyTaTop Mpokcu cepsep UpeHtndukaums AD n DNS MHTENneKT
AocTtyn
pacnpegeneHus/ <
sinpa CeTteBble yCcTponUcTBa

\_ N3onupoBaHHble 3HAaHMSI OCHOBAHHbIE Ha PYHKLIMM 1 PaCMONOXEHUM J

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



[TOHATbL ceTeBYylO TENEMETPUIO

‘NHpopmauma! MHe HyXHa nHdopmauma! A He mory nenuTb
Knpnmim 6e3 rnuHbl!
LLlepnok xonmc, MegHble 6yku

[ Otuert ‘J
i
CeTteBon Tpaduk
BXOQMUT

PeweHune

f CeteBoWn Tpadumk
L BbIXOAUT

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 1"



Bepcun NetFlow

4 )
Bepcus 5
PrKCMpoBaHHbLIN
doopmar
18 3agaHHbIX nonen
\ J

Bepcusa 9
LLlabnoHHas
108 3agaHHbIX nonen

~

/

4 A

IPFIX
CrtangapTtmsoBaHa
LLlabnoHHas
[Nons nameHsiemon
ONNHbI
450+ 3agaHHbIX noneun

(& /

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 12




TpaH3akunoHHaga tenemetpusa ¢ NetFlow

10.2.2.2

10:20:12.221 eth0/1 10.2.2.2 1024 10.1.1.1 80 TCP 5§ 1025 100 1010 SYN,ACK,PSH
10:20:12.871 eth0/2 10.1.1.1 80 10.2.2.2 1024 TCP 17 28712 1010 100 SYN,ACK,FIN

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



ObpaboTka Tenemetpun: “CknemBaHmne ceccumn”

--—
[O,D,HOHaI'IpaBJ'IeHHbIe MOTOKM ‘——
10.2.2.2
port 1024
Start Time Interface Src Dest Bytes SGT
Port Port Sent
10:20:12.221 eth0/1 10.2.2.2 1024 10.1.1.1 1025 100 1010
10:20:12.871 eth0/2 10.1.1.1 80 10.2.2.2 1024 TCP 17 28712 1010 100
Start Time  Client Client ServerIP Server Proto Client Client Server Client Server Interfaces
IP Port Port Bytes Pkts Bytes SGT SGT
10:20:12.221 10.2.2.2 1024 10.1.1.1 80 TCP 1025 5 28712 17 100 1010 eth0/1
eth0/2
[iByHanpasrieHHble:

» 3anucb ABYCTOPOHHEN Ceccun
* [lo3BonseT nerko B1u3yanuanpoBaTtb U aHannM3npoBaTb

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 14




ObpaboTka Tenemetpun: “‘Oegynnukayms’

————
e f?
10.2.2.2 @
port 1024 Swi1

Start Time  Client IP Client Server Server Proto Client Client Server Server App Client Server Exporter, Interface,

Port IP Port Bytes Pkts Bytes Pkts SGT SGT Direction, Action

10:20:12.221 10.2.2.2 1024 10.1.1.1 80 TCP 1025 5) 28712 17 HTTP 100 1010 Swi1, eth0, in
Swi1, eth1, out
Sw2, eth0, in
Sw2, eth1, out
ASA, eth1, in
ASA, eth0, out, Permitted
ASA eth0, in, Permitted
ASA, eth1, out
Swa3, eth1, in
Swa3, ethO0, out
Swi1, eth1, in
Swi1, ethO0, out

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Stealthwatch CuctemMHble KOMMOHEHTbI| cisco security Packet Analyzer

. [NonHbIN MakeTHbIN 3axBaT Ha CEeTU
s

* 2 chmusnyeckme mogenu

tealthwatch Management Console - —
*  YnpaBneHue n 0TY4ETHOCTb e
* [Jo 25 Flow Collectors e = - —
* o 6 munnuoHos fps rmo6ansHo . ‘L
* 2 (hmsnydeckmx n BUpTyanbHbIX MOLENN k m | Stealthwatch Flow Collector

i .
OTKa30yCTONYMBOCTb
\_ y +  C6op 1 aHann3

[0 4000 akcnopTepoB

*  [o ogHoBpemeHHO 240,000 fps
* 4 dmandecknx n 3 BUpTyarbHbIX
mMogenu

UDP Director

UDP Konup naketos
OTnpaBnseT Ha pasHble yanbl
OTKa30yCTOMYMBOCTb

2 o13nYECKUX U BUPTYarbHbIX
mMoaenv

Stealthwatch Flow Sensor

enepupyeT IPFIX n3 SPAN/TAP
KoHTeKkCcTHble nong (npum.
App,URL,SRT,RTT)

duanyeckme n BUpTyarnbHble MOLENM

Endpoint License Concentrator

+  Cobupaet AnyConect NVM noToku
AaHHbIX 1 oTNpaBnseT Ha Flow «  Cobupaet notoku ¢ Cloud License
Collector Agents n oTnpasnseT ux Ha FC

*  BwuptyanbHbi annaeHc 16

Cloud License Concentrator




Stealthwatch: INocTpoeHne Tabnuiubl NOTOKOB

DURATION SUBJECT PORT / PROTOCOL TRAFFIC SUMMARY PORT / PROTOCOL PEER
P Start 06/12-03:19:12PM D 209.182.184.7 13298/TCP 1.14MB | 29.91K packets 80/TCP 70.38.0.134 HOTO KOB
End: 06/12 - 03:21:06 PM — ) Canada
Duration: 1m 54s View URL Data
18 United States. HTTP

alp03-pxe01-px1.lancope.com -

67.05MB | 54.09K packets

NoeHTudukaums
D Start 06/12-03:23:34 PM D 10.201.3.3 2175TCP 1.03MB | 27.03K packets 80TCP E 70.38.0.134
— RL Dat

End: 06/12 - 03:25:36 PM

—
Duration: 2m 2s

e - 4 [Nonb3oBatens/
- /k YcTponctea

65.05MB | 52.48K packets

NetFlow / IPFIX } \ 4

TpaH3aKkuWOoHHbIEe } [ KOHTEKCTHbIE L OnwcaHve rpynn

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



|El,ByCTOpOH HAA 3aliNCb NMOTOKA

+ Duration + Search Subject + Port - TrafficS - Port + Peer
Start: 05/29 - 12:19:18 PM 10.10.18.102 4866/TCP 11.49KB | 285 packets 80/TCP 216.191.247.145
End: 05/29 - 12:20:58 PM 7. RFC 1918 — D ﬂ*lI Canada
ion: crl.entrust.net
Duration: 1m 40s employee1 HTTP
00:50:56:b4:3f:af
- BonbLue
1.62MB | 1.15K packets KOHTEeKCTa
Flow Detailed Summary: 10.10.18.102 /
Search Subject Details Totals Peer Details
Y, Y, Packets: 285 Packets: 1.44K Packets: 1.15K
O CBHSa HHbIN N D,eﬂ.yl'lﬂ N U,M pOBva HHbIN Packet Rate: 2.85pps Packet Rate: 14.37pps Packet Rate: 11.52pps
° OTo6pa>KeH|/|e B BMAe NOJIHOU ceccumn Bytes: 11.49KB Bytes: 1.63MB Bytes: 1.62MB
o Byte Rate: 117.69bps Byte Rate: 17.11Kbps Byte Rate: 16.99Kbps
° Bb|CO KOMaCLUTa6V| pyeM bl C60p N KOMM peCCM 4q Percent Transfer: Search Subject/Peer Percent Transfer:
0.6879458949171267% Ratio: 0.01 99.31205410508288%

AaHHbIX
J MeCFlLI,bI XpaHeHNA OaHHbIX

Host Groups: Desktops

TrustSec ID: 100

TrustSec Name: Employees
Payload: GET http://crl.entrust.net
/2048ca.crl

TCP Connections: 2
RTT: 2ms
SRT: 498ms

Host Groups: Canada
Payload: 200 OK
TrustSec ID: 0

TrustSec Name: Unknown

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



KOHTEKCTHaaA TenemMmeTpus

“®mo merno4yu, HoO Hem Hu4Yeao sakHee Merioyedl.
Lepnok Xonmc, MeaHble 6yku

IP Agpec: 10.10.10.10

] L

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 19




KoHuenumna: XocT

"Cll's'ég' Stealthwatch D A &

Dashboards Monitor Analyze

@ Host Report for 10.201.3.149

Concamidex cs » Jlobon IP Agpec Habntogaembin Flow Collector nnu
1 0 1 0 SMC 13 UCTOYHWKOB TENEeMETPUM

S i v | ® AN KaXOOTO X0CTA, StealthWatch
. 1 ; . » CobupaeT metagaHHble

« CTpouTt npochmnb noBeaeHUs

Host Summary Traffic by Peer Host Group (last 12 hours) « UGS Uy |ypo (last | uays) «

Host IP N o
D 10.201.3.149 (-~ United States @ arms by lype

75
©Domain Controllers 59 59 58 59
Flows Classify History ©Multicast 'g‘ so . 49 . - i . 53
©Datacenter 10.201.3.149 China © 8 . -
Status: Active .201.3. p . 1
©End User Devices 225 .
Hostname: workstation-149 Google® - . -
OSales and Marketing Netherlands@ .
Host Groups: End User Devices,Desktops,Atlanta,Sales ©Deskiops . X 0 _ e e e e e
and Marketing P United Kingdom® 06/15 06/16 06/17 06/18 06/19 06/20 06/21
ODHCP Servers
Location: RFC 1918 Erance®
ODatabase Servers Salesforce.com® [ Packet Flood Il High Total Traffic
Last Seen: 6/21/17 3:42 PM X New Flows Initiated High File Sharing Index
OOthers (Inside) Yahoo! Inc.@ I High Traffic I High Concern Index
Policies: Insider Threat Event,Client IP Policy,Inside . Suspect Long Flow [l Suspect Data Loss
Others (Outsidel® M Bot Infected Host - Attempted C&C
MAC Address: - Activity
Bot Infected Host - Successful C&C
" Activity
Quarantine Unquarantine [ Data Exfiltration [l Recon Data Hoarding

Suspect Data Hoarding

. All rights reserved. Cisco Public 20



KoHuenuua: ['pynnbl XOCTOB

3
» G SMC
v fu StealthWatchDemo
v &) Host Groups
v 9 Inside Hosts

¥ Catch All

NpumMmeHsieM 3HaHMe OKPYXeHuUA \
* BwupTtyanbHbin kKOHTENHeEpP IP agpecos
« 3apgaetca nonb3oBaTeriemMm
::-BApp-Iication §ervers e CXxoxme anl/I6yTbI
@ Business Units
Xp By Function « MogenupoBaHue noboro

* By Locations M npouecca/npunoxeHus W

¥ Compliance Hosts
* Public Cloud
v @ Outside Hosts
» @ Countries
@, Damballa Feed
- +,, Monitored Internet Hosts
» @, Partner Networks
@, Suspicious Internet Hosts
» @, .£.Bogon
» @, .£.Command & Control Servers
» R L. Tor '

vvyvwvyvwvyywyy

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



ISE kKak nctouyHuk Tenemertpumn

e XpaHUT UCTOpUYECKYo Tabnunuy ceccun

*  Koppensuusa NetFlow ¢ nonb3oBatenem
m_ * [locTpoeHue OT4HETOB Ha Nosib3oBaTess
AyTe HTU C*) n Ka Ll.l/]ﬂ \l Start Active Time v 11End Active Ti... ¥3 User Name s Host v Device Type 2 MAC Address &
I_I on b30 B aTen ﬂ / yCT p 0 l.;l CT B a S t ea I t hW ch Apz 1175 ;n iﬁl}é ;08 a: gg)PM Current student01 192.168.103.101 YMWare-Device DO(VS'EI :: r:8315 I:::: )3d

Mpoduneb ycTponcTea
[MaccuBHas naeHTUdUKaums

Management : A
Apr 15, 2013 2:08:21 PM Current DEMO\student04 192,168.104.100 ‘WindowsXP-Workstatio 00:50:56:85:13:c4
co nsol {17 minutes 18s ago) n (YMware, Inc.)

Apr 15, 2013 2:08:21 PM Current host/pod08-mgmt.dem 192.168.108.100 ‘WindowsXP-Workstatio |  00:50:56:85:13:cc
{17 minutes 18s ago) o.local n (¥Mware, Inc.)
pXG ri d Apr 15, 2013 2:08:21 PM Current host{pod09-mgmt.dem 192.168.109.100 windowsXP-Workstatio | 00:50:56:85:13:ce
{17 minutes 18s ago) o.local n (YMware, Inc.)
Apr 15, 2013 2:08:21 PM Current DEMO}student0S 192.168.105.100 windowsXP-Workstatio | 00:50:56:85:13:c6
{17 minutes 18s ago) n (YMware, Inc.)
) . Identity Endpaint ID 1P Address Network Device Device Port Authorization Profiles
Time v Status Details [ I | | l I { I l I [
Apr 15,13 02:08:33.241 PM q studentD1 00:50:56:95:5C:30  192.168.103.1... swl GigabitEthernetDf4  PermitAccess
Apr 15,13 02:08:21.241 PM Q DEMO\student04 00:50:56:85:13:C4  192.168.104.1... swl GigabitEthernetd/s PermitAccess
Apr 15,13 02:08:21.219 PM q host/podos-mgmt.demollocal  00:50:56:85:13:CC  192.168.108.1... swl GigabitEthernet0fg  PermitAccess
Apr 15,13 02:08:21.192 PM [ q  host/pod09-mgmt.demo.local  00:50:56:85:13:CE  192.168.109.1... swl GigabitEthernet0f10  PermitAccess
Apr 15,13 02:08:21.144 PM q  DEMO\student0S 00:50:56:85:13:C6 ~ 192.168.105.1... swl GigahitEthernet0/6  PermitAccess
Apr 15,13 02:08:21.082 PM Qa DEMO\student07 192.168.107.1... swl GigahitEthernet0/8 PermitAccess

Tabnuua AyTeHTudunumpoBaHHbIX Ceccun

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



[moOanbHbIA MHTENNeKT

License

Intelligence

v # Host Groups

» % Inside Hosts
» @, Outside Hosts
v_ @, .£. Command & Control Servers

sSME

N3BecTHble C&C CepBepa

Tor Bxoabl 1 Bbixoabl

@, .. Agent.nfx

@R, L. Aldibot
@, .£. Armageddon
@, .£. Banload

P

Barracuda
'z Bho-jba

™

2+ Blackenergy
'+ Colddeath

+ Darkcomet
'+ Darkshell
'+ Ddoser

2+ Dirtjumper
2+ Dofoil

+ Drive

ohoobbbbbbbbbb

r
v

3

Emo
2+ Graybird
‘= Gumblar

'+ Haxdoor

2+ Hitpop

2+ Hitpop Checkin
'+ Http Post

r

Do)

+ lcepack
2 lllusion
2+ Ircbot

'+ Mpack

oo

X

DIDIDDIDIDIDDIDIDIDIDIDIDIDIDIDIDD

o
S

)
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“OboralleHHasa” 3annucb ceccumn
NBAR

89.108.67.143
1 Russian Federation
cp117.agava.net

Start: 01/10 - 02:18:15 PM 10.201.3.149 53455/TCP 16.57KB | 321 packets 80/TCP
End: 01/10 - 02:18:20 PM 5 RFC 1918 —
Duration: 5s ken
HTTP
—
672.77KB | 541 packets
Flow Detailed Summary: 10.201.3.149
Tenemetpus
Search Subject Details Totals Peer Details
Packets: 321 Packets: 862 Packets: 541
Packet Rate: 64.2pps Packet Rate: 172.4pps Packet Rate: 108 2pps
I-I p VI M e H ﬂ e M Bytes: 16.57KB Bytes: 689.34KB Bytes: 672.77KB
Byte Rate: 3.39Kbps Byte Rate: 141.18Kbps Byte Rate: 137.78Kbps
rpyn ﬂ VI pO B Ky D e # Percent Transfer: 2.4% Search Subject/Peer Percent Transfer: 97.6%
Host Groups: Atlanta, Sales and Ratio: 0.02 Host Grougs. Bussian
Marketing, Desktops TCP Connections: 1 Federation
= Payload: GET http:/allstadiums.ru RTT: 166ms Payload: 200 ORK
Iparfumin/config.bin SRT: 797ms
[ Flow Sensor [~ |

Process Name:
taskhostexe

Threat
_ntelligence

AnyConnect Nvm
RRKS
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[1lporpamma

- BBepeHue

- cnonb3oBaHune ceTeBon
TenemeTpum

- OpraHusauusa gaHHbIX
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Co CTOPOHI: SMC VHTepdenc 1: Java (Swing) KnmneHt

StealthWatch Management Console (tradeshow - 128.136.18.246)

\

B
SMC

v % SMC
@ StealthWatch Labs Intelligence Cent

OpurnHanbHbIA NHTEPdENC
loabl pa3paboTkm 1 PyHKLUNOHANBbHOCTHU

StealthWatchDemo

& Domain

Y Filter

v %u StealthwatchDemo
v ¥ Host Groups

Country * | Host | ax | Alerts #| |Touched ... |Touches
5] 69.160.42.248 . I Port_Scan, New York, 10.20.10.254
United Rejects, Desktops RFC 19 I-I pOCM OTp
e pe BO States Spoof, -
TCP_Scan, Servers 10.201.0.28 53]
Enterprise OTYEeTOB
p ™| 58.221.60.166 I Rejects, Servers 10.201.0.19 =
China Spoof, RFC 1918 (10.201.3.50
TCPScan D i 10.201.0.16 5] kstation50
omain .201.0. E wkstation
= 78.187.95.226 .. (NN Rejects, Controller/DNS RFC 1918  (10.201.3.50)
Turkey Spoof,
TCP_Scan Atlanta, 10.201.3.83 &) wkstationS0
Ty ( ( . Infrastructure, (10.201.3.50)
& Find: @06 @ 61.175.101.118 I Rejects, rastructy RFC 1918

Suspicious Outside Hosts - Today - ...

CaenaH UHXeHepamMu Onsl MHXeHepoB

»; N
» W Inside Hosts
» @, Outside Hosts HostGr..®| Host | ci% | Al * HoBble pa3paboTkn MUHUMAIbHbI
» @ £ Bogon Atlanta, 10.201.3.83 . [N Pi - j
» @, .£. Command & Control Servers Ing:;::)c;:re, —Scan _
o : .
T &, £ Tor Virtual Atlanta wanrt01 N
» & Network Devices Desktop (209.182.184.1
(] VM Servers Catch Al 199.204.23.227 . I Port_Scan, Firewalls 10.240.200.1 7... ]
> 9 Maps Rejects, Spoof,
, TCP_Scan, Atlanta wanrt02 o |
g S E‘::S;":::\Z’;s TCP Stealth (209.182.184.3
6 External Devices New York, 10.10.101.24 . [ Ping, TCP_Scan New York, 10.20.30.40 1
Desktops Desktops
Sales and wkstationS0 . [N Spoof. TCP Scan Enaineerina  10.165.254.12 S...

Last refreshed: Feb 26, 2016 10:31:37 AM
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Co ctopoHbl: SMC UHTepdenc 2: “Web” NHTepdenc

ahalie - Stealthwatch
cisco

MNpenctaeneH B Stealthwatch 6.5
* HoBble oyHKUUKM gobaBnsatoTcA
ctoga

Exploitation Exfitration

4 ®
A\ A A\ 4

Top Alarming Hosts - Alarms by Type -l

®yHKUMKM yHUKanbHble ans WEB VIHTepCbeVI(;
* ISE Remediation

+ CobcTtBeHHbIE COObITUSA

« SGT nona e Flow Record

*  Web pgaHHble npokcu

HOST CATEGORY Alarms by Type

3. 149 ¢ _— 190
' o | Re | ex Jei =
-

.,
ata Hoarding:
ta Exfiltration: 3
ar € 2
20113 18 € 117 113
J.ZUT.3. 15 mm 3 2 aloss: 10 ~
~ 100 = =
$ = o
e e & a8
).201.0.23 m 31 31— ved: 2

= *  [aHHble ¢ Endpoint
e —-— R * Hactpownka Active Directory

3.83¢ mm 12/31 0101 01/02 0103 01/04 01/05 01/06 . L‘IaCTHble |'|p|/|j'|0)KeH|/|;|

Host Lock Violation
Sen e [ve [ ow [ ex o] e oy % o4 *  YnpaeneHue paboramu
I vigh Teamhe I High Concurn ndex *  “First Seen”
m‘ Suspect Long Flow Worm Propagation
- I Max Flows Served Suspect Data Loss Worm Propagatk

Data Exfiltration [l Recon [l Data Hoarding

)1.24 — Exploitation

View All Hosts >
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XOCTOBbIN OTYET O NOAO3PUTENBHOM XOCTE

@ Host Report for 10.201.3.3

Concern Index Target Index Recon C&C Exploitation DDoS Source DDoS Target Dat

0 0 0 0 0 0 0

Host IP
/ © Engineering
10.201.3.3 ¢

Flows Classify History © Cape Town Canada ©

X . United States @
Status: Inactive ©End User Devices 10.201.3.3

Hostname: workstation-003 Window's Update Systems @

© Desktops Soo0le®
. : oogle
Host Groups: End Usfer Devices,Desktops,Atlanta,Sales and © Sales and Marketing
Marketing Salesforce.com@®

© Others (Inside

Location: RFC 1918 ( ) Netherlands®
@ Domain Controllers

Last Seen: 1/19/17 1:02 PM
QDHCP Servers

Policies: Inside
©Protected Assets

MAC Address: -

Quarantine Unquarantine

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



KapTa NOTOKOB AaHHbIX

Host Group Relationship Map m e @« * B ¢.

OO CUCTEMHbBIN
PCI Zone Map nbouUns

BHyTpUcMCTEMHOE ' Mcnonb3ynte kapTbl ons
B3anmoAencTeme KOHLIEHTpaLMn BHUMaHMS!
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[1lporpamma

BBenexHue

cnonb3oBaHne ceTeBoun
TenemeTpum

OpraHusauus gaHHbIX

ObHapyxeHne IHankaTopoB
KomnpomeTauuu

BRKSEC-3014
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KoHuenuusa: MHOnkaTtop KoMnpomMmeTaLun

CBuaeTenbCcTBO, HAbNgaemMoe B CETU U OMepaLMoOHHON CUCTEME

YKa3blBaroLlee Ha BbICOKYIO BEPOATHOCTb KOMIMPOUMETaALNN
» http://en.wikipedia.org/wiki/Indicator_of compromise

[ IDS/IPS Tp% r%gﬁ::ﬁm
[ IP Aﬂpe& A

/[ AHanus aHomanui
[ Xawwun dannos g
9 \[ NoBegeH4ecknmn }
[ AHanna noros (SIEM) ? aHanma

\/L MOHUTOPUHT J
aKTUBHOCTHU
AHanun3 gaHHbIX
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loC 13 aHanUTUKN JaHHbIX

NoBeaeH4YeCKUn aHanNus:
*  cnonb3yeT NnoHMMaHne He HOPMaribHOro NOBEAEHUS
* [lonuTnka n cermeHTaumsa

O6HapyxeHune aHOManun:
*  paeHTudurkaumsi OTKIOHEHU OT “HOPMbI”
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ObHapyxeHune yrpos ¢ StealthWatch

Moaenb 6e3onacHocTu StealthWatch




CoObIiTHuA
©e3onacHoOCTHU
(“Anroputmbl’”)

Security
Event

Security
Event

Security
Event

Security
Event

Security
Event
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CoObiTunA

6e3onacHocTHU KaTteropuu
(“Anroputmbl”) (“UHpekcbl™)
Security
Event Cl
Security
Event Tl
Security
Event C&C
Security
Event Recon
Security
Event
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CoObiTusA

Ge3onacHocTU KaTteropuu TpeBoru
(“Anroputmbli”) (“Unpekcbl’) (“YBepomneHun”)
Security
Event Cl Alarm
Security
Event Tl Alarm

Security

Event C&C Alarm
Security

Event Recon Alarm
Security

Event Alarm
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CoObiTusA

Ge3onacHocTU KaTteropuu TpeBoru
(“Anroputmbli”) (“Unpekcbl’) (“YBepomneHun”)
Security
Event Cl Alarm
Security >
Event Tl Alarm

Security

Event C&C Alarm
Security

Event Recon Alarm
Security

Event Alarm
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CoObiTusA

Ge3onacHocTU KaTteropuu TpeBoru
(“Anroputmbl’”) (“Unpekcbl’) (“YBepomneHunsn”)
Security
Event Cl Alarm
Fake
Application > TI Alarm

Security

Event C&C Alarm
Security

Event Recon Alarm
Security

Event Alarm
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CoObiTusA

Ge3onacHocTU KaTteropuu TpeBoru
(“Anroputmbl’”) (“Unpekcbl’) (“YBepomneHunsn”)
Security
Event Cl Alarm
Fake
Application > TI Alarm

Security

Event C&C > Alarm
Security

Event Recon Alarm
Security

Event Alarm
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CoObiTusA

Ge3onacHocTU KaTteropuu TpeBoru
(“Anroputmbli”) (“Unpekcbl’) (“YBepomneHun”)
Security
Event Cl Alarm
Security
Event Tl Alarm

Security
Event C&C Alarm
Security
Event Recon Alarm
SQLF > | Alarm
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KaTteropuun TpeBor

Concern Index Target Index Recon Command & Control Exploitation DDoS Source
57 active 1" 43 1 37
76 total 20 65 4 50
DDoS Target Data Hoarding Exfiltration Policy Violation Anomaly
0 1 0 1

[ Kaxkgas kaTteropusi HabupaeTt o4Kkm
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Stealthwatch: Tpesoru

-

First
Active

2:15

[NokasbliBaeT cepbe3HbIE OTKNOHEHNSI B MOBEAEHUN U \
HapyLlleHune noJInTukn
3BeCcTHbIE N HEM3BECTHbIE aTakn reHepupyrT TPEBOIU
AKTUBHOCTb BbibMBatoLLLasaAca 13 HOPMbI, pa3peLleHHOoro
%VM‘IM){C'IBHOBHGHHHX NOJINTUK /
= Source Host Groups + Source Target — —
Host Target Alarm
Groups
1/19/17  Datacenter,Atlanta, Terminal 10.201.0.23 -- Multiple  Suspect
Servers Hosts Data
Loss

PM

+ Policy —
Event
Alarms

10.201.0.23 --

-~
-

Source
User

edward

Details

Observed
312.09M
bytes.
Un-baselined
Host. Policy
maximum
allows up to
200M bytes.
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AHanna nosegeHus: VIsaBecTtHoe nrnoxoe nosegeHne




CermeHTau,vm N MOHUTOPWHI

Host Group Relationship Map m LI Traffic ¢.

PCI Zone Map

3anpeLleHHble
B3aMMOOENCTBUA

------

MexxcuctemHoe
B3anmMoaencTame
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HapylweHne nonutuk: [NonnTtrukn XocTta

k| Host Locking: Edit Rule

Name:

Employees to Confidential Servers

(=)

KnueHTtckasa
rpynna

Description:

Client Host Group:

Ycnosusa

KIMMMEHTCKOIo

Tpaduka

YnayHoe nnu
HeyaadHoe
coenHeHne

Unauthorized Traffic: A hostin the employee aroup should not communicate with
hosts in the confidential server aroup.

(@) Disallow all traffic except

Inside Hosts -> By Function -> Employees Browse...

Server Host Group: |[nside Hosts -> By Function -> Servers -> Confidential Servers Browse... /

[ [pynna cepeepoB }

() Allow all traffic except y
- chnoBud
[ services [] Applications Ce PBEPHOIO
0-hop = 3com AMP3 - Tpacbm Ka
3pc ‘ = | 3Com TSMUX ‘ 2 ’
afn TH ACAP J
afs AccessBuilder
ah ActiveX
aol-im Adobe Connect
apple-net-assistant Adobe EchoSign
appleshare - AFS -
Unidirectional UDP traffic triggers alarm
Uinidirectional TCP traffic trigaers alarm
oK ] [ Cancel
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HapylweHune nonntuk: [NonnTtrUKK XocTta

Alarm Table X

CBs3n B HapyLUEHWM NONNUTUKM
*  MOHUTOPUHT aKTUBHbIX TPEBOI B COOTBETCTBMM C

d 0.10 d ~
MNOJTINMTUKOWU
!" v 8’ 2 Policy % | StartActiveTime % | Alarm % Source % | Source Host Groups ¥ |Source Use... ¥ Target S |TargetHost... ¥ Details =
Y @ | InsideHosts | Jun 23,2017 HostLock | 10.90.90.102 Employees employeel | 10.50.50.100 | Confidential Rule #1 Employees to
10:45:00 AM Violation Servers, PC1 Confidential Servers
(7 minutes 10s Servers Source Host is using
ago) http (80/tcp) as client
to 10.50.50.100
(Double-click for details)
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HapyweHne nonnutuk: CobCcTBeHHbIE CODbLITUS

@ demo.local | Alarm Dashboard : Policy Violation (1)

OKpaH TpeBor Noka3biBaeT BCe TPEBOIM }

< First Active Source Host < Source Target Host - Target + Policy < Event Alarms

+ Source Details
Groups Groups User
5/25/15 4:42 Catch All 10.10.18.102 - Multiple Inside Employee to Production employee1 Expected 1 points, tolerance of 75 allows up to 300k
PM Hosts Hosts Servers points.
& demo.local | Alarms : Employee to Production Servers for 5/25/2015 (1) [NokasaHbl feTanu no “Employee to
. Productions Servers” Tpesoru

< First Source Host + Source Target Host < Target S Alarm + Policy + Source Details < Last = =

Active Groups Groups User Active Active Acknowledged
5/25/15 4:42 Catch All 10.10.18.102  Catch All 10.3.200.10  Employee to Production Inside employee1 View Current Yes No

PM Servers Hosts Details
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O6HapyxeHne aHomanmn: OTKITOHEHNE OT HOPMbI
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[Tpnumep kaTeropum Tpesor:. Concern Index

[Concern Index: OTcnexmBaeT XoCTbl, HapyLlalLmMe LefIOCTHOCTb CETU

\ &
Host Groups s Host s _W vi Cl% v2 Alarms s Alerts s
Desktops, Atlanta 10.10.101.118 313,624,542 3,136% | EGR High Concern Index Ping, Ping_Scan, TCP_Scan
MNew York, Desktops 10.50.100.83 190,075,544 1,901 [0 | High Concern Index, High File Sharing Ping, Rejects, TCP_Scan

Index, High Tatal Traffic

87 pasnuyHbIX anropnuTMoB

cocTtasnawT Cl HaumHaga ¢ v6.9.1

| Alarm Categories [Pl a7 1

Type

~?| Enabled # | Alarm % | Alarm Categories “*|

Settings

Addr_Scan/tcp
Addr_Scan/udp

Bad_Flag_ACK

Bad_Flag_All

Bad_Flag_NoFlg

Bad_Flag_Rsrvd

Bad_Flag_RST

Bad_Flag_SYN_FIN

High Concern Index,
Recon

High Concern Index,
Recon

High Concern Index,
High Target Index,
Anomaly

High Concern Index,
High Target Index,
Anomaly

High Concern Index,
High Target Index,
Anomaly

High Concern Index,
High Target Index,
Anomaly

High Concern Index,
High Target Index,
Anomaly

High Concern Index,
High Target Index,

No settings
No settings

No settings

No settings

No settings

No settings

No settings

No settings
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High Concern Index

[ OTKMOHEHMe OT 6a30BOr0 YPOBHS Ha

2,432%)!

‘ Concern Index X ‘

4 b
0 - - 0 -
3 0 O 0 s =]
Host Groups % Host s CI s Cl% vi Alarms s Alerts =
MNew York, Desktops 10.50.100.83 243,231,761 | 2,432% [ Ping, Rejects, TCP_Scan
Deskkops, Atlanta 10.10.101.27 153,644,484 | 1,536% [ High Concern Index Ping, Ping_Scan
Desktops, Atlanta 10.10.101.24 117,213,499 | 1,172% [ Ping, Ping_Scan, Rejects, TCP_Scan
Domain Controllers, 10.10.30.28 32,760,657 225% [ High_Yolume_Email, Ping,
Atlanta Ping_Scan, Rejects, TCP_Scan,
UDP_Scan
Atlanta, Trusted 10.10.200.59 21,345,906 |  213% (DN

Wireless

Ping, Ping_Scan, Port_Scan,
Rejects, TCP_Scan, TCP_Stealth
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[Tpnmep cobbiTnsa: Suspect Quiet Long Flow

CoeanHeHne mexay BHYTPEHHEN N BHELLHEN CETbIO (C TpadoMkoM B 06e CTOPOHLI), KOTopoe
npeBbIWaeT aAnuTenbHOCTb “CekyHabl Ans KBanugukaumm notoka Kak AnnMHHOro” u
nepegaeT Nnogo3puTenbHO ManeHbKn 06bLeM MHopmaLnm

[MonnTuka no-ymonyaHuio J

Seconds required to qualify a flow as long duration: 32.4k
Type “!! Enable +| Alarm =+ | Enable +| Alarm % | Alarm Categories + Settings Mitigation s
Source Source Target Target
Suspect Quiet Long Flow Command & Control, No settings None
High Target Index,

High Concern Index
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[Mpnmep cobbiTna: Suspect Data Loss

YKa3blBaeT YTO BHYTPEHHWUI XOCT BbIrpy3unn HeoObIYHO B0nbLIOe KONMMYECTBO AAHHbIX
Hapyxy.

[MonnTuka no-ymonyaHuio ]

—

Type “!| Enable ¥ | Alarm % | Enable +| Alarm =+ | Alarm Categories + — Settings Mitigation s
Source Source Target Target
Suspect Data Loss Data Exfiltration, Tolerance: 75 None
High Concern Index  Never trigger alarm when less than: 1G client payload bytes in 24 hours

Always trigger alarm when greater than: ST client payload bytes in 24 hours
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[Mpumep anroputma: Data Hoarding

Mopo3speHue Ha c6Op AaHHbIX:

* HeobblyHO 6ONbLLON NOTOK
OAHHbIX OT BHYTPEHHNX XOCTOB
Ha OOMH XOCT

TapreTupoBaHHbIN COOP AAHHbIX:
* Heobbl4HO OONbLUOV 0OBbEM AaHHbIX
McxoaaLWmMmMm HaMHOIrme XocCThbl

S ——
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Suspect Data Hoarding

CO6op AaHHbIX
¢ Heobbl4HO GOMbLLOW NOTOK AAHHbLIX OT BHYTPEHHMX XOCTOB Ha

< First
Active

5/29/15
12:00 PM

5/29/15
11:20 AM

OOMH XOCT

* [lonnTtukn n noBegeHne

Source Host Groups

Atlanta, Sales and
Marketing, Desktops

Terminal Server,
Datacenter

< Source

10.201.3.18

10.201.0.23

Target Host
Groups

< Target

Multiple
Hosts

Multiple
Hosts

S Alarm

Suspect Data
Hoarding

Suspect Data
Hoarding

+ Policy - Source Details - Last
User Active

10.201.3.18 - Observed 23.9G bytes. 5/29/15 1:05
Policy maximum allows up PM
to 50M bytes.

10.201.0.23 - Observed 38.45G bytes. 5/29/15 2:40
Policy maximum allows up PM
to 50M bytes.

R R Kq © 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 54



MeHen)xep NONUTUK XOCTOB

[MpoBepka NpuMeHseMbIX

NOJNINTUK

Host Policies
IP Address:
Host Policy Report Remove Edit Show Effective Policy
Role Policies
Name 1] Description s Assigned to Host Groups i | Assigned to Ranges  + |

Alex Email

CRM

Asia

Critical Application Business Critical App

ce Hosts Policy Policy for ¢ liance hosts C liance Hosts

CospaTb poneBbie NONUTUKK
ANS OTAEeNbHbIX rpynn

mmerce Ecommerce

ser Policy Policy for end users within  Sales and Marketing
network

ering Policy Policy for engineering Engineering
segment

Policy set for network Firewalls

Firewall & Proxy Policy

HasHayeHune nonutukm

rpynnam

firewall & proxies Proxies-NAT
High Target Index Supress Catch All
;niras’lru(‘(ure
MNonutukn No-yMOJ1HaHutio And BHYTPEHHUX U By Locations
Users
BHELLUHNX XOCTOB .
Duplicate Add...
Defaultm
Name 1 Description s
Inside Hosts All hosts in Inside Hosts
Outside Hosts All hosts in Outside Hosts
Edit
Help Close
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Co3u,aH|/|e N NAMEHEHUNE poneBom MOJTINTUKIA

Edit Role Policy - Network Management & Scanners

Name: Network Management & Scanners r
Description: Policy for network scanners \L 3a,ﬂaTb pOﬂeByl‘O ﬂOJ'll/]TVle
Assign to:  Host Groups:
Inside Hosts -> By Function -> Network Scanners | Browse /~ H X
a3Ha4vYnTb AOCTOBbIE
femove rpynnbl Ha Ponesyto

NOJINTUKY

IP Address Ranges:

HasHaunTb kaTeropumm
TpeBOr 1 cobbITUN Ha ponb

larm Categories >
> itigati s

Settings Mitigation

Type “!lImpact + |Enable ¥ | Alarm ¥ |Impact ¥ |Enable ¥ | Alarm + | Alarm Categories ¥
Source Source Source | Target Target Target
Policy Policy
Addr Scan/tcp Recon, No settings No settings
High Concern Index
Addr Scan/udp Recon, No settings No settings
High Concern Index
Bad Flag ACK High Target Index, No settings No settings
Recon,
High Concern Index
Bad Flaa All Hiah Taraet Index. No settinas No settinas
Add... Remove BKJ‘HO‘-IVITb/BbIKJ‘IIO‘-IVITb C06b|TV|;| dit Mitigation... Enable All Events Disable All Events
6esonacHocTn — Nogymanite Haa

Help Export... Import... Apply HaﬂpaBﬂeHl/leM!




YcTaHOBKaA rpaHNYHbIX 3HAYEHUN COObITUN

Bkrountb 1
BblJaBaTb TPEBOIN
Type “1! Enable Alarm + | Enable ¥ | Alarm | Alarm Categories + Settings
Source Source Target Target

Data Exfiltration, Tolerance: 75
High Concern Index Never trigger alarm when less than: 1G client payload bytes in 24 hours
Always trigger alarm when greater than: 5T client payload bytes in 24 hours

Suspect Data Loss

Suspectlo @ AHOMAnNMN 1 NOMUTHKN Edit Settings - Suspect Data Loss
| Mpuemnemoe
Suspect Quiet o Behavioral and Threshold Threshold Only OTKJTOHEHWE OT HOPMb!
Tolerance: 75 /
Suspect UDI  Never trigger alarm when less than: 1,000,000,000 2 client payload bytes in 24 hours
Always trigger alarm when greater than: 5,000,000,000,000 2 client payload bytes in 24 hours
SYN Fli
inutes
minutes
vl Help Visual Editor.., | Ka3aTb rpaHNLibI T ATy
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PearnpoBaHune Ha oOHapykeHne aHoManuni

JTOT XOCT
HOST CATEGORY HAWBOIJEE

10201 3149 & CTpaHHO cebs Bedet
u,_‘\/ .u‘. “a 9 mmmm
Wcnonbayetca 10.201.3.18 €=
[ knaccudukauyms! ser Dev (Du o)
10.201.0.23 ¢
< (o[ x|
10.150.1.200 €=
B R o[ ex]
10.10.101 24 & Pa6oTaem ceepxy J
| EP BHU3
10.1030.15 €
10.201.3.50 ¢ (ci[Re

PaHxunpoBaHue no Top Alarming Hosts -
NpUOPUTETY

View All Hosts > © 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public 58



[Mporpamma

- BBepeHue

- cnonb3oBaHune ceTeBon
TenemeTpum

- OpraHusauusa gaHHbIX

- ObHapyxeHne NHoukaTopoB
KomnpomeTauuu

- PaccnepnoBaHune BTOpXeHUA

BRKSEC-3014
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PaccnenoBaHne BTOPXKEHUS

1. lNoHumaTtb Npegbigywime warn
2. MOHUTOPWHI U KOHTPOMNb NPOUCXOASALLENO BTOPXKEHUS
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“Hayka o dedykuuu.”
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Hayka o geaykuum

Cbop ynuk
TO OHM CMOITN
nony4nTbL?
~
{ Kyga oHu cmornuv npobpatbca? }

&

OneMeHTbl AaHHbIX

Korga oHu nony4mnu Tyaa goctyn? }

KTO OHU? }

L OHun BCe eLle 30ecb? }
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PaccnenosaHue |OC: Npumep

[ O6Hapy»KeH HOBbIN cepBep
Malware!

Zeus C&C Server:
128.107.78.8




LLar 1: Mbl 9TOT XOCT BMAENN? e

abal - Stealthwatch
CISCO.

v 128.107.78.8 Q
Dashboards Monitor

Analyze Configure Deploy
&8 Hosts N3BecTeH n HeagaBHO ero
BUAENu
Sorted by overall severity @ ~
+ Host + Host + First \//: Last — — — — — — — — — — — Location Host
Address Name Sent Sent Cl TI RC C&C EP DS DT DH EX PV AN Groups
128.107.78.8 12/15/16 127117 =S United
s 5:26 PM 9:13 PM United States
States

First Previous Next Last
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LLlar 2: PaccnegoBaHne BTOPXKeHUSA

#® Host Report for 128.107.78.8

Concern Index Target Index Recon C&C Exploitation
0 0 0 0 0
DDoS Target Data Hoarding Exfiltration Policy Violation Anomaly
0 0 0 0 0
Host Summary Traffic by Peer Host Group (last 12 hours) " Alarms by Type|
D e HenaBHWe cBA3M ¢ XocTamu
128.107.78.8 (- BHYTPU ceTu
Flows Classify History mbaig Campus VPN
Status: Inactive
Hostname: -
Host Groups: United States
128.107.78.8
Location: United States
Last Seen: 12717 9:13 PM © Employees
Policies: QOutside

asar~ a1
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Lar 2: Knaccudoukauums

HasHayeHune B XoCT-
rpynny

Search

Inside Hosts
Outside Hosts
Countries
Africa
Americas
Caribbean
Central America
Northern America
Bermuda
Canada
Greenland
St. Pierre and Miquelon
United States
South America
Asia
Europe

Oceania

Command & Control Servers

Tor

RAannn
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Lar 3: [Nonck MHpMUMpPOBaHHBLIX XOCTOB

[MocTpoeHune 3anpoca
NMoTOKa, BKIOYatloLlero
C&C CepBep

Q Flow Search

|' Clear All | Time Range: Last 12 Hours
Subject: 128.107.78.8 %

Peer: Host Groups: Employees %

SEARCH TYPE

Flow

Subject

HOST IP ADDRESS OR RANGE

128.107.78.8 X

PORT /PROTOCOL

av fNtrn ar IR0/ten

<

TIME RANGE

Last 12 Hours

Ha4yHem c onpegeneHHoro
BPEMEHHOIo AnanasoHa

HanpasneHune
N3Ha4anbHoO B
NnpuBUNErMpoBaHHbIE
rpynnol

v Flow on 1

Connecti

APPLICATIO!I

‘ Select ’
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Llar 4: AHanns3 Bo3BpalleHHbIX pe3ybLTaToB

3arpyska
BpenoHoca

START DURATION SUBJECTIP SUBJECT SUBJECT SUBJECT CONNECTION CONNECTION PEERIP PEER PEER HOS PEER PEER FILE HASH
ADDRESS PORT/PROTOCOL  HOST BYTES APPLICATION BYTES ADDRESS PORT/PROTOCOL GROUPS PROCESS
GROUPS
> Jan27. 1m32s 128.107.78.8 80/TCP United 494 11K HTTP 496.57K 10.100.10.101  49271/TCP Main Campus firefox exe BEOB500D92C2A93E2E
2017 e States (unclassified) e VPN,Employees
8:13:10 View URL
PM Data
»  Jan27. 2s 128.107.78.8 80/TCP United 37.07K HTTP 37.36K 10.100.10.101 | 49787/TCP Main Campus taskhost.exe J473866333D2241BAD6S
2017 & States (unclassified) S VPN,Employees
9:13:55 View URL o A
PM
C&C C 3 Y 3BOHOK “gomon’”
epBsep apakeHHbIN XOCT
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LLlar 5: PaccnenooBaHue 3apa)XeHHbIX XOCTOB

Host Report for 10.100.10.101

Concern Index Target Index Recon c&c
0 0 0 0

OTKpbITb 1
ncceriegoBaTtb OT4eT DoS Target Data Hoarding Exfiltration Policy Violation
xocTa 0 0 0 o

Host Summary Traffic by Peer Host Group (last 12 hours) s

D 10.100.10.101 ¢

Flows Classify History O StealthWatch System
Status: Active ©@Main Campus VPN
©@Employees United States @
Hostname: -
ODHCP Servers
Host Groups: Main Campus VPN,Employees 10.100.10.101
@ Domain Controllers
Location: RFC 1918
ocation ©DNS Servers
Last Seen: 1/27M17 10:17 PM ©Confidential Servers
Policies: Inside OPCI Servers
MAC Address: 00:50:56:b6:4b:1a (VMware, Inc.) @Development Servers Canada®
Quarantine Unquarantine

R R Kq © 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public
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LLlar 5: PaccnegoBaHne MHPULIMPOBAHHbLIX XOCTOB

D 10.100.10.101 ¢

Flows Classify History O StealthWatch System
Status: Inactive ©OMain Campus VPN
OEmployees United States @
Hostname: -
ODHCP Servers
Host Groups: Main Campus VPN,Employees 10.100.10.101
. ©Domain Controllers
Location: RFC 1918 ST
Last Seen: /27/17 10:20 PM ©Confidential Servers \I
Policies: Inside OrtTSenes
MAC Address: - ©Development Servers Canada®
Quarantine Unquarantine
OnpepneneHne )
KacaTtenbHo ywepba:
nornb3oBaTeria n o
. TpebyeT MrHOBEHHOW peaKkumn 1
yCTponcTBa

A - rnybokoro paccrenoBaHus,
Apphcat'on fraffc
pearmpoBaHus Ha UHUMOEHT

MAC Address: MAC Vendor: Device Type:

00:50:56:b6:4b:1a Vmware Inc Unknown Application Total % Sent Ratio Received

User

End

start NetFlow.. 456548 4600 \SesakEN [

/2717 8:12 PM /27/17 10:20 PM

employee1

T2 e 17 gy neivn o

NetBIOS 34143KB 3400 [34143KB" I -

B tanlthiintsbl Acm A Wl Tavimal 1024 inln A ~m Anman lasal A ricmae tanlthintsh Acn A i
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LLlar 6: Rapid Threat Containment

Success

Quarantine request successfully sent to ISE. To view the current quarantine status of the host,
you must go to the ISE appliance or contact your ISE administrator.

Otcbinaert 3anpoc Ha ISE ana Change of
Authorization 1 HazHa4yeHns HoBOM
aBTOpU3aLMm Ha XOCT
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Lar 7: INpogonxeHune paccrnegoBaH U MOHUTOPUHT

Mounck Malware no
ero xawy

Subject: File Hash: 473866333D2241BAD6918D21EBCBESFSEEAI344D816788300BCA290A89FBD3DD Opyron C&C

Connection:

Direction: Total

cepsep

Manage Columns Filter Results

DURATION SUBJECT PORT/PROTOCOL TRAFFIC SUMMARY PORT/PROTOCOL

»  Start 01/27-10:13:00 PM

v
D 10.100.10.101 & 49327/TCP 3.89KB | 10 packets 443/TCP 173.194.203.105 &
End: 01/27 - 10:17:15 PM — B United States
Duration: 4m 15s \View URL Data pg-in-f105.1e100.net
&, RFC 1918 HTTPS (unclassified)
employee1 -—
00:50:56:b6:4b:1a
409.25KB | 908 packets
P  Start 01/27 - 10:13:55 PM D 10.100.10.101 &2 50183/TCP 295B | 2 packets 80/TCP 128.107.78.8 2
End: 01/27 - 10:13:57 PM — B United States
Duration: 2s View URL Data
. RFC 1918 HTTP (unclassified)
employee1

-
00:50:56:b6:4b:1a
37.07KB | 82 packets
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LLlar 7: INpooomkeHne paccrnenoBaHus U
MOHUTOPUHra

CosgaTb NpaBuo angd
yBEAOMIIEHNS O
OyayLmnx cBa3ax

(¢ Custom Event: Communication to Matt's Zeus Servers

Rule/Event Name

Communication to Matt's Zeus Servers

Description:

4

Host Host
includes Host Groups includes v Host Groups v +
Host Groups Host Groups
i Select Inside Hosts s Select Matt's Zeus Server
&
ser: User: +
Devices Devices +
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PeweHue Cisco StealthWatch e aHanuse amaku Pyetya/Nyetya

[A) sMC Dashboard x | [@ X |v] Worm Tracker X

10.13.34.95 v IR

8 subnets

1093357184 10.43.252.243

8 subnets|

Earliest Time = Port H Protocol < Next Hop s Total Hosts Subnet % | Propagated Hosts Subnet !
27 veps. 2017 13:42:26 445 tp 10.233.101. A
27 veps. 2017 13:46:26 445 top 10.239.28. 2
27 veps. 2017 13:36:27 445 tcp 10.233.52. |
27 veps. 2017 13:35:20 445 tcp 10.239.103. 9 All rights reserved. Cisco Public




AHanuns 3awwndopoBaHHOro Tpaduka



[Tpobnema: 3rnoBpeaHbIN Ko akTUBHO UCMNOSb3YeT
TLS-wmndpposaHue

YcTtpouncrteo

a O TLS

- LWndposanHune ¢ nomoubo TLS akTMBHO ncnonb3yetca (camo no cebe
9TO He nnoxo!)

- PelueHus, ocHoBaHHbIe Ha aHanmM3e CTPOK, CTAHOBATCA MeHee
3 pekTUBHBIMA

- [pobnembl BHeapeHua pacwmndposkn (MITM) ans aHanusa:
- [lpmBaTHOCTb; topuandeckmne npobnemol; BHeApeHNE; CTOMMOCTb;, OTCYTCTBUE
Y KIMTMEHTOB XeJlaHnA COTpyaHn4aTb

UHTepHeT
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Haw noagxoa: ncnonb3oBaTth BCe AOCTYIHblIE€ laHHbIE

YcTpouncrtBa UHTepHeT
 J—— _
e

Netflow aaHHble: SrclP, DstIP, SrcPort, DstPort, Proto, #Bytes, #Packets

Intraflow paHHble: pasmepbl nakeToB & BpeMeHHbIe NapamMeTphbl, pacnpeneneHne 6anTos, ...
TLS mMeTagaHHble: paclumpeHusi, Habopsbl wndpos, SNI, nona ceptngukaTos, ...
DNS paHHble: MeHa, TUMbl 3anpoCcoB, BpEMEHHbIE NapamMeTpbl 3anpocoB

HTTP paHHble: 3aronoBkn U conyTCTBYHOLLME NONS, B TOM Yncre apyrux http-sanpocos ¢ aToro e xocrta
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PacwnpeHHaa aHanutuka

3awuncdpoBaHHbIN He3sawmndpoBaHHbI

Tpadmk

3awuTnte n ynpaensanTe CeTbio B peanibHOM BPEMEHM
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Encrypted Traffic Analytics (ETA)

BugnmocTe n obHapyxeHne malware 6e3 paclmgppoBKu

-_—— ‘

O
0100101010
101010010
0010010
001101001
00010
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Encrypted Traffic Analytics (ETA)

NceneposaHua Cisco

MN3BeCTHbIN

0\’./0
Tpaduk malware or g ‘

° o N3Bneyb Habnogaemble MpUMeHUTbL MalnHHOE MN3BecTHble malware
°c @ 0COBEHHOCTUN 13 AaHHbIX oby4yeHne ons cosgaHus ceccun OeTeKTUpYrTCS

° AEeTeKTopoB C TOYHOTbI 99%"
Known

benign traffic

“Ildentifying encrypted malware traffic with contextual flow data”
AlSec ’16 | Blake Anderson, David McGrew (Cisco Fellow)
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Bo3amMoXkHOCTM AaHHbIX ETA
NceneposaHua Cisco

TCP/IP SPLT
Malware traffic
Benign traffic
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Kak Mbl MHCNEKTUpyem Tpadounk?

[MepBOHaYanbHbIN NakeT

TLS Header

L)
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HanTtn BpeaoHOCHYI0 aKTUBHOCTL B 3alLUMPpPOBaHHOM
Tpaguke

Cognitive
Analytics

PaclumpeHHbin Netflow ot
HOBbIX KOMMYTaTOPOB U
MapLupyTmnsatopoB Ciso

PacwupeHHasa aHanutuka n § MobanbHas koppenaums

: [NocTosIHHOE cooTBETCTBUE
MaLlnHHoe oby4yeHne 3HaHU

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



HeMHOro Hayku




TpaanUMOHHBLIN aHann3 CeTeBbiX MOTOKOB

srclP, dstIP, srcPort, dstPort, prot, startTime, stopTime, numBytes, numPackets

3axsar okcnopT AHanus XpaHeHune

3axBaTt

3axsaTt
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COop pacLUMPEHHON TENEMETPUN

srclP, dstIP, srcPort, dstPort, prot, startTime, stopTime, numBytes, numPackets

3axsaT JkenopT Ananus XpaHeHue

3axsar

3axsaTt

metadata

[lononHuTenbHas
MHdOpMaLNA O

AaHHbIX
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N YcTponcrtea

CISCo 6e3onacHocTH
) y |
Knaccudukatop «OTnevyaTkn» |
OnucaHua Mpasuna |
flow recor&

CemencTBo I

BMNo

flow recork

M O6HapyxeHue
ETTA data punoxeHune BMO

v

ETTA data

KoHTeKkCT ycTponcTBa
OnepauwnoHHas cuctema (OC), NMpunoxenne, PMTU, RTT, BI1O, ...
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Habop AaHHbIX, NCNOSIb30BaHHbLIM B UCCNeaoBaHU

T amaaRERERE

[MoTOKM AAHHBIX C U3BECTHLIMMN O6yueHwe KnaccudukaTtop
obpasuamu BpegoHocHoro MO XpaHeHwue MpaBuna
«Yuctble» ° .
naHHble 5
MeTtagaHHble
Paamepbl nakeToB
TLS

DNS
HTTP
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[1OTOKM OaHHbIX C
n3BeCcTHbIMKN obpasuamm BINO «YucTble» OaHHbIE

- 3anucu ceteBoro obmeHa n3

- lemnnutapusosaHHaa 30Ha
cucrtemMmbl AgUHAMWN4YEeCKOIro aHalsin3a

Cisco ThreatGRID (B dpopmate CETN KpynHOM KOMNaHN:
pcap): « ~10-15 MMNNMOHOB MNOTOKOB B
- 5-Tn MNHYTHblIE CECCUN aHaAlIN3a, AEHb, 5
. O6pasubl ¢ Threat Score = 100/100; - ~500 nonb3osatenen

- MunnuoHsbl pcap-gannos: - IP-appeca

. AHOHNMWN3NPOBAHHLI.
- ~5,000-15,000 HOBbIX KaXXAblX OEHb;

« COTHM MUNNMOHOB MNOTOKOB

g ="
3 ThrestoRID !/5
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Tunbl 4aHHbIX, NCMOMb30BaHHbLIE N3 pacLUNPEHHOW
TenemeTpun

- SPLT — Sequence of Packet Lengths and Arrival
Times, unu pacnpegeneHne NaketoB U nXx

nocnegoBaTeribHOCTEN C YH4ETOM BPEMEHHbIX @ D
NHTepBaroB

- BD - Byte Distribution nnu nobantHoe m—
pacrnpeneneHuve .i.ﬂb R

- BE - Byte Entropy unun nobantHas aHTponus
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SPLT - pacnpegeneHue nakeToB U UX
nocnenoBaTenbHOCTEN C YH4ETOM BPEMEHHbLIX MHTEPBANOB

o °

[MakeTbl cepBepa [lakeTbl KnNneHTa

Bpewms
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BD - nobantHoe pacnpeneneHmne

E T T P / 1 . 1 2 0 0 O K

(11148 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b
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BD - nobantHoe pacnpeneneHmne

gsE|T T P / 1 . 1 2 0 0 O K

(11148 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b
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BD - nobantHoe pacnpeneneHmne

gE)lT,T P / 1 . 1 2 0 0 O K

(11148 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b
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BD - nobantHoe pacnpeneneHmne

H T|T|P / 1 . 1 2 0 0 O K

(11148 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b
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BD - nobantHoe pacnpeneneHmne

HE T T|P|/ 1 . 1 2 0 0 O K

(11148 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b
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1. Cobpatb 6onbwe pAaHHbIX! AN
2. bonbwe ¢yHKUMA!

3. MoguduumpoBatb otbop yHKUMIA
4. YBeNUUUTb CNOXKHOCTb MOAENU*

TpeHupoBka u
TecTupoBaHue
Knaccudukaropa

PaspaboTtka MpoueccnHr
dYHKLUMI JaHHbIX

C6op gaHHbIX

v
~99% BCeX ycuaum

o MawuHHoe
Kpy»XeHue

3HaHue
obyuyeHue

\ 4

* Ecnu 6onblue HUMYero He nomoraer
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TecToBbI HAOOP AAHHbIX

- BpenoHocHbIN koA
- 3anucu ceteBoro obmeHa (pcap) ¢ aBsrycta 2015 no man 2016 n3 Cisco ThreatGRID;
- Tpaduk TLS (443), 6onbwe 100 6anT Ha BXOA W BbIXOA;

- 225,740 noTOKOB; ceTeBasa Tenemetpus oborawianacb MHgopmaumen o TLS-extensions, wngp-
Habopax, 1 paamepax nybrIMYHbIX KIoven;

- «XopoLun TpadouK»
- Tpadwuk B3aT n3 DMZ kpynHon komnaHum
- Tpaduk TLS (443), 6onblie 100 6anT Ha BXoA4 W BbIXOA;

- 225,000 noTokoB; ceTeBas TeniemeTpma oboraianacb nHpopmauuen o TLS-extensions, wndp-
Habopax, 1 paamepax nybsIMYHbIX KIoYen;

- 10-kKpaTHada nepekpeCcTHas nNnpoBepkKa AaHHbIX
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[lo6aBrieHa KOHTEKCTHasA MHdopmaums

- DNS - HTTP
- Alexa Lists - Outbound/inbound header fields
- Lengths of DN and FQDN - Content-Type
- Suffix - User-Agent
- TTL - Accept-Language
« % Numerical Characters - Server

- % Non-alphanumeric Chars - code
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VIHTepecCHble dbaKThbl:

« 3noBpeabl Hanbonee 4YacTo
NCMOb3YIOT:

DNS Suffix: org

DNS TTL: 3600

TLS _RSA WITH _RC4_128 SHA
HTTP Field: location

DNS Alexa: Not Found

HTTP Server: nginx

HTTP Code: 404

INNerntnmHbIn Tpadumk Hanbonee 4YacTto
NCMOIb3YET:

TLS Ext: extended _master_secret
Content type: application/octet-stream
TLS DHE_RSA WITH _DES CBC_SHA
HTTP Server: Microsoft-11S/8.5

DNS Alexa: top-1,000,000

HTTP User-Agent: Microsoft-CryptoAPI/6.1
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ObHapyxeHune 3awindcppoBaHHoro BI1O

A

SPLT+BD

SPLT+BD+TLS+HTTP+DNS
SPLT+BD+TLS+HTTP
SPLT+BD+TLS+DNS
SPLT+BD+TLS

HTTP+DNS

TLS+HTTP

TLS+DNS

HTTP

DNS

TLS

Acc. 0.00% FDR
99.993% 99.978%
99.983% 99.956%
99.968% 98.043%
99.933% 70.351%
99.985% 99.956%
99.955% 99.660%
99.883% 96.551%
99.945% 98.996%
99.496% 94.654%
94.836% 50.406%
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