uchopmau,MOHH
6e30MacHOCTM. ﬂo.qxon Clsco

| laBen PooroHOB
Prodiono@cisEO.com,




CoCcTOodHME
Knoepbe3onacHOCTH

L5114




ATakun B YKpanHe - gekabpb 2016

W

YKpaina
BO (b'\\-\a“c.'\a‘i\«\)zi'\w

Nepxasue

M'\HiCTepm

Cant MiHocBiTh He npautoe yepe3 DDoS-
el aTaku

“ Tpusatotb po60TH 3 BiAHOBNEHHA POGOTH CaHTy.
_— Cait MinicrepcrBa OCBiTH | Hayku
‘rEOKAAAnP pra]‘HM He npauloe BHaCﬂiAOK DDoS-

aTaku Ha BUXIAHWUX.

AEFX ABHA CIY XEA YXPAIHM
INATAMD TECAEIN KAPTOIPADN TA KAQACTHY

Mpo ue nosinoMunu B npec-cnyxo6i
BiAOMCTBa, nepenac "lurepdaxc-
Ykpaina“.

fik po3nosinu B MiHoCBiTH, CaMa aTaka
Binbynacs BUXiAHMX i B pe3ynbrari
CaWT AoCi He npautoe.

®oro: autocentre.ua



HoBbIM UrPOoK. Ckaxn «npmee™ ‘WannaCry’

» HoBbIll BapraHT BBIMOTATENS HAYaJI KOMIIPOMETUPOBATh cucTtembl 12 masa 2017

« Hcrnonb3oBan ysi3BUMOCTH, KOTOPbIE OBUIH MponaTyeHsbl ¢ moMotiso MS17-010 B mapte 2017




WannaCry waraet no nnanHete - man 2017

[25855, 'RU']
[22986, 'CN']
‘tses. Cisco Umbrella 614, TW,
5054, 'US
[3087, 'CA']
[2195, 'KR']
[1712, 'FR']
[1394, 'IN']
[1132, 'BR']
[943, 'HK']
[656, 'IP']
[651, 'GB']
; ’ [546, 'DE']
[518, 'PL']
[517, 'CL'"]
[480, 'MX']
[436, 'IT']
[430, 'VN']
[403, 'AM']

20 [397, 'KZ']

Countries With (363, :RO:]
Infected Systems Distributior [362, 'AR']
2017-05-13 00:42:52 (UTC) ’ ’ [337, 'MD']

[330, 'PH']
[277, 'TH']

] |
g



PacnpocTtpaHeHne WannaCry

445 TCP
Scans IP subnet

445 TCP = =|
==

1 3™ ETERNALBLUE

2 DOUBLEPULSAR

O

445 TCP
Scans external IPs




S HODAN port:445| country:ua "SMB Version:1" !product:Samt e} Explore Downloads Reports Enterprise Access Contact Us

#% Exploits % Maps ® Share Search & Download Results Ll Create Report
JOTAL RESULTS 46.149.178.112
1 2,767 Windows 10 Pro 15063

Kalush Information Network LTD

™ Ukraine, Ivanofrankovsk
Details

SMB Status

Authentication: enabled

SMB Version: 1

Capabilities: unicode,large-files,nt-smb,rpc-remote-api,nt-status,level2-oplocks,lock-and-read,nt-find,infolevel-passthru,large-readx,large-writex,lwio,ext

Ukraine 12,767

TOP CITI ES ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Windows 7 Home Premium 7601 Service Pack 1
Kiev 2,703 Intellect Dnepr Telecom LLC

Dnepropetrovsk 1,301 ™= Ukraine, Dnepropetrovsk

Kharkiv 650 Details

Lugansk 436

Kharkov 141 SMB Status

Authentication: enabled

TOP ORGANIZATIONS SMB Version: 1
”””””””””””””””””””””””””””””” Capabilities: unicode,large-files,nt-smb,rpc-remote-api,nt-status,level2-oplocks,lock-and-read,nt-find, infolevel-passthru,large-readx,large-writex,lwio,ext

PJSC Ukrtelecom 802

Triolan 800

rlvstar GSH %8 37.115.149.55

Private Stock company Sater 526

1]" (o3 255 Windows 7 Ultimate 7601 Service Pack 1

Kyivstar GSM

Lipogrrgmonroga nocne WannaCry

Windows 7 Ultimate 7601 Service Pack 1

Windows Server 2012 R2 Standard 9600 1,112 SMB Status
Windows 10 Pro 15063 929 Authentication: enabled
Windows 7 Professional 7601 Service P... 512 SMB Version: 1

Windows 8.1 Pro 9600 472 Capabilities: unicode,large-files,nt-smb,rpc-remote-api,nt-status,level2-oplocks,lock-and-read,nt-find,infolevel-passthru,large-readx,large-writex,lwio,exi



MtoHb 2017/. Nyetya. OH ke Petya-A. OH ke He-lleTd

#! > Vcnonb3oBan noBepPEHHbIN
KaHan byxrantepckoro MO ana

| [10CTaBKU B OpraHM3aLmnm

| > Wcnonb3oBan rubpuaHyio
MeTOA0/10rMI0 pPacnpocTpaHeHns
'y > Lndposan dpainbl He ¢ Lenbio

) noay4yeHmna BblKyna, a Ans
HaHeceHuA YPoHa

PaccneposaHue atakum ot rpynnbl Cisco Talos — The MeDoc Connection

http://www.cisco.com/c/dam/global/ru ua/solutions/security/ransomware/pdfs/cisco blog ransomware attack ua upd4-graphics.pdf




Nevytya/Petya: pe3ynbTaTbl aTakm

* [1o 10% KopnopaTMBHbIX
KOMNbOTEPOB ObI/I0 MOParKEHO
OAmutpun LLUnmkms

aaaaaaaaaaaaaaaaaaa

Ukraine
Germany [l .06 %
Poland i} 5.81 %
Serbia [ 2.87 %

7524 %

Greece 139%

Romania 102 %

Russia | 0.82 %

Czech Republic  0.82%
Rest of the World ] 2.94 %

* [loTepwu oT Petya.A cocTtaBunu
S850 MAH
CtpaxoBaa Komnanua Lloyd's

il
e 1/3 6aHKOB NOCTpPagano B xoae * @wuHaHcosble notepun Ao 0.2 -
aTaKu 0.5% BBIT
AHTOH KyauH, llenapTameHT JKCnepTHaA OueHKa

6e3onacHoctn HBY

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



CCleaner

 [lerntnumtHoe 1O ¢ BCTPOEHHbIM
63KOOPOM

« OBbHapy»xeH Cisco npw
TECTUPOBAHUM BETA-BEPCUM
CUCTEMbBI 3alUMTbl OT malware

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public

& Piriform CCleaner

CCleaner Free

6

Windows Applications

e Internet Explorer A
v Temporary Inkernet Fles

History

Cookies

Recently Typed LRLs

Index.da files

Last Download Locaton

AR

Autocomplete Form History
Saved Passwords
Windows Explorer
v Recent Documents
v Run (in Start Menu)
v Other Explorer MRUs
v Thumbnal Cache
v Taskbar Jump Lists
Network Passwords
& System
Empty Recycle Bn
Temporary Fikes
Clpboard
Memory Dunps
Chiedsk Fle Fragments
Windows Log Files

voam Cowme Mmmmebiomm

S N T N N N N

' Check for updates



OcobeHHocTn CCleaner

 [lognmncad neranbHbIM
CEPTUPUKATOM

& ccsetup.533.exe Properties

Security I Details I Previous Versions
General | Compatibility Digital Signatures

General I Advanced |

Nimib el e cbiine Valaime e bie -

Certificate

General | petais | Certification Path |

g Certificate Information

* Ensures software came from software publisher
* Protects software from akeration after publication

* Refer to the certification authority's statement For details.

This certificate is intended for the following purpose(s):

Issued to: Piriform Ltd

valid from 3/ 11/ 2015 to 10/ 10/ 2018

Issued by: Symantec Class 3 SHAZ256 Code Signing CA

Install Certificate. .. | | Issuer Statement

Learn mare about certificates




$DomainList = array(
"singtel.corp.root",

"htcgroup.corp",
Llleﬂb aTaKM "samsung-breda",
“"Samsung",
"SAMSUNG.SEPM",
""samsung.sk",
“jp.sony.com",
e HanpaBﬂeH Ha KPYIHblE KOMINMaHW BO "am.sony.com",
BCex CTpaHax ::gg.gauselmﬁnn.com",
vmware.com",
- 3apaann HecKomMbKo COT ThicAY g;;gg;giﬂi:{ggﬁ

KOMIMbHOTEPOB "ntdev.corp.microsoft.com",
"*c¢isco.com",

°/ADMGMCM%JﬂMCuMHﬂMHMpOBaHHOCTb
"uk.pri.o2.com",
ATaKYOLWNX "vf-es.internal.vodafone.com",

"linksys",
""apo.epson.net”,
“msi.com.tw",
"infoview2u.dvrdns.org",
"dfw@l.corp.akamai.com",
"hq.gmail.com",
"dlink.com",

"test.com");



24 okTa6psa 2017
Crnegymn 3a «MnoxXmm KPOMMKOMY!

BAD RABBIT Time left before
the price goes up




24 okTa6psa 2017
Crnegymn 3a «MnoxXmm KPOMMKOMY!

Odes3 M

international airport "‘

« BadRabbit -- maccosag ransomware
KamMnaHus

o [lopa)eHbl opraHmMsaumm B YKpamnHe,
Poccun, bonrapumn, Typumm

* OCHOBHOW BEKTOP 3apaXeHus — NOOAENbHOE
obHoBMNeHne Adobe Flash

e llcrnonb3yeT MeToObl MocnefoBaTEelbHOMo
pacnpocTpaHeHus 13 Petya/Nyetya




Kak 3aWmnTmnThCH?

ToueuHble CPeacTBa 3aLLWThI OpraHnsaunn ¢ apxXMTeKTypou
OKA3aNMCh HEAMMDEKTUBHBIMA ‘ 6€30MaCHOCTHIO OBOLLMUCH

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public M M H M M a]—l b H bl M M I_I OTe pg M M



CepedbpsaHon nynm He CYLLECTBYET...

[lecouHnubl

KOHTpOIMb
NPUNOXEHNI

DS / IPS
UTM

MCO/VPN



KMHUEBOW MYHKT: 3alWMTUTb U OOHAPYXKUTD

« Cenyac bonbluas yacTb TpaT |IT 6e30nacHOCTH
NPUXOANTCA Ha PaHHME CTagumn PekorHocumnpoBka
NOCNefoBaTENbHOCTY aTaku

27 3axBaTuUTb Nnaugapm

« Hy>keH gpyrovn 6anaHc - [locTaeka
3noBpena
-« “OpraHusauum AoMKHbl UI3SMEHUTb NPONopLUIO0 —___OKcnvaraums

uHBecTULuun ot 90% Ha npepoTepaweHue n 10%
oOGHapy>XeHUA n pearnpoBaHUA Ha NPOMOPLMUIO.

60/40 [TokanbHag KoMMpomMeTaums

KomaHabl 1 yrnpasneHue

[MeTep 3oHpgeprapa, MapTHep

ocrnegoBaTteribHoEe
DACMNPOCTPaAHEHNE

3akpennexme

oKchunbTpaLms

BRKSEC-2309



[TocTynaTtbl Cisco angd pa3paboTkKM Noaxoaa

OcBeJOMMEHHOCTb O PeannidyemocTb HexBaTka nepcoHana
npobnemax 6e30MnacHOCTH nogxona

TpebyeTca nsMeHeHre nogxona K nocTpoeHuto Vb

) v
¥ g
. L) L
oy T I | [ R — L - 1 1 — T |
1 1 1 1 i 1 1 1 1
1 1 I ! ! |
1 1
1 1 [ i I N I [l |
1 i [} \ I \ ! 1 i
1 ! I 1 1 1 I 1 i
\ \ I 1 I 3 ! \ Ji
\ \ I \ / \ ’ \ F
\ \ 1 \ ’ A r/ \ /
\ \ / \ / 3 ! \ /
. \ / \ / \ / \, A
\, \ / N, / 3, / N, 4
\, \, / 3 4 -y % \. 4
Y . / \, / 3 A N /
3 N g . 2 N - N ,

BruonMocTb 3HaHV|e Vrpo3 HnaToboprl KOHcaﬂTl/IHF MHTerpaums VnpaBneHme

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



[TopTdhonno CisSco yumTbiBAET OaHHYHO MOOEMD

 JlasmuadT ipos:

NGIPS /| AMP Advanced Malware Protection
e ——————————————

CooTBeTcTBME
HOPMAaTUBHbBIM
TPEOOBAHMAM

OKOHOMMKA

B1OMMOCTb M KOHTPO/Mb
© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



HoBas Modenb JOMKHa OblTb PeanM30BaHa
NOBCHOY, @ HE TOMbKO Ha nepmumeTpe!

[lla HOLLIAT VP03

B onpeneneHHbin : :

MOMEHT HenpepblBHO



OT MOOEeNn K TEXHONMOMMam

AHOLAaT VEPO3

1

—

BUOMMOCTb M KOHTEKCT

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



DoKYyC Ha Yrposbl

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



[ Ipobnembl ¢ NOAXOO0M «cOenam cam»

basunpyeTcsa Ha npaBunax
3aBUCUMOCTb OT CMOXHO
CO3[0aBaEMbIX BPYUHYHO MPaBun

e  3aBMCUMOCTb OT UENOBEUECKOIO
L . doakTopa
HeBO3MOXXHO MOTKU

3aBMCUMOCTb OT BPEMEHHU
3aHMMaeT HeJenm Unn MecsaLbl Ha
ObHapy»keHune
TpebyeT NOCTOAHHOIO THOHKUHIA

B HOTy C
1 nocnegH1MMm

yrpo3amm

C@) ¥ O 1110100010‘

o
o CN o OueHb CnoXHOo
w 9 «  YacTo TpebyeT
KBanMOULMPOBAaHHbIM NepcoHan
ONs ynpasneHnsa 1 nogaepskm




Cisco SIO + Sourcefire VRT = Cisco Talos

Sourcefire

VRT®

(Vulnerability
Research Team)

Cisco® 1001 1110 Ol ONOOI 108 310 000101 1100110 110 OIl 100}
101000 0110 00 011000 | - KonnektuBHas | 10000 10010111 0001110

SIO 0000111000 001 1Ol |||,‘."" UHopmaums 1100110 1100111 1011 1001 Ol
©esonacHocTu Cisco

- pp—
< Ll www O - EHB v 180,000+ npumepoB ¢hainnos B AeHb
Email Endpoints Web Networks IPS Devices SS:OBHGHMR Kaxable 3=9 FireAMP™ Community, 3+ MnH
Advanced Microsoft
1.6 MnH ceHcopoB  35% u Industry Disclosures
100 TB r::;az;o fIOATOBOTO Snort u ClamAV Open Source Communities
AaHHbIX B AEHb
13 mnpA, Honeypots
150 mI||I0n+ web 3anpocos
. 1 ™
KOHEUHBIX TOYeK Advanced Malware Protection S OSSR A L
600+ g:e);ZX3.6 3 YacTHble u oTkpbiThie Threat Feeds
LA
:g:ﬁ::g;:{ef::mw v 40+ [JWHaMnH4Yeckun aHanus

A3bIKOB



OueHnTe MacluTabd oxBaTs

GO gle how many searches google per day U2 “

Web News Videos Images Shopping More ~ Search tools

About 14,600,000 results (0.49 seconds)

Google now processes over 40,000 search queries every second on I pO)Kl/I BacT
average (visualize them here), which translates to over 3.5 billion 1apda yenoBek
searches per day and 1.2 trillion searches per year worldwide. The

chart below shows the number of searches per year throughout

Google's history: Okono 3-x yrpos

Google searches - Internet Live Stats Ha KaXaoro
www.internetlivestats.com/google-search-statistics/ XUTEens 3emMnu
npPuUxXognTcs

Feedback exe D.H €BHO



5 0enapTaMeHToB

90 MJIPJI

<4
aAm
.

A»
H
vl —)
DNS-3anpocoB B JI¢Hb

.%. 18.5 MJIPI / 1,5 MJIH

DETECTION
RESEARCH

daiioB / CEMILUIOB B JI€HB

sish |G \MJIPI

‘i—
Web-3amnpocoB B jeHb

4 600 MJIP/L
—

«—
cooOMIeHnit email B IeHb

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public

OUTREACH

VULNERABILITY R&D



m YepHble cnmcku
n penyTtaums

|

0

Moar apxutekTtypbl 6esonacHocTtn Cisco

JloByLwikn ons
P 1S crnama, foBYLLUKM
\
[/ / ANnsi Xakepos,
‘b / WHTEeNneKTyarnbHble
. 4 y
aHanusaTtopsbl

MpaBuna n noruk -
bl ‘ 2 Pervnctpaumns
4

T

Cisco Talos CHrHaTypH

lNpoBepka
KOHTEHTa

MapTHepcTBO
CO CTOPOHHUMM
paspaboTynkamm

’Av‘ WWW @ s o WccneposaHuve

yrpos

Hencrteytowee HeHnagnexawum nnm MecTto ansa BpenoHocHoe
coeanHeHne SMTP? HeXxenaTternbHbIN KOHTpONA U gencrene?
© 2017 Cisco amd(g§'aoﬁ)\ares All rights reserved. (KQJ"HT@(HT? yl'lpaBJ'leHVlFl? (ASA/IPS)

(ASA/WSA/CWS) (ASA/WSA)



[ 0e yBnaeTb nccnegoBanmsa Cisco Talos?

. Ta LDS A 40 AM  CONTACT US I'Isl'lslél‘;‘ | | Log In to Cisco.com

Technologies ustrie t v xpert to K

We Keep Your
Network Safe.

APRIL 3, 2017 6:01 PM
P/ GNERES
This blog was authored by Warren Mercer and Paul Rascagneres with
contributions from Matthew Molyett.

stry-leading threat intelligenc:
time using the la

world to p 2 < n and em

protect your organization A few weeks ago, Talos published research on a Korean MalDoc. As we
previously discussed this actor is quick to cover their tracks and very quickly
cleaned up their compromised hosts. We believe the compromised infrastructure
was live for a mere matter of hours during any campaign. We identified a new
campaign, again leveraging a malicious Hangul Word Processor (HWP)
document. After analyzing the final payload, we determined the winner was... a
Remote Administration Tool, which we have named ROKRAT.

Like in the p...

nttp://www.talosintelligence.com http://blogs.cisco.com/talos



«[NpogykTbi» Cisco Talos

Pa3Benka [1K CeTb Oo6naka Email Web Open Source Yenyru
NPOAYKTbI

ThreatGrid FirePower/ASA CWS ESA | ClamAV WSA Snort Rules

ISR CES SpamCop CWS ClamAV Sigs

\WISIEIN OpenDNS SenderBase ClamAV

CEPBUCHI OBHAPYXEHUNUA

Cloud & End Cloud & End Policy & Control URL, Domain, IP Email Reputation  URL, Domain, IP  Vulnerability Cloud & End
Point IOCs Point IOCs Reputation Reputation Protection Point I0OCs
VEIVEIE VEINEIE VEINEIE Malware VEIEIE Malware Malware Malware
Protection Protection Protection Protection Protection Protection Protection Protection
URL, Domain, IP IP Reputation URL, Domain, IP  AVC URL, Domain, IP  AVC Policy & Control URL, Domain, IP
Reputation Reputation Reputation Reputation

Network Vulnerabllity Phishing Vulnerability
Protection Protection Protection Protection
POOT & Spam ustom

Detection Protection



A

PeweHua Cisco: nonHoTa oxeara

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



Bonpochl, Ha KOTOPbIE MOMOTYT OTBETUTb PELLEHUS
CIsco

- Y70 npucyTCcTBYET B MHDPACTPYKTYPE, B KAKOM COCTOAHUN HAXOOATCA 9TV nnaTdpopmMbl (U
NPY HEOOXOAMMOCTU OrPaHUUMTL OOCTYN HEeHaOnexallmx YCTPONCTB)

- Kak obecneunTb OeENCTBUTENBHO TMOKYHD KOHTEKCTHO-3aBMCKMYHO MOMNUTHKY 6E30MacHOCTH
B paMkax Bcen NT-MHMPPaACTPYKTYPbI

- KTO 1 Kak _peanbHo_ B3aMMOAEMNCTBYET MO MO CeTeBOM MHPpaCcTpyKType (paboTatoT nu
NONMUTUKN)

-  KoMmnekc BOMpoCOB M MPOBMIEM, CBA3AHHbBIX C 3aLUMTOMN MEPUMETPA

- YTO genatb, ecnm Mbl 8 YaCcoB Halafd NPONYyCTUMM B CETb doans, KOTOPLIN, KaK OKa3anocCh,
Oblfl BDEOOHOCHbBIM?

- Kak Moa MHpacTpyKTypa BuIrMAaUT And BCero mmpa’?

- Kakune MHUMOEHTB NPOU30LLNIKM B MOEW MHADPACTPYKTYPE?



A

BHYTREHHAR MHPPACTRYKTYPA

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



CEerMeHTUpymTE CETb U KOHTPOMUPYMUTE OOCTVIT

CeTb Kak 3almMTHaA cTeHa

PONIEBON KOHTPOMNb AOCTYMa Ha 6ase TONonormu, KOHTpONb OOCTyMa rnonb3oBaTenen Ha 6ase
| crnocoba goctyna (TrustSec/SGT, ISE) YCTPOWCTBA, MECTOMOMNOXXEHUSA, TUMNA CETU, BRPEME

MerTaLys ce (VLAN, TrustSec/SGT, VRF/EVN) A Apyrvx napameTpos (ISE)
Duanueckme v BUPTYanbHble pa3peLleHus 1 3ank

(Access Control Lists)

EouHasg nonutuka ans
NpoBOAHOr0/6eCnpPOBOAHOrO/YAaneHHoro A0
(ISE, Unified Access Switches)

jates. All rights reserved. Cisco Public




[MnaTdhopma Cisco Identity Services Engine (ISE)

ISE - 3710 LEHTPAlNMM30BaHHOE peLlleHne, KOTOPOE NO3BOMNAET aBTOMATU3NPOBATb YIpaBrieHne JOCTYMNOM K CETEBbIM
peCypCaM C YUYETOM KOHTEKCTA, «nogefmiMTbCA KOHTEKCTOM» C APYIMMN pELLEHNAMUM U aBTOMATU3NPOBATb 3aLLINTY

MoeHTndmkaums, CeTeBble pecypchl
npounnpoBaHue u o

OoLeHKa COCTOAHMSA

TpagnumMoHHas TrustSec

['OCTEBOM OOCTYnM

Hoctyn BYOD

CooTBeTcTBME bbicTpas nsonaums
HopmaT1Bam yrpos

KOHTpONNep
ISE pxGrid



ISE obecneurBaeT cerMeHTauuto CeTH

SGT_Guest SGT_Building SGT_Employee

. [Ina no6bIX i.@ Henesemen h
nonb3oBaTenen u .-
YCTPOWCTB @ o Y

- B KauecTBe MHCTPYMEHTA s
MOryT ObITb Mtobble . - .
ceTeBble YCTPOMCTBA w% @i’ R,
(dparepsons,
KOMM yTaTQ p bl, SGT_FinanceServer SGT_Printers
MapLpyTudaTopsl, WiFI...) =




Cisco Platform Exchange Grid (pxGrid)

[ ToBbILLEHWE 3MPEKTUBHOCTHN PELUEHUN MAPTHEPOB UEPES OOMEH
KOHTEKCTOM

L4To bonee NonesHO C TOUKM 3PEHNS 6Ee30MacHOCTU?
192,165 FUTMIES

iIPad Bacw B ctpoeHun 1

COOMPaAEeT KOHTEKCTYyanbHble “big data”

@ pearvpoBaThb

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public

Cisco ISE

MOEHTUDULUMPOBATD, HEMTPANNM30BbIBATb U




[lerko MHTerpmpyeTca ¢ NapTHEPCKMMM PELLEHUAMM

ISE pxGrid
controller
< 9@ ) Y O ll'lollla .
Lancope splunk> ¢\, BT ex ~N ©BAYSHORE ESNQ,Q!?UIE Infoblox 32 ‘cisco’ Meraki e
SEM  EMM/MDM  Firewall  “oinerability - Threat 0 apvysso pecap WeP - cpgp  Performance

Assessment Defense Security Management



|ISE 3TO KpaeyronbHbi KaMeHb BaLlmx CiSCo
peLeHn

CWS Netflow

AMP Threat Grid
Lancope StealthWatch FireSIGHT Console

WGSA
ESA

NGIPS

MP @

FirePOWER Services




Cuctema StealthWatch (ceTb kak ceHcop)

.. OO0

NetFlow
02000
& w StealthWatch e JULLILIINS = S =

p_{ MOHUTOPUHI Ha BCEX YPOBHAX B pearnbHOM BPEMEHM

EO3 * AHanMTMKa C UCMNOMNb30BAHUEM [OaHHbIX,
COBOMPAEMbIX MO BCEN CETH

« OBbHapy»>KeHME pecypcos

* [IpounmpoBaHne ceTu

* MOHUTOPWHI BbIMONMHEHUS MOMUTUKKM BE30MaCHOCTH

« OBbHapy»>XeHMe aHoOManmm

* YCKOpEeHMe 06paboTKM MHLUMOEHTOB

Cisco® ldentity

Services Engine [encTere ona HerTpanmsaumm
Yrpo3bl



AHanni3 NetkFlow ¢ nomouwbto Stealth\Watch

= — : —
~_ — .
— » - 7 . - ' _ { {
: . £ v :
& e _ -
L] —~ '
3 ) ~ .
]
"t | .
ol -
X, p |

[lyulee

¥ nonumaHve/

+  peakuus Ha
loC

BoigeneHue
O6bHapy»xeHue loC

R

OnpeneneHve Bcex MonuTuKa U
NPUNOXKEHUI U CerMeHTaLms
CEepBUCOB B CETU

Coop OaHHbIX 060 £

BCEX o
B3aUMOOENCTBUSAX, E
XopoLuasa 6asa anA m

ObHapy»keHune ' |
paccnefoBaHui [T

aHomanuit (NBAD)




KoOMMNOHEeHTbl cnctemMbl Stealthwatch

Stealthwatch
Management
Console

1
I

I----------------------------r-----------

— '

i
Coop nannbix o norokax (Flow Collector) Cisco ISE Fe?d
I

UDP-ngupekTop

I

3 I

@ @ I
Konrentparop | | Cloud License ﬂ E E E E E E

qutst yerpoiicrs | | Concentrator &
Agents

[anHble JlaHHBIE 00 aKTya bHBIX yrpo3ax
CeHcop IOTOKOB

O ITOJIB30BATCIIAX
NetFlow, (Flow Sensor)

Be6-npokcu " @ U YCTpOMCTBax k /
syslog, SNMP Nudpactpykrypa, 7 ;/

nonaepxkuBatorias NetFlow




AnyConnect - 6onblue uem npocto VPN

OueHka Cloud Web W Mo
aynb
SSL/DTLS = cocrosHns Security/ cannnvKaHT AMP CeTeBoi

VPN : Enabler
(HostScan/ISE) OpenDNS (Win Only) BMOMMOCTH

IPsec VPN

—

ba3oBbit VPN PaclumpeHHbiii VPN Gﬂ,pyrwe CepBuChl

© 7 (Sisco and/or its affiliates. All rights reserved. Cisco Public
WLC g




NepumeTp
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[lepumeTp: Habop MPU3HAHHbBIX PELLEHUN

- Web Security Appliance - anpobunpoBaHHasa nnatdpopma OUMCTKN BED-
TpadomKa

- Email Security Appliance - npn3HaHHbIM B OTPACIM aHTU-ClNam
[ ToMHWTE NPO BO3MOXHOCTbL nepedannch URL n otcnexmBanmna knmkos!!!
[TOMHUM MPO BbUMCTKY Almka B Office365 no ganHsiM AMP B ESA 10.0

- Cloud Web Security (exScanSafe)/Open DNS
- Cloud Email Security/....
- COBpEMEHHbIe MexXceTeBble aKpaHbl/CUCTEMbI MPeaoTBPaLLEHNA BTOPXKEHWN

.- [Mnatpopma Cisco AMP - He Tonbko nepumeTp (Bkiouada ThreatGrid)



[TnaTtdopmbl Cisco NGFW

Firepower Threat Defense Firepower ceomu 2100 Firepower cepun 4100
ana ASA 5500-X P P n Firepower 9300

250 Méut/c -> 1,75 'but/c 2 [out/c -> 8 [But/c 41xx = 10 ['6uTt/c -> 24 ouT/C
(cepucbl NGFW + IPS) (cepsucbl NGFW + [PS) 93xx = 24 ['6uT/c -> 53 [BuT/C

Bce nnatgopmbl NGFW ynpaenatoTcsa Firepower Management Center

'(@'2')7'7.6‘3'0'aﬂd/or its &Hiates. All rights reserved. Cisco Public
CISCO
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AHanNMTMKa 6e30nacHoOCT

1 URL

[lononHeHmne mexaHmamoB 6e3onacHocTn Ha ba3se |IP

OuHamunyecknn pug TALOS, cTopoHHME puabl n
CMNCKU

PasnunyHble kaTeropuun: BpegoHocHoe MO, duwuHr,
CnC,...

Pa3Hble gencteuga: Allow, Monitor, Block, Interactive
Block, ...

HacTpoika nonuTuk ¢ NOMOLL b Npasui 4ocTyna unm
YepHOro crnmncka

Tern loC ana URL CnC un BpegoHocHoro 10
HoBbin Buaxet ansa URL Sl

Momewenne URL-agpeca B YepHbLIN/BGENbIN CNUCOK C
NOMOLLIbIO OQHOrO LEenyka

Editing Rule - URL Allow

Name URL Allow

Action  « Allow

Zones Networks VLAN Tags

Categories and URLs ¢
[ 4 Search for a URL

@
|

£ Global Blacklist for URL
.~ Global Whitelist for URL

URL Attackers

URL Bogon

URL Bots

URL CnC

URL Malware

URL Open_proxy

URL Open_relay

Vi

. Users  Applications

r

W/ Enabled

IPS: no policies

Ports

Move

Variables: n/a Files: MalwarePolicy

., ISE Attributes

Add t

KaTteropumn

'@'2')7'7.6'3'0'aﬂd/or its &Hiates. All rights reserved. Cisco Public
CISCO

© 2017

|
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AHann3 DNS-Tpampuka

[Mogoepkka aHanMTUKN 6e3onacHoCTn Ans
NOMEHOB

PelueHne BonNpocoB, CBA3aHHbIX C JOMEHaMM
fast-flux

[MpenocTtaBnsiemble Cisco n onpeaensiemble
nonb3oBaTtesiemM (NMbo BbIbpaHHbIE BHELLHKE)
domnabl DNS: CnC, cnam, BpegoHocHoe [10,
donLLINHT

PasHble genctsuda: Block, Domain Not Found,
Sinkhole, Monitor

loC gpononHeHbl AaHHbIMW, OCHOBAHHLIMU Ha
aHannse DNS-Tpaduka

Hosbin Buaxet ana S| DNS

2 Global DNS Blacklist

3 DNS Drop

4 DNS Monitor

5 DNS Nxdomain

6 DNS Sinkhole

) Global Blacklist for DNS

( J DNS Spam
(5} DNS_DROP

() ONs Bots
(- DNS Tor_exit_node
() DNS_MONITOR

( J DNS Open_proxy
(24} DNS_NXDOMAIN

() DNS Attackers
(4 DNS CnC

() DNS Malware
() DNS Phishing
(2 more...)

&) Add
# ‘ Name DNS Lists Action
Whitelist
1 Global DNS Whitelist ( j Global Whitelist for DNS Whitelist

Domain Not Found

Drop

Domain Not Found

Sinkhole

Cnucok

NewncrtBue

'(@'2')7'7.6‘3'0'aﬂd/or its &Hiates. All rights reserved. Cisco Public
CISCO
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A UTO Bbl NPUBA3aNMCb K DNS7

Cnocob ygobHoro B3aMmMoaenCcTBmA C LLeHTpamMm ynpaBrieHnd

- [lpeKkpacHbI BapuaHT MacluTabnpoBaHus MHPPACTPYKTYPbI pacrnpocTpaHEeHUs
BpenoHocHoro 10O

- [lpekpacHbI BapuaHT MacKUPOBKU MHAPACTPYKTYPbl pacnpoCTpaHeHUd
BpeaoHocHoro 10

- HeaoypHon anpobupoBaHHbIN TYHHENbHbLIN TPAHCMOPT

- EWwé ecTb gOMEHbI ¢ onevyaTkamu ...

- ELLE eCcTb BO3MOXXHOCTb aBTOMaTUYECKOWN reHepauun JOMEHOB
- U 310 BCé abconTHO cnpaBensiMBo

- Ho Mbl XXe noMHUM «C cucTemMamu paboTaloT HauYMHaoLme,
npodeccrnoHanbl paboTalrT ¢ NogbMn».

- [laBante, NOCMOTPMUM Ha MasrieHbKUW HIDAHC peann3auunn. .. Bbl XOTENN NOCETUTL
apple.com nnu apple.com?

'@'2')7'7'6‘3'0'aﬂd/or its &Hiates. All rights reserved. Cisco Public
CISCO

© 2017 Cisco and/or its affiliates. All rights reserved. .
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Cepbe3HO, Kak 3ToO paboTaeT?

@ Firefox File FEdit View History Bookmarks Tools Window Help QO COSH a % ¢
® ® / Hey there! x \ +
_

€ O A& nttps://www.apple.com 150% @  Q Search

~ @ Apple Web site

Gﬂ a www.apple.com 5 |

Secure Connection

Hey there!
You have not granted this site any special y -

permissions.

This may or may not be the site you are looking for! This site is obviously not affiliated with Apple, but rather a
demonstration of a flaw in the way unicode domains are handled in browsers. It is very possible that your
browser isn't affected.

Read the blog post for the full details

)i, o
CISCO

© 2017 Cisco and/or its affiliates. All rights reserved.



® Certificate Viewer: "www.xn--80ak6aa92e.com”
QECICEI Details

B C é ﬂ'” g ” |-O D' e M 'y This certificate has been verified for the following uses:

SSL Server Certificate

Issued To

Common Name (CN) www.xn--80ak6aa92e.com

Organization (0) <Not Part Of Certificate>

Organizational Unit (OU) <Not Part Of Certificate>

Serial Number 03:F8:5A:31:59:0C$6B:25:45:AC:7B:3F:46:F6:66:5C:C3:50
Issued By

Common Name (CN) Let's Encrypt Authority X3

Organization (O) Let's Encrypt

Organizational Unit (OU) <Not Part Of Certificate>
Period of Validity

Begins On April 17, 2017
Expires On July 16, 2017
Fingerprints

SHA-256 Fingerprint F3:0C:06:1F:BA:FB:81:7F:F3:C7:8D:D8:48:A8:26:6A:
68:21:E2:B4:CA:F9:ED:D6:AA:CC:E3:06:A8:C0:C8:44

SHA1 Fingerprint E3:D1:8B:D0:A8:D3:2A:CA:5F:9C:24:0F:38:CF:63:4A:C7:A2:85:E2

Close

© 2017 Cisco and/or its affiliates. All rights reserved. 50
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NMonutuka NGFW
DNS SI: cepsepbl C&C

ﬂ,eMCTBMe DNS SlﬂkhOle [enctemne: DNS Sinkhole

Co3nanHue cobbitnn Sl n loC

INNokanbHbIN DNS-cepBep

Sinkhole

MogkntoveHue Kk IP-agpecy Sinkhole

3apaeHHbIN

3ar
MK T PYy3ka BpequoCHOro no

(10.15.0.21)

.©|2|J7'7.C's'o'aﬁd/or its &\Hates. All rights reserved. Cisco Public © 2017 Cisco and/or its affiliates. All rights reserved 51
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[lobaBbTE 6€30MacHOCTb Ha ypoBeHb DNS™

Malware

. C2 Callbacks
Phishing

l'a-_
Network and endpoint =
| 4 l “\ \




OpenDNS/Umbrella npenoTBpallaeT 3apaXxeHne U
DACNPOCTPaHEHWE BPELOHOCHOrO Koaa

Redirect
Y X ) oy )
[Tnoxme camTbl [1noxume
OMEHbI
\_

C2

/ Ccbinka - @ .
D L
\. J

ATTa U

Qannbl malware

3ab610KMPOBaHO
Cisco Umbrella. (DNS
6e30MacHOCTb)




Camad npocTtada cuctema 6e30rnacHoOCTH B M1pe!

1. [o6asbTe B Bawmn DNS cepsepa Forwarders:
208.67.222.222

208.67.220.220

Significant Findings

From these 1442 domains, we identified a total of 17

2. 3aperucTpupynTtech

We protected you from We visualize attacker infrastructure

3. [obaBbTe agpec Bawen cetn ans 6e3onacHOCTU U MOHUTOPUHIa
229,315 outof547,174,528

Malicious requests

4. MNonpocute caenatb OTYeET
5737
Unique malicious domains
= 5. MoxxeTe npoaomkaTtb UCMONb30BaTb CEPBUC U NOCIIe OKOHYaHUA
omatin s g TecTupoBaHusi/cpoka AencTBUA nuueH3um!

Exploit kit
Trojan
Phising

Threat families

EcTb 6ecnnatHas onuust onst AOMaLLUHErO UCMOMb30BaHUS



[natcpopma Cisco AMP

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



|

Cisco AMP npepocTtaBngeT Tpu Bbiroabl

3aluLaeT Ha BCex
oTanax aTaku

Bo Bpewms

3almMTa Ha
» = =
HECKOJTIbKINX WWW A—
pyo6exax
KOHTEHT CeTb XOCThl

ToueuHoe 0bHapyxeHne

Heckonbko Cisco Talos
METOOOB
ObHapy>KeHus




B Cisco AMP peann3oBaxbl rnnad A 1 nnaH b

ToueyHoe ObHapyKeHne PeTpocnexkTmnBHas 6€30MacHOCTb




Cisco AMP zawmLiaeT ¢ noMOLLbH penyTaumMoHHOM
dounbTpaLMm 1 NOBEOEHUECKOrO aHanmM3a dpamnos

OunbTpaumga No penyraLmnm [loBegeHuUecKkoe 0bHapy>XKeHne

VIDeHTUuUHas HeueTkne MalmnHHoe [Tpu3Hakm NuHamnueckmn PaclwmpeHHas ConocTtasneHue
CUrHaTypa MOEHTUMULMPYIOLLME  OBYUYEHUE  KOMMPOMETaLMM aHanm3s AHaNUTMKa MOTOKOB YCTPOMUCTB
METKM



Cisco AMP — peTpocnektnBHas 6e30rnacHoOCTb

TPOCNEKTMBA [loBegeHyeckme
NPU3HaKM
BTOPXKEHMS

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



[leTanbHbIM aHaNU3 Bpen

Behavioral Indicators

© Process Modified an Executable File

© Process Created a File in the Windows Startup Folder

A new file was added to the Windows StartUp folder to ensure that this file runs on system startup.

Please review the 'Disk Artifacts' section in order to view additional details about this file.

Process ID Process Name

1100 (15e65a21af32dd3b5fe65dad4807be21e.exe) 15e65a21af32dd3b5fe65da4807be21e.exe

© Process Modified File in a User Directory

© Process Disabled Internet Explorer Proxy

© Process Created an Executable in a User Directory
© Potential Code Injection Detected

© Dynamic DNS Domain Detected

© PE Has Sections Marked Executable and Writable
© Possible Fast Flux Domain Detected [Beta]

© Outbound HTTP POST Communications

© PE COFF Header Timestamp is Set to Date Prior to 1999
© PE Optional Header Linker Minor Version Abnormal
© PE DOS Header Initial SP Value is Abnormal

© PE COFF Header Timestamp is Not Set

DNS Traffic

© Query Type: A, Query Data: alexrpi.tk
TTL: - Timestamp: +101.195s

Query ID 28943
Timestamp +101.195s
Type A

Data alexrpi.tk
Answers

Query ID Timestamp

28943 +101.29s
28943 +101.29s

Nameserver Records

Data Name

Severity: 95 Confidence: 95

Severity: 80 Confidence: 50

Categories persistence
Tags startup, file, folder, process, autorun

Path

\Documents and Settings\Administrator\Start
Menu\Programs\Startup\lsass.exe

Severity: 70 Confidence:
Severity: 70 Confidence:
Severity: 60 Confidence:
Severity: 50 Confidence:
Severity: 50 Confidence:
Severity: 40 Confidence:
Severity: 35 Confidence:
Severity: 25 Confidence:

Severity: 5 Confidence:

Severity: 5 Confidence:

Severity: 5 Confidence:

Severity: 5 Confidence:

—Hmm_mmp

IP ASN =

Registry Activity
© Created Keys

Created Key

USER\S-1-5-21-1202660629-583907252-1801674531-500\SOF TWARE
\MICROSOFT\WINDOWS\CURRENTVERSIONANTERNET
1 SETTINGS\P3P\History

A

o Report Error

HTTP Traffic

© POST http://alexrpi.tk:80/solar/

oHocHoro MO B AMP Threat Grid

Threat Score: 90

Server IP: 195.20.34.1 Server Port: 80 Resp. Content: text/htm| Tir
© POST http://alexrpi.tk:80/solar/
Server IP: 195.20.34.1 Server Port: 80 Resp. Content: text/html Tir
© POST http://alexrpi.tk:80/solar/
Server IP: 195.20.34.1 Server Port: 80 Resp. Content: text/html Tir
© POST http://alexrpi.tk:80/solar/
Server IP: 195.20.34.1 Server Port: 80 Resp. Content: text/html Tir
© POST http://alexrpi.tk:80/solar/
Server IP: 195.20.34.1 Server Port: 80 Resp. Content: text/html Ti
Method POST
Dest. Port Transport ICMP
Timestamp +30.909s Value
© Name: 15e65a21af32dd3b5fe65dad4807be21e.exe
PID: 1100 Children: 1 File Actions: 3 Registry Actions: 2 Analysis Reason: |
© Name: Isass.exe
PID: 1600 Children: 0 File Actions: 3 Reaistrv Actions: 0 Analysis Reason: |
Started At
Current Directory
Image Base Addr
Window Title
Shell Info
Desktop Info
PID Access List Option List

1148 (Explorer.EXE) ENUMERATE_SUB_KEYS , CREATE_SUB_KEY

REG_OPTION_NON_VOLATILE

ministrator\Start Menu\F

A © Modified Keys

© Deleted Key Values

@ Filesystem Activity

Path

C:\Documents and Settings\Administrator\Local Settings\Temporary Internet Files\Content.|IE5\8HMRCBCR

Files Created: 3  Files Read: 17  Files Modified: 5 Files Deleted: 0

PID
1148 (Explorer.EXE)

Action

Created

Analysis Reason: |

Analysis Reason:

Analysis Reason: |

Analysis Reason: |



ApxmntekTypa «AMP Be3ge»

Sawmta AMP no BCcen CeTn Kak MHTETPUPOBAHHAA 3alUmMTa OT VYrpor.

AMP for Endpoints

DD' =

@
e
.

AMP gns Endpoints

] = CWS/
mi ) oM ¢
CentOS, Red Hat

Windows OS Android Mobile Virtual MAC OS Linux for servers
and datacenters

8 AMP for Endpoints can
be launched from Cisco
AnyConnect®

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ABTOMATUSALINA KPOME pxGrid
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[ lpaBrna 1 NONUTUKKM Koppendaunn B Firepower

Rule Information | @ Add Connection Tracker | I_I paBMﬂa Koppeﬂﬂ L'.VI n
Rule Name. | Critical phone Atta.cks ' |'|O3BOJ'|F| I'OT n pl/l Me HATb
Rule Group | Executive Attacks *+ | Eyn EBy an re6 py K Ha60paM
. OaHHbIX B KOHconu Firepower.
Select the type of event for this rule .
If | an intrusion event occurs  : | and it meets the following conditions: 5 000 CO6bITMM I_I paBl/”-Ia MO)KHO CBﬂ3aTb C
| © Add condition | | @ Add complex condition | | ﬂ'eMCTBMﬂMM. Email, Syslog,

X | Impact Flag s) [is :| [ 1 - red (Vulnerable 500 COGbITMﬁ o
T SNMP unu HenTpanusaums.

| © Add condition | | @ Add complex condition | |

| AND = |
X | Inline Result ] [isnot *| | dropped 100 COﬁbITMVI
| [lonutuka
Host Profile Qualification | 2 Remove Host Profile Qualification |

Only generate an event if the host(s) involved have the following properties:

MpaBuno CobbiTne

| @ Add condition | | @ Add complex condition |

| Destination Host * || Operating System + | has the following properties
v OS Vendor [_is ¢ | [ Google :) MpaBuno HewncTtBue
[ OR . OS Name | is + || Android : |
OS Version| is : || any s |
X | Destination Host * || Jailbroken s s :) | Yes 2|
User Identity Qualification | % Remove User Qualification | Syslog
Only generate an event if the user(s) involved have the following properties: S N M P

| @ Add condition | | @ Add complex condition |

MoaynbgeenTpanmsaumnm

X | Identity on Destination * || Department s |is + | |Executives

erved. 63
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[Tpumep npasuna

Mbl XOTUM:

Obecneyntb ToNbko HTTPS-
Tpadpuk no nopty 443

Tpadomk gorxeH
NHULMNPOBATLCHA XOCTOM B
3aJaHHOM MECTOMOSIOXEHUN
(aTpmbyT xocTa), n ato POS

HTTPS-Tpaduk gomkeH obITb
HanpasneH B ceTb PCI

Ha4ve gomkHO reHepmpoBaTbCA
cooObITHe.

Policy Management White List

Traffic Profiles

.@).Zl)#.c!slo'aﬂd/or its *Hiates. All rights reserved. Cisco Public
CISCO

Rule Information | © Add Connection Tracker | | & Add User Qualific

Rule Name \Unauthorized POS Traffic

Rule Description |

Ungrouped %

Rule Group

Select the type of event for this rule

at either the beginning or the end of the connection 2| and it m

[@Addcondition] [@Addcomplexoondition ]

X [ Application Protocol $) (isnot 3] [HTTPS

X [ Responder Port / ICMP Code

443

+] ((is not :)

Host Profile Qualification | % Remove Host Profile Qualific

| & Add condition | | ) Add complex condition |

X [Initiator Host 4 [ Location +) (s +] [Pos 3
: :
X [ Responder Host ' § | [ Location $) (isnot 3] [PCI :)
Rule Options | © Add Inactive P
Snooze If this rule generates an event, snooze for|0 | [hours 3]
Inactive Periods There are no defined inactive periods. To add an inactive period, click "Add Inactive Period”.

E
2
o




[ lpaBWNa MOryT 6biTb MPOCTbIMU

Wl
CISCO

Policy Management White List

Rule Information

Traffic Profiles

| © Add Connection Tracker | | & Add User Qualification | | & Add Host Profile Qualification |

Rule Name Production Changes
Rule Description
Rule Group [ Ungrouped |

Select the type of event for this rule

a discovery event occurs  §

| @ Add condition |
X (
Rule Options
Snooze If this rule
Inactive Periods There are

¥ a client has changed
a client timed out
a host ip address is reused
a host is deleted because the host limit was reached
a host is identified as a network device
a host timed out
a host's IP address has changed
an I0OC was set
a NETBIOS name change is detected

a new cdlient is detected
a new I host s detectc F
a new MAC address is det

a new MAC host is detected
a new network orotocol is detected

| © Add Inactive Period |

«dd Inactive Period”.

| save || cancel |

65



[TpaBmna OOMKHBI OPMYIMPOBaTLCA Ha OCHOBE
NOrUKU

If “a Malware Event occurs”

If “an Intrusion Event occurs”. ..

e

“by retrospective network-based malware detection”

O] Impact Flag is 3 - Yellow

R| Impact Flag is 4 - Blue —O Sending IP is in 192.168.0.0/16
Source IP is in 192.168.0.0/16 R ze”jfng :E SN 12'20'1%00/80/12
Q o | Source IPis in 10.0.0.0/8 o| [SendingIPisin 172.16.0.
D Source IP is in 172.16.0.0/12 R o Receiving IP is in 192.168.0.0/16
- Destination IP is not in 192.168.0.0/16 R Eecefvfng :E s in 12'20'10650(; 80/12
R Destination IP is not in 10.0.0.0/8 . _ecelvmg 'S 1N IR

KraccuuumpoBaH Kak BpegoHocHoe (10!

CKOMMPOMETUPOBAHHbIN XOCT, BEPOSITHO, [Nopa 4to-To AEJIATb!
aTakyeT BHELUHWEe CUCTEMbI U3 Ballei
ceTu.

.(@'ZL#.C'SIO'aHd/or its giliates. All rights reserved. Cisco Public © 2017 Cisco and/or its affiliates. All rights reserved ‘ 66



ABTOMAaTM3aLUMA HENTPANNI3ALMA

MonnTukn Koppensaumnmn
CobbiTng Intrusion

Co6biTnsi Discove —_— — MpaBuna Mpasuna [eicTBus
[ewnctBnsa HOJ'Ib3OBaTreyJ'Iel7I venosns Koppensaunn Koppenauum 3 (API, Email, SNMP) >
CobbITHs X0CTOB
CobbiTna Connection
Mpodomnu Tpaduka
CobbiTne Malware

Overview Analysis JGUMEEE Devices Objects  AMP Deploy System Helpv admin v

anMepbl MOﬂ,yﬂeVl HeVlTpaﬂM3aLlMM Access Control v Network Discovery Application Detectors Correlation Actions » Modules
« Cisco ISE (pxGrid Mitigation)

« YcTaHoBKa aTtpubyTta xocTa
« CkaH Nmap

Alerts Remediations Groups

Installed Remediation Modules

Module Name Version Description
* CKp_M”TbI Cisco IOS Null Route 1.0 Block an IP address in a Cisco I0S router &
° F5 IRUIeS Nmap Remediation 2.0 Perform an Nmap Scan 'S
° Netscaler pxGrid Mitigation 1.0 Perform a pxGrid mitigation against the involved IP addresses N
° Set Attribute Value 1.0 Set an Attribute Value

Install a new module

Choose File ' No file chosen

| Install ‘

)i, o —
CISCO




O 4yeM Mbl C BaMUn He NOroBOpPUIIN...

» https://developer.cisco.com/site/firepower/discover/overview/index.gsp
« Database Access API
« eStreamer API
 Read / Write REST API
* Host Input API
 Remediation API

NHTerpmpynte (nporpamMmHbIiM 06pa3oM) MEXCETEBbLIE 3KpPaHbl U ApYyrne peLleHus
(Hanpumep, Cisco ISE) B cBoo MHGpacTpyKTypy ynpasrneHns 6€30nacHoOCTbHO!

.©|2IJ7'7.ClslolaHd/or its gi\iates. All rights reserved. Cisco Public © 2017 Cisco and/or its affiliates. All rights reserved ‘
CISCO | |
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A uTQ ele gna «nocne»
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ApxutekTypa Cognitive Threat Analytics

Cisco

Cognitive Threat
Analytics (CTA)

Norn Web (BxogHas TenemeTtpus)

naTdhopma - o0 CWS (Cloud Web Security)

OUMCTKM BED-
O6Hapy»XeHne B3NMOMOB,

-
Cloud

H Tpauka

Tpaduka
BOMMOCTb CNOXHbBIX Yrpo3
[MnaTtdopma . : . P >
owctkn se6-  Cisco WSA (Web Security Appliance) E earvpoBaHve
Ha MHUMOEHTbI

HQ

Ed

5 STIX / TAXII API

BHelwHaa TenemeTpua (BlueCoat Sec. GW) E\ul SIEM:

Splunk, ArcSight,

Y
® O Q1 Radar, ...

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



[ Ipouecc pearnpoBaHmS
Cuna B MHTErpauum ¢ gpyrumm petueHmnamm Cisco

- [MoaTBep)xaeHHbe B3rNOMbI;

CONFIRMED DETECTED

« ABTOMaTMYECKOE CO3JaHMe TUKETa, UCMOMb3ys
O #CGMRO1 cywecTsyrowmn SIEM ong KomaHObl Ha QUMCTKY UMK
100% confidence, 0% blocked nepeyCTaHOBKy |_| |'<

0 NEWY, 2 INVESTIGATING

CONFIRMED DETECTED [lopo3peBaeMble B3NOMbl U LIENEBbLIE aTaKMU:

KOMOUWHaLUMA BbICOKOTO PUCKa U BbICOKOM

O MALWARE czc g !
890% confidence, 0% blocked yBepeHHOCTM C HOHOSpeBaeMOM yTeL’iKOM ﬂaHHbD(
- MOXXET OblTb 3CKaNMPOBaHa Ha aHANMUTUKOB 3-TO

VPOBHSA MOAAEPXKKM ONS PYUYHOro aHanmaa



PetpocnektnBa ¢ Cisco AMP

TPOCNEKTMBA [loBegeHyeckme
NPU3HaKM
BTOPXKEHMS

© 2017 Cisco and/or its affiliates. All rights reserved. Cisco Public



[Tpumep TpaekTopun damna

Overview EEUEIEEN Policies Devices Objects | FireAMP ® Health System Helpv adminv
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Time Event Type Sending IP Receiving IP File Name Disp... Action Protocol Client Web Ap... Description
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2013-12-06 10:57:13 Retrospectiv... Application Protocol i HTTP B HO 6b”-|0 paCl—lOSHaHO
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NapiHeps Q

MePONPHATHA

bBes3neka

3aXUCTITh BaLI CUCTEMM Ta

OTprmaTi 3BIT I3 KIBEPOBEINEKM 3a NBPINYA

\\ Ykpaika 0 800 503 33

3amosm  KopucHi nocunan-a cTmepexi  PiwenHs  JlemoHcTpaus \, KosrasTu

Bnnwue kibepaTak Ha BisHec

Oficar rnofansHom prHKY KIBEPSNOHMHEHOCTI LHOTO POKY MOXE CA #4s1 §1 ToNH. Koken gonap, ax POGNAIOTL XEKEPM, BTPEYAOTE ixHi xepTen. Lkoga,
sanogiaHa Kibeparakani, NOWMPIOETECA AGNEKO 38 nMeki sawmnx IT-c - Taxox xiGeparaku MOXyTe SaWKOAMTH Bawony Gpenay, aoxogam | maiby THoONMy Bsarani

36MTKK KoMNaHi, We NocTpaxaan sig kibepaTax:

22% 23%

BTPANAOTL BTPANAOTL
xnicuTie MOMMBOCTI

OTpumaTH inpompadiky

HacTtyn 3aupHukiB

Ransomware, a60 BpYCH-3AMPHIKI, — HaINPMEY TKOBIWMIA 3 YCIX BIA0MMX
Tunis Kbeparak. disHakTeca Ginbwe Npo Taki sarposu, Ak WannaCry i
NyetyaPetya, Ta npo Te, K IX 3YNUHNTK, NEPW HIX BOHM NOTPENNATE A0
BAWMX CUCTEM

BiasiaaTti CTOpIHKY )

Sk He cTaTu xepTBOIO KibepaTakn?
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HdemoHcTpaliqa piweHb Cisco 3 iHgopmaLinHoi 6eanekn

B

Advanced Malware Protection (AMP) Firepower

3abesneqye MOHITOPMHT | KOHTPONL ANA WEBMAKOMD BrniHae B dyHKUJi MOHITORPMHIY | KOHTRONIO AOAATKIE
BMABNEHHA, CTPMMYBAHHA Ta YCYHEHHA WKIANMBOMD (AVC), cucTemy sanofiraHHA BTORMEHE HOBOMD

ns.

nokaniHHA (NGIPS), saxucT Big CKNagHOM WKIANMBOMD
N3 (Cisco AMP) i dineTpaujio URL-appec.

3aMOBMTK BIPTYaNEHY AEMOHCTRALI0

bBeskowToBHa npobHa Bepcis

Cisco Umbrella

LIQN&\"TEE A, & IYMHATH ME»EK\F:IWIZIGH, NEPW HIK BaWl KOPUCTYBaHI
BIABIAAIOTE WKIANME] CaNTH

AOCTYIING V186 SHITHICONOI0 MO B0

( OTpumaTh gocTyn Ao GeskowTosHOI Npof-ol Bepcil

Email Security Appliance (ESA)

Hapae 3axMCT Bif 3pOCTA0Y0I KINBKOCTI 32003
ENEeKTROHHOI NOWTK: cnany, ilWHY, WKIANMBOTD KoYy i
BWMTOKIB iHOpMaLi.

Cnyxfa TepMIHOBOM peary BakHA Ha KIGEP3N0YMHM JOCTYNHa NPOTADM 24 roamH, wob yoyry i Gyas-an
NOPYWEHHA BaWWX AaHNX. Mn pospoBNAcHo CTPETENO Ta NAaH BUNPEE NeHHA OCHOBHMX NpoBnem. Hawa
ACCEIZHeHa KOMAMAA EMKOPUCTOBYE PESYNETATM Aochigxens Cisco Talos Ta HaiCyJacHiwi TexHonori 3
HOopMELYAHON BE3NEXM ANA PEETYSEHHA Ha KIGEPATAKM Ta SMEHWERH A IXHBOM BNMEBY.

NepernsHy T inporpadxy | OTPMMATH KOHCYABTALJIO WORO YMOB CEPBICY
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