o g 2 5
e e :
xxxxxxx
NN LA ’

N

[)JJJJJJJ

/ /
-
b
s/ 3
/’r/ / 5
> s
’ A 784
72/, 4/ ‘ X .
/974 /58 4 > NG //’/"’ 2~
o N N A2 / pE b A, L LS
~ \,\ X // A NN RN
> & T, NN SRR
/ \ < 4 < < 53 P 7/
I ‘ > \x £ \\ . 4 \ /, ” P 4 O\
/i ¢ \\ 5500 NN NS ¥ S .
b\ a A 2Ll // // / P L4 PHLAY N
A p a/ e S / &
7 e - 2 e
: NS S N\ ) |
) : s SR % N // / Q
S r-t// /o S /) / / ~ |
) % > )/ { ‘ N \
v ‘ | | ‘ i ; : |
ecurity Su “ “n :
/" i T / \-\ /"/ r" ki i i [
// / | | \
f ,// / ‘ 3 2 / b 4 // rll ” / ‘ ‘/ . | I\
S : ¢ / 1/ | |
5 // J { / E |
A ol / N > S »
‘, n / / | 5  \\‘\
v / ' | \\\ \
[ / vl / N ey \
A / 1 “.*.;\"\ / o T\‘\\
NN Y 3 e
V. i




Agenda

- Overview and value Cisco StealthWatch

- Network as a Sensor Using Netflow/NSEL/NBAR/Syslog

- NW performance monitoring Without relaying using of probes and agents
- Network as an Enforcer Cisco ISE integration

- Architecture & Summary Finish Line

- Short demo Edward Snowden example



Cisco - Lancope

« Cisco is Lancope Customer since 2011

- Lancope Part of Cisco Security Products since 2013

« Cyber Threat Defense (2013)

Lancope provides visibility, behavior analysis, incident response and forensic as part of the Cisco Cyber
Thread Defense (CTD) solution offered by Cisco

- NaaS and NaaEk (2014)

Lancope provide the sensor for the Cisco networking solutions as part of the Network as a Sensor and
Network as an Enforcer architecture.
(Marcus leaves Cisco after 9 years)

 Cisco aquires Lancope (Jan 2016)

At a cost of 850M USD
(Marcus back at Cisco 18 months @ Lancope)



Why we need more visibility:

2.Sites

Firewall
& IPS &
WEBSEC

E New York 3

= 20% - 30 % of traffi
= 60% - 90 % of inspectedbyFW/IPS

traffic goes €. North/South
unexpected Datacente

Typically = 60+ %
of total

traffic 1Is DC
East/West




The value of Stealthwatch

Extended visibility
« Continuously monitor devices, applications and users throughout distributed networks

« Aggregate and analyze advanced telemetry to establish a network security baseline

Policy and access management

« Monitor the entire network and data center to ensure that there are no policy or network
access violations

Advanced threat protection
« Obtain contextual threat intelligence with historic audit trail of NetFlow data

« Achieve enhanced visibility and context to accelerate threat detection

Forensics and incident response
« Improve incident response and forensic analysis through actionable intelligence

* |solate the root cause of an incident within seconds or months later for mitigation/root cause analysis
» Extensive network performance management feature set




StealthWatch — high level architecture

Forward flow data to StealthWatch for Instant detection, Reporting, Forensics and Enforcement

Switching, Routing,
Data Center, Firewall

Flow Telemetry
Netflow/Ipfix
NSEL an NBAR

- N\
T

WATCH’

( By Lancope

Identity, MAC Address, Device Type,
Reputation, Application, Location,
Posture, NAT, Permit/Deny etc

Network Enforcement/pXGrid Threat Telemetry/pXGrid

Out-of-the-box reporting

PS engagement or Cisco ISE

¢ SMTP




Timeline Security Operations Centre

|OC (Indicator of Compromise)

13:06:15:
Internal host

Visits malicious
Web Site

13:07:00: 13:14:00:

Gateway malware Administrators Manually

analysis identifies the disconnect the infected
transaction as malicious host




INTERNET OF THINGS
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Timeline Security Operations Centre

|OC (Indicator of Compromise)

13:06:15: 13:06:35:
Internal host Malware begins
Visits malicious Scanning internal

Web Site A network

13:13:59:
Multiple internal
hosts are infected

$500S0, 13:07:00:

Malware infection Gateway malware

complete, Accesses analysis identifies the
Internet Command and transaction as malicious

Control

13:17:00:
Data exfiltration
through DNS
tunnel

13:16:15:
Data hoarding
from SQL server

13:14:00:
Administrators Manually
disconnect the infected

host




StealthWatch Intelligence Security Examples

D)
D Network Y4 Denial of
Scanning

Service

TCP, UDP, Port
Scanning Across
Multiple Hosts

SYN Half Open;
ICMP/UDP/Port

Fragmentation

l] Attack

y = \

Host Sending
Abnormal #
Malformed
Fragments

Propagatlon

Worm Infected Host
Scans, etc.

Host
eputation
Change

Inside Host

Potentially
Compromised

DEIF!
Exfiltration

Large Outbound

File Transfer VS.

Baseline

4
L& Botnet

Detection

When Inside Host
Talks to Qutside
C&C Server

loT
l] Behavioral

analytics
=
Host baselining and
micro segmentation
policies for M2M




Network with Only Perimeter Visibility

192.168.19.3

10.4.51.5 10.200.21.110

Many devices in your network
without visibility

10.51.51.0/24
10.51.52.0/24

192.168.132.99
10.51.53.0/24

Visibility available for traffic
transiting through perimeter

10.43.223.221 Internet

~_

10.85.232.4



Flow adding visibility

Wired/Wireless

DC core
Access Refreshes WAN/Branch Core

Firewall ISE Flowsensor




Enabling Visibility Inside Your Network

Cryptic network addresses that
may change constantly

Difficult to manage policy
without any context

104515

192.168.19.3

©\.10.200.21.110

| 1051.51.0/24
—110.51.52.0/24

192.168.132.99 %\fﬁ?ﬁiﬁiﬁfi

1043223221\

10.85.232.4

| 1051530124

"/ Internet



Context

(NFei;(etVSaelr) Web proxy Routers

Cisco ISE
or 3d party NAC




Visibility with Context and Control

Supplier /7 Server

~Allowed Traffic
Denied Traffic

10

Clear understanding of traffic
flow with context

1 4
: : 19 9 ‘ U Al 1
Easier to create & apply policy | mmg e

based on such context \ seomen

1

Shared

Server la
Employee

Internet



The Cisco Security Model

Attack Continuum

BEFORE DURING AFTER

Discover Detect Scope
Enforce Block Contain
Harden Defend Remediate

OO0 0

Network Endpoint Mobile Virtual

—o- OO

Point in Time Continuous

© 2014 Lancope, Inc. All rights reserved.



Transport and Connectivity

EAmsterdam )) Firewall -
5 5000 - -
& IPS

Datacenter




Network As A Sensor - StealthWatch

M Remote Sites JNetFIow
sss\JNetFIOW m ﬂ
- o

: WAN
NetFlow _--
JNetFIow

Lo’ J etFlow
é b 3 Firewall
...... > -

JNetFIow

?JNetFlow
Datacenter |

JNetFIow

J NetFlow

User
Network

JNetFIow

=

ol NetFow
.OWJ :
: a4 — -
i i
- = E
EALTH | TEALTH |
JC ( WATCH




The Netflow/IPfix journey

Basic Monitoring

Enhanced Monitoring

Routine Threat
Detection

Advanced threat
Detection




NetFlow Supported Platforms eNetF'OW Capable

WAN

User Switch Router Router Firewall DC Switch Server ISE

NetFlow Exporters Lanco pe

VISION TO SECURE, INTELLIGENCE TO PROTECT

Catalyst 2960-X (NetFlow Lite) - Sample Only  Cisco WLC 5760 (FNF v9)

Catalyst 3560-X (SM-10G module only) Cisco WLC 5520, 8510, 8540 (v9) *

Catalyst 3750-X (SM-10G module only) ASA5500, 5500-X (NSEL) m

Catalyst 3850/3650 (FNF v9 SGT support) Nexus 7000 (M Series 1/0 modules — FNF v9) Stealth\Watch Management Console

Catalyst 4500E (Sup7E/7LE) Nexus 1000v (FNF v9) B

Catalyst 4500E (Sup8) (FNF v9 SGT support)  Cisco NetFlow Generation Appliance (FNF v9)

Catalyst 6500E (Sup2T) (FNF v9 SGT support) Cisco UCS VIC (VIC _L

Catalyst 6800 (FNF v9 SGT support) 1224/1240/1280/1340/1380) "

Cisco ISR G2 (FNF v9 SGT support) Cisco AnyConnect Client (IPFIX) ._fi_L. StealthWatch FlowCollector

Cisco ISR 4000 (FNF v9 SGT support)

Cisco ASR1000 (FNF v9 SGT support) P~

Cisco CSR 1000v (FNF v9 SGT support) Y
e . StealthWatch FlowSensor
Y (1T

More Info: http://www.cisco.com/c/en/us/solutions/enterprise-networks/threat-defense/index.htmi



Analysis and Correlation with StealthWatch
N

 # Concurrent flows received

» Packets per second + Rate of connection
* Bits per second resets

* New flows created * Duration of the flow
 Number of SYNs sent ¢ Over 80+ other

» Time of day attributes

 Number of SYNs

\_ /

Establish Baseline of Behaviors

J

Anomaly detected in host

behavior
threshold
threshold threshold
................... threshold Lo
K Critical Servers Exchange Server Web Servers Marketing /

Alarm on Anomalies & Changes in Behavior



Behavioral and Anomaly Detection Model
Behavioral Algorithms Are Applied to Build “Security Events”

SECURITY ALARM
EVENTS (94 +) CATEGORY RESPONSE

Addr_Scan/tcp

Addr_Scan/udp

Bad_Flag ACK**
COLLECT AND Beaconing Host

ANALYZE FLOWS Bot Command Control Server
Bot Infected Host - Attempted

Bot Infected Host - Successful

Flow_Denied )

ICMP Flood

concern

Alarm table

Recon
Host snapshot

C&C

)

Exploitation Email

Data hoarding

Syslog / SIEM

Max Flows Initiated
Max Flows Served

Exfiltration

Suspect Long Flow

Suspect UDP Activity DDoS target
SYN Flood

Mitigation




Enforcing Policy - Unwanted traffic and traffic types

Completely customizable rules

For instance:

FTP unencrypted file transfer
Telnet unencrypted management traffic, i.e. firewall rule auditing
BitTorrent consumes large amounts of bandwidth and a source of malware)

Rouge DHCP can start “blackholing” traffic

Traffic between confidential servers and the internet, between SCADA and LAN

Outgoing traffic from certain areas of the NW destined for certain countries (Israel, China or Russia
for instance)

x | [£] cyber Threats X | [4) 147.110.55.179 X | [l Flow Table X | |~] Host Locking Report X |

» Active Time : Today

Host Locking Report - 1 record

ID =2 Mame < Description — Client Host Group < | Server Host Group = AllowsfDisallows — Exceptions < | Unidirectional <
3 Bittorrent Inside Hosts Outside Hosts v 4 Services: bittorrent udp
allovs all tcp




asce’ Network visibility and NPM

Internal Visibility from User to Edge to Access to core to Application

VPC Servers

Internet

San Jose WAN

New York
==
Atlanta _,.f"""""‘\
| " STEALTH
WATCH
By Lancope

©2014 Lancope, Inc. Allrights reserved.



Network vs Security vs Application/Server

Serverresponse time (SRT)¢
How long is the server taking to
respond o user requestse

Which user community is affected
more than otherse

© 2014 Lancope, Inc. All rights reserved.

Traffic

Traffic
Packet Rate
Round Trip Time

Server Response Time

Application Servers

Database Servers

154 Enterprse
= ’; e
(U StealthiWotch Labs inteligence Center
= ‘..\4 ADEC
= S Most Groups
= 4 innde Mosts
¥ Carch Al
5 %P By Punction
% ovz
%D Guest Wireless Networks
i XD Infastruchre
% trternal 3rd Party Managed Devices
4 %) Other
1 m Servers
1 }p Users
& XD Vol
W By Locaton
- 4 ADEC OC (Injazat)
¥P ADEC DC M2
P A0ECH
%P ADEC MQ Server Farm
5 @, Outside Hosts
3 @, L. Command & Control Servers

- ‘.;'. WO . e
v B¥ 10.290.254.126
& 5144-m01-Fn001
& B 514900160002
L W Servers
5 o Maps
- U FlowColectons
3 fonfo1
3 g Bxporters
23 s144001-A001
B 51440018002
B 10.250.254.126
= & FomSereors
P 10.250.250.55
L5 ety Services
{2 External Devices

Lancope



Traffic analysis — what Is causing the issue
(host, application, protocol, user etc)

Cyber Threats X | Alarm Report By Type X | <] Host Group Ap...cation Traffic X

® Time : Last 12 hours

¥ Filter & Domain

Q Host Group : Inside Hosts

@d Summary I ¢ Inbound and Outbound | e Within this Host Group | | | Table |

Traffic Statistics
Total Bytes Last {bps) Mean (bps) Peak (bps) 95th {bps)
Inbound: | 296.49G | 119.89M | 59.37M | 132.53M | 109.95M
Outbound: | 32.25G | 15.03M | 6.46M | 15.78M | 13.9M

Inbound {+) and Outbound {-)

When did bandwidth
usage peak during the
last work day?

_—
wv
o
2
o 60M
=
=
—_
40M —
20M
HTTP (unclassified) Inbound
28.3M bps (28,296,632)
Ock 13, 2014 9:45:00 AM
20M T T T T T T T T T T T T
00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00
B wFs B undefined HTTP (unclassified) ] pzr File B HTTe

@ undefined TCP
[ authentication

[] others

SMB (unciassifiéa}
[ streaming sudiojvideo  [l] Undefined UDP



NINIr
CISCO

Network as an Enforcer

StealthWatch ISE integration

(can be done with 3d party NAC as well)



ISE Integration — Network as an Enforcer

« ISE provides Access Control
l.e. card readers for a building

- NaaS/E adds Automated Behavior Analytics
l.e. cameras watching and intelligence
analyzing



Standard ISE implementation, context based access

Common
resources
Quarantine

AcCCess

wired

WIEIESS

Joe is a member of AD group: HR and
Device is coprorate laptop:
Access to HR and Common Resources

EAP/802.1X with
HW/User
Certificate

Active Directory



Network as an Enforces (NaaE) using ISE

Common
resources

VLAN/downloaded ACL/SGT
Controls access

=

Data
Access Centeq

wired

wireless
CTD detect Bot Net traffic
and scanning activity

£

A M o it iredy

NI
CISCO



j <0 155 1.5 Integraiion

- StealthWatch will now utilize - 10:200e
the Cisco pxGrid API to WEGHS || cusly || o

INnifiate a Quarantine action  stws Actve
Hostname: Ak
® ThrOugh fhe STeO”hWOTCh Host Groups: End User Devices , New York
Interface a quarantine Location: RFC 1918

Last Seen: 11/17/14 425 PM

action can be initiated from
the host dashboard

Policies: Desktops & Trusted Wireless , Inside

Quarantine Unguarantine

Lancope



NaakE - quarantine access

VLAN/downloaded ACL/SGT
Controls access only to
Quarantine VLAN

Common
resources

Quarantine

AcCCess

wired ;
WIEIESS —

———

ISE receives input from CTD
to change security status of joe

Send CoA command to
the Switch/WLC

NI
CISCO



loT example — PCAP and IPS

VLAN/downloaded ACL/SGT
Controls access

Survelllance
servers
Access

wired
WIEIESS

CTD detects scanning
activity

NI
CISCO



loT example — PCAP and IPS

VLAN/downloaded ACL/SGT
Controls access only to Quarantine

VLAN

010101
011010
011100

Survelllance
servers
Access

wired
WIEIESS

ISE receives input from CTD
to change security status of
Surveillance Camera

Send CoA command to
the Switch/WLC

NI
CISCO



Packet

Analyzer




Strengthen your threat investigations

Nnimir
CISCO

Purpose-built on-prem appliance for robust forensics
Investigation

Captures all frames with real-time 4 x 1 GE and 2 x
10 GE network performance

Stores relevant packet data discretely up to 42 TB

Accelerates incident response based on targeted
analysis of packets

Answers the how, what, and where your network
has been affected



Reduce time to resolution with precision search

% Type search query in SMC and
select which PAs to search

NI
CISCO

3

Using appliance API, search query
IS sent to selected PAs

API

Search query




Reduce time to resolution with precision search

4 PAs search in parallel for packets
matching search query criteria

¥

i

) ) =)
. —)| =) =
=) =) =
=) =) |=
=) =) =

"2 ——

NI
CISCO

5

PAs retrieve packets and use

appliance API to send packets to SMC

¥

Packet

Packet

X
|

6

Retrieved packets are now available
to review in SMC




NINIr
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Architecture and Summary



Architecture Detall

StealthWatch Unified View:
Management Security and
Console

Nefwork Monitoring

MS AD, ISE, Web proxy, FW
FlowCollector Router, Switch eftc.

---»
----»

¢
I
I
I
I
I

= el
alajajajaja

User and Device Feeds of Emerging

FIOWSEREE) Information Threat Information
VMware ESX with K /
Infrastructure: Router /  FlowSensor VE
Switch, Firewalls,
Proxies, etc.
| Lancope

Company Confidential Packet analyzer © 2015 Lancope, Inc. All rights reserved.



Summary StealthWatch

- Move close to 1:1 network conversation visibility and 100% coverage using your existing
network.

 Strong network performance monitoring solutions

The Attack and Defense continuum:
- Before: Discover and manage network segmentation and policy violations

- During: Increased visibility provides threat detection through algorithm based behavioral
detection

Attackers (Cl), Targets (Tl), Data movement (DH/DE)

Context + Lancope = Rich context and Enforcement capabilities

- After: Forensic capabilities which eliminates blind spots and stretches years back.
Trace every step of an attack, not only the initial infection



NINIr
CISCO

Working with StealthWatch

An “Edward Snowden example”



A ALERT: Insider Threat Internal user connects to Terminal Server

Scenario: An internal user is stealing data!

The user could be a: Terminal server used to collect sensitive data
from within the same subnet inside the

Disgruntled employee datacenter.

Person about to leave the company

Person with privileged credentials

Person stealing and selling trade secrets Terminal server used to encrypt data and

tunnel through DNS port to an upload server

Security events have triggered indicating a user is
connecting to a terminal server, collecting data _;w ——
from a sensitive database, and tunneling the

traffic out of the network using P2P through UDP
port 53 (DNS port).

74.213.99.97

Lancope



N
STEALTH

LWQIEH « LaunchSMC ~ L v | enterIP address orrange Q ?

bl ool @ Security Insight Dashboard Insider Threat Demo (Data Loss)

@ Dashboard

d‘ Network = Concern Index Target Index Recon C&C Exploitation DDoS Source DDoS Target Data Hoarding Exfiltration Policy Violation Anomaly

0 0 0 0 0 0 0 2 2 0 0

Host

- - Top Applications -
1 v, & =
Alarms by Type Today's Alarms Top Applications
10k Host Lock Violation: 43
7.564 7.795 7.702 a4as ake Application Detected: 323 ~~.\ High Target Index: 27 FTP- 1.12%
B —‘ —- Touched- 158 streaming audio/video: 2.04% | HTTPS: 17.26%
sk 2.986 NFS: 2.08%
g == 3.073 _~~ Worm Activity: 108 ' (undlassified): 3.03%
‘ — 1.966
- ] s— = = — nclassified): 3.42%
== = == = p— =
: s ; HTTP: 4.73%
k6 T 0217 o218 | 0218 | 02120 | 0221 02/22 e Aot 22 High Concern k
HTTPS: 7.23% Undefined TCP-
B Host Lock V\ation @ SYN Flood B Packet Flood Wl High Volume Email ‘_ ——— HTTP (undlassil
M Suspicious CoMgunication with Russia [l Mail Rejects Exploitation: 39 — 7 B NES: 4.01%
# Unauthorized Tel @0 High Target index @ Max Flows Initiated & z

HTTPS (unclassi

High Total Traffic ¥YNs Received [l New Flows Initiated
Recon: 103

@ High File Sharing Inde> Suspect UDP Activity I Low Traffic [l Touched HTTP: 1.7%

B High Traffic Bl Worm Aclxity [l High Concern Index Suspect Long Flow Policy Violation: 20 — SSH: 1.64%

@ Beaconing Host [ Worm PMypagation B Max Flows Served Suspect Data Loss: 20 { SRl DAY SSH/SCP (unclassified):
@ Bot Infected Host - Successful ORC Activity B Suspect Data Loss . . T PR ey

- ol s . -~ .. a P 'orm Propagation: 609 =

12V

authentication: 1.01%

Trend

Flow Collection Trend

:
3
E:
"
g

—

f V | f m lU'" / ." kn / ’\
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Data Hoarding | A source or
farget host within a neftwork has
downloaded an unusual amount
of data from one or more hosts.

~ Host Name = = = = = v ~ DH = = = Location Host Groups
EX PV AN
s Sales and Marketing, Atlanta, Desktops
1918
Al i
database-S€ T34 Datacenter, Database Servers
RFC
Recon (247) 1918
Concern Index (212)
Exploitation (26) 10.201.0.23 terminal-server. “Ba Terminal Server, Datacenter
TargetIndex (10) RFC
Command & Control (6) 1918
Data Hoarding (2)
Anomaly (1) 10.20145.25 2.799% 6% 65% = Infrastructure
Exfiltration (0) RFC
DDoS Source (0) 1918
DDoS Target (D) —
Policy Violation (0) 10.10.101.43 241% 1% 37% o New York, Desktops
= RFC
Select Multiple 1918
Host Groups v, 10.10.30.23 889% 1% 26% B New York, Desktops
RFC
1040
Inside Hosts (3383) ol
10.10.101.24 742% 21% 1% B New York, Desktops
Locations v R:C_
1918
RFC 1918 (1665) 10.202.4.71 3% 715% B Engineering, Boston
United States (304 REC
Unknown (31) 1918
Select Multiple ol o x =
L 10.10.101.118 29N 1% 8% &5 New York, Desktops
RFC
1918
10.10.101.27 302% 7% B New York, Desktops
RFC
1918
10.201.3.2 spare2-2-13- 37 23% B Sales and Marketing, Atlanta, Infrastructure,
15.1ancope.local. RFC Desktops




Concern Index

0

Host Summary

[

Users & Sessions

Mac Address:

Target Index

@ Host Report for 10.201.0.23

0

10201.023

High Target Index Supress, Inside, Lancope Datacenter

‘vmv VOITUUTy DT T

Recon

00:26:b9:9f.aa:66
User Start
edward 2122/15 5:06 AM
edward 2122115 5:46 AM

View Flows Classify History
Status: Active
Hostname: terminal-server
Host Groups: Terminal Server, Datacenter
Location: RFC 1918
Last Seen: 2/22/115 1:46 PM
Policies:
Policy
MAC Address: 00:26:b9:9f.2a:66 (Dell Inc)

TCYILT Ty e vvirrauwed |

Workstation
End

2/22/15 5:33 AM
2122115 9:06 AM

Exploitation

0

Traffic by Peer Host Group

© Database Servers

© Atlanta

© Desktops

@ Domain Controller/DNS
@iSCSI Storage

@ DHCP Servers

@ File Server

O Seattle
©Others (Inside)

DDoS Source

DDoS Target

0 0

Puerto Rico @

United States@

10.201.0.23
Canada®
United Kingdom@
Electric Mail@
Switzerland@
United Arab Emirates®
Qatar®

Others (Outside)®@

H Application Traffic

Application Tota

Undefine... 41.89GB
SQL 34.59GB
NFS 26.92GB

20.00

Sent Ratio

Received

7-day Trend

208.92MB

Data Hoarding

Exfiltration Policy Violation

0

Anomaly

Alarms by Type (last 7 days)

66
61 — 8 =
= B g =
_, I o
- § T
v e [— bt
- = o p—]
S B EB =
H BB = = B
., N = =N = - R
02/16 02/17 02/18 02/19 02/20 02/21 02/22

B Host Lock Violation [ High Target Index W High Total Traffic

@8 High File Sharing Index [l Suspect UDP Activity [l Touched

¥ High Concern Index B8 Worm Propagation W Suspect Data Hoarding
Suspect Data Loss B Data Exfiltration [l Data Hoarding Exploitation

@ Scanner Talking M Fake Application Detected

Internal External "

24-hour Trend

 51324MB -




@ Host Report for 10.201.0.23

Concern Index Target Index Recon C&C Exploitation DDoS Source DDoS Target Data Hoarding Exfiltration Policy Violation Anomaly

0 0 0 0 0 0 0 1 0 0 0

m 10.201.0.23 . Alarms by Type (last 7 days)

© Database Servers Puerto Rico @

s o5 63 8B,
View Flows Classify History R = — i=a
y y 10.201.0.23 United States® i - - —
i : : = 50 == _ E
S Ative ©Domain Controller/DNS United Kingdom® g = -
©DHCP Servers B P Sl
Hostname: terminal-server : CAlada = = =
©1SCSI Storage Electric Mail@ £ = mm
Host Groups: Terminal Server, Datacenter OFile S W 25 —_—
_ lié Server United Arab Emirates@ . .
Location: RFC 1918 ©@Atlanta Alisralia®
Last Seen: 222115 12:58 AM ©Desktops China®
q
Policies: High Target Index Supress, Inside, Lancope Datacenter OSeattle Others (Outside )@
Policy @Others (Inside) =
MAC Address: 00:26:09:9f:aa:66 (Dell Inc) €3

S -wormrrropagauon g SUSpeCT Datd TIoaramyg
Data Exfiltration W@ Data Hoarding
B rake Application Detected

SUsSpeECTUamatoss T

Whloitation WM Scanner Talking

Users & Sessions ‘" Application Traffic Internal

External n

Mac Address: Mac Vendor: Dell Inc Device Type: Windows7 o y
00:26:b9:9f 2366 Workstation Application Total Received 7-day Trend 24-hour Trend
How o S P2P file 296GB  60.00
edward 2/22/15 5:06 AM 2/22/15 5:33 AM
edward 2/22/15 5:46 AM 212215 9:06 AM |
HTTPS 11268 2300 [GaGIMEN N - e

HTTPS (u... 569.45MB  11.00 [44304MB" |
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STEALTH
WATCH

L

" hylmenge

= Flows (118)

! Actions

=l Save Results
= Save Query

&N Clone Query
& Export as CSW

IZ Cument Filters

Mo Filters Selected

Clear All

T Filter Results By:

Search Subject

Host Groups

Inside Hosts (236)

Locations

RFC 1918 (118)

Select Multiple
Port

1-12437 (78)
12438 - 24874 (1)
24875-37311 (1)
37312-49748 (22)
49749 -62187 (4)

Select Multiple
Protocol
TCP (101)

ICMP (12)
UDP (5)

B Flow Query Results

= Duration

Start: 02022 - 12:54:16 AM

End: 0222 - 12:57:47 AM
Duration: 3m 31s

Duration: 2m 13s

Start: 02022 - 12:54:16 AM

End; D2422 - 12:57:55 AM

Dwuration: 3m 43s

Start: 02022 - 12:54:16 AM
End: 02/22 - 12:57:55 AM

Duration: 3m 43s

Start: 02022 - 12:54:18 AM
End; D2422 - 12:57:4T7 AM

Duration: 3m 31s

Start: 02022 - 12:54:18 AM
End: 0222 - 12:57:48 AM
Duration: 3m 32s

= Search Subject

10.201.0.23
o RFC 1818
terminal-server

00:06:0a:e9:00:17

Wiew Details

10.201.0.23
o RFC 1818
terminal-server

00:06:0a:e9:00:17

Wiew Details

10.201.0.23
o RFC 1818
terminal-server

00:08:0a:c5:00:17

Wiew Details

10.201.0.23
o RFC 1818
terminal-server

00:08:0a:c5:00:17

Wiew Details

10.201.0.23
o RFC 1818
terminal-server

00:08:0a:c5:00:17

Wiew Details

10.201.0.23
o RFC 1818
terminal-server

00:08:0a:c5:00:17

= Port

32393/UDP

443TCF

10839/TCP

10860/TCP

443TCP

41463/TCF

= Traffic Summary

302 73MB | 221.14K packets
—
P2P file
A

OB | 0 packets
11.85MB | 8.53 Chets
HTTPS

A

L0 CCWR | E 27 narlbate

1.94MEB | 1.5K packets

—
authentication
Ap—
1.01ME | 1.16K packets

520.15KB | 730 packets
—
authentication
—

567 6KB | 536 packets

115.58KE | 580 packets
—
HTTPS
A
347 1TKE | 638 packsts

268.14KB | 800 packets
—
Undefined TCP

= Port

53/UDP

46087/TCP

389/TCP

326B/TCP

326B/TCP

G0105/TCFP

3332MCP

= Peer

T4.213.80.87
= Fuero Rico

D 178.230.64.54
Ef§ United Kingdom

D 10.201.0.18
@RF...JHEHE
lehgewrD2 lancope. local

D0:0c:20:41:3¢:56

D 10.201.0.15
@RF...JEHE
lchgewrD1 lancope. local

00221599307 b4

D 10.201.0.18
@RF...JHEHE
lchgewrD2 lancope. local

D 12.177.140.2
(5 (o] B5
&5 United State

D 10.201.0.41
L RFC 1918

lkehgbes02 lancope. local
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