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UTo Takoe ybnmncTteeHHas Leno4vka?

Lifecycle of an Advanced Persistent Threat
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YBER KILL CHAIN®

Lockheed Martin’s Cyber Kill Chain® and Intelligence Driven Defense® services
identify and prevent cyber intrusion activity. The services monitor what the
adversaries must complete in order to achieve their abjective.

A: ADVANCED
Torgeted, Coordinated, Purposeful

P : PERSISTENT
Month ofter Month Year after Year

: THREAT
Person(s) with intent, opportunity,
and copability
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Coupling exploit with backdoor
into deliverable payload
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Exploiting a vulnerability to s
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4 Installing malware on the asset
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ACTIONS ON OBJECTIVES
@ With Honds onKeyboord'access
intruders accomplish their original goal

Learn how defenders have the advantage ot:
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3 yero coctouUt yomncTeeHHas
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Kak xakep npoBoauUT pa3BeKy Ballen cetn?
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KpacuBaga npumaHka
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23 years old,

MW Contact Info

Studied at Information Technology
Past: Cisco Networking Academy and Over-Y
[ https/iwww.linkedin.com/infilse-hdl-26a922b4/en
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B3nom nodon KomnaHmum 3a 4ac

Security Day komnaHum CTI

PykosoguTternb HanpasneHna b CTIl Hayan BbICTynneHne ¢ Toro, 4to
YTO NpeanoXun nobdomy y4acTHUKY ceMMnHapa "B3nomMaTtb" ero
KOMMaHMIO 3a BpeMSA npoBeaeHns Meponpuatns. Tomy, KTo He
nobounTcs HasBaTb MMSA CBOEN KOMMaHUN ON4 nNpoBedeHns Tecta Ha
NPOHUKHOBEHUS, BbIN NpeanioXeH Npu3 B BUAE OYThINIKM XOPOLLEro
BUCKU. YTO XapakTepHO, Hawnacb TOMbKO OHA KOMMaHus,
npeacraBuUTerlb KOTOPOM HE NODOSASICA NPeanoXnTb cebs B KadecTse
NO4OMNbITHOrO Kposnuka. [ns YncToTbl 3KCrnepmmMmeHTa Obi1o Ha3BaHo
TONLKO MMS KOMNaHUKM (MO NOHATHLIM NPUYNHAM A €ro HasblBaTb He
byay) u cneunanuctol CTI npuctynunu k padorte.
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B3nom nodon KomnaHmum 3a 4ac

Security Day komnaHum CTI

- CnycTsa BCcero 4ac ¢ HebOSbLLIMM OHM BbIWIN C Yy4acTHUKaMn Ha cBs3b no Cisco
Webex 1 npogeMoHCTpupoBanu nepeble pesynbraThbi:

e
CISCO

B MHTepHeT Obina HangeHa MH(bOpMaLI,I/IFl O KOMMNaHM N oTAeEsbHbIX €€ COTPYAHUKAaX

COTPYOAHUKH CTIl cBaA3anuckb ¢ COprLI,HI/ILI,eIZ KOMMaHnn, npeacraBMBLUNCH NoTeHuunasribHbIM
KITMEHTOM

COTPYAHULIE NpUCNany 3anaponeHHbIn apxXuB ¢ JOKYMeHTaMu AKoObI ANA aHanunsa u
nocrnenyoLLEero 3aknio4eHns Joroeopa

B apXuBe Haxoausmcb He camble cBexune (4-5-TMaHeBHOW BbIAEPXKKM) malware, Ha
KoTopble pyrHyrca aHtuempyc ESET Nod32

"KnneHT" noobeluan npucnartb HOBbIN "HEBGUTLIN" harn, YTO U caenan CnycTa HECKOSbKO
MMHYT, 3anakoBaB 3a 3T0 BpeMsi malware Ttak, 4Toobl Nod32 ee He pacnosHarn

COTPYyAHULA KOMNaHUN-XXePTBbI 3anycTuna gans, KOTopbii 1 3apasui ee KOMMbTeEpP

YyacTb CrlydanHoO coBpaHHbIX Ha XeCcTKOM ancke annos bbina cnuta Ha Axgekc.[unck B
KayecTBe JeMOHCTpauun.
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I p nvie p bl MOCIJ1 eﬂ HINX Carberp: GeckoHeuHas ucTopus

= WHdbopmaumnoHHas 6esonacHocTb*, Bnor koMnaHum ESET NOD32

aTa K KunbepnpectynHas rpynna Carberp 6b11a 04HOM U3 NepBbIX rpynmn, KOTOPble MAacCMBHO UCNOb30Bann CEMENCTBO
BPEAOHOCHbIX MPOrpaMM, HaLeNeHHbIX Ha KOMMNPOMETaLMI0 CUCTEM yAaneHHOro 6aHKOBCKOro 06CNyXMBaHUSA U
npoBefieHMe MOLIEHHUYECKMX onepaLmii NpoTUB KpynHenwmnx 6aHkoB Poccn. MHorme yneHbl OCHOBHOM rpynmbl
Carberp yse 6bin1 apectosaHbl, HO 3TO CEMENCTBO BPEAOHOCHbBIX MPOrpaMM No-npexHeMy akTMBHO U MPOAO/IKAET
pa3BuBaTbcs. Haw konnera Anekcanap MaTpocos NpousBen aHanus nocneaHein moamburkaumm 6aHKOBCKOMO TPOsi|
Carberp, KOTOpbIi Mbl XOTUM MPEACTaBUTb HUXE.

25 anpens B 18:45 Ha ckpuHwoTe npeacTaBneHa ctatuctvka ESET Virus Radar, koTopas nokasbiBaeT pernoHbl, Hanbonee
Pa3|-|oe - Ky|6ep|'| peCTynHMKM NbiTaNInCb COBepmMTb noctpagasLme ot uHdekumn Carberp B TedeHne nocneaHero Mecsiua.
pr" Henwee orpa6neH ne 6aH Ka Win32/TrojanDownloader.Carberp mhrest name] go to Threat
Bror komnakum ESET NOD32 [ _ox 1 |
M3BecTHas 060poHHas KoMnaHuus BennmkobputaHumn BAE Systems, KoTopas 3aHMMaeTCs NepcnekTUBHLIM BOEHHbLIMU = '__;._:__6!’
pa3paboTkamu, a3poKoCMUYECKOW MHAYCTPUEN, a Takxke MHdopMaunoHHo 6e3onacHocTbio, 06HapoAoBano = <

pesynbTaThl @aHanu3a KpynHoii knbepataku Ha 6aHk B baHrnagew, B pesy/bTaTe KOTOPOW 3/10yMbilLIEHHUKAM
yAanocb CKOMNPOMETUPOBATb U3BECTHYHD MeXAYHapoaHYto 6aHKOBCKyto nnatdopmy SWIFT u noxututb $81 MAH.

Last Day Last Week | Last Month

(kapTtuHka Reuters)



Ataka Ha SWIFT

AN
~—

= 4. Confirmation messages from the SWIFT network are

} ‘ now monitored by the malware. Functionality continues in

loop until 06:00 6" Feb 2016
SWIFT Alliance CONFIG FILE 5/ SWIFT mesteges senk to printerore
Software server gpca.dat —_— tampered with in real time

mﬁ 0
1 6. PRC and FAL files are scanned for attacker
% v" defined terms. On match will extract transfer
—_— — T Ai reference and sender address to form a SQL
I =555 DELETE statement to delete a transaction
I =

% 7. Messages that contain attacker defined

3 v terme will be usad to form SQL statements to
‘ query Convertible Currency avadlability and

1, Attackers gain access 2. Malware decrypts 3, Malware identifies /N
and install malware config file containing and exploits host’s then update transfer amounts
search terms to scan SWIFT application to
within SWIFT messages bypass validity check 8. Checks the "Login/Logout’ status of
within Oracle DLL the Journal table every hour and sends
result to attacker domain over HTTP

ol I el l I http://baesystemsai.blogspot.ru/2016/04/two-bytes-to-951m.html
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TpaHcnopTHasa cuctema CaH-®paHuuncko

-
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Image: Spencer A Brown - MEK@spencsibownpholo.com
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I3meHeHne B NoBeOEHUN aTaK

CkopocTb INoBkOCTbL Apantauusn YHU4YTOXEHMUe

e W

NHHOBaLUUK, UCMONb30BaHNE CTapbiX NPMEMOB Ha HOBbI Naj
N 0bxon 3alUTHbIX MEXaHU3MOB

e
CISCO



TeHeBasa MHPACTPYKTypa yCTONU4YMBA U CKPbITHA

PaspaboTaHbl ANs YKNOHEHUS, BOCCTAHOBMNEHWSI U KOHTPOIsS paboTocnocobHOCTH

IKCNNoUT-cepsep

MpokCcH-cepeep NONyJYaeT NaHHbIe m CepBep 3KCNNOWTOB OTNpasnaeT
C cepsepa akcnnowTos (nopT 81). m HTTP-3anpocu Ha cepeep COCTOAHUSA

Caoaka naHHBX
Crpanuua

K NDOKCH = Cepeep CTaTyca OTCnexueaeT X HanpasnaeTca Ha
3anpocos cepaepy m HTTP-3anpockw/cocTosaHue rnasHLii cepsep m
Monb3osarens Mpokcu-cepsep Cepeep craryca nasHbik cepsep
YHUKarnbHbIX CanToB, N3 HUX ncnonb3oBanuck meHee 10 pas

nepeHanpasnsawmx Ha Angler
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Rombertik

BpenoHocHoe O 3BOMOLMOHNPYET HE TOSNbKO B CTOPOHY KPaXXmn AaHHbIX — eCcn ero 0bHapyXmBatoT u
NbITAOTCA BO3AENCTBOBATb HA HErO, OH MOXET YHUUTOXNUTb 3apaKeHHY CUCTEMY.

oo

MNMony4yeHne Yxop ot
gocTtyna OOHapyXeHus
* Cnam * 3anucaTtb criyyanHble
o OULNHT AaHHble B namsATh 960
O E T MUMNNOHOB pa3
VHKUHUPUHT * 3acopeHue namsaTm B
necovHuLe
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AHTHM-aHanu3s CToMKoCTb BpenoHocHoe noBeaeHue

YKpaCTb AaHHble
nonb3oBaTensa
* [locTtaBka OaHHbIX

RA
KN

} YHUuYTOXEHMe ecnu
ObHapyxeHo
* YHuuytoxenme MBR

* [locne nepesarpysku
KOMMbIOTEP MepecTaeT

nosrb3oBaTesd 06paTHO
3J10yMbILLITEHHUKaM

¢ Kparka ntobbix gaHHbIX, a paboTatb

He TONbKO BaHKOBCKMUX



O06xon «nNecoYHUL»

BpenoHocHoe O 3BOMOLMOHNPYET B CTOPOHY 3aLUMTbI OT UCCNegoBaHNA B NECOYHULAX, rae
BPELOOHOCHbIN Kof 3anyckaetcs n aHanmaunpyetcs. [JaHHble MeToabl He HOBbI, HO B 2015-M rogy OHU

cTann NpMMeHATbCA BCE 4alle.

Y om0 £y 19 MapTa 14 anpens
Makpochbl, M AutoCl 0
R akpocbl Ha AutoClose Yxuwpexua ¢ umeHamu cainos
H BMPTYaNbHLIE MALLHHbI L"p'ﬁ:if::’l%:ggigﬁ"owo"
KMpUAnMyeckue cumeonst unicode,
{} 12 MapTa {I 19 ma pTa KOTOPbIE BMELUMBAIOTCA B PABOTY
Komnnekr Upatre ¢ mogynem o6xoga 3a cLeHapu1es 3anycka
akcnnoiTos Angler . cueTt nposepku umeH BIOS spefnoHocHoro MO B HEKOTOPbIX
NPOBEPAET Hanuuue 8BTOMaTHU3MPOBAHHBIX NECOUYHKULAX)
NecouHuy
¥ BUPTYanNbHbIX MALWKHH
1 maprta 2015 . 1 anpens 2015 . 31 anpens 2015 .
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OBONOLUMA BapUaHTOB BbiMOraTenem

CteueHune 0OCTOATEABCTB — AETKOE U 3OPEKTUBHOE
LndpoBaHUE, NONYAAPHOCTb 3KCMAOUT-KUTOB U GULLMHTA, a

TaKXe roTOBHOCTb XEPTB NAATUTb BbIKYM LUaHTaXMUCTaM SamSam

Locky

Cryptowall '

MepBbii : 73V3N :

o CRYZIP  KOMMEPHCCH \ TeslaCrypt pega~ |

aKe 0

PC Cyborg Antiviris Redplus Android Cryptolocker Teslaonpt 30

|“| ] I Virlock Teslacrypt 4.1 |

' ' : Lockdroid ]

: y Reveton :

| ! [

1989 2001 2005 2006 2007 2008 2012 2013 2014 2015 2016
[ ] [ ]

CryptoDefense
Koler
GPCoder QiaoZhaz Reveton Kovter Tox Cerber
Ransomlock Simplelock Cryptvault Radamant
Cokri DMALock Hydracrypt
Bitcoin CBT-Locker Chimera Rokku
ceTb 3anylieHa - TorrentLocker Hidden Tear Jigsaw
| I ' l | y 8;;tgt(|:))l’eb?{ypt Virlock Lockscreen Powerware
D ; CoinVault Teslacrypt 2.0
CISCO Cryptographic Locker Svpeng

Urausy



VIHHOBaUWK NporpamMmm-BbiMoraTeneu
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[TporpamMmbI-BbIMOraTen BTOPOro NoKOEHUS

CamopacnpocTpaHeHue

aifean],
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cnonb3oBaHue ya3BMMOCTEN B LLUMPOKO
pacnpoCTpaHEeHHbIX NPOAYKTax

Pennukaumsa Ha Bce JOCTYMHbIE HAaKonuTenm
3apaxeHue gannos
BasoBble pyHKUMKM 4ns aTak MeTogom nogodopa

YCTONYMBOCTbL ynpaBneHnsa N KOHTPONS, B T.4. NOSIHOe
OTCYTCTBWME NH(PPACTPYKTYpPbl KOHTPONA 1 yNpaBieHns

Mcnonb3oBaHue yxe nvetowierocs B cucteme Bl1O

MoaynbHOCTb

PacnpoctpaHeHue Yepes cannel aBTo3anycka n USB-
HakonuTenu 60mbLION EMKOCTH

OKCNMONTbI B MHAPACTPYKTYpe ayTeHTUmKaumm
CnoxHble cUCTEMbI YNpPaBNeHNs, KOHTPOMNA N OTYETHOCTU
OrpaHnunTenu NnoTpebneHnsa CUCTEMHBbIX PECYPCOB

dunbTpaums LeneBbix aapecoB ANs 3apaXXeHns
(RFC 1918)



[TpsimMble aTtakn dpopmMupyroT bonbLIKe AoXoabl

bornee adbdekTnBHLI 1 6oree NPUObLINbHLI

10* =]

OBCMKEHHBX

3anpocos
OT IKCNNOATOB

Bblkyn nnatsar 9515 nonb3osarene B Mecsy



SBonuna BbiMoraTtenen:
lenb — AaHHbIe, a He CUCTEMb

PoKycupoBKa

BbIMOrarenemn — Niariie painy $300-$500
penkue A3bIKU 3MNoyMbILLNEHHUKM
(Hanpumep, npoBenu
NCNaHACKUI) unm ;‘;Sﬁ;;eo*;:aie
rpynnel . naeanbHOM TOYKM
nonb3oBartesneun LeHbl. Cymma
(Hanpumep, BbIKyna He
OHJTaUuH-reumMepbl) TOR Era ypeamepHa

BbimoraTtenu Tenepb
MONTHOCTbO aBTOMAaTU3UPOBaHbI
n paboTaroT Yepe3 aHOHVMHbIE
cetu

durHaHcoBblE
JaHHble
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VIHpacTpykTypa: co3gaHne umdppoBON 3KOHOMUKN
Ha ba3e ya3BMMON MHPPACTPYKTYpPbI

Cnabas, yA3BUMad MchpaCprKTypa HEe CMOXET CTaTb HageXHOW OI'IOpOVI 0719 SKOHOMUKU cnefyruiero

MOKOJ1€HUA.

T e ererrases T
- siiiniain - sizsaiiii:
Yctpounctea paboTtatoT

C U3BECTHbIMUN YA3BUMOCTAMMU
B cpeaHeMm

5 ner
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N aTa npobnema HOCUT CUCTEMHbIN XapakTep

Apache/
Cisco OpenSSH

9,64 5,09



HageKHOCTb NopoXaaeT caMoyBEePEHHOCTb

0 YCTPOWCTB, AOCTYMHbIX Yepes
9 2 MHTepHeT, coaepxanu
O N3BECTHblE YSI3BUMOCTU (B
B m
O YCTPOWCTB, AOCTYMHbIX Yepes
O MHTepHET, ObINn CHATBLI C
NogaepKKu

O YCTPOWCTB, AOCTYMHbIX Yepes
O NHTepHeT, Haxoamnuck 3a
npegenaMmn CBOEro XWU3HEHHOTO
umkna
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KTo 3abbiBaeT 0OHOBNATb MHAPACTPYKTYPY?

OuHaHcoebe  MIHTepHeT- 30pasoox- Tenekommy- PO3HW4HaA
yCnyrv nposanaep. paHeHue HUKaLMA TOproans
Canaab A3ponopT MNpownasoacTeo CTpaxosaHue KpynHoiiA

nekapcrs Hm3HeC

Cisco © 2016 Cisco and/or its affiliates. All rights reserve
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PearunoraHMe HA MHIIMAGHTKI: RAMMAN URHVTHNY
ot [lOYeMbl Bbl HE OOHOBNISIETE CPEACTBa 3aLLUUThI

0o nocnegHen Bepcmm?
36% Her geHer Ha HOBOE

| 27% norepsem ceprudmkar

I 26% 1 rak sce yerpausaer

11% Hert nogei ans atoro

89 ronocos * OKkoHYarenbHble UTOru OB

Cisco



DNS: cnenas 3oHa anga 6esonacHoCcTu

MonynspHbIA NPOTOKOS, KOTOPLIN UCNOMNb3YHOT 37I0YMbILLNEHHUKM ANS YNpaBneHust, yTeYKN JaHHbIX U

nepeHanpasneHns Tpaduka

91,3%

BpenoHocHoro MO
ncnonbdyet DNS
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68%

OpraHusaunmn He
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UTOo ewwe Obif10 BbIABNEHO?

« AjgpecHoe NpoCTpaHCTBO 3aKkas3vnka * [logosputenbHble OENCTBUA,

BXOAMUT B BITOK-CMNCKU TPETbUX BKI1t0Mad ucnonb3oBaHne cetu Tor,
CTOPOH N0 crnamy 1 BpegoHOCHOMY aBTOMaTU4eCKOE nepeHarpasneHne
Mo 9JTIEKTPOHHOM NOYTbI U OHSTAaNH-

. AZlpecHoe NPOCTPaHCTBO 3akasunkos  NPE0bpasoBaHne AOKYMEHTOB
MapKMpOBaHO A1 U3BECTHbIX » [loBcemecTHOE TyHHennpoBaHue
CcepBepoB BHELUHEro yrnpaBneHud DNS Ha OOMeHHI,

Zeus un Palevo 3aperunctpupoBaHHble B Knutae

* AKTUBHble KaMNaHUN BPEOOHOCHOro * «TannckBOTTUHI» DNS
MO, B Tom uncne CTB-Locker, Angler,

BHyTpeHHMe KnneHTbl, 0bxoasauime
n DarkHotel

OoBepeHHy nHdpacTpykTypy DNS
KNneHTa

afea]
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Kakue MPOTOKOJIbl UCIMOJ1b3YHOT BbIMOraTenm?

UVA
Locky
SamSam
TeslaCrypt
CryptoWall

TorrentLocker

PadCrypt
CTB-Locker
FAKBEN
PayCrypt
KeyRanger

o
® =
7

LlndposaHne C&C

IP NO C&C

TOR

LlHaHTax

OINJ1ATA
DNS
DNS (TOR)
DNS
DNS

DNS

DNS (TOR)
DNS
DNS (TOR)
DNS
DNS



KomnnekTbl akcnnontoB: Adobe Flash u
BpeOoHOCHas peknama

BonbwmnHcTBO HABOPOB AKCMNOMTOB UCMONb3YHT ya3BnumMocT Adobe Flash n Microsoft Silverlight

Nuclear Magnitude Angler Neutrino RIG
Flash
CVE-2015-7645 ¢ “ ¢ ¢ “
CVE-2015-8446 ¢
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3apaxeHus bpaysepa: Yyma, KoTopasi He nNpPoxoauT

-
3 85%

OMNPOLUEHHbIX KOMMaHUMN
CTpagarT Kaxabl MecsL,

Tt
-
3

CCCCC



K yemy ato BCe npmBogmT?

Mandiant

229

Bitglass

205

Trustwav

e
2287 oHen — ogHoO N3 [T 1 88
caMbIX ASTMHHBIX

He3aMe4YeHHbIX BTOPXXEHWUN 206
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6 NPUHLMMNOB KOMMNMNEKCHOWU 3aLUUTbI OT Yrpo3

1. TpebyeTcsa apxutektypa 6€30nacHOCTM U CETU

2. [laxke ny4lune B CBOEM KIlacce TEXHOMNOrMmM B OANHOYKY HE CMOCOOHbI
CrnpaBnATbLCA C COBPEMEHHbIM NaHALadgTOM yrpo3

3. IHTerpupoBaHHasa 6e30nacHOCTb NMOMOXET BOPOTLCS C 3alundpoBaHHON
BPe4OHOCHOW aKTUBHOCTbLIO

4. OTKpbITble APl MeloT Kpntnyeckoe 3HavYeHme
5. TpebyeTca MeHbLLUE KOMNOHEHTOB A8 YCTAHOBKU U yNpaBeHns

6. ABTOMaTU3aLMsA U KOOpAUHALMS NOMOratoT CHU3UTb BPEMS Ha
obHapyXeHue, nokanusauuio u ycTtpaHeHne nocrneacTBuii OT aTtak
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HoBas moaenb 6e3onacHOCTU

[IEPE]] BO BPEMS Ty IIOCJIE

OTKpBITH OOHapyKUTh OrpaHu4uTh
[MprmMeHuTH 3aJI0KMpOBaTh Caepxatb

Vewmrs 3amuTaTh PearupoBarh

CeTb Mo6unbHbIN BupTyanbHbin O6nako
5Ly -0- OO
0
bBasa 3HaHun yrpos ToyeuHoe [MocTosiHHO
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NMoaroroBka BTopxeHue AKTBHas Opelb

1. PeKorHocumpoBKa 3. JocTaBKa 5. UHcTannauus c 76 .U.EMC'LICB;VIFIOHO uerm
MOMHbIM AOCTYNOM K CUCTEM
C6op nHdopmaumm ans NocraBka 6aHana xepTee YcTaHoBKa malware Ha HapyLNTENb AOCTUraeT CBOEIA
co3aaHus cTpaTernm ataku yepes email, web, USB 1 KOMMbIOTEPE XKEPTBbI Lenm
N UHCTPYMEHTOB 1151 aTaku T.0.

& ”
N/ N\ _/J N\
e ] <

2. BoopyxeHue 4. kcnnyarauyums 6. Command & Control
Ob6beamHeHne akcnnonTa ¢ Jkecnnyartaums ysa3srMoCTU KomaHgHbIM KaHan angd
YS13BUMOCTbIO B AJ1SA BbINOIHEHNA KOAA Ha yOaneHHon MaHunynsuum
3anyckaemblii Kog CNCTEME XKEepTBbI CMCTEMOW XepTBbl

afea]
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OcHoBaHO Ha «ybuncTteeHHon ueno4vke» ot Lockheed Martin



1. PekorHocumnpoBKa

Cobop nHopmaummn ansa cosgaHns
cTpaTerum atakm u
COOTBETCTBYHOLUMX MHCTPYMEHTOB

- OS
- AV

- [NpunoxeHus

?

- [NopThl

- [lepcoHanbHasa nHpopmauus

afea]
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YMeHbLUNUTE CBOK 3KCMNO3ULINIO OANS Yyrpos3

MexceTeBble 3KpaHbl O6HapyxeHue u URL cpunsTpaums BoamoxHocTtu VPN
KOHTPOJb
. ) npunoxeHuun (AVC) Sawmwaiie Kax
JIOKMpynTe 5 - < _
HeaBTOPU30BaHHbIN JOCTYN KoHTponupyite nosenexne Sanpeujaire AoETYN K noakntoyeHms site-to-site,
NPUNOXEHWI ANs cneymdunyeckum cantam TaK W yaaneHHble
M aKTUBHOCTb C NOMOLWbIO
KOHTDONS NMOTOKOB T achKa YMeHbLUEeHUA NITOCKOCTU UIun Xe Kateropmnam noakKnu4eHnAa ¢ NOMOLLbH
P P aTaku U CHUXKEHUS pucka canToB LUNGOPOBaHHbIX KaHanoB
yTepu AaHHbIX CBA3n

Cuctembl npeaoTBpalleHUsa BTOpXXeHU HoBoro nokoneHus (NGIPS)
06Hapy>KI/IBaIZTe n I'Ipe,El,OTBpaLLI,aIZTe yrpo3bl 4O UX BXoAa B CETb
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[Tony4unTe bonblue ¢ paclUMPEHHOW aHanNMUTUKCw v
NHTErpmpoBaHHON 6€30MacHOCTbIO

Ob6wasn nHdgopmauus

el §
o-Ll-e| OBLNIT KOHTEKCT S
) | . | | | | ._ | |
Ragyye vRL Network e e Idsgjity &
v MOCTOSIHHOE MPUMEHEHNe i -
4 @ il TN

NOJNMNTUK

Firepower Management Center
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Cisco StealthWatch. CeTb kak ceHcop

Mpumep: NetFlow yBegomneHuns B StealthWatch

ACKaHMPOBaHMe cetTun

TCP, UDP, Port Scanning Across Multiple Hosts

A HapylweHus nonutuk

Hosts that are baselined, exceeding predetermined thresholds.
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PELLIEHWS BE3OMACHOCTM HAYMHAIOTCA C CISCO ASA

ASA
BUPTYA/IbHbIN OU3INYECKUN

R FR B

B vmware 5

-.
T

ASAv

MonHbI dyHKuMoHan ASA
He3aBMcMMOCTb OT rMNepsBu3opa
HesasucumocTb oT virtual switch
[unHamuyeckasa macwtabupyemocTb

ASA 5585-X

Knactepusauua go 16
YCTPOMUCTB C
NPOW3BOAMTENIbHOCTbIO A0
640Gbps

\ Acy Ini;(:;gr‘\"ed



[Tnatdopmbl Cisco NGFW

yCTpOMCTBA

Firepower 4100 :

: : Firepower cepBucebl
e Dence A _
Threat Defence n ASA Ha ASA 5585-X 1 5500-X

Bce ynpasnstorcs ¢ nomoribio Firepower Management Center

afea]
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Cisco Firepower NGFW

MexxceTeBomn 3KpaH OPUEHTUPOBAHHLIN Ha 3aLMTy OT Yrpo3

%, OO || [www
o
Bbicokas IPS HoBOrO 32}”;&;? q)mmL:JTRLa usi
[OOCTYMHOCTb MOKONeHns ﬁ@ﬂ pau
|:| ) :4:0 AHanutrka u
Fi II. VPN KonTpore BrAvmocTe pacwmdpoBka u MpospayHas
irewa -
’ NPUNOXEHUN
andRouting | Bamoacni rpoduuposa [ 5
OpgHa OC + npocToe ynpasneHne

[TpocTtoun, OKTPLITbIN, aBTOMaTU3NPOBAHHLIN U 3PP EKTUBHLIN

afea]
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[lepenoBasa aBTomaTmnsaumna Cisco NGFW
OH coeceM He Moxox Ha mo, Ymo ucrnosb3yrom opyaue!

@
e~

Mcnonb3oBaHMe KOHTeKCTa
CospaHune npocunen yanos, ISE pxgrid,
NMHTEerpauusi Co CKkaHepamm ysa3BMMOCTEN

ABTOMaTU3NpPOBaHHaA HaCTPoOMKa
ABTOMaTU4ECKOE CO3aaHmne NOoNnUTUK
6e3onacHOCTU Ha OCHOBaHWKU NPOdUNIA

aifean], cetun
CISCO

y:]\té] \@
OueHka ypoBHA BnusaHuA u loC
Koppensuus yrpo3 ymeHbLUaeT

KONMUYecTBO COBLITUI, KOTOPbIE
Tpe%roT peakunn Ha 99%
»FE S o
<z

™

UaoeHTudukauma npunoxeHuin, Kotopom
Bbl MOXeTe A0BepsTb
OpenAppID



[lpeactaengaem Cisco ldentity Services Engine

LleHTpaJ'II/I3OBaHHOG peleHne ©e3onacHocTy, KOTOpO€E aBTOMAaTU3NPYET AOOCTYMN K CETEBbIM peECYypPCaM Ha
OCHOBaHNWN KOHTEKCTAa U pa3aesideT KOHTEKCTHbIE JaHHbIE.

|

Lo/l |dentity Profiling
and Posture

Krto

Yto
Korpa
Fpe

Kak

CooTBeTcTBUE

T
03—
%

KoHTekcT

LU LD
CIsco

Network Resources

Py [N AR,
) [ ]))
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la -
Cisco ISE ® ™

KoHTponupyute Bce n3 ogHoun Todkn. CeTb, AaHHbIE, MPUNOXEHUS

— [ 0§ [®]

1 .‘l. ( = e== ]
I . .
: MpoBogHoe WiFi VPN
I
1
1
I
5 1
MpuMeHanTe NONUTUKK <_____:_____,
[0CTyna n UCnonb30BaHUS :
Mo BCEN CETU I
1
. 1
Admin 1
1 ~
: > ® ®
1

FocTb Mobunerii — KonTpakTHUK [MapTHep
nosib3oBaTeslb




PaCLLII/IpFII/ITe KOHTPOJIb C aBTOpPM3aunen rno MGCTOI'IOHO)KGI—%PO
NuTerpaumsa ¢ Cisco Mobility Services Engine (MSE)

WnTerpauusic Cisco® Mobility ) [eTantHelil kouTponk PaciumpenHoe
. . CeteBoro goctna ¢
Y10 HOBrO Services Engine (MSE) no6asnsieT IEBOIO/AOCII NpUMeHeH1e NONUTUK YnpolyeHHoe ynpaBneHue

: aBTOpU3aLMeit Mo C aBTOMaTUYeCcKom C NOMOLLLKO HACTPONKM
ana Cisco chuanyeckoe pacronoxeHue Bbirogbl e e s NPoBepKoit S ————

ISE 2.0? Nnonb3oBaTensi B KOHTEKCT U MNHAVBUAYATNbHBIX MECTOMONOXEHMS 1 ynpasnenus Cisco ISE
onpegensieT, Kakon JOCTYN Ha3HauYUT nonb3oBareneun peaBTopusaumen

ABTOpVI3aL|VIﬂ NMno MeCTOMOJTOXEeHUKo

AOMUH onpegensieT nepapxuo Mecrt u
HasHa4yaeT Nnosb3oBaTento cneumduieckme
npaea [oCTyny Ha OCHOBaHWUK MecTa

[aHHble Lab
JocTtyn K AaHHbIM NaLMeHTOB raunenTos
J1o66m Manata Jlabopatopwusi ER
Het poctyna | EcTtb goctyn | Het goctyna | EcTb goctyn Patient

Room

B 2

Bpau

£ © o © ©

L LD
CIsCO



2. BoopyxeHune

Ob6beanHeHue akennouTa ¢
YA3BMMOCTbIO B 3amnyCcKaeMbli Koa

- Exploit Kits
- [NpoTnBoaencrtene AV
- O0pyckauyus

- PyTkut

afeae
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Cisco Advanced Malware Protection A

PenyTaunoHHas dunstpauus 1 NoBeAeH4YeCKnin aHanus

PenytaumoHHas punbTpauns [NoBeaeH4yeckmnin aHanms

CuvrHatypebl HeuveTtkne MaLumHHoe WHoukatopbl  duHamudeckuin  PaclumpeHHas Koppensumsi noTokoB
oTneyaTku obyyeHne KOMnpomeTaumm aHanua aHanuTuKa

[] [
Cisco



Cisco AMP ThreatGrid

t 138
: ~ThreatGRI[D) submitSamples  Search  Threatintel +  Help

Metadata Behavioral Indicators Network Activity Processes Artifacts Registry Activity File Activity Video Download v

Analysis Report

D a8fb55745bb4414e89ff06c32cc97e0d Filename unpaid_563.js
os 2600.xpsp.080413-2111 Magic Type JavaScript
Started 6/28/16 01:17:29 Analyzed As is
Ended 6/28/16 01:23:35 SHA256 dd488£b2942d600b98c6bBabETcb1b70dalcdf5a3a06675d13c908d4b01d8d5a
Duration  0:06:06 SHA1 aee99ddfcd24£772198b450b7d308££802d8E1c3
Sandbox phi-work-18 (pilot-d) MD5 d5c£8377c68ecf784c309a7148d9335d
Tags Otag

Behavioral Indicators

© Locky Ransomware Detected

© Ransomware Backup Deletion Detected
© Shadow Copy Deletion Detected

© Process Modified Desktop Wallpaper

© A Script i Direct IP C

© Command Exe File Deletion De

And Fax Viewer Us > Display D y Ir

table File

a Numeri
© Process Created an Executable in a User Directory
© Outbound HTTP GET Request

© Process Modified File in a User Directory

© Process Modified AUTOEXEC.BAT

© A Script File i Network Ci

© Process Disabled Internet Explorer Proxy
© Command Exe File Execution Detected
© File Downloaded to Disk

ol I Il l I © Pending File Deletions

Clsco © o HTTP POST C

© Outbound Communications to Nginx Web Server

Welcome dgarcia ~

[ JN-W Resubmit

Threat Score: 100

Severity: 100 Confidence: 100
Severity: 100 Confidence: 100
Severity: 100 Confidence: 100

Severity: 100 Confidence: 95

Severity: 90 Confidence: 90

Severity: 60 Confidence: 95
Severity: 75 Confidence: 75
Severity: 70 Confidence: 80
Severity: 80 Confidence: 70
Severity: 70 Confidence: 80
Severity: 70 Confidence: 70
Severity: 50 Confidence: 80
Severity: 30 Confidence: 90
Severity: 40 Confidence: 50
Severity: 25 Confidence: 25
Severity: 25 Confidence: 25

'\{r
s W'\
- o



3. locTtaBka

[loctaBka 6aHOna xepTBe yepes
email, web, USB n 1.4..

« OUWnHr
- Watering hole
- BpeooHocHasa peknama

afeae
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E
Cisco Email Security (06sop) ol

Incoming Threat

I'Iepe/:l Cloud Appliance  Virtual
x o m Bo Bpems Mocne
s, Im=mm s =
- Anti-Spam File Clalmal E Content i Qutbreak
N i \/i .
= = Anti-Virus Reputat'lon Managementi Controls i Filters "v'f"g °
‘Q. }v‘ﬁ 5 X ThreatGrid ~ Safe Unsubscribe t| vRLRep & cat| i Anti-Phish = i
bl £ % L P : :
P 1 1 wWIT
1 1
= » 5. = ||
1 g
N
P =
= =
X X
Before (X ) Bo Bpems: Management
q’ ? HQ Reporting

Message
o P< E\. Track
Outbound Liability S @ = g'

HIPAA ’X:“m -
A Anti-Spam Data Loss Encryption < i
s ° D _ = Partial
B °® = and Protection °A|Iow A Warn Block =2 ook
Anti-Virus

e
CISC



NuTerpauuna Cisco Email Security Integration ¢ >

nHdopmauunoHHbIMU cuctemamm Threat Intelligence
HenpeB3onaeHHasa KonnekTnBHas aHanutnka 6esonacHocTu

DAL (00! liiol 1lI00Il O1I0OII 101000 10110 000101 1100110 ool o1 1000 Research
""*r)-rﬁ‘;';j‘;""' 01000 0110 00 0111000 1114 'l 1000011 11 11001011 00OIII0 Response
- 001110001110 1001 1101 110} 1100110 1100111 1011 1001  Olll} Y
180,000+ HOBbIX CEMMMIOB B AEHb
FireAMP™ coobLwecTtBo
Email Endpoints Web Networks IPS Devices MH(*)OpMaLI,I/IFI 06 yA3BMMOCTSX
Microsoft n gpyrmnx
1.6 MNH 35% OpenS 6 Snort
T e penSource coobuiectsa Snort u
J ClamAvV
138,93 I..,B 163 Lo , Honeypots
g ﬂ i ESA Mporpamma Sourcefire AEGIS™
150 million+ = 24x7x365 + o
X0TOB patora YacTHble n nybnnyHble aaHHble 06
6 O O + 4 O =+ Advanced Malware Protection yrp03ax

MHXeHepoB, A3bIKOB m ,D,I/IHaMI/MeCKI/H?I aHanms
ol l 'I/.|(iCl'IFElOBaTe]'IeVI

cisco



Cisco Web Security Appliance (WSA)

Appliance Virtual

e Ilepen > Bo Bpewms

Mocne

AMP

AyTeHTudukaums jyeD Web Application

Reputation Filtering Visibility and (& Cloud Access | Parallel AV File Data-Loss ndboxing . iy

Control x  Security Scanning || Reputation [{ Prevention A h— e
Q .
- : 6

“ —
OT‘-IeTHOCTb

2 E‘@

WCCP Banancuposuwmk  Explicit/PAC PBR AnyConnect® Client

)
©) ©)

MepeHanpaBneHne

% ]
BRI EEE w0

'

cisco Campus Office Branch Office Roaming User ° S e o O i O S




[Ae Bbl NpUMEHSAETe NpaBuAa 6e3onacHOCTU?
A 8

HERE?
& HERE?

Mnn Tonbko

3necb?
CHMXeHne KoAnyecTBa
npeAynpexaeHun

Tpaduk He pocTUraer
LeAn

MH‘TepHe PN QCTY e
bbicTpee, He
MeAAEHHee

E
& HERE? i

HaCTPOMKa MEHee Yem
3a 10 MuUHyT




Ucnonb3oBaHue Domain Name Ser
6e3onacHoOCTHU

Home Enterprise
Users LocationA = | __----""

Internal InfoBlox
moblle Appliance

carrier .
Mobile
Devices

Branmoctb
rAODOAAbHON UHTEPHET-
aKTMBHOCTHU

CeteBad
6e3onacHocTb 6e3

Enterprise
Location B

Internal Windows
DNS Server

3aAepXeK

[MocToAHHOE
NPUMEHEHNEe NOAUTUK

Enterprise

2 Location C
Xopoilas BUAMMOCTb - N Internal MR = SERSSE L _

06/\a KOB __—"- BIND Server

Remote
Sites

- ABTOPM3ALMOHHBbIN
DNS

0peﬂDNS Eggéa(éMBHblﬁ DNS
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B yem yHunkanbHocTb Cisco Umbrella <

© MALWARE R O
................................ , < AN
................................ ’ X‘ N \
© PHISHING ! | N H
\ ! ‘\ S N\ ,l
AN /, \E :/
~ ”
208.67.222.222 = Sae=’
3awmTa Abbix NocTosiHHOe NnpumeHeHne @ PacluupeHue 3awmTbl 3a
YCTPOUCTB, B AHOOOU : & 1N BUAMMOCTb : npeaenbl nepumeTpa
TO4YKE 3anpochl nepeHanpaBnaoTCs BAoknpoBaHmue Beelt MHTEpHET-
| | D = .—I;I—. : aBTOMaTUYECKM U3 NIOOON TOYKM : aKTMBHOCTW, KOTOPasa HamnpaBAeHa Ha
——— ==le= OOO . .

AOMEHbBI, 06HapyXXeHHble BaLLUMW
yCTponcTBaMmu 6€30nacHOCTU UAK
nctouyHnkamu threat intelligence
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4. JKkcnnyaTtauus

QkcnnyaTtauus ya3BMMOCTU A
MCMNOITHEHNSA KOAa B cUCTeMe
XXEepTBbI

- leHb O
- HeT natuen

- CoumnarnbHaga NHXeHepus

ol l 1l I [
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YpoocTtoBepbTech, 4To Cisco ISE BkntoveH n pabotaet

KapaHTuH UHTerpaums c Enterprise
UpeHTtudmkaums HecoOTBETCTBYIOLWNX Mobility Management
YCTPOMUCTB MpoBepka cocTosiHUe CooTBeTCcBME NONIUTUKAM YyCTPOUCTB (EMM)
I

o000,

MaaS360

AV installed? v e
B
airwatch

Registered? ‘/ w

S ——————— I ——————— OS Patches? x .
CITRIX
| Custom @ Mobilelron
\/ Criteria? \/
el —— e —
eiscs’ Meraki

AR RARE R A
cisco



Cisco Advanced Malware Protection

Ya3BumMmble NPUNOXKEeHUA

afea]
Cisco

miim
cisco

Dashboard  Analysis ~

Adobe Flash Player v11.5.502.146

Oracle Java(TM) Platform SE v1.7.0:update...

B Adobe Acrobat v9.3.3

CVE-2013-3346 @'
CVE-20132719 2 (D)
CVE-2013-2724 2 (D)
CVE-2013-2731 &
CVE-2013-3340 &'
CVE-2013-0602 2 (D)
CVE-2013-0607 &
CVE-2013-0612 &
CVE-2013-0617 & (D)
CVE-2013-0622 Z (D)
CVE-2013-2734 @

AMP for Endpoints

Outbreak Control ~

Vulnerable Software

Reports  Management ~

3 Installs
0 detections (7 days)

€1219f07...605¢cc42b | Ld 1

Ob4eefc0...201cchdd (3 1

825b7b20...432e4f82 GJ 1

CVE-2013-2729 &
CVE-2013-2720 2 (1)
CVE-2013-2725 2 (D)
CVE-2013-2732 &
CVE-2013-3337 & @D
CVE-2013-0603 & (1)
CVE-2013-0608 '
CVE-2013-0613 & €D
CVE-2013-0618 & 1)
CVE-2013-0623 Z (D)
CVE-2013-0641 ' EB)

Observed in groups: Default Group

Filename: AcroRd32.exe

CVE-2013-3342 &
CVE-2013-2721 & (D)
CVE-2013-2726
CVE-2013-2733 &
CVE-2013-3338 & (@D
CVE-2013-0604 & (1)
CVE-2013-0609 &
CVE-2013-0614 & (@D
CVE-2013-0619 & (1)
CVE-2013-0624 (7
CVE-2013-0640 & (EB)

Accounts ~

Announcements . Support ? Help & My Account

62 severe vulnerabilities

99 severe vulnerabilities

54 severe vulnerabilities

CVE-2013-3341
CVE-2013-2722 2 (D)
CVE-2013-2727 2 (D)
CVE-2013-2735
CVE-2013-3339 &
CVE-2013-0605 ' €T)
CVE-2013-0610 &
CVE-2013-0615 &
CVE-2013-0620 2 (1D
CVE-2013-0626 Z (1D
CVE-2013-0627 &

Last observed: J Demo_SFEicar » 2016-06-02 18:09:42 UTC e ¥ Device Trajectory

Search

Al Day

® Log Out

Q

2016-06-02 18:09:42 UTC

2016-06-02 18:09:42 UTC

2016-06-02 18:09:42 UTC

CVE-2013-2718 &

CVE-2013-2723 2 @X
CVE-2013-2730 2 (D)
CVE-2013-2736 &
CVE-2013-0601 &'
CVE-2013-0606 & (D)
CVE-2013-0611 &
CVE-2013-0616 &
CVE-2013-0621 & ()
CVE-2013-1376 & (D)

4) Events P File Trajectory



5. YcTaHOBKa

YcTtaHoBKa malware B cucteme
- PyTkut

« YKnoHeHune ot AV

afeae
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3awuTa B ceTu

Network

Endpoint

Content

Trajectory

Dec 06,
2013

10:57 17:40 18:06 18:10 18:14

10.4.10.183 Q &
10.5.11.8 ¢ S, Q & ®
10.3.4.51 ¢ &

10.5.60.66 @ @

Advanced Malware Protection Verdict Updates

Events O Transfer Q Block @ Create @ Move
Dispositions O Unknown Q Malware © Clean O Custom

®

)
-

CeTteBasi nnatgopma ncrnonb3yet MHANKATOPbLI KOMNpoMeTaunn, aHanus annos. B aTom npumepe

dhannoBas TpaekTopus NoKasbIBaeT, Kak BPeAOHOCHbIE halsbl NepemMeLLaroTCs No CeTu.




3alymTa Ha y3nax

jectory
Lo _
Network Trajectory
Omurster Qoock Dereste Qmove © Dec 06,
Ounrown vaware O Gean O cusam £ 2013
10:57 17:40 18:06 18:10 18:14
R S 10.4.10.183 Q & 93
Endpoint & g < 10.5.11.8 O © © & ®
10.3.4.51 ¢ &
10.5.60.66 G @
— Events O Transfer Q Block @ Create @ Move @
Content Dispositions O Unknown Q Malware © Clean { custom ’:/

[Mnatdopma ans 3awunTbl Y3roB UMEET TpaekTopuio oansios, rmbKUM MOUCK N KOHTPOSb aTak. B aTom
npumMepe rnokasaH KapaHTUH HegaBHO OBHapPY>XEeHHOro malware Ha YCTPONCTBE C YCTAHOBMEHHbIM

KoHHekTopom AMP for Endpoints.




3awmTta ana Web n Email

joriory
o
Network g
etwor 2
R
— Advanced Malware Protection Verdict Updates
ispo: wa £ Malw
Time Range:
raject Files with Retrospective Verdict Changes
18:10 |3 File SHA256 Time of Retrospective Verdict Change
- g 70ecB846b90565a...330a56367391a4 20 Feb 2014 18:32:28
End poi nt s PO 27 reb o0 19
ad 842983ebb1fdaa...o5b09adSdaffal 17 Feb 2014 14:28:05

Content

Cisco® AMP ana Web n Email 3awmuiaet ot Bpe4OHOCHOro coaepxumoro B Tpaduke web n email ¢

NMOMOLLIbIO BNOKMPOBaAHNSA M3BECTHOrO Malware 1 Bblgavm peTpoCnekTUBHbIX NPeAynpeXaeHni, korga
oBHapyX1BalTCs paHee He3HaAKOMble NPOonyLleHHbIE hansbl.

]
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PeTpocnekTuBHasa 6e30MacHOCTb MNOCTPOEHa Ha...
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MocToAHHbLIN aHanu3 MpenocTtapnexune
p HENpeB3oNAEHHOW BUAMMOCTU
Contir: B Ananus, Kak TOmbKo 5 [ O YTy, AevicTauii vk canae,
Mbl yBUZAENMN chann i ’ KOTOpBbIVI aCCOLMNPOBaHbI C
Anal yBUAENN N3MEHeHe onpeneneHHLIM Habopom
€ro COCTOSHUSA. nporpamm.
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PeTpocneKkTunea
FireAMP Cloud

Processes within a company.org
d7a8fbb..7c9€592 ?

notpad.exe

Anti-virus V

Machine Status:
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PeTpocneKkTunea

FireAMP Cloud
Processes within a company.org
d7a8fbb..7c9e592 ?
h84hfyd..n7dbw0k ?
notpad.exe mlpa3hz..jdn9jql ?
jkfkdsjh.exe _ 9
windwows . sys bzhwohd..nski87d .,
[
taskk.exe vsh82ge..mk93gxs ?

system33.exe

Machine Status:

Anti-virus V
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PeTpocneKkTunea

FireAMP Cloud
Processes within a company.org
d7a8£bb..7c9e592 ?
h84hfyd..h7dbw0k ?
SO o GRE mlpa3hz..jdn95ql ?
jkfkdsjh.exe P
bzhw9hd..nski87d 4

windwows.sys
[}
taskk.exe vsh82ge..mk93gxs ?

system33.exe

Anti-virus V

Machine Status:

aifean],
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PeTpocneKkTunea

FireAMP Cloud
Processes within a company.org
d7a8fbb..7c9e592 ?
h84hfyd..n7dbw0k ?
mlpa3hz..jdn9jql ?
jkfkdsjh.exe P
S bzhw9hd..nski87d 4
taskk.exe vsh82ge..mk93gxs ?

system33.exe

Machine Status:

Anti-virus V

aifean],
CISCO



PeTpocneKkTunea

aifean],
CISCO

jkfkdsjh.exe
windwows.sys
taskk.exe

system33.exe

FireAMP Cloud

Processes within a company.org
d7a8fbb..7c9e592

h84hfyd..h7dbw0k ?
mlpa3hz..jdn9jql ?
bzhw9hd..nski87d ?
vsh82ge..mk93gxs ?

Anti-virus [
VISR el | Signature Update



PeTpocnekTnBa

FireAMP Cloud
Retrospective Alert [« Processes within a company.org
d7a8fbb..7c9e592 x
h84hfyd..h7dbw0k ?
mlpa3hz..jdn93ql ?
bzhw9hd..nski87d ?
vsh82ge..mk93gxs ?

Anti-virus ‘/

Machine Status:

aifean],
CISCO



6. Command & Control

Kanan komaHa ans yganeHHou
MaHUNynaLnen cCUCTeMON XepTBbl.

- VI3BeCTHblE NEMMTUMHbIE

npunoxeHus (Twitter, SSH,
HTTPS)

afeae
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[mobanbHoe nccnegoBaHne n MHdopmaums

100 TB
Of Data Received Daily

1.5 MILLION
Daily Malware Samples

600 BILLION
Daily Email Messages

16 BILLION
Daily Web Requests

afea]
CISCcoO

TdLOS

[

HH

24 - 7 - 365 Operations

250+
Full Time Threat Intel
Researchers

MILLIONS
Of Telemetry Agents

4
Global Data Centers

Over 100
Threat Intelligence Partners



Cisco Umbrella:

Cambin BbICTPBLIN 1 MPOCTON NYyTb 3abNoKNpoBaTb Yrpo3bl

afea]
CISCcO

© MALWARE

© PHISHING

208.67.222.222

MpocTto HacTpoutb DNS 6€e3
npo¢ecCcMoHaAbHbIX CEPBUCOB

He Tpebyetca HM nporpamMmmHoe

HW alnnaparHoe obecneueHne

3alwmTta AobOoro ycTponcTea

3amta-Kak-Mae; Tak-u-Win-...
YCTPOMCTB




Cisco Umbrella & Investigate.

YHuKanbHas aHanuTuka gns krnaccudpukauum

3axBaT AHanu3s
C MUAAMOHOB TOYEK CtaTUCTUYECKUE MOAEAU
AAHHbIX 3@ CEKYHADI U YEeNOBEYECKUU
UHTEANEKT
(o) o (o)
o O O o
o o o oo O
O o
oo 6 © oo
(@) o (o) O
o (@)
o o

UpeHTUDUKaLUA

BEPOATHO BPEAOHOCHbIX
camToB

7713
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a9pyRkp.eprotections.su # nSildnsnow.org
. omjidmulatz870] eprotections su
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_—
IMB00IkZS3siiprotections S );
OS5 72143 e
aldayni.com
Qs Sroleciions su

WWRlabdante.com
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\ ner SIPKCO107.18174
(619688 151 '
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‘Ml BUOVM, Fe HauMH

3D Bu3yanusauus Dark hotel Attack 2014

~




/. lenctBusa Ha uensax

C «nosiHbIM JOCTYNOM»
3r10YMbILLIIEHHMK MOXET
NCrnonb3oBaTb U AOCTUYb

- Heckornbko MPOMEXYTOYHbIX
y35/10B OJ14 CKPpbITUA ClieaoB

- CKomMnpomeTnpoBaTh Apyrue
MaLLWHBbI

« OKOCUCTEMDI

afeae
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Cisco Advanced Malware Protection

Y10 npomncxoanT Ha y3nax

Device Trajectory
Pavlo-PC

10:28 10:29

cmd.exe [PE]

10:30

10:31

10:32

vmtoolsd.exe [PE]

ms.exe [PE] E OO

clientshar....cab [CAB]
clientshar....cab [CAB]
bit55a7.tmp [CAB]
bit5645.tmp [CAB]
clientshar....cab [CAB]
svchost.exe [PE]

mso9ef4.tmp ----... B S
invoice.d....asd [OLE2] %) -%)

~wrd0000.tmp [OLE2] (-P

9@

WINWORD.EXE [PE]
~wrd0000.tmp [OLE2]
autoreco....asd [OLE2] é@

o
®

®

®
®

®

compattelr....exe [PE]
devicedispl....exe [PE]

®

NN
CISc

©



Cisco Advanced Malware Protection
Kyna obpawianocb malware?

Device Trajectory
Pavlo-PC

10:28 10:29 10:30 10:31 10:32 10:33

afea]
CISCcO

cmd.exe [PE]
vmtoolsd.exe [PE]
ms.exe [PE]
clientshar....cab [CAB]
clientshar....cab [CAB]
bit55a7.tmp [CAB]
bit5645.tmp [CAB]
clientshar....cab [CAB]
svchost.exe [PE]

2016-12-06 12:29:23 EET

Outgoing connection from ms.exe (3a882d2..e1€93d)

[Unknown] at 192.168.132.150 TCP Port 49173 to http://korolev-
okna.ru/beacon.exe&#63;&#63;8#63;8#63;8#63;8#63;8#63;&

#63,8#63,8#63,8#63, 8463, 83#63,8#63,&#63;&#63;&#63;&
#63,8#63,8#63,84#63, 8463, 83#63,8#63,&#63;&#63;&#63;&

T L ®

invoice.d....asd [OLE2] #63;8#63;8#63;8+#63;8+#63; &3#63; &+#63;&#63;&#63;&#63;&
-vu?z(xg;g%[gligg . ~ @ #63;8#63;8#63;8#63;8#63;8#63;8#63;8#63;8#63;8#63; &
-wrdoooo.tm.p [OLE2] ~ ~ #63;8#63;8#63;84#63; 8463, &3#63; &+#63; &#63;&#63;&#63;&
autoreco....asd [OLE2] @é} #63;8#63;8#63;84#63;8+#63; &3#63; &+#63; &#63;&#63;&#63;&

compattelr....exe [PE]
devicedispl....exe [PE]

#63,8#63,8#63,8#63, 8463, 83#63,8#63,&#63;&#63;&#63;&
#63,8#63,8#63,8#63, 8463, 83#63,8#63,&#63;&#63;&#63;&
#63,8#63,8#63,84#63, 8463, 83#63,8#63,&#63;8#63;8#63;&
#63,8#63,8#63,84#63, 8463, 83#63,8#63,&#63;&#63;&#63;&
#63,8#63,8#63,8#63, 8463, 83#63,8#63,&#63;&#63;&#63;&
#63,8#63,8#63,8#63, 8463, 83#63,8#63,&#63;&#63;&#63;&
#63,8#63,8#63,8#63, 8463, 83#63,8#63,&#63;8#63;&#63;&
#63,8#63,8#63,8#63, 8463, 83#63,8#63,&#63;&#63;&#63;&
#63,8#63,8#63,8#63, 8463, 83#63,8#63,&#63;8#63;&#63;&

#63;8#63;8#63;84#63;8#63;&#63;&#63; (194.58.56.52 Port 80) .

Unknown disposition.

Malicious process distribution.

M



Cisco Advanced Malware Protection

NcTopua ero nossBrneHus?

Device Trajectory
Pavlo-PC

10:28 10:29 10:30 10:31 10:32

[ System ]
cmd.exe [PE]
vmtoolsd.exe [PE]

2016-12-06 12:29:21 EET

a4a53244536... [OLE2] @ Detected W32.3A882D24BE-95.SBX.TG as ms.exe
1b4ddé7f29c... IO?EZ} &) (3a882d2..e1e93d)[PE_Executable] .
explorer.exe [PE] — 1 %....
ms.exe [PE] %%, Created by WINWORD.EXE, Microsoft Office 2013 15.0.4701.0
C:!e"f:af--ncag {g:g} (d91679c..8b5e52)[PE_Executable] executing as Pavio@Pavlo-PC. ®--
clientshar....ca
bit55a7.tmp [CAB] The file was not quarantined. In audit only mode.
clientshar....cab [CAB]
cab“eis't;“p [C[AP':} """"""""""""""""""""""""""""""""""""""""""""""""" File full path: C:\ProgramData\Memsys\ms.exe oo
svchost.exe
mso9efd.tmp File SHA-1: 9b595ea907ee6482368013¢51327487e53eb9f0.
invoice.d....asd [OLE2]
~wrd0000.tmp [OLE2] File MD5: 0d21832c171e817e947837bbfb67380e.

WINWORD.EXE [PE]
~wrd0000.tmp [OLE2]
autoreco....asd [OLE2]

tpps.dll [PE] @

File size: 58899 bytes.

Parent file SHA-1: 55d684b5827122f03b23f1b9933c64c1437b4969.

a9b095e..4969b6 [PE] — ... Parent file MD5: 0f87ec898bdf687d6f826d33fce57ef5.
compattelr....exe [PE]
devicedispl....exe [PE] Parent file size: 1922720 bytes.

Parent file age: 0 seconds.

Parent file signed by Microsoft Corporation with certificiate
serial 33000000ca6cd5321235c4e1550001000000ca from
ol | bl Microsoft Code Signing PCA. Expired 17:39:00, Wed Jul 22 2015
CIS¢ UTC. the certificate was warn trusted

Parent file cert MD5: e86019fe85830ac2ae3ada5322295364.



Cisco Advanced Malware Protection

Kak oHO nonano Ha KoMmnboTep?

afea]
CISCcO

cmd.exe [PE]
vmtoolsd.exe [PE]
ms.exe [PE]
clientshar....cab [CAB]
clientshar....cab [CAB]
bit55a7.tmp [CAB]
bit5645.tmp [CAB]
clientshar....cab [CAB]
svchost.exe [PE]
mso9efd.tmp
invoice.d....asd [OLE2]
~wrd0000.tmp [OLE2]
WINWORD.EXE [PE]
~wrd0000.tmp [OLE2]
autoreco....asd [OLE2]
compattelr....exe [PE]
devicedispl....exe [PE]

Device Trajectory
Pavlo-PC

10:28

10:29

10:30

10:31

10:32

10:33

2016-12-06 12:29:18 EET

Detected W97M.Bendis.S as mso8B45.tmp (fb9c0d9..494456)
[PE_Executable] .

Created by WINWORD.EXE, Microsoft Office 2013 15.0.4701.0
(d91679c..8b5e52)[PE_Executable] executing as Pavlo@Pavlo-PC. .

o
The file was not quarantined. In audit only mode.

File full path: C:\Users\Pavlo\AppData\Local\Microsoft\
Windows\Temporary Internet Files\Content.MSO\mso8B45.tmp

File SHA-1: 18769769826f81291a83fc1c62b9626e724e8975.

yan)
A4

o

File MD5: Obedd56562f9adf4b6c03202ee36a025.

File size: 455978 bytes.

Parent file SHA-1: 55d684b5827122f03b23f1b9933c64c1437b4969.
Parent file MD5: 0f87ec898bdf687d6f826d33fce57ef5.

Parent file size: 1922720 bytes.

Parent file age: 0 seconds.

Parent file signed by Microsoft Corporation with certificiate
serial 33000000ca6cd5321235c¢4e1550001000000ca from
Microsoft Code Signing PCA. Expired 17:39:00, Wed Jul 22 2015
UTC. the certificate was warn trusted



bbicTpoe BpemMs 0OHapyXeHus

O6HapyxuTb BbICTpeEe — MeHbLUEe BpEMEHM NS aTakyloLwmx, obecnevyeHne bonee
adpdheKTUBHON BE30NACHOCTM.

Time to Detect

<1min

<3min

Product Cisco Product
A B

67.00%
75.90%

<5min

<10min

<30min

<60min

<120min

<240min

<480min

<720min

<1080min

<1440min

Overall Detection Score

afea]
Cisco

86.60%

85.80%

Product
(¢}

88.70%

O C
Product | Product | Product
D E F
84.20%
88.40%
85.00%
76.40%

NSS Labs Security Value Map for Breach Detection Systems - 2016

Product
G

75.40%
89.20%
89.70%
89.70%

«  Mbl Briokvpyem aTaku

Product
H
66.20%
=>90%
=80 - 89%
=60 -79%
=40 - 59%

=< 40%

ObicTpee

SECURITY
RECOMMENDED



Cisco Stealthwatch

Ob6HapyxeHne nogo3puTeribHON CETEBON aKTUBHOCTU

@ Security Insight Dashboard
@

3

Concern Index Target Index
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StealthWatch.

MpeBpaTuTte ceTb B ceHcop 6esonacHocTy!

o1 ET0 % (71 | SAHOManbHbIe NoToku Tpaduka, Malware
NpUMeEp CBSA3b C BPEAOHOCHb
[aHHbIX .

o LITETOY, (L1 SMICHONB30BaHNe NPUNOXKEHMUN,

‘ UTUKU OOCTYMNa noJsib3oBarteriem
npumep BpeMeHHbIN KOH

afea]
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OLLENOHNPOBAHHA 3aLMTa

Yrpo3sbl

+ Update all security
solutions with latest
threat intelligence form
Talos

* Look for IP associated
with malware with
OpenDNS
Investigate

Cisco

MepumeTp

« Block malicious or
questionable traffic with
NGFW & NGIPS

« Check against known
threats, domains and IP
address with ESA

« Capture sample for
ThreatGrid analysis

Firewall

* Detect C&C
communications with
Stealthwatch

« Block traffic across all
ports and protocols
with OpenDNS
Umbrella

OpenDNS
INVESTIGATE TALOS THREAT GRID

. ) » Detect anomalous scanner profiles and trigger alarms
* Protect from infection and submits zero-day for Dynamic using NGIPS

Analysis with AMP for Endpoint
» Ensure network access is segmented properly
with ISE

« Issue an I0Cs and upgrade impact flag with FireSIGHT
» Monitor all file movement and records every machine
affected in all file chains with AMP File Trajectory

Endpoints Admin Datacenter

Jane Smith

* HR Coordinator « Obtain the latest threat intelligence form Talos

* Need engineers _ « Correlate unusual activity in real-time with Stealthwatch
+ Under pressure to hire « Restrict lateral movement with ISE and TrustSec SGTs

« Identify new malware during zero-day attacks, block all
future attempts with AMP‘s Continuous Analysis

« Dynamically change access, restrict pivoting and
propagation through ISE using Trustsec SGTs
and SGACLs

» Enable full, single-click remediation with AMP for Endpoints

+ See detailed history of infections for targeted remediation
using AMP for Network File and Device Trajectory

STEALTHWATCH
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