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Lndposas apa — DIGITIZATION

Apxutektypa Cisco Digital Network Architecture (DNA)
CeTb KaK egnHoe «yctpomncteo» (SDN nogxon)
lMepenoBble TEXHONMU Ha ceTeBbIX YCTPOUCTBAX
CeTteBble cepBUCHI No TpedoBaHuto (NfV)

Ycnyrn 6e3onacHOCTU Ha ceTeBOM MH(paCTYyKType
Cisco ONE — nuueH3unun Ha codT B GaHANe C XXerne3om
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DIGITIZATION

Ipa «undpoBm3aLnmny
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peaynsTata CoxpaHeHVe KaapoB MH(DOPMMPOBAHHOCTM

»> B =
MoOUNLHOCTL loT AHanuTuka Obnaka

K 2017 r. o6bem mobuneHoro Tpacuka K 2020 r. ymcno loT- 75% nnaHunpyoT (Mnu yxe K2018 r. 80% opraHusauui 6yayT
npeBbiCUT 06 bEeM NPOBOAHOIO YCTPOWCTB YyTpOUTCA nHBeCTMpYIoT) B big data aKTMBHO Mcnonb3oBaTtb SaasS

MalunHHoe 2 KonnektuBHasa
oby4yeHune Oe3onacHoOCTb

«becnpoBogka» IP-ocBelleHune



ApXUTEKTYpa LUndpoBbIX ceTen Cisco

CeTb ans passuTtug Ballero umdposoro busHeca



Cisco Digital Network Architecture

CeTeBble NpUNoXeHNs

‘ YnpaBneHue cepBucamMm Kak us obnaka

Monutukn | OpkecTpaumsi

ABomaTusaumsa un

REST API | developer.cisco.com
HablogaemMocTb

£¥ Astomatusauus @ AHANUTUKA

BesonacHocTb 1

AGCTpakumsa ceTu

CeTeBble OaHHble, cooTBeTCcBME
v CKBOSHBIS TIONTHKA KOHTEKCTHbIN aHanua TpeboBaHusIM
KOHTpoOns
perynsatopos
Netconf/YANG | CLI | Netflow | TenemeTtpus
Bo3MOXHOCTb

3arnsiHyTb U3HYTPU

N NOYEPNHYTb 3HAHUS
Ons HHoBaUMn

UHTerpupoBaHHaa 6e30nNacHOCTb

cisco NW Sec | TrustSec | NaaS | NaaE | ISE



TpeboBaHus Kk T

Pabota ¢
@)

é’ ABTOMaTU3aLNSA %W BesonacHocTb eHTAN

CKopocTb pa3BopavmBaHusi
oTAerneHnn

CKopoCTb peLueHus

nocneacTeun nHumaeHtos Vb Customer experience

CtoumocTb paboyero mecta [0TOBHOCTL K ayautam Remote Expert

CokpawieHune UT
TpygosaTpar

TapreTMpoBaHHbIN
CHwXeHne pncKoB NoTepb

MapPKETUHT

CKOpOCTb 1 Ka4yecTBO
peLUeHns NHUMAEHTOB

lMpocToTa gobaBneHus
«N3 KOHLIA B KOHEeL»

[ocTteBon Wi-Fi

Bo3moXXHOCTb ObicTpOm
peakunn Ha MHHoBaL MmN

MpoayKTUBHOCTbL CBOWX

HabnopgaemocTb cocTosAHUSA
COTPYOHUKOB

NHHOBaumn onga TpaHcgopmaumm dusHeca



Software Defined Networks ot Cisco

[TporpaMmmMHO ynpaBndemMasa aBToMmaTnsauma ceTu



CyLuecTByloLLLaa MOOENb YNPaBlEHUSI CETbIO

PyuyHasa HacTpoukKa
KaXXaoun oTaenbHOU KOPOOKHU

e S . @ S Path @ M TaK Kaxpaa
ecurity Qo Optimization omen(;:.::

T —— — — —— — — ' 3 ——

HacTpoiika dpyHKUmi - HacTtpoiika nonuTuk
OTBeT Ha Bornpoc: «Kak?» OTBeT Ha Bonpoc: «3a4emMm?»




KoHTponnep

Control Plane

Data Plane

Data Plane

CeTeBoe YCTPOUCTBO CeTeBoOe YyCTPOUCTBO

[TpouncxoxaeHne KOHTPONMEPOB
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CIsco



Discovery

Cisco ldentity “ MapTHEpcKue
: : . Topology :
Services Engine Cisco Plug-n-Play l'lpl/llagé):T(aecH\l//I;.
- Path Trace
Cisco Unified Call APIC-EM
vianager Y | Ewoos
controller Fen

HNanblue 6onblue:
= be3onacHan cermeHTauuAa cetu
... ® MHOXXeCTBO ApPYIrnx cueHapumes

____________________________________________________
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Mogenb nonutuk Cisco SDN — ot dounumana s LUOL

COITIACOBAHHAA MOJTIMTUKA AIA OBNAKA, oA, WAN N YPOBHA AOCTYIA

A pplication LEHTP
C entric OBPABOTKU

_ nfrastructure OAHHBIX

CONTROLLER

cCETbwAaN v (i3S
CETb AOCTYMNA Bk

| nfrastructure

CeTeBOM Npochunb NOTOKa NPUIOXKEHUN CeTteBoM nNpochunb nonb3oBaTess NN o6bLeKTa

l SLA, 6e3onacHocTb, Q0S, 6banaHcnpoBKa Harpy3ku QoS, 6e3onacHoCTb, SLA, yCTPOWNCTBO,
MECTONOJIOXKEHWE, POrlb
Ao
= -
3 = o —=7 !
QA -
v v I Y
O6nako WAN Hoctyn

NMPEMMYLLECTBA Cisco

CTPYKTYPA MOJNINTUNK: OPUEHTALINA
HA MONb30BATENEN N NMPUNOXXEHNA

MPOEKTbI HA OCHOBE MMEIOLLEWNCH

NHOPACTPYKTYPbI ‘ KOMIMNEKCHOCTb ‘
N PASBPABOTKN C HYJIA
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Network Plug and Play (PnP)

? CepBep PnP
J1Ia4YHbIN cepBUC
m — . nepeagpecauuu LlenTpanbHbin cepsep Ha APIC-EM
~ g ] y
= C 'lclllsl:.‘lt;l j [ JononHuTenbHo) YnpaeneHue y3namu, ycTponctsamu,

[ JoNonHUTENbHO] obpasamu, nuueH3nsMu, pabounm

4 & JInaH passutus, dasa 2 npoLieccom
BbINOMHAET HavanbHyo / S~ . §
3arpysky, NpoBepKu I [ -~ REGS,E_I,I_O;TPGIBJ'IGHVIG CEeBEPHbIX MHTEP(ENCOB
COCTOSIHUSI 1 BO3MOXHbIX S~
HeucnpaBHOCTEN /
/
= /
r /
Redpark RJ45 Redpark RJ45 GetConsole I
Apple 8pin Apple 30pin Airconsole2.0 * — npOTOKon PnP
Apantep Bluetooth
BbinonHsetcsa
AreHT PnP MexXay areHToM

1 cepBepom
BhinonHsaeTca Ha KoMMmyTaTopax,
mMapLupyTM3aTopax n 6ecrpoBoaHbIX
Th Cisco®

ABTOMaTU3UPYET Npouecc
pas3BepTbiBaHUS

OTkpbITaa cxema

e,
CIsco



NoeHTndukaTtop yctponctea (SUDI) B cxeme paboTtsl PnP

luil APIC - Enterprise Module /  Network Plug and Play

cisco
Dashboard Projects Images Configurations Bulk Import
e =
Claimed (0) lgnored (0)

Y Filters
Serial / MAC Device Certificate Product ID IP Address Config Image Last Contact Status
EDO1538R2 1M WS-C3T50X-48 10.254.10.2 2016-09-08 17:15:44 (PDT) Unclaimed
EDO2008E1CC WS-C3650-24PD 10.254.10.157 2016-09-08 17:17:34 (PDT) Unclaimed
EOC1935Y0R.J WS-C3560CG-8PC-5 10.254.10.234 2016-09-07 18:21:20 (PDT) Unclaimed
ETX1745853Y CISCO1821/K9 10.254.20.152 2016-09-08 17:15:58 (PDT) Unclaimed

10 - 4 Devices 1

«3amMo4yek» NnokasblBaeT, YTO A4 NOOKITHYEHA YCTpPOMCTBa
ncnonb3osaH Secure Unique Device ldentifier

D
Cisco



APIC-EM — kak noTporaTb pykamu?

https://[sandboxapic.cisco.com

0 3apeructpupyimntecb Ha Cisco DevNet (http://developer.cisco.com )
* icnonb3ynte «neco4vnumuy» APIC-EM — Bcerga BkIo4eHo!
* APIC-EM Login: username: devnetuser password: Ciscol23!

O CueHapuu («nabbi») gna Hadana pabotel: http://dcloud.cisco.com

LA
CiscCo
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http://developer.cisco.com/
http://learninglabs.cisco.com/

[lepenoBble TEXHONOIMN Ha CETEBLIX
ycTpoucteax Cisco

[lyTb OT CNOXHbIX 3a4a4 K NPOCTOMY PELLUEHNIO



«ObbIYHaa» HeTpuBManbHas 3agada

OGecneunTb cermMeHTauuo B hunmanbHOM CeTH:
PacTtanyTbe «VLANbI» Mexay nnolwagkamu

ObecneynTb MODUITBHOCTb COTPYAHUKOB

OTBA3aTbCs oT IP-agpecaunmn

[lepcoHanunanpoBaTb 4OCTYN

CosfgaTtb eQuHYI0 MOSIUTUKY

o O 0O 0 0 O

LleHTpann3oBaHo ynpaBnaTb

© 2016 Cisco and/or its affiliates. All rights reserved. Cisco Public 17
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nepCOHaHI/I3aLIMFI ceTeBOro AoCTtyna “ npasun

Key Components — Cisco TrustSec

1. LISP based Control-Plane
2. VXLAN based Data-Plane
3. Integrated Cisco TrustSec

Virtual Routing & Forwarding
Scalable Group Tagging

. N
‘ o,
- 3 s & } i
- 2 J
u .

VRF + SGT

ETHERNET 1P UDP VXLAN ETHERNET P PAYLOAD




Discovery

Cisco Identity “
Services Engine Cisco PITj;_(:\I_oPglzy
_ Path T
Cisco Unified Call “ APIC EM _a =
Manager SDN IWAN
controller ESA

NpunnoxkeHne gna cueHapua
6e3onacHoOM cermeHTaLuUm

____________________________________________________
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Platform Support

Multiple Edge, Border & C-Plane Options

Catalyst 3K

= e
= m=

Catalyst 3650
Catalyst 3850
Copper / Fiber
IOS-XE 16.3+

Catalyst 4K Catalyst 6K

« Catalyst 4500
 Sup8E

» Sup Uplinks
 |OS-XE 3.9+

Catalyst 6800
Sup2T /6T
6900 or Newer
|OS 15.4SY+

Nexus 7700
Sup2E

M3 Only
NXOS 7.3DX+

© 2016 Cisco and/or its affiliates. All rights reserved. Cisco Public 21




|OS-XE 16 “Polaris’

Programmability (NETConf and YANG)

Manual Configuration 2{

en
conf t
Interface en0 \

R

!

"““Script

CLI

Elements / Features

State & Config stored
per Feature

BGP

QoS

VPN

-l

Inconsistent Data Models

Platform A

Data-Model A / \ Data-Model B

VPN BGP QOS

atfren]n
CIsco

Platform B

)

el

VPN

BGP

QOS

2,
Automation Systems

Configuration
OSS/BSS SDN Controllers Management Tools

Network

Platform

Programmatic Interfaces
RESTConf, NETConf, OpenFlow

— N e

& e
QOO

Physical and Virtual Infrastructure




Catalyst 3850 & 3650 cepum (I0S-XE 16.x)

— He NPOCTO CBUY

Network as an Enforcer ‘ Network as a Sensor

v @

TrustSec ISE Stealthwatch FnF

Protects
the Network

Secure Hardware Counterfeit Runtime oS Modern‘ Incident No Back

Boot UCE: Protections | Defenses | Validation Crypto Response Doors

Anchor

Product
Supply Chain Open Source Security Threat Security PSIRT
Management Registration Training Modeling Baseline Advisories

PRS VXLAN LISP SGT-enforcement Full NetFlow



Catalyst 2960X cepum (I0S 15.x)

— MNPOCTO CBUNY, HO C NpoABUHYTbIM BO3MOXXHOCTAMU

Network as an Enforcer ‘ Network as a Sensor

v @

TrustSec ISE Stealthwatch FnF

Protects
the Network

Secure Ha.ltﬂl’;?re Counterfeit | Runtime oS Modern Incident No Back
Boot Anchor Protections | Defenses | Validation Crypto Response Doors

Product
Supply Chain Open Source Security Threat Security PSIRT
Management Registration Training Modeling Baseline Advisories
reltalts 802.1x SGT-propagation |

Full NetFlow o



MHTerpauna ceteBblX YCTPOUCTB, CUCTEMDI
cbopa NetFlow (StealthWatch) n ISE

Network-as-an-Enforcer (NaaE)

» OueHka » [loBegeH4eckuin » XpaHeHue n aHanus » CkopocTb noucka
«HOPManbHOro» aHanus AaHHbIX npobnem n obHapyxeHus
MOBEAEHNS CEeT » PacnosHaBaHe » [OTOBHOCTb K ayguTam arax

>
HabntiogaemocTtb aHOMarbHOro > [oNCK NepBonpuumH » ABTOMaTtMyecka peakuus
Tpadvka B peanbHOM noBedeHns N atak Ha aHOManuu 1 ataku
BpEMEHM » PaccnegoBaHe

» «3abpaTb gocTyn» unu

NHUNOEHTOB
«MOMECTUTb B KApaHTUH»

]
CIsCcoO



CeTteBble PyHKLUM No TpeboBaHUo

Network Function Virtualization



BeeneHune: Cisco Enterprise NFV
CeTeBble CepBUCHI 3a CHMTAHHbIE MUHYTLI Ha Nobon nnatgopme

Enterprise Service Automation (ESA)

L-—-—-- BupTtyansHoe BuptyanbHbie

BMpTyaanle BVIpTyaanle peweHne ans BVIpTya]'Ibelﬁ KOHTponnep ceTeBble (pyHKU,MVl

MapLupyTusatop MeXceTeBOW IKpaH onTUMMU3aumMm o (VNF) cTopoHHero
(ISRV) (ASAV) WAN (VWAAS) 6ecnpoBoaHou LAN (VWLC) NOCTABLMKA

MO BupTyanusauum nHdppacTpyktypbl ceteBbiX coyHKUnn (NFVIS)
UCS cepun C ENCS

ISR 4000 +
UCS cepumn E

e,
CIsco



CospaHune Lenoyek cepBrcoB B pPeLLEHNN
Enterprise NFV

> PelwleHune nossongeT co3gaBaTth Lenodkn CETEBbDBIX cepBucos

> CeTteBble OyHKLMM NO TpeboBaHUIO

> LleHTpanusoBaHHOe yrnpasBneHne Yyepe3 SDN-cueHapuin Enterprise Service
Automation (ESA)

Ont. WAN IPS/IDS

LAN

MexceteBonn  |PS/IDS

aKpaH

‘cisco Mapwpytusatop/VPN  Ont. WAN



be3onacHOCTb

Ha ceTeBbIX ycTpouctax Cisco

N BOKPYr ceTeBbiX ycTpoucts Cisco



Cisco ISR 4000 — nnatdopma ceteson 6e3onaHcoTy

Stealthwatch Learning

Firepower Network License

Cisco Umbrella Branch

Incident
Response

Secure Counterfeit Runtime 0oS Modern
Boot Trust

Hardware ‘
Anchor

Protections | Defenses | Validation Crypto

Product
Supply Chain Open Source Security Threat Security PSIRT
Management Registration Training Modeling Baseline Advisories

cisco © Komnahus Cisco u/vnu ee goyepHue komnanunu, 2015 Rce nnara aainuinexn 31




Router security

MHdpacTypkTypa 6€30nacHOCTM BOKPYr MapLUpyTU3aTOpPOB

dfra]n
cisco

aBa 3alLyLLEHb 32



MNHTerpaumnsa doyHKUMM 6e30rnacHoCTH

KoHBepreHuus ceTteBbiX cepBMCOB U (pyHKLUN Oe30nacHOCTU

Umbrella Stealthwatch
VPN (i) ZBFW &) SnortIPS (@ Branch ) Learning @& Firepower CEBL CwWs
OpenDNS Network

MHoroypoBHeBasi
6e3onacHOCTb
HaTI/IBHaFI BMpTyanwsau,vm Ee3OI'IaCHOCTb Ansa cooTBeTCBUA CeTeBaFI 4yacTb
cepBuUcoB TpeboBaHMUAM BHYTPEHHUX U CepBepHas 4yacTb
BHeLlHUX perynﬂTopOB XpaHeHMe AaHHbIX

AVC, WAN Opt, UC, Security

il Threat Centric Advanced security



Direct Internet Access (DIA)

#reFOWER"

IPsec VPN

Corporate Firewall

Network

S IER AR
(N0 ll—_l'-*_

sulets]‘()rce.com‘
Benambomn

A1l Tube !
Public webex
Google

Branch

Direct Internet

Access

BesonacHbin WAN TpaHcnopT
aluan]ee -
% asco” Umbrella NokanbHbIN Bbixo B Internet
Firewall Ob6HapyxeHne ceTeBbIX Yrpo3

f/f’ePDM/EI-?"" [MpoayKTUBHOCTbL CETEBbLIX NPUNOXEHUN
YMeHbLUeHne notpebnenms nonocsl WAN

e,
CIsco




Virtual Private Networks (VPN)

Umbrella Stealthwatch
VPN Ly ZBFW (&%) SnortIPS Q& Branch () Learning &) Firepower GEEL CWS
OpenDNS Network

atfranfn
CIsco



[Mpumepbl npumeHeHns DMVPN u FlexVPN pewiennn

cecure Hub-to-Hub Link (IPSEC or DMVPN/ £y

SAF

Ge

Secure Vi_rtual 5"“%"%21&2&". DMVPN - L. ORACH

Access Private == Wind Hubs g=e2 pra.
C|0Ud Cisco o
= web

.

~=
CSR 1000 FlexVPN ASR 1000

()

DC/Headquarters
Servers

Internet

[/ 7 @e
2
1] - ATM (Remote
I |
Branch A (Site-to Site use-case)

Access use-case)

Spoke A RA Hardware Client

On-demand branch-to-branch
secure communication ..
<32REE%..

—== - 1
Spoke B & Connected Vehicle w Desktop and Mobile clients
i i i (IoT use-case) . (Remote Access use-case)
Branch B (Site-to Site use-case) 2A client RA Software Clients
DMVPN: Secure WAN transport across MPLS and/or Internet for FlexVPN: Secure access to enterprise network over MPLS and/or

branch-to-branch or branch-to-hub (private cloud / DC access) Internet for remote users and loT




Hub-Spoke + Spoke-Spoke Solutions

Components and Services Interaction

Solution Technology Encryption

Adaptive

MGRE DMVPN Tunnel Pair-wise
Per-Tunnel

oTV. MACsec Tunnel-less Pair-wise Per-Interface
DCI VXLAN, IPsec VPN Tunnel Pair-wise Per-Tunnel
LISP GETVPN Tunnel-less  Group Key Egress-Interface
MPLS-0-mGRE MGRE GETVPN Tunnel Group Key Egress-Interface
MPLSoDMVPN MGRE DMVPN Tunnel Pair-wise Per-Tunnel

Yes = Supported and Recommended No = Supported but Not-Recommended

+ PfRv3 pabotaet Tonbko ¢ DMVPN (eguHbin 4OMEH MapLUpyTM3aLunm)

 PfRv3 He pabotaet ¢ GETVPN unu ctatndyeckum IPsec VPN
 APIC-EM nogpgepxBaet Tonbko IWAN — DMVPN, PR, AVC, etc.

I
CiscCo



Zone Based Firewall

(any traffic)

Umbrella Stealthwatch
VPN iy ZBFW (&%) SnortIPS Q& Branch () Learning &) Firepower GEEL CWS
OpenDNS Network

atfranfn
CIsco



Zone-based Policy Firewall (ZBFW)

« «30Ha»: Habop MHTepdencoB pasgensaroLmnx obLmn yposeHb besonacHocTu “trust level”

« dunocous: PaepBorbHbIE NOSIUTUKM ONpeaensoT npasusia a4 KOHTPOns
B3anMoOenCTBNA 30H (BMECTO NpaBusl Mexay napamMmm MHTepgencos)

Int 4

__________________________________________________________________________________

Clientl Server

Internet

Client2

| N -y !
E zone TRUSTED Zone-Policy zone UNTRUSTED
CTTTTTTTTTTTTTTTmmTm s OUTBOUND |77 777777777777 77mmmmmmmmmmmmmm oo

Montukn ZBFW ogHOHanpaBneHbl: VICTOYHVK sl [TOyyaTenb

e,
CIsco



TrustSec + DMVPN

.........



[lanblue donbLue
TrustSec SGT nospex DMVPN ceTtu

SGT Tag
A c otgena nepenaércs OaH poctyn
KagpoB yepes WAN TONbKO K cepBepy
(HR) «Kagpbi» (HR)

|Pv4 Clients Authentication mechanisms: 802.1X, MAB, Web.Auth Finance

Branch Data Center

Solution
Characteristics

Problem Statement Solution Overview Scalability

* BYOD support for non-IT
standard devices

» Secure Group Tagging
(SGT) for Context-aware

» Secure |dentity-based
access; keep outsiders out

« 100 Gbps FW (ASR1K with
ESP100)




OpenDNS

(dns)

Umbrella Stealthwatch
VPN <oy ZBFW (&5) SnortIPS Q& Branch Wy) Learning @& Firepower CEED CWs
OpenDNS Network

CiscCo




Cisco Umbrella Branch (a.k.a OpenDNS)

MALWARE

C2 CALLBACKS
PHISHING

Cisco Umbrella Branch
208.67.222.222
208.67.220.220

c
@mg%_ﬁ

Al YcTtponcTea ounmnanbHoOn cetu
CiscCo

Visibility & enforcement at the
DNS-layer

Block requests to malicious
domains and IPs

Predictive intelligence: uncover
current & emergent threats

Protect all devices on your
branch network against:
o  Malware

o  Phishing
o C2 callbacks



3alluTa rocteBoro 1 KoprnopaTuBHoro Tpaduka

Internet

Cisco
Umbrellg Branch

INTRANET
TRAFFIC

Headquarters

e= o Directto Internet Access

¢ WAN

Employees

Prevent guest or corporate users from
connecting to malicious domains & IPs

Prevent already-infected devices from
connecting to C&C

Guest: Inappropriate content
Corporate: Loss of productivity

Tpebyetcs nuueHsnsa SEC/AX
+ nognucka Ha OpenDNS cloud
services (1Y or 3Y)



Stealthwatch

(NetFlow)

Umbrella Stealthwatch
VPN <oy ZBFW (&5) SnortIPS Q& Branch ) Learning €& Firepower CED CWs
OpenDNS Network

CiscCo



Stealthwatch Learning Network License (SLNL)

Learning Network Manager MPUBHOCUT BO3MOXHOCTM CAaMOOOY4YeHUA Ha
nnatcopmy Cisco 4000 ISR

He TpebyeT HacTponku haepBOSbHbIX NpaBusl,
curHaTyp 3awmTbl OT malware nnm HacTPoUKM CrNCKOB
poctyna (ACL)

Ucnonb3yeT MmaluMHHOE 0Oy4yeHue, CETEBOMN KOHTEKCT,
nepexsaTt NakeToB A5 onpeaesieHna YTo HopMarbHO, a

YTO HET B CETEBOM MNoBeaeHUN
Brganch L Brganch ) Mcrnonb3yeT NpoaBUHYTYIO CETEBYIO aHanMTUKY 1
- MoAenupoBaHue Ans onpeaeneHusa n 6roKUpoBKU
%DLA % HaCTOSALLMX aHOManemn

Learning Network Agents o
ApantupyeTcsi Npn USMEHEHNN YCNOBUI

e,
CIsco




Cloud Web Security

(http and https)

Umbrella Stealthwatch
VPN (C) ZBFW (&%) SnortIPS Q& Branch (E5) Learning &) Firepower BN CWS
OpenDNS Network

atfranfn
CIsco



be3onacHoOCTb NpPAMOro AoCTyla B |/|HTepeHeT
Cloud Web Security (CWS)

" IWAN IPsec VPN arisi Tpadmka
_ B MpuBaTHoe 0bnako

\ : CiTRIX ==
Private
Cloud

Branch BesonacHbIn goctyn K
nyonuyHbLIM obrnakamu n
WHTepHeT

CWS Firewall

‘ ISR Connector to
towers

Web Filtering, Internet
Access Palicy, K

e,
cleco Malware Detect




Cisco Cloud Web Security (CWS)

LieHTpanusoBaHHasA NonuTUKa U
rpaHynsipHasi OTYETHOCTb

* [Mbkas OTYETHOCTb
no 75+ atpmbytam
 my6okas
BMNOXeHHas
: _ HabnogaemocTb
""" e » O630pHblE AaHHbIE,
TPeHAbl U AaHHblEe
Ansi paccrnegoBaHuin

T8 .

A Administrator

iR
CWS

VIHTerpaLm;l C CyLLeCTBYOLLEN KoHTpone Web 2.0
CeTeBOW MHPPaCTPYKTypo

BesonacHocTb

* AHanua BTOPXeHWui

+ [lBoHanpaBneHHbI KOHTPOIb * Munuapgbl Be6-3anpocoB B AeHb
* Mkterpauus c aupetopusmi (A1) + [uHamundeckasi Beb- * AHanus Bcero KOHTEHTa B
Mobile * MHOXeCTBO OnuuWin BHeapeHust Knaccudvkaums peanbHOM BpeMeHu
Devices * HTTP/HTTPS ckaHupoBaHue * OdekTnBHAs 3awmTa oT zero-
day aTak

CWS npegocTtaBnsieT LeNnoCTHYIO0, yNpaBnsieMylo, BbICOKONPOU3BOAUTENbHYI Beb-6e30nacHOCTb U

€ANHYIO NOJINTUKY BHEe 3aBUCUMOCTU rge n Kak nosib3oBartesin BbiIXogsit B MHTepeHT




ISR 4k n CWS
nepeHanpasneHne ¢ TyHHeNMpoBaHUeM

Primary CWS Tower

RADIUS
Server

T ————— To Internet

Branch RADIUS

Server

To Internet

>
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SNORT powered IPS/IDS

Umbrella Stealthwatch
VPN (E) ZBFW (L) SnortIPS (i) Branch i&5) Learning Q&) Firepower GEEL CWS
OpenDNS Network

atfranfn
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Snort I DS/I PS > bonble 4 MNH. 3arpysok

> 500,000 3apernctpmpoBaHHbIX Nosfib30BaTeNemn
> LUunpokonaeecTHbI B Mupe IPS
> PeweHune Tpebyert:

> SEC/AX nuueHsuto

> [Nognucky Ha obHoBneHune curHatyp (1Y unu 3Y)

CLLLLLLY o
" uy
Py

> | MomoraeT npounTtn ayautsbl PCl DSS
ansa ovnmanos
HdocTynHo K
> | BcTpoeHHas 3awuTa B hmnmanbHble 3akasy!
poyTepsbl ISR 4000 .~
> | HonnHaeT BCTpoeHHyo 6e30nacHOCTb .
ISR 4000 s
NerkoBecHas 3alLMTa C HU3KON CTOMMOCTbIO :
¥ | Bnapenws (TCO) 1 aBTOMATWU3UPOBAHHbLIMM :
obHOoBNEHMAMN Ky
>

. [loCTyneH MOHUTOPWHT Yepes splunk> K

*

],
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Snort vs FirePower Thread Defense for ISR

Threats Application Contextual Impact Automated User FireSIGHT
visibility and awareness assessment IPS tuning identities
control

Snort IPS

FirePower

e | v v v Y v

I
CiscCo



Snort vs. FirePOWER

hreat Defense

Snort FirePOWER

IDS Yes Yes

IPS Yes Yes

Signature set Snort FirePOWER

Application Control and URL Filtering No Yes

Next Gen FW No Yes

SSL Traffic inspection No Yes, with the help of SSL

decryption appliance

Advanced Malware Protection No Yes

Centralized Management

APIC EM IWAN App (March 2016)
Cisco Prime Infrastructure (Nov 2015)

FireSIGHT appliance

Centralized Monitoring

No (third-party tools)

FireSIGHT appliance

Application/Endpoint visibility and profiling No Yes
Performance Less than 1 Gbps Upto 40 Gbps
Compute required 1 core CPU 4 vCPUs

e,
CISCo




Community Rule Set vs Subscriber Rule Set

Memory — 8 G RAM
License — SEC-K9
Subscription

Container OVA installation
Container service activation
Enabling IPS/IDS

Enable Snort configuration
Reporting

Signature updates

10. Ablllty to whitelist

© 0N OO PRE

i
CiscCo

Community | Subscriber Rule
Rule Set Set

Pricing free paid

Number of rules 3000+ 30,000+

Coverage in advance of exploits | No Yes

Signature availability

30 days later

Fastest access to
Talos signature

updates
Snort Engine “Latest-1” 90 days only
compatibility
SLA No
Level 3 support No Bugzilla




FirePOWER Threat Defense for ISR

CCCCC

Umbrella SICEWEY
VPN <y ZBFW (65) SnortIPS Q& Branch &5) Learning @& Firepower €851 CWs
OpenDNS Network



Scalability

EN120S

Cisco FirePOWER Threat Defense for ISR

iIsco UCS-
E140S

. SKU: UCS- *  SKU: UCS-
B E160D-M2/K9 E180D-M2/K9
. SKU: UCS- - Cores: 6 * Cores: 8
E140S-M2/K9 . RAM: 8-48GB *+ RAM: 8-48GB (3
SKU: UCS- «  Cores: 4 (3 DIMMS) DIMMS)

SKU: UCS- SKU: UCS- EN120S-M2/K9 . RAM: 8-16GB « HDD: 3 hard- + HDD: 3 hard-
EN120E EN140N Cores: 2 2 DIMMS) drives, drives, available
Cores: 2 Cores: 4 RAM: 4-16GB (2 . HDD: 2 hard- available in in SSD, SAS and
AU REEE RAM: 4-8GB DIMMs) drives, available SSD, SAS and STl
(1DIMM) (1DIMM) HDD: 2 hard- in 3 SéD SAS SATA options
HDD: up to 200GB HDD: up to 200GB drives, available in and SATA
SSD Storage Sl LR 2 SAS and SATA options

options

vl Feature Richness

CISCO 57
* Hard drives Not included



[0BOpA O ceTeBOM De3onacHoCTU ounmanos
aymaem o ISR4000

Cisco ISR 4000 Series

http://www.cisco.com/go/routersecurity

NI
CISCO


http://www.cisco.com/go/routersecurity

N nOMHUM, 4YTO BE30MacHOCTb — 3TO HE TOJ1bKO
doaepsonn u VPN, aTo apxutekTypa

Callmanager

Sie
Firewall <[MI>
Voice Gateway
A
‘$ . Em
’ ™ .
fireFOWER Cisco ISR 4000 Series
http://www.cisco.com/go/routersecurity [ =,
CoCoCO

WLAN-Controller

q.
Server =d L=
NI =2

cIsco _ Switch
WAN Optimzer & Content Cache



http://www.cisco.com/go/routersecurity

OnTnmMmn3saumns pacxoaos:
LLial CO CTOPOHbI BEHAOOPA

Cisco ONE

© KomnaHus Cisco n/unu ee godepHue komnanum, 2014. Bee npaBa 3awumieHbl. 60



Cisco ONE
codoT C Xenes3om — BMecTe AelleBne

0 PyYHKUMOHanNbHbIe BO3MOXHOCTU MO e Mogernb NoKynku
Advanced
LI TpaguumoHHas
Advanced
Application
Cisco ONE™ Moanucka
Foundation

e [MnaTdopma

KopnopartnsHas

®usmnyeckas | BuptyanbHas Moadernb

BecnposogHas | KommyTauusa | MapwpyTtusauus

Hinimn
CiscCo
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Cisco Digital Network Architecture

e,
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CeTeBble NpUNoXeHNs

‘ YnpaBneHue cepBucamMm Kak us obnaka

TALOS + CWS + OpenDNS

REST API | developer.cisco.com

% ABTOMaTM3aums @) AHanuTukKa

StealthWatch + TALOS +
OpenDNS + AMP

SDN-koHTponnep Cisco
APIC-EM + ESA + Apps

Netconf/YANG | CLI | Netflow | TenemeTtpus

UHTerpupoBaHHaa 6e30nNacHOCTb
MonHoe NokpbITUE apXUTEKTYpbl ycriyramu 6e3onacHoCcTu

ABomaTusaumsa un
HablogaemMocTb

BesonacHocTb n
COOTBETCBUE
TpeboBaHusIM
perynsaTopoB

Bo3moxxHOCTb
3arnsiHyTb U3HYTPK

N NOYEPNHYTb 3HAHUS
Ons HHoBaUMn



BbiBOObI

1. CoBpemMeHHas 6e30nacHOCTb TpedyeT aBTOMaTU3aLUN BCEN CETU.
- Bcs ceTb kak «ycTponctBo» 6€30nacHOCTU
- Camu Xe yCcTponCTBa TaKxKe OOMKbl yMeTb obecneunTb 6€30nacHOCTb

2. SDN nopxop He3aMeHUM B gerie aBTomMmatm3auum u 6e3onacHoCTMU.
- KoHtponnep SDN Cisco APIC-EM GecnnateHT 1 AOCTYNEH Kaxgomy

- EcTb nHTEpecHble 1 nonesHble 6ecnnaTHbIE MPUNOXEHUS

- ECTb HEMHOro nNnaTHbIX MPUNOXEHUN

- XXOém nHtepecHble cueHapuu B BUAE nocrenyrowmx npunoxXeHnmn

3. besonacHocCTb — 3TO apxXUTEKTypa.
- CeTb Kak cocTaBHasi YacTb 0b6Len apXnTeKTypbl 6e3onacHoOCTH
- KomnnumeHTapHble pelueHns 6e30nacHOCTM BOKPYr CETEBbLIX YCTPOWNCTB

4. MHoro codhra 3a géweBo — Cisco ONE.

e,
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Koem nHtepecHble HOBUHKU Ha
Cisco Enterprise Networks Forum!

@ April 2017






