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A NHdpopmauymoHHas 6e3onacHOCTb COBPEMEHHbIX
cetel. ['lnaHmpoBaHue.

2 OueHka TeKyLmMX cpeacTs n Mep

- Cnocobbl oborauwleHnsa kapTuHbl b
- Network as a Sensor
Agenda ) KoHTponb ¢ NnoHMMaHueM getaneu

2 [lobaBnsaem TrustSec = Network as an Enforcer
- Cobunpaem apxmTekTypy

d Y10 none3Horo MoxHo oobasutb ¢ SDN nogxoaoom?
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JTanbl NOCTPOEHUSA CUCTEMbI 3aLUUTbI NpeanpUAaATUSA
[TnaHmnpoBaHue

- Mopgenb yrpos

- OueHKka BepoATHOCTU peanusauum yrpos b

° OLI,eH Ka PUCKOB (4to MoxeT 6biTb MPUHATO Kak onpaBAaHHbINA PUCK)

- OueHKa oXxnagaeMbliX rogoBbIX MOTEPL

- OnpeneneHne KNnaccoB CUCTEM 3aLUMTbI U rpaHunL, otomxkeTa

- OnpenenexHns TpygoBbIX PECYPCOB N NOCTPOEHNE NPOLIECCOB
« OLEeHKa cueHapus «XyaLlWwnn criyvyam»

* [lepecMOTp 1 BO3MOXXHblE KOPPEKTUBLI MN1aHa

Cnanpg 4



M3 4yero coCTOUT XXU3HEHHbLIN LMK TUNOBOW aTaKu?

UccneposaHue }
£7 Kpaxa }
4
n NpoHunkHOBeHuMe Pacluipenie
epBuyHas P (C&C) NOBEPXHOCTY BbinonHeHue
KoMnpomeTauus aTaku
\L NN

HapyLwweHnue }
NoaroTtoBka

NMepBUY4HaA
pa3Beaka




AHaTOMMSA B35IOMa CeTU

MNepumeTp
(Bxogswmn)
BHeapeHue yepes

CoumnanbHbIn nHXnHUpuHr/Malware

e

SSane. UccnepoBaHue cetun
PRl ~~~~~~~~ M pacnpocTpaHeHune
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C2 Server

3NOoyMbILINEHHUK
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NEI
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N
° BbiBoa

el G
AaHHbIX
MNepumetp

&~ AOMUHUCTpaTMBHA JKcnnyaTauma ya3sBUMOCTH
i Hopa
(Mcxopsawmn)

M 3cKanauyusa npuBunierum
3akpenneHue Ha obbeKTe:

co3paHue 63kgopa

(noBTOpSiem 2,3,4)
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CeTeBasa 6€30nacHOCTb cyuTarach rnpocTou

TpagnunoHHaa ceteBasi

0e30nacHoOCTb
Firewalls, IPS, VPN, AAA




OOHako 3To BpeMs npoLusio.. Fde nepumemp?

Oe epaHuybI ceameHmMoa?
Kakue cpedcmea MOHUMOpPUH2a U
obecneyeHusi Ub Heob6xo00uMbI?

MoounbHOCTL U
BYOD ‘

HoBble 6u3Hec mogenu TpaouunoHHas ceTeBas YBenu4yeHHble

Mnowaab aTaku
O6naka, MoounbHocTb n BYOD, loT GesonacHocTb MacwTtabbl oeucTeuun

Firewalls, IPS, VPN, AAA
CnoOXHOCTb yrpo3s



o 0 kW b=

CeMb NpPoOCTbIX NpaBuUn
Cnucok nepBoo4vepeHbIX Mep

3HaTb CBOEro Bpara n NoHMMaTb METOAUKA

MmMeTb nonHyo HabogaemMoCTb BCEU CETU

MmeTb adpPeKTUBHbIE KMHCTPYMEHTDI» (nporamHbie 1 annapatHsie cpeacTsa)
[TPUMEHATb apXUTEKTYPHbIW Noaxon K MHM.0e30nacHOCTH
YOenatb BHUMaHUe peanbHOW HacTpouKe cpeacTB 3allUThl

YuntbiBaTb CTaTUCTUKY noBeaeHund cetn, aHasind TpeHaoB yrpoa
N KOHTEKCT MNoJiydaeMbIX MalUNHHbIX JaHHbIX

[IpMeHAaTb gMHaMunyeckme penyTaunoHHble AaHHble NS
NPUHATUA peLleHUA

Cnanpg 10



Kak MOXEeT CeTb NOMOYb pewnTb 3agadun Nb?

=

MoounbHOCTL U
BYOD

O6nako

&

loT

CeTb Kak ceHcop
CeTb KaK cpeacTBO KOHTpONS

TpaguuuoHHas ceTeBass 6€30MacHOCTb S T
Firewalls, IPS, VPN, AAA

+ OcHOBbI ceTeBOU 6e30MnacHoOCTH
PoytuHr, CButumHr, becnpoBogHas ceTb

HoBble bM3Hec moaenu
Mnowaab aTaku

MacwTabbl nencremmn
CnoXHoCTb yrpos

Cloud, Mobility & BYOD, loT
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Tenemetpusa c cetn n cepeepoB

TenemeTtpua c paboumx mect
AnyConnect v4 [APEX]

SDN cnocobbl 0TBETBNEHUA Tpaduka ... >>>

Nexus Data Broker

>>> .. ONna nonydyeHua tenemetpumn n gpyrmx ycnyr Vb



[Q1] Yto Takoe NetFlow?
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CeTb KaK ceHcop
AHanun3 Netflow MmoxeT nomoub

@ Analytics
DATA »
INPUTS
-
Engine

NHTennektyanbHagda
Beha
Eng

aHalinTuKa
vior
> /7 s
Correlate & - * (
’ Continuous ‘

ACTIONABLE
Intelligence & Response

Is anyone else
acting similarly?
P

What else
was accessed?
@

How did they - CONTEXT-AWARE
get there (path)? Will | have to Assessn:el‘lt &
) issue a statement? R
What did - = Was any of ) e
they do? Whose it critical? -
Qi ) &
— were used?

What else Was this
happened at a smokescreen?
the same time? ~
[ ) -

PearnpoBaHne Ha NHUUAEHTHI




NetFlow = MeTtagaHHble = BUANMOCTb

|

A single NetFlow Record provides a wealth of information

wHQ

Router# show flow monitor CYBER-MONITOR cache

IPV4 SOURCE ADDRESS: 192.168.100.100
IPV4 DESTINATION ADDRESS: 192.168.20.6

TRNS SOURCE PORT: 47321
TRNS DESTINATION PORT: 44g
INTERFACE INPUT: Gi0/0/U

IP TOS: 0x00

IP PROTOCOL.: 6

ipv4 next hop address: 192.168.2876
tcp flags: Ox1A

interface output: Gi0/1.20
counter bytes: 1482

counter packets: 23

timestamp first: 12:33:53.358
timestamp last: 12:33:53.370

ip dscp: 0x00

ip ttl min: 127

ip ttl max: 127

application name: nbar secure-http

WHERg



KoHTekcT n BuanmocTb ¢ Netflow

-

ya

Internet

//ﬂ\ternal

¢ Network
\,\ /‘_/

\

\N D

b

Uf\ Bpewms
Me * Input ifiIndex
» QOutput ifindex

NCNOMNMb30BAHNE —et—d|

NetFlow gaHHble

N

~

QoS

Kputnyeckue nona NetFlow

» Packet count
* Byte count

» Start sysUpTime
* End sysUpTime

» Type of Service
» TCP flags
» Protocol

Source IP address
Destination IP

address

Source Port
Destination Port

Next hop address
Source AS number
Dest. AS number

Source prefix mask
Dest. prefix mask

OT1/Komy

[MpunoxeHwne

PoyTuHr u
MNPUHT



UHdbpacTpykTypa Cisco

HecemnnupoBaHHbIX Netflow — ko4 K HabnogaemMocTn ceTu

Sampled = YyacTU4YHbIN Unsampled = BECb

YacTb Tpaduka, 0ObIHHO MeHee 5%, Becb Tadhuk noanexunt coopy

[aeTt ObICTpbIN B3rNA4 B CETb [MpenocTtaBndaeT ncyepnbiBatoLwnm ob63op Bcen
[Noxoxe Ha ymeHue Kaxool 20-U e (S
cmpaHuUubl KHuU2Uu - mexHu4yeckou 3JKeusasrieHm 8HUMamesibHo20 MocmpaHU4YHo20
KHU2U-cripasoyHuKka © / ymeHusi + MoMemku Ha rosnsx + 3aknaoku /

L CeMﬂﬂMPOBaHMe nofne3Ho And MOHUTOPUHIa CeéTn, HO He ANnA Oe3onacHoCcTU J




Uem ceTb MOXeT NOMOYb BUAEeTb U 3HaTb bonbLue?
CeTb KaK ceHcop

ObHapyxeHne AHOManbHbIX NOoTOKOB, Malware

[Mpumep: CBA3en ¢ nogo3puTenbHbiMU XocTamu, PacnpoctpaHeHne Malware BHyTpu, YTeuka
OaHHbIX

Obnapyxenne Acnonb3oBaHUA NPUSTTOXEHUMN,
HapylweHune nonnTukKn gocrtyna nonb3oBaTeriem

[Mpumep: BpeMeHHbIM COTPYAHMK NoslydaeT OCTYN K PUHAHCOBbLIM AaHHbIM

PaccneposaHne AHUMOEHTOB 6e30NacHOCTU U
yCurneHuve 3awmTbl = XXU3HeHHbIN uukn Ub

[Mpumep: BpeMeHHbIN COTPYOHUK COeaUHAETCH K HeaBTOPU30BaHHOW TOYKe 4OCTyna B ounnane




HoBas mopenb 6e3onacHocTn n «CeTb Kak ceHCcop»

ao

Ycunedune

[1o
KoHTposnb
Ycunenne

HacTtpowka

\_/ -

W4

Bo Bpewms

O6HapyxeHun

BriokmpoBka
3awuTa

Bo Bpewms
O6HapyxeHune

[Mocne
OueHka
YaepxaHue
WcnpaBneHune

lNMocne
OueHka
NoeHTndpukauma ycTtponcts
NOABEPXKEHHbIX PUCKY

COop AaHHbIX

YernneHme 3dlUTHbIX MEep

21 21



[Q2] KntoueBble npenmyllectsa NetFlow?
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COop TenemMeTpun: oLEeHKa yrpos

/ OueHka 1 Knaccudukaums pecypcos \

AganTuBHOE ynpasrieHUe CEeTbIo [ToHMMaHue noBegeHuns
I NMpouecc obecnevennsa Ub l
MOHUTOPUHI NONUTUK [MpoekTupoBaHmne

\ N MoAennpoBaHMe NOJSINTUK
BHeaopeHue nonuTuk /

CermMeHTauUmnA: KOHTPOIb Yrpo3




Onpeﬂ,eneHvle N yrnpaslrieHne noJiIntTukamMu,
nopegeHnemM m KOHTPOJib yrpoa3

CeTb kak ceHcop [NaaS]

—

Tenemetpud

[ CeTtb Kak perynartop [NaakE]
KoHTponb 6narogapsa tenemetpum
CermeHTauud




T HTEJJIEeKTyalibHaA CcerMeHTaumn4d

AHanuTuka
N NOJIMTUKA
Cisco NpoeHTudukaums
ISE
NpoeHTndpukauma
MNonuTtnka
NMonuTtuka:

OnpepenexHue n knaccudukauus
pecypcoB

CosgaHue nonuTmuk

BHeapeHne nonntuk
ALanTMBHOE yrpaBlieHNEe CETbIO

%
e

MapLupyTtusartopsbl

KommyTtatopsbl

CeHcopbl U perynatopbl ceTu

o

NetFlow
&
TrustSec

-
-

-)
-

3)

Knaccudukaunsa/socctaHOBIIERNE

[laHHble TpaH3aKunn

Peknaccundpukauyus/
BOECTAHOBIIEHME

Lancope
StealthWatch

-

AHanuTuka:

NpeHTndpukauyuns pecypcos 1 eNCTBUN
MogpenupoBaHue nonuTuK

MOHWUTOPUHI NOMNTUK N OEUCTBUN
WHTennekTyaneHada peknaccuukaums

“%'é?

e (i = KapaHTuH/
NMonb3oBaTtenun, pecypchbl H APP E 3axBar
M ycTpoMcTBa




Cisco Flexible NetFlow lNopTtonno kommyTtaTopoB

YpoBeHb gocTtyna YpoBeHb pacnpenerneHus YpoBeHb sapa
MonHbin Flexible NetFlow v9 u IPFIX*
Nexus Tt —=
Catalyst 6800/6500 —

Catalyst 3850/3650 Catalyst 4500
Sup7E/LE/8E

NetFlow nogoepxunBaetcs Ha
7K M kaptax (full / sampled),
1000V (Full Flow) n 7k ( B

3asucmmocTun ot /O moayns)

Catalyst 2960x



OB630p pelueHnst ceTb Kak CEHCOP
Cisco StealthWatch + Cisco NetFlow

& Security Insight D:

xxxxxxxxxx

Koppensuua B pearibHOM
BPEMEHM , BU3yanusauyusi
Tpadomka 1 KoHconuanpoBaHHas
OTYETHOCTb

1o 25-T1 cOopLLMKOB NOTOKOB

StealthWatch
Management Console

StealthWatch
FlowCollector

Cbop, xpaHeHne n aHanms
NetFlow 3anucen

[o 2000 ncro4vnukos, 120K FPS

A

Cisco ceTb



CeTb KaK ceHcop

[NoBegeH4Yeckuun aHanus3 u ooHapyxeHne aHomanuu yepe3s NETFLOW

Collect and analyze flows

Alarm on anomalies and changes in behavior

Anomaly detected
in host behavior

AN

threshold

threshold ‘ ‘
n\\'

Critical Servers

Exchange Servers Web Servers

Establish baseline of behavior

NO=<DIM®

Number of concurrent flows
Packets per second

Bits per second

New flows created

Number of SYNs sent

Time of day

Number of Syns received
Rate of connection resets
Duration of the flow

Over 80+ other attributes

N\

threshold

Marketing /

Security Events
(94 +)

Addr_Scan/tcp
Addr_Scan/udp
Bad_Flag_ACK**
Beaconing Host
Bot Command
Control Server
Bot Infected Host -
Attempted

Bot Infected Host -
Successful
Flow_Denied

ICMP Flood

Max Flows Initiated
Max Flows Served
Suspect Long Flow

Suspect UDP Activity
SYN Flood

Alarm
Category

Concern
Recon
&
Exploitation
Data Hoarding

Exfiltration

Q)
@]

DDoS Target




StealthWatch: Beb ueHTp aHanuTuku

« Launch SMC &~ enter IP addre

AKTUBHbIE

@ Security Insight Dashboard
TpeBorn

Concern Index () Target Index (4 Exfiltration () C&C (2 Policy Violation (e

3 0

Top Applications

Current Alarms
¢ Host Lock Violation: 3

Top Applications =

Alarms by Type

Slow Connection Flood: 2 ‘\

3k
Command & Controk: 4 — 1\ ! /— Max Flows Initiated: 4 NFS: 1.07%
. 2,178 — X
€, 1904 1880 g0 107 A7 \uspect Data Loss: 1 High Total Traffic: iMB (unclassified): 1.08%
3 — — — 1,583 — — 1 C&C Activity: 4 = HTTP: 1.87%
v — 3 % A
. = = E = = N Flows e [on NpunoXxXexHunm
gy = == == =
4 H E = —
peBoru BEEREEE .
ok T ion:
06/05  06/06 06/07 06/08 06/09 06/10  06/10 gation: 11
Undefined

@ Host Lock Violation @ SYN Flood Wl ICMP Flood @ Packet Flood
B High Volume Email @ Mail Rejects B Max Flows Initiated J—
0 High Total Traffic @8 SYNs Received New Flows Initiated T
B High File Sharing Index ([l Suspect UDP Activity [l Low Traffic SSH/SCP (u
@ Touched [ High Traffic [l Worm Activity HTTP: 3.51%
8 High Concern Index [ Suspect Long Flow ([l New Flows Served . . authenticatior

8eaconing Host [ Worm Propagation [ Max Flows Served Concern Index: 8 - Touched: 25 NFS: 2.10%

B 8ot Infected Host - Successful C&C Activity ined TCP: 28.35%

B Suspect Data Hoarding [l Suspect Data Loss
@ Command & Control Wl Target Data Hoarding [l Policy Violation
8 Slow Connection Flood Data Exfiltration [l UDP Received

/ ~ SMB (unclassified):
Worm Activity: 3

Flow Collection Trend

Flow Collection Trend
3000

TpeHp cbopa
MOTOKOB

e T s

8 FlowCollector01




Xouyetcs B3rMaHyTb camomy Ha Cisco Stealth Watch?
QC} : Welcome to Cisco dClou.. X7K+

dcloud.cisco.com/ > ] © . ¥ Q search e B8 @ 3 A 9 il

Follow Us on Twitter > 4
Follow us on Twitter ciscodcloud to get the Iateﬂvs and: l *

f + ~ N ¢

oA A
N v A4

announcements.

e

- B oEie LU —
-‘ m o 3 Follow @ciscodcloud

LATEST Enterprise Networking: Cisco APIC-EM IWAN Application Lab v1 and Cisco APIC-EM Network Plug and Play v1i now a (1] [ [»]

Cisco dCloud Content [stearthwatcn | searcn |

See what is coming soon on our content roadmap.

Cisco Stealthwatch 6.7 v2
Demonstrate how Cisco Stealthwatch (Security) along with Cisco routers and switches transform the network into a sensor to detect
sophisticated cyber-attacks anywhere on the network.

Start/Schedule More Information Added : 28/04/2016

Cisco Digital Ready Network v1 - Always On
Digital Network Architecture (DNA). Introducing the New Era of Open, Software-Driven Networking. Click the More Information link below
to access the Digital Ready Network (DRN) Always On, which includes APIC-EM, CMX, Meraki, and StealthWatch solutions.

More Information Added : 3/03/2016




[Q3] Yto Takoe Flexible NetFlow [FNF]?
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Kak ceTb MOXeT 3anTuTh?
CeTb KaKk cpefCcTBO KOHTPOSS

CermeHTauus [TrustSec]
ceTu ANA caepXXMBaHUA aTaku

OcTtaHoBUTb pacnpocTtpaHeHne Malware, Exploitation, n ceobogHoro ABM>KeHUS

OobmeH nonutukoun [pxGrid]
anAa 3dallUThbl I1pVI.I10)KeHVIl7I N OAAdHHbIX
Kak Tonbko nosiBUrcst B CeTu, BCcs ceTb 3HaeT kyaa tebe HEJIb3A n komy k Tebe HEJIb3A

YnpouweHue [API]
norinTuka 6e3onacHoOCTU B CeTH

O6HoBNANTE M aBTOMATU3NPYNTE pa3BepTbiBaHMe Bawmnx cpeactB KOHTPOSIS
6e36one3HeHHO




CermeHTaumusa c TrustSec

NMporpammupyemas cuctema
»  [lonuTtuka yCTaHaBIIMBaeTCA LEHTPAJIN30BAHHO

LoA

Obwue (o= a=| CepBepa
= [lonnUTUKM AnHaAMN4eckn pa3sopavmBaeTCcs cepBuUChl (=3 == MPUNOXKEHUI

CermeHTauvm OCHoBaHHasA Ha Ponsax
Ml KommyTatop LIO[

= Hes3aBMCUMOCTb OT CETEBOW aapecaumm LTS

= AD, LDAP atpubyThl, ycTponcTtaa, u ap. wﬂ
Aicnonb3oBaHue TEXHUKN TernpoBaHus - @

= [1ns 0603Ha4YeHUM NOrNYECKUX rpynmn mﬂ Backbone ISE

= [1ns NMPUMEHEHUNA NOJNTNTUKN Ha KOMMYTaTOpeE,

/?GACL
poyTepe n dhaepBorne a [£

KommyTartop KommyTtartop

@O00B00O

KapantuH CotpygHuk Tomoc Tonoc  CotpyaHuk  [lapTHep

VLAN: Data-2 VLAN: Data-1

8
wLE)%
B ]
Jsc:2 £
432238 ¢
2 2 & £
45325 2
: o4 & i G %
& Employee CIEIFIFIEIR
&8 Suppliers B0 808 |
= App Servers = M-
Shared Services = =
& Non-Compliant | H EHEE

KapaHTuH

@ Tor CotpyaHuka
@ Tor MapTtHepa

@ Tor kapaHTUHa




TrustSec koHUenuus =0

— °
OOO

KaTanor

I'IpwyeHeHMe nKMTMK 5 Fin CepBepbiic) Ex:!

M H HR CepBepbiikIci iR

KommyTtatop PoyTtep MCO UO1 KommytaTtop LIO[

NMonb3oBarenb,
YcTpoucteo

SGT Propagation

= Knaccundpmkaums cuctem/nosnib3oBatesien OCHoBaHHasi Ha KOHTeKCTe (ponb nonbL3oBaTtensi, yCTPOUCTBO,
pacnoroXxeHune, MeTod 4oCcTyna)

= Knaccudmkauma ocHoBaHHasA Ha KOHTEKCTe pacnpoctpaHsietcs Yyepe3 SGT

= SGT ncnonbayetca MCQ3, poytepamm n KOMMyTaTtopamu Ansg UHTENNEKTyanbHOro nepeHanpaBneHns unm
Br1I0KMPOBKU



1 KoHTponb

[TpumeHeHne nonutuk - Security Group ACL (SGACL)

o —————————————————— - - —

i Knaccudumkauma HasHavyeHUsA
. Web_Dir: SGT 20
| CRM: SGT 30

Monb3oBaTenb ayTeHTU(MLMPOBaH ! i FIB Lookup
W knaccudmumpoBaH kak MapkeTuHr (5) : ! Destination MAC/Port SGT 20
______________________________________ I 1

________________________________

-
-
-
,—

Cat3850 Cat6500 Cat6500

Enterprise
| Backbone
SRC 10.1.10.220 @

SRC: 10.1.10.220 DST:10.1.100.52

SGT: 5
-

Web_Dir

DST: 10.1.100.52
SGT: 20

CRM
DST: 10.1.200.100

SGT: 30
WLC5508

SRC\DST  'Veb_Dir CRM (30)

(20)

MapkeTuHr (5) | SGACL-A SGACL-B

BYOD (7) Deny Deny




TrustSec nonga BHyTpn NetFlow

Cisco (l Vf/

Router#

IPV4 SOURCE ADDRESS:
IPV4 DESTINATION ADDRESS:

10.1.100.82
8.8.8.100

TRNS SOURCE PORT: 0
TRNS DESTINATION PORT: 2048

INTERFACE INPUT:

S

I FRU1UUUL.

ipv4 next hop address:

tcp flags:
interface output:
counter bytes:
counter packets:
timestamp first:
timestamp last:
ip dscp:

ip ttl min:

ip ttl max:

application name:

Gi0/0/0

Inniit

I
8.8.8.100
0x00
Gi0/0/2
120
2
05:29:17.398
05:29:18.396
0x00
123
123
layer7 ping

BRKCRS-1449

© 2015 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Hosoe B StealthWatch 6.7 — SGT Teru

[ KTo L YTto Kak KT0 J
+ Duration + Search Subject + Port + Traffic Summary + Port + Peer
et 01719 -01:45:22 P 101978 Flow Detailed Summary: 10.10.18.103
End: 01/19 - 02:15:59 PM o35 RFC
Duratiop): 32m 37s View Details
Search Subject Details Totals Peer Details
K Packets: 772 Packets: 772 Packets: 0
O rﬂ,a Packet Rate: 0.39pps Packet Rate: 0.39pps Packet Rate: Opps
Bytes: 45.23KB Bytes: 45.23KB Bytes: 0B
Byte Rate: 23.67bps Byte Rate: 23.67bps Byte Rate: Obps
Percent Transfer: 100% Search Subject/Peer Ratio: all search Percent Transfer:
o o7 : subject 0%
i TrustSec ID: 8 RTT: Os Host Groups: Catch
] N TrustSec Name: SRT: 0s All
Security EMPLOYEE_FULL
Group
Cisco [l V¢, -




[loTOK Tpadmka B KapaHTUHE

3. PAN BbInyckaeT MHCTPYKL MK
no KapaHTuHy ang MnT

2. StealthWatch BbinyckaeT MHCTpPyKUMK
no kapaHTuHy ansa PAN

sSME

4. MnT nocbinaet KomaHn)‘/\

PSN uHuummnposatb CoA

oTkntoyaetcsa Yepes CoA

5. OKOHeYHOEe YyCTPONCTBO {

8. [NpoBepka kapaHTUHa

\7. 3anpoc RADIUS

1. OKOHe4yHoe yCTPOMCTBO
MOAKITHOYEHO

9. lNpumeHseTcs
npogusib
KapaHTuHa

——

6. OKOHe4yHOoe YyCTPOMCTBO \
CHOBa MNoakm4aeTcs S~—

M npoxogunT ayTeHTI/ICbI/IKa Lunto
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CeTb KaK CEHCOP U CPEACTBO KOHTPOMS

MacwTtabunpyemas 6e30nacHOCTb MO NOSINTUKAM
yI'IpOLLI,eHI/Ie MNOJTIUTUKU 6e3OI'IaCHOCTVI, ABTOMaTI/I3aLI,VIFI HaCTpoOeK U ynpasiieHne NSMeHeHnAMmn

CeTb Kak ceHcop 6e3onacHocTn | 4 CeTb Kak cpeacTBO KOHTpOns
[my6okun B3rmsAa, Ans MOHUTOPUHIA LlenocTHasa nonutuka gocTyna u

aKTUBHOCTEM, cerMeHTaLuunu BO BCEW ceTu
O6HapyxeHue yrpos, CooTeTcTBUE

TpeboBaHAM

(Ucnonb3ys TrustSec)

(Ucnonb3oeaHue NetFlow)




CeTb KakK CEHCOP 1 CpeaCcTBO KOHTPOSS

YRyywmnTb BUAUMOCTb YIpo3 YMEeHbLWUTb NnoLlaab ataku

NetFlow + Lancope + ISE + TrustSec
ISE nns KoHnTekcta |



ApxuTekTypa 6e3onacHocTH

ObbeanHNM BCTPOEHHbIE N pacnpenerieHHbIE MHCTPYMEHTbLI O0pbLObI C yrpo3amu

Kamnyc/LUJOL
KommyTtatop/WLC

TrustSec

Security Group Tag

KoHpuaeHumarnbHbie
NaHHble
C

Isco PoyTepsl

- 107 1
CeTeBOW CEHCOop 12 @ AP

(Lancope) O surlt)

OOMeEH NONMUTUKON N KOHTEKCTOM 5
CeTeBble ceHcopbl CeTeBOW KOHTPOIb
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Q4] OpenFlow?
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[Ipobnemartuka: — “Keeping up with the exploding network traffic”

None3HoOCTb:

NMoTpeOHOCTL:

* [oHumatb npon3BoaAnTesIbHOCTb I'IpVIﬂO)KeHMI;I

» Otpatb cpeactBam UB/UT konuio AaHHbIX

Production Network

Redirection Switch

Cisco Nexus 3000 Series

or 9300 Platform
Switches

a \

Web Filtering | Secu
Service Nodes

&Y

rity Tool

External Connection

\

[ Traffic to WAN or~

internet

BoneBble TOUYKU

NPOEKTOB C
MaTPUYHBLIMW CBUYaMK UK crevy
yctpontBamu (GigaMon, Flux, &&)

7
MacLTabnupoBaHUs MaTPUYHBIX CBUYEN

dunbTpaums n nepeHanpaBneHne
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Cisco Nexus Data Broker — Centralized Deployment

SRR Top/SPAN Aggregation Production Network

Java and REST "

'Cuslom
Tools

Cisco Prime
NAM

Q
K

Filtering and
Forwarding
ic to one or more
onitoring tools

SPAN

Cisco Nexus With Cisco Nexus Data Broker
Data Broker | ________
Video

% Central Tapping
Monitor
OpenFlow-Enabled Optical
Cisco Nexus Switches Taps

Point
Cisco Nexus Data Broker replaces the Purpose-Built Matrix Switch with Cisco

Nexus Switches for scalable and cost-effective Tap/SPAN Aggregation



Cisco Nexus Data Broker Embedded — On Switch Deployment

m——

With Cisco Nexus Data Broker

#l#

REST API for

Northbound

Application
_____________ Integration ________,

CISCO Nexus Data
Broker and OpenFIov(v)ptIcal

—m

A

Cisco Nexus EIS?I;’?;:/N
3000 Series Switches

Taps

tering and Forwarding
raffic to one or more
monitoring tools

Wireshark

Cisco Nexus Data Broker Software runs

Video
Monitor

on a OpenFlow-Enabled Cisco Nexus™* series switch



UHTepdenc ynpasnenusa: \Web GUI nnn REST AP

= ~ e — L]
-

—- - - a _

== o -

ST

b — - - - —— . )

b - o>y — — wm)

== .- ... -
-._-_\

Cisco Nexus Data Broker |
[ -

REST API
Cisco Nexus Data Broker
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Device Model

Cisco Nexus
3100 platform

Cisco Nexus
3164Q Switch

Cisco Nexus
3500 Series

Cisco Nexus
9300 platform

Cisco Nexus
9500 platform

Cisco Nexus
3200 platform

Cisco Nexus Data
Broker Software

All Cisco Nexus Data
Broker releases

Cisco Nexus Data
Broker 2.2 and later

Cisco Nexus Data
Broker 2.0 and later

Cisco Nexus Data
Broker 2.1 and later

Cisco Nexus Data
Broker 2.1 and later

Cisco Nexus Data
Broker 3.0

© 2013-2014 Cisco and/or its affiliates. All rights reserved.

Deployment Mode
Supported

Centralized and
Embedded

Centralized and
Embedded

Centralized and
Embedded

Centralized and
Embedded

Centralized only

Centralized and
Embedded

Supported Use Cases

TAP and SPAN aggregation
and inline monitoring

TAP and SPAN aggregation
only

TAP and SPAN aggregation
only

TAP and SPAN aggregation
and inline monitoring

TAP and SPAN aggregation
only

TAP and SPAN aggregation
only
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