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[lporpamma
 JlaHowaT yrpos

ASA FirePower — nepBbI MEXCETEBOW 3KpaH, OPUEHTUPOBAHHbLIN Ha Yrpo3bl

Uto ymeet genatb FirePower?

Passutne NGFW

Firepower 4100/9300. HoBbI noaxon K BbICOKONMPOM3BOAUTENBHON 6e30NacHOCTH



NNaHawaT yrpo3 MeHseTcqa ¢ yBeNnnimBatroLLEeNCca CKOPOCTbIO
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KomnnekcHasa 3awmTa oT yrpo3 B TEYEHME BCETO KM3HEHHOTO
LUKINa aTaku

KU3HEHHBIN IUKJ AaTaAKHU

30 BPEM S 3 MOCJIE

W ccie 10BaH He ‘ OOHapyxeHue : Jlokanu3anus
BHeIpeHH e MOTUT UK brnokupoBanue N3o0nupoBanue
7 3
YkpemneHue 3amura 2 B 0CCTaHOBJICHNE




TunnyHbin NGFW y3ko opneHTUpoBaH U CNOXHO yrnpaBndem

CeTb
Malware ﬂ,OCTyI'I
z Yrposa Analysis
® KOHTEeHT
Yrooss IPS VPN

: Access
Malware

Email Security Firewall Protection

doKyC Ha NPUNOXEHUSX, He yrpo3ax [prnNoXeHna - 3TO He BCe, YTO HYXXHO



OHW NpegoTBpaLllatoT aTakm, HO He 3P EKTUBHBLI BO BPEMSA U
nocre ee peanusauumu

YKM3HEHHbIN LMK aTakun

BO BPEMA

TUNUYHBIN DYHKUMK
NGFW b
g Paspelwintb NpunoxeHms IPS URL DDoS MNecoyHn- Peakuus Ha
ua WHUMAOEHT



A 9TO noaTBepXaeHune

O

) Palo Alto Networks, McAfc %

X | [ www.zdnet.com/article/palo-alto-networks-mcafee-websense-gateway-systems-allow-malicious-traffic-to-slip-through-t
X / UVER DACRWARUS FUR'TUUY

Topic: Security Follow via:

Palo Alto Networks, McAfee,
Websense gateway systems allow
malicious traffic to slip through
the net

Summary: Researchers claim a number of high-profile gateway solutions do little to interrupt or

prevent malicious communications.

16 anpenga 2015 roga
http://www.zdnet.com/article/palo-alto-

By Charlie Osborne for Zero Day | April 16, 2015 -- 11:06 GMT (12:06 BST) )3
Follow @ZDNetCharlie I

networks-mcafee-websense-gateway-
systems-allow-malicious-traffic-to-slip-
through-the-net/

[Jeno COBCEM He B Ha3BaHusIX
KOMnaHum, npobnema B METO4,0510rnmn



Co3maHnne MeXCETEBOTO
3KpaHa HOBOTO IIOKOJICHHUS




B 6e30nacHOCTU He CYLLECTBYET €ANHON cepeDPAHHON Mynn

AV

FW/VPN

“Block or allow”

Sandboxing

Application

Control “Detect the

unknown”

NAC “Fix the firewall”

IDS /1PS
UTM

PKI

“It matches the pattern”

“Captive portal”

“No false positives,
no false negatives.”

“No key, no access”

Cisco cokycupoBajiach Ha IMOJHOTE TEXHOJOTHUM 3aIUTHI OT aTak



Cisco: B LUeHTpe BHUMaHNSA — 6e30MnacHOCTb!

IIpnodperenne komnanuu Sourcefire Security
Mfire‘ * Benmymue B otpaciu COIIB HOBOTO TOKOJIEHHS

° MOHUTOPHUHT CETEBOH AKTHMBHOCTU

* Advanced Malware Protection

* Pa3pabotku otmena mo uccnenoBanmo ys3sumocteidr (VRT)

* VunoBamyu B 1O ¢ OTKPBITEIM UCXOHBIM KOJIOM (TEXHOJIOTHS

OpenApplD)

AMP + FirePOWER
AMP > ynpagnsiemast 3a14Ta oT yrpos

KoumexkTuBHBINH aHamm3 BpeJOHOCHOTO KOJa

KosnektuBHubie ucciiegopanus Cisco — moapasaenenue
Talos mo uccaenoBaHMI0 M AHAJIU3Y YIPO3
* Ilogpasnenenue Sourcefire nmo uccnegoBanuio ysassumocreid — VRT

* Toxpasnenene Cisco 1Mo uccIe0BaHUIO U HHPOPMHUPOBAHUIO 00 yrpo3ax
— TRAC

¢ TIloapasznenenue Cisco 1o 6€301MacHOCTH NPHIIOKEHUH — SecApps

Cognitive+ AMP > CucreMa KOJUISKTUBHON MH()OPMaIlnOHHOM
0e30MacHOCTH
-
cu SE IIpuodperenne komnanuu Cognitive IIpnoOperenne KOMNaHUH L) t---|-|-".E, atGRID
VW = Security ThreatGRID ) SR et
* [lepenosas ciyx0a rccie 0 BaHUH * KoJUleKTHBHBIN aHaIM3 BPETOHOCHOTO
° yJ'Iy‘IHIeHHBIC TCXHOJOTHUHU MOBCACHYECCKOTO aHaJIM3a KoAa

B pEKUMC p€aJIbHOT'O BpEMCHHA * AHanu3 yrpos




Cisco 3awmuiaeT Ha NPOTXKEHUN BCEro LMKIa aTaku

MOCIJIE

BO BPEMA

Hantun OGHapyxuTb [nana3oH
[MpyMeHUTL 3abnoknpoBaTb OrpaHudeHne
Yeunutb 3awunTuTb PearvpoBaHue
ASANGFW FirePOWER NGIPS n WIPS Lancope Stealthwatch
ISE & TrustSec WSAun CWS Threat Grid
AnyConnect ESA Cognitive Threat Analytics

OpenDNS Investigate Cloud Access Security OpenDNS Investigate u CTA
Advanced Malware Protection
S Umbrella

Talos



Hauvano: Cisco ASA ¢ doyHKkunen FirePOWER

[lepBbIN B OTpacnn mexcereBon akpaH HoBoro nokoneHust (NGFW), koTopbin cMOTpUT
lmpe n rnybxe

el s SOURCE ire”




MCO HOBOro NoKOSIEHUA, CMOTPALLMN LUUPE U INYyBXKe Oapyrnx
ASA FirePOWER

OcobOeHnHocTHu

[Ipenmyiiecrsa




HenpeB3oraeHHas KoOMMNnekcHass U MHOroypoBHeBast 3aLLmuTa

Advanced Malware
Protection
(o moamucKe) Dunbrpanus URL-anpecon
(1o mogmuCKe)

[IpenoTBpaienue
BTOP KEHHH (110

O ATTHCKE) FireSIGHT

Kuacrepusanus u
BBICOKAsI JIOCTYITHOCTb

AHaimTHKa U
aBTOMAaTH3AIH

APP =0

MoHUTOpHHT U
MesxceTeBoii OKpaH KOHTPOJIb Hpnﬂo){(eﬂﬂf/’l BCTpO@HHOC VPN 4 n0JMTUKUA

Mapuipytusanus u npodumMpoBaHue ceTn ay TeHTU(UKAIIH
KOMMY Talus

Cisco ASA




Uto ymeeT genatb Firepower?

NHTennektyanbHasa cuctema
©e3onacHocTu

« CucTema npeaoTBpaLLeHUst BTOPXKEHUIN HOBOTO \ /
NOKONEHUs1 — MPOBEPKa COAEPKMUMOrO OcsenomnenHocts 06 URL-

~

agpecax
\_ J
* Y4eT KOHTeKCTa f OnpepgeneHne MeCTornonoXeHns \
« VHTennekTtyanbHas cuctema 6e30MnacHOCTM — Kormponupyeusi ’ fodlisainecy y
ynpasJieHne 4epHbIMU CNMMCKaMm mpaguk i MOoNVUTUKA B OTHOLLEHUM
- > CUCTEMbI NpeaoTBpaLleHuns
* [onHbin KOHTPOIIb AOCTYyNa T BTOP>XEHNN HOBOIO NOKONEHNS
* [lo 30He ceTu, cetb VLAN, IP, nopTy, NpOTOKOSY, NPUIOXEHWUIO, NMOSIb30BaTEN!o, N \;
URL-agpecy MNonutnka f ~\
MEXCETEBOro 3KpaHa [MonuTtnka B OTHOLLEHWUN
doannos

* | BCE 3TN KOMIMOHEHTbI UHTETPUPYIOTCSA APYr C
Apyrom . v \

[MonnTMkKa B OTHOLLEHUN
BPEeOOHOCHbIX MporpamMm

° MCHOJ‘IbSyPOTCﬂ NOJINTUKN CUCTEMBDI NMpeaoTBpaLleHnA BTOp)KGHVIVI

) \

* [lonuTukn KOHTporsa arnos KOMMyTaLI,MSI

MapwpyTtnsaums, ceto VPN,
BblCOKasa OOCTYMHOCTb

!




BecnpeleneHTHasa Npo3pavyHOCTb CETEBOW aKTUBHOCTU

Texuosoruu FirePOWER IIpexnue IPS Hpexnune MCI
Vrpo3ssrl v v v
[Monms30BaTenn v x v
Be6-npunoxenus v x v

[Mepenaya daiios v x v

CepBepbl yIpaBJICHUS U KOHTPOJIA v x X
O6otHeTa

CeTeBble CEPBEPHI v x x

MapuipyTu3aTopbl U KOMMYTaTOPbI v X X

[TpunHTEpHI v x x

BupryanbHable MaHel v X X
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[Tonuntnka NGFW

Overview Analysis JROUEEE Devices Objects FireAMP @ Heath System Help v  admin v
Access Control Intrusion v Files Network Discovery Application Detectors Users Correlation Actions v

Inline Acces Policy rou have ursaved changes | = Save || ) Cancel | o Save and Apply

LAB Access-policy for Inhne installatons
m Targets (1) Secunty Inteligence HTTP Responses  Advanced
@8 Filter by Device o) Add Category ) Add Rule earch Rule
Source Dest Source Dest -
Administrator Rules "
Standard Rules
1 Block-Bad URLs ¢ ° J 0
2 Block Bad Applications " OpenVPN ¥ Block w i 0 s O
3  Block Facebook Games 3 Tags: Facebook ¢ 3 interact ¢ 0 y O
4 Block Skype File Transfer ) Skype File Transfi X Block 0 &0
. o & o O
3 “ [ o OJ
7  Allow Other 4+ Inspect  Allow & ¢ y O
Root Rules
e ——— : Lo o M
Dusplayng 1 - 7 of 7 rules Page 1 of 1 ¢

1 Row Selected



Pacno3HaBaHue NpunoXxeHunn

« AHanu3 ceTeBoro Tpaduka
I03BOJISET PACIIO3HABATH UPOKUU
CIIEKTP Pa3JIUYHBIX IPUIOKECHUH,
KOTOPbIE 3aTEM MOXKHO
HCII0JIb30BaTh B IpaBUJIaxX
MTOJINTUKHU O€30ITaCHOCTH

« FirePOWER for ASA pacrno3naer
U «JIOKaJIbHBIC» MPUIOKECHUS
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OnncaHmne cobCTBEHHbIX MPUIOXKEHUN

 lIpuiioxxeHus MOryT

OBITH OIIMCAHBI Add Pattam

1rabIoHaMu .
ASCII S
Offset:

HEX

PCAP-aiin




dunerpauma URL

Editing Rule - Web Block List

PasnunyHble KaTteropum URL

URLs KaTeropunpoBaHbl N0 YPOBHIO PUCKOB

Name Web Block List ‘ ™ Enabled | Action [x Block \V | Move
Zones Networks VLAN Tags Users Applications Services m Policy Logging Comments
Categories and URLs (% &) Reputations Selected URLs
4, Search by name or value I 2l Any B Adult and Pornography (Any Reputation) &
& Any O 5 - Well knowr Bot Nets (Any Reputation) =
B Abortion &l 4 - Benign sites B Confirmed SPAM Sources (Any Reputation) ?
TN Dr 3 - Benign sites with security risks B Gambling (Any Reputation) =
2 - Suspicious sites = K nd itori Any R i .
® A dult and Por raphy Susp s sites — N eyloggers a Meonitoring (Any Reputation) ?
1 - High risk Mal Sit Any Reputati
B Alcohol and Tobacco il - Add to Rule - MRS SStas A e ion) ? w
B Auctions Marijuana (Any Reputation) =
| ] - - -
A
B Bot Nets Nudity (Any Reputation) t?
® Busi and Economy B Open HTTP Proxies (Any Reputation) ?
® CONs B parked Domains (Any Reputation) = <
[ . - 1=
Pay to Surf (Any Reputat
® Computer and Internet Info Y id (Any Re ion) aly
™ Computer and Internet Security v Enter URL | | Add
Save | | Cancel



KOHTpOnb Nno tunam dpannoB 1 HanpaBleHUto nepegaymn

Any Any e Detect v
HTTP Any 1 & Detect
SMTP Upload | Malware Cloud Lookup
IMAP Download Block

POP3

Add File Rule \[ l / ? x

Encoded
Graphics
System files

Application Protocol Vv | Direction of Transfer IAny IVI Action |Malware Cloud Looku;l"
) . ) Detect ) ‘
File Type Categories File Types Malware Cloud Lookup Selected File Categories and Types
Office Documents 7 &), Search name and description |Block = MSEXE &
] Archi = .
renive - All types in selected Categories JARPACK ]
Multimedia 1
Executables 2 I e
JARPACEK
PDF files n B B S ————————————————————— [ Add ]
0
0
0

[ Save ] [ Cancel ]




BadGUVs

[eonokaumna u BN3YyaJiI3alMA MECTOHAXOXAEHNA aTaKYROLLNX

S — _

Country Name w Count
=f 76.100.209.66 = =y 104.32.112
=5 unites States a2 usA
™ Germany 36 = 10.4.10.131 g 104.32.112
Bl china
T =f 10.4.10.131 =3 10.4.32.112
e lepan 1
I 8 France 11 = 10.4.33.95 = 10.5.32.206
Russia
e i =f 89.188.101.82 =1ISR =F 10.5.32.206
®, North Korea ZI
Pakistan 1 m=mf| 200.189.215.85 3 BRA mf 10.4.33.44
— 1 g 10.4.31.237 = 10.5.32.206
—
— @0 1
=f 10.4.11.216 =) 10.5.39.206
Last updated 1 minutes ago -l

* Buayanmsaumsa KapT, CTpaH M ropoaos ana cobbITUin U
y3/108B

© 2015 Cisco and/or its affiliates. All rights reserved 23



[leTann no reonokauunmu

- |P —apgpeca gonmxHbl ObITb _
Geolocation for 94.236.27.33

MapLLpyTU3NPYEMbIMU
Country United Kingdom =I& (Europe)
° ﬂ,Ba TUMNAa reoJtIoOKayMOHHbIX OaHHbIX Region Lnd
CTpaHa — BKIMOYEHO NO YMOJTYaHUIO ity L
Postal Code wc2n 5

Full — MoxeT 6bITb 3arpy»keHo nocne
Latitude/Longitude 51.5073, -0.12601

YCTaHOBKM:
o Maps Y o & B
[MouToBbIM MHAEKC, koopauHaTel, TZ, ASN,
Timezone GMT:+0
ISP, opraHusaumsi, JOMEHHOE UMSA U T.4.
Ccbinku Ha kapTbl (Google, Bing n apyrue) v Additional Information
ASN 15395 (Uk Rackspace)
« CTpaHa coxpaHseTcsi B 3aMncb 0 COObITUA 1P T BT A
[Ana nctoyHuka & nonyyarensd Home/Business Business
Domain Name hayward.co.uk

Connection Type Broadband
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Oco0eHHOCTH (PYHKIIHMOHAIA.
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CMOTpeTb rnybxe u wmpe ad

@ KnneHTcKkne npnnoxeHums
OnepaunoHHbIE CUCTEMbI

Command

@ and control §
epep,aqa dannos servers % MoGunbHble yCTponcTBa
Yrpo3sbl
CeTeBoe 060pyaoBaHue -
I'IonbsoBI'IpMKnangle E
atenun  NPOTOKOMbI
Web

NPUMNoXeHUs MpuHTEpSI

Malware
V&

> VolP-tenedoHbl

“‘Bbl He MOXXeme 3awumumb mo,
4ymo He suoume”

' Tmnquaﬂ IPS

>

’_ J: TunuuHbin NGFW

i Cisco Firepower™ NGFW




AHann3 nponcxogdLlero Ha ysnax

Host: Scan Host [ Generate White List Profile J
Hostname
NetBIOS Name
Overview U EINEEE Policies Devices Objects Endpoints mc:::;::; rmL) i oA, VMware. Inc.) (127
Connection Events Intrusion v Hosts v Users v Vulnerabilities » Correlation » Custom Host Type Host
Last Seen 2011-11-15 16:06:05
Events View
Con nection EventS :::t.’::ito:sivrents Source Destination Loap) KTO Ha XOCTe
Connections with Application Details » Table View of Connection Events .
Operating System » >
» Search Constraints (Edit Search Save Search) duct v WpeHTuchnumpoBaHHas
Connection Events Intrusion Events Hosts Applications Application Details Servers Host A] Microsoft Windows 2000 onepauMOHHaﬂ cucreMa Ewvi
— I B —tctic it P o C = u ee Bepcua
User Identit C
X : CepBepHble NPUNOXKEHUA N UX -
Username cgillian pending —
Authentication Protocol LDAP pending BepcMF| C
First Name Charles N - - -
r—— Gillian KaKMe elie CucTtemMbl I [] ssH OpenSSH 5.1p1 Debian-6ubuntu2 & QB &6 -
Email charles.gillian@sourcefire.com |P.anpeca ucnonb3yet 28) v »
Department SF (ron) [
nonb3oBarens? Korga? Clien -
Phone 867-5309 A KnueHTCckne npunoxeHus c
v Host History CJons B
[] Google L} -
10410117 browsing [ Google Safebrowsing Bepcuﬂ KnmeHTCKoro :
[ 1rc )
30.5:32°75 I'IpM]'IO)KGHMﬂ [
[ 1internet Explorer . - - — =
0.4.10. 6 |
10.4.10.116 D Internet Explorer | Atom Q .
10.4.32.60 ] Internet Exp [ Blogger J :
—_— —— - - ] HTTP [] propbox o »
8 O 2011-11-1516:39:46 Asow MpunoxeHne - C
'Y O e - w“ 0 ] HTTP [] Facebook Q & :
s O oy 20 Ao - - ] wrTe [] chrome 15.0.874.120 [ Google Q W] -
3 o I i i o 2 ] HTTe [ 1nternet Explorer 6.0 [ Google Q =
s O ey o - - - ] vrTe [] chrome 15.0.874.120 [ Google APIs LT &
3 = e .4 L . ) 2 2 ' ] wrTe [ 1internet Explorer 6.0 [ Google APIs Q &
] vrTe [] chrome 15.0.874.120 [] Google Analytics LT &
[ HTTP | Internet Explorer 6.0 == Gooale Analvtics [P




MIHBEHTapusaumna n npounmpoBaHmne y3sros

Overview ILUEIVEEN Policies Devices Objects  FireAMP

 [Ipoduap xocTa BKIIKOYAET
BCI0 HEOOXOIMMYIO IS T 71 Hoet Profile

| Scan Host | | te White List Profile |
aHATI3a I/IHq) 42 unique hosts 1p addresses 192.168.99.16
NetBIOS Name
JI OpMaHI/I}O Hosts [IPv4] (26) N Device (Hops) sfsensor.ashes.cc (0)
B 192 (26) g 192.168.99.142 (0)
B 192,168 (26) g MAC Addresses (TTL) 54:26:96:D2:E4:88 (Apple) (255)

IP_’ NetBIOS_, MAC_aﬂpeca n o 5 oot rype ::o:n:zs:as:oa (CISCO SYSTEMS, INC.) (64)

192.168.92.2 3  LastSeen 2014-02-04 00:02:40

192.168.92.18 v ] Current User
OnepannoHHasi CHCTEMA - R T

192.168.92.35 a Malware Events

- Intrysion Events by Source

Hcronb3yemMble MPUIIOKEHUS © 19216099 22 3 B e a0

192.168.99.1 a )

192.168.99.10 § Operating System v *
3aperucTpHpOBaHHEIC i e e e e

192.168.99.13 8  Acple Mac OSX 10.5, 10.6, Server 10 & Qarvar 10 & Reactcser
I10JIB30BaTCIN 192.168.99.14 o Host: 10.5.55.4 Scan Host || Generate White List Profile |

192.168.99.15 t—] Servers ( 1 ) v Hostname portal.sup.sourcefire.com )
U T.m 192.168.92.16 Ml peemeeee

is216090.10 i s Cwrm il

U oS! e [}
192.168.99.120 §  Applications (29) » :n:sTZ:n :mtz-o?-ns 18:40:12
Current User Yi Lu (ylu,
* WnenTudukanus u s | Aesenrvee e i
192.1068.99.124 ? [T AOL Instant Messenger [ ] AOL Instant Mess sl
HpO(I)I/IHI/IpOBaHI/Ie : [T ssH ™) OpenSSH Operating System v »»
N 192.168.99.131 3 ™ urTPS [™) sSL client

Google Android 4.0.3 FireSIGHT

MOOWJIBHBIX YCTPOMCTB

Servers (2) v

tep 443 [ HrTPS VA
tep 22 [ ssH OpenSSH 5.3 g AL 6

User History v

L ———T A0

Yi Lu (ylu, LDAP)




Koppensums codbiTnm 6€3onacHOCTU

CobbiTHe

_Q e, °e,
S 3D SENSOR ... COXpAHEHO
?—. *‘ See e
: -é < ATaka See.,
‘ cKoppenvpoBaHa ¢ i " DEFENSE CENTER
ﬂ_:,\ 3D SENSOR ppeMpP ‘ s nnﬂ'.ﬁ-‘ —
: : - v -
‘S>

Liesibio — -
—  LINUX R E\l <
WINDOWS h ‘ ] : N\
g Linux He -
ATaka YA3BUM : .
6nokmpoBaHa ;

3D SENSOR

=

Hoeasa Windows-ataka HanpaBrieHa Ha
Windows n Linux cepBepa. ATaku
CpaBHMBaTCA C npodunem uenu. B
3aBUCUMOCTW OT Npouns uenu ataka
MOXET ObITb 3abnokMpoBaHa Unu co3gaHo
NHGOPMAaLMOHHOE cobbIThE

e O e e T e e -




ABTOMaTU3NPOBAaHHAasA, KOMMNIIeKCcHas 3alluTa OT yrpo3
HenpeB30|7uJ,eHHas=| 3dlliTa B TedeHe BCero XU3HEHHOIO LUWKI1la aTadKu

Koppeasinus Me:K1y KOHTEKCTOM U YyTPO3aMu KoppeJsinust Mexa1y BeKTOPaAMHU ATAKH

—=¢ Ilpuopurer 1

— Ilpuopurer 2

— Ilpuopwurer 3

L
1

Ounenka BPE€AOHOCHOIO BO3/1elCTBUA Pannee npeaynpekaeHue 0 COBpeMEHHbIX TUIIAX YIpo3

JlnHaMH4YecKHe MeXaHU3MbI 0€301acHOCTH PerpocnekTHBHAA 3alIUTa

- &

& &

o 1l

Ananrauusa NoJUTHK K PUCKaM COKpameHne BPEMEHU MEKIY oﬁﬂapyme}meMn Heﬁma.ﬂmauneﬁ



Cucrtema Koppensaunm codbiTnm

« IIpaBuna Koppeasuuyd MOT'YT BKJIFOYaTh
100BIC YCIOBUS M X KOMOMHAILIMM Ha
0aze UACHTU(PUIMPOBAHHBIX B CETU
JTAHHBIX

[Tpunoxenus

YA3BUMOCTH

[IpoTokoJibl

[Tosnw30Barenu
OnepanmnoHHbBIE CHCTEMBI
[Tponssogurens OC

Anpeca

MecTo B uepapxuu KOMIIaHUH

Craryc y3n1a u T.1.

Rule Information [ @ Add connection Tracker |

Rule Name |Crltical phone Attacks

Rule Description |Atxacks on Executives Android-based phones |

Rule Group | Executive Attacks * |

Select the type of event for this rule

[ © Add condition | | @ Add complex condition |

X | Impact Flag :] [is +| [ 1 - red (Vulnerable) aal

[ @ Add condition | | @ Add complex condition |

“~
/

X [ Inline Result :| [isnot #| [ dropped

Host Profile Qualification [ % Remove Host Profile Qualification |

[ © Add condition | | @ Add complex condition |

[ Destination Host * | [ Operating System | has the following properties
3¢ 0S Vendor |_is : | [ Google ™
OS Name [ is : | [ Android ™
0S Version|_is : | [ any aal
X [ Destination Host * | [ Jailbroken :]) (s 2] [Yes 2]

[ 3 Remove User Qualification |

User Identity Qualification

| © Add condition | | @ Add complex condition |

X | Identity on Destination * || Department :] [is +| |Executives |




[lononHnTENbHAA cMcTema Koppensunum coobiTuin

 PaznauunHbIe TUIIBI COOBITHS 151
CUCTEMBI KOPPEISALUU

ATaku / BTOp)KEHHUE
AKTUBHOCTb OJIb30BATEIIS
YCTaHOBIIEHO COCIMHEHUE
N3menenue npodunsa rpaduka
BpenoHOoCHBIN KO

M3MeHeHe HHBEHTAapU3allMOHHBIX JTaHHBIX
(HarmpuMep, MOSBICHUE HOBOTO y3JIa B CETH
um OC Ha y311e)

N3menenue npoduis y3ia

[TosiBeHME HOBOU YS3BUMOCTH

Overview Analysis JOUTEEE Devices Objects FireAMP ® Health System Help v admin v

Access Control Intrusion v Files Network Discovery Application Detectors Users Correlation Actions v

Alerts Remediations Groups

Policy Management White List Traffic Profiles

Rule Information

Rule Name My custom rule

Rule Description MOE NPasunNo PeaxkumMm Ha MHUMAEHT

Rule Group | Ungrouped ¥ |

Select the type of event for this rule

user activity is detected ¥

an intrusion event occurs
a discovery event occurs

| © Add Inactive Period |

user activity is detected
a host input event occurs
a connection event occurs
a traffic profile changes

a Malware event occurs
Inactive Periods

Rulé

Snoo enerates an event, snooze for‘[o hours ¥

There are no defined inactive periods. To add an inactive period, click "Add Inactive Period".

\.Save || cancel |




ABTOMaTM3aUna co3gaHna N HACTPOUKU NONMUTUK

B ——

Last 1 hour

* I Name IDefauIt Production Demo Lab IPS Policy

Description ISourceﬁre Provided. For best results, do not modify.

Drop when Inline ™

|, Base Policy | Security Over Connectivity &)
P S ST VI WA ST Y @ The base policy is up to date (Rule Update 2013-10-09-004-vrt)

@ ‘ This policy defines 0 variables
o A e

_Jﬂ This policy has 9038 enabled rules
3 == 558 rules generate events

mamden Bt e A aAd, A s e daon o A X 8480 rules drop and generate events

4 @ FireSIGHT recommends 7154 rule state settings for 7430 hosts
= Set 214 rules to generate events
X set 3550 rules to drop and generate events

~ Set 3390 rules to disabled

Policy is not using the recommendations. Click to change recommendations

T Lost generated: 2013 Oct 10 10:15:33

| Commit Changes | | Discard Changes |

AHanu3 ceTu, MPOTOKOJIOB, MPUJIOKEHUM, CEPBUCOB, yCTpoucTB, OC,
ySI3BUMOCTEHN U JIp. MO3BOJISIET aBTOMATU3UPOBATh CO3/IaHUE MOJTUTUK
u ripaBwit MCD u IPS



OueHKa BpeJoHOCHOIro BO34ENCTBUSA

Intrusion Events

INPUYHNHBI

HemenyieHHO IPUHATH MEpHI,
OITACHOCTD

Last 1 hour Total

* T PPN ¥ R ‘“" T TR WV P 470
0

® R DR NI 61

N
S
S
S

IIpoBectu paccienoBanue,
IIOTCHIHAJIbHAsA OITaCHOCTh

Aie ot AA 0 sashad sa A i b A aadd S99

A A an A, MM A AA D Dosianne sbafl bl s A Sen o Aa AN b o P asa 272

IIpuHsATEL K CBEACHMIO,
OITACHOCTH TIOKAa HET

Al WWMMMMMMM& 777

IIpuHATE K CBEACHMIO,
HEU3BECTHBINA 00BEKT

Kaxxmomy cOOBITHIO BTOPKEHUS IPHUCBAUBACTCH YPOBCHB
BO3JIEUCTBUSA aTaKU HA OOBEKT

IIpuHATE K CBEACHMUIO,
HEU3BECTHAsI CETh

CoOBITHE COOTBETCTBYET
ySI3BUMOCTH, CYLIECTBYIOLIEH
Ha JaHHOM y3J1e

OTKpBIT COOTBETCTB YOI I
HOPT WIK UCIHIOJIb3YETCs
COOTBETCTBYFOLIUI IPOTOKOJL,
HO Y513BHMOCTH OTCYTCTBYIOT

CooTBeTCTBYIOIIUIA TOPT
3aKpPBIT, MPOTOKOJI HE
HCITOJTb3YETCs

HenssectHslii y3en B
HaOJIIOMAEMON CeTH

Cerb, 32 KOTOPO HE BEACTCS
Ha0JIOIEHUE




lcnonb3oBaHmne nHdopmauum ob ysa3BUMOCTSIX

Users (no user history available)

Attributes v .~

Host Criticality None
Host Protocols »
o= N - =
icmp Transport
tep Transport
udp Transport
P Network

Vulnerabilities (362) « .~

Sourcefire Vulnerability ID
Snort ID

BugTraq ID

WebPage

CVE ID

Title

Impact Qualification
Date Published
Vulnerability Impact
Remote

Available Exploits
Description
Technical Description

Solution

Vulnerability Detail

94754

15728, 15729, 15727, 19268, 19269, 19270, 19271, 19272, 19273, 19274, 19275, 19276, 19277, 19278, 19279, 19280
35759, 44503

title,OoApp Guestbook XSS vuln. || author,rakstija rOt3d3Vil || url,http://pridels0.blogspot.com/2005/12/00app-guestbook-xss-
vuln.html

2009-1862

Adobe Acrobat, Reader, and Flash Player Remote Code Execution Vulnerability
. Enabled

2009-07-21

8

TRUE

Multiple Adobe products are prone to a remote code-execution vulnerability.

Adobe Acrobat and Reader are applications for handling PDF files. Adobe Flash Player is a multimedia application. The
applications are available for multiple platforms.

Acrobat, Reader, and Flash Player are prone to a remote code-execution vulnerability that arises in the Adobe ActionScript
Virtual Machine and affects the 'flash9f.dll' and ‘authplay.dil' modules. Specifically, an arbitrary value for an object scope can be
placed on the stack as a memory address and then later referenced by a call to 'MethodEnv::findproperty'. This call will
reference heap memory containing arbitrary code specified by the attacker and will allow code execution in the context of the
user running the affected application.

The attacker can exploit this issue by supplying a malicious Flash (‘.swf") file or by embedding a malici Flash application in a
PDF file,

Falled attempts will likely result in denial-of-service conditions.
The issue affects the following:

Reader and Acrobat 9.1.2
Flash Player 9 and 10

Updates are available. Please see the references for details.
Additional Information »

Fixes v
Upgrade Flash-player-10.0.32.18-1.i586.rpm wnl
Patch MacOSXUpd10.6.1.dmg Download
Patch MacOSXServerUpd10.6.1.dmg Download
Patch  SecUpd2009-005.dmg Download
Patch  SecUpdSrvr2009-005.dmg Download

Patch  SecUpd2009-005Intel.dmg Intel Download




[Tpn3Haku (MHOMKaToOpPbl) KOMMPOMETALIUA

Co0bBITHS, CBSI3aHHbIC C
BPCAOHOCHBIM KOIOM

CoOrITH
CooniTtria COB anamsa B

[lonkimroueHns K
Baxnoper cepBepam yIIpaBJICHUS
Y KOHTPOJIsI OOTHETOB

[ToaxkiroueHns K
n3BeCTHHIM [P
CEpBEPOB yIPABJICHUS
1 KOHTPOJIsI OOTHETOB

OOHapyxeHue BrimonHenne
BPEIOHOCHOTO KOJa BPEIOHOCHOTO KOJIa

[Tomyuenue
Halopb! 5KCIITONTOB g aIMUHUCTPATOPCKHAX
MIOJITHOM OY M

Kommpomerarms OOHapy>xeHHe
Office/PDF/Java Jporiepa

ATaxy Ha Beb- Indications of Compromise @ &/ Edit Rule States || [ Mark All Resolved |
IPHIOKCHUA D LTSS e e

|
}m Intrusion Event - exploit-kit The host may have encountered an exploit kit gy 2013-09-17 16:46:28 I 2013-09-20 06:35:31 ]
CnC Connected] Security Intelligence Event - CnC  The host may be under remote control G 2013-09-17 16:52:11 & 2013-09-20 03:55:45 [3J

(
CnC Connected] Intrusion Event - malware-cnc The host may be under remote control g 2013-09-17 20:09:23 g 2013-09-19 17:32:49 @}
s




MOHWUTOPUHI 00LEen MHpopmMmaLnn O CeTu

o Overview EEUEIFEEE Policies Devices Objects = FireAMP @ Health System Help v dcloud
L Kopp eI[H HI/Iﬂ CO 6BITHH 6630 HaCHO CTI/I, Context Explorer  Connections v = Intrusionsv  Filesv  Hostsv  Usersv  Vulnerabilitesv  Correlationv  Customv  Search

Filters: No Filters + Show the last: 1 hour v |_Reload

Tp a(l) HKa« H Bp eﬂ O HO CHO FO KOH a 2014-07-01 02:55:20 - 20!4‘07-01\ 03:55:2(

Traffic and Intrusion Events over Time

* AKTUBHOCTb KOHKPETHBIX I10JIb30BaTENEH U o o -
UX MPUIOKEHUH A

03:00 03:10 03:20 03:30 03:40 03:50

Traffic (KB
E

« Ucnonp3yembie OC 1 aKTUBHO CTh CETEBOTO
Indications of Compromise
O 6M eHa Hosts by Indication ’ Indications by Host

Impact 1 Intrus...dmin
Impact | Intrus..user —— W
Security Intell... CnC

« OnieHKa COOBITUN TIO YPOBHEIO BOZJICHUCTBUSA mpucs s et __
U [IpUopUTETa S “

« CTaTucTHUKa M0 BPEIOHO CHOMY KOy H o | | | | i I I I I I I I I I I

3apa’keHHBIM (haiiaam

Q‘ ' ' - o M N N o e e

\\" Q\ \' \‘ \\< o 9 \n \“ \° \‘ \\\\
- -. \ \ ‘\ \\ > ‘\ 3 Q. s ? $
< v \° \" ENEEN N Y S

e [ eotOKaIIMOHHBIE TAHHEIE

« Kareropuu canrtoB u 1nocemaembie URL




MOHWNTOPUHI CETEBLIX CODLITUN

[ Overview
Dashboards v Reporting  Summary v

Report Dessgner
« Mcrionmp30BaHue CEPBUCOB Summay Daseors
m Threats x  Intrusion Events x  Status x  Geolocation x + Showthe Lt [1dey _*] W
I Ao wisgess
e
 Mcrionp30BaHue pUII0KECHUAM — | [
» O genenc sudiolvideo 6,099,975.84 +#0 instaclie) 305221
© { 00 CloudFrons 54,504.46 1300 safan 1723314
. A || <90 nsmes | | ot e s =
 McnoJsib30BaHue ONEPAIIMOHHBIX CUCTEM - a2 | | SiS—— -
: L i 0 amazen web Services 8,367.67 +o 2 facebook 295120
+s 20 Agle sites 6,133.67 +3 % Gooale Anabvics 245338
o R L ] :::;ﬂw :’:::: ‘::m js::
» Pacmipenenenue coeqMHeHNH I —= ===
Risk ¥ Total Bytes (KB) ::E ﬂ‘; s: :; m!: w ‘: L
¢ AKTHBHO CTB HOHB3OBaTeHeI/I —r 1 Title: [Risky Applications |
tigh e Vonder v Count Preset: [ None +)
Last updated 9 minutes ago | 0 Openss | 2 Table: [ Application Statistics 3]
Traffic by Business Relevance 1 # Microsoft- 1) 2
* Y3BUMBIE y3JIbl U IIPUIOKCHUS | | i rieia: (Applcation 2
e | -1'::‘:: Aggregate: [ Total Bytes (KB) $)
ﬁ““ 78170 Filter: [ High Risk Applications with Low BL :]
“‘f‘m l:'m 2 Show: [ Top 3]
| T.J. - o Results: ( 10 .

Show Movers: @

colo:JEO@OOOO

Last updated 9 minutes ago

Last updated § minutes ago

Traffic by Initiator User

No Data

D BitTorrent
D eDonkey
D Ustream.tv
D Facebook
+1 %[ ] Yet ABC
(+] D Facebook Apps
J oo
o D MySpace
-1 B D Gnutella

Application v Total Connections
« #0 atTores 1420
+ 800 tacabosk - Application v Total Bytes (KB)

41,077.00
320.16
81.63
34.69
8.89

4.16

1.98

0.70

0.53

Last updated 4 minutes ago




MOHUTOPUHI cCODbLITUN BE30MAaCHOCTH

OCHOBHBIEC HAPYIIATEIN
OCHOBHBIE aTaKu
3a0I0KMpPOBAHHBIC aTaKU
OCHOBHBIE ITIEJIN
[Iproputet coObITUI

YpOBEHb BO3JICUCTBUSA

I Overview
Dashboards v Reporting

Summary Dashboard

Provides a summary of activity on the appliance

Summary v

Network x  Threats x Status x  Geolocation x +

® Health Systen elp v dcloud v

Show the Last | 1 hour 'I 1]

© Add widgets
T —
Source IP ¥ Count 60 Application ¥ Total Events
oS il 64.4.33.39 16 50 o0 wrre [N
o wmlangezn 15 Fmpian L oan
O+l 8l £4.4.87.69 15 407 oCpns 60
0 ®10112.10.123 12 o pHee 54
w-
0  wli101311448 12 o mysoL 6
omE gl 6445883 12 204 0 Quantcast 2
O ®1192.168.0.252 12
o  sli0amas1s 109 ,
Okl sa.4.84.26 7 04
o gli01101077 6 319 339 359
Last updated less than a minute ago -4 Last updated less than a minute ago Last updated less than a minute ago j
Destination IP ¥ Count Last 1 hour Total Application ¥ Impact 1 Events
O®l 101301213 16 v DA e RS ML - o dIlE_
O 101201055 15 a
O 10.131.14.138 15 0
10.131.11.127
o 13 1 T T WY 20
0 101121039 12
O 101311448 12 ® M M A A MM M 106
0 192166.014 12 3 e
od 5 DWW YWYUWIN 42
O 1011210134 7 Y a1 284
ol 10.131.12.157 7
R s s ' M1 1 QR
Last updated less than a minute ago 4| Last updated less than a minute ago }
et
Classification ¥ Count Ussrnsme v Total Events Application ¥ Impact 2 Events
¥ Carol Phiins (eohilios, = o urre 76
4 Cynthia Randall
= S : . o phee 19
Mike Tiang (mtiano,
- — =) 0 Quantcast 1
SN linds tacta flacte




eTanu3auma codbiTun 6e3onacHoOCTU

Analysis el sNlas bject FireAMP @ Hea - Help v dcloud v
i I IOI[p O 6Haﬂ I/IH(I) Op M aHI/Iﬂ O Context Explorer Connections v Intrusions » Events Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Search
6 6 Bookmark This Page Report Designer Dashboard View Bookmarks Search v
COOBITHH OC3011dCHO CTH Events By Priority and Classification cuiuh workiicw " . e

Drilldown of Event, Priority, and Classification > Table View of Events > Ensk.:n Expanding
» Search Constraints (Edit Search Save Search)

 BO3MOXHOCTh U3MEHEHUSI IIPpaBHJI
Event Information »

eal"I/I O B aHHH Event EXPLOIT Microsoft 11S ASP handling buffer overflow attempt (3:15974)

Timestamp 2014-07-01 06:02:05
Classification Web Application Attack
Priority high
Ingress Security Zone Zone A

« BO3MOXXHOCTbh TFOHMHT A IpaBujia/ o
Ingress Interface ethl

CUTHATVYPhI e ey —
Source Port / ICMP Type 52914 / tep
Destination 1P 10.131,12.163
o Destination Port / ICMP Code 80 (http) / tep

Intrusion Policy Cisco Security BG - Production Demo IPS Policy

« C

eTeBOI/I I[aMH Access Control Policy Cisco Security BG - Production Demo AC Policy ~
Rule alert tep $HOME_NET any - > $EXTERNAL_NET $HTTP_PORTS (m,‘g:'ExPLOIT Microsoft 11S ASP handling buffer overflow attempt”; id:15974;
Qid:3; rev:3; classtype:web-application-attack; reference:bugtraq,27676; reference:cve,2008-0075; reference:url technet.microsoft.com/en-
us/security/bulletin/ms08-006; metadata:engine shared, soid 3|15974, service http, policy balanced-ips drop, policy security-ips drop; )

Summary This event is generated when an attempt is made to exploit a known vulnerability in Internet Information Server.
Actions v

Rule Actions

Set Thresholding Options

Set Suppression Options

Packet Information
FRAME 1 (Expand All)

n event in all locall inline intrusion poli

his rul r riggerin
» in the current policy ( Cisco Security BG - Production Demo IPS Policy )

ner.

» in all locally created policies
» in the current policy { Cisco Security BG - Production Demo IPS Policy )

» in all locally created policies
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ASA 5506-X

125 Mbps — 750 Mbps

Nmetotca BIIBC u
NHoycTpranbHas
Bepcumn

Firepower Services for
Cisco ASA 5585-X
(Blade/SSP)

Firepower Services for
Cisco ASA 5500-X
(Software)

ASA 5525
ASA 55016-X
ASA 5508—X ASAS5512-X 4o wps - 18600 020 MoP® =200

ASA5505 ASA 5510 | ASA5520 | ASA5540 | ASA5550 | ASA5580
moaenmn ASA




HoBble moaenun Cisco ASA with FirePOWER Services

5506H-X

5506-X 5506W-X
UpeanbHa
g mEP
3aMéeHbI
Cisco®
ASA 5505
Desktop Model Integrated Boiwe
Wireless AP NPOM3BOAUTENBHOCTb
100% NGFW - Wi-Fi moxeT ynpasnatecss 1RU; HoBas nnatdopma NGFW ans KpUTu4HbIX
noctaengaetrcsa ¢ AVC NOKanbHO U Yyepes nydyiiee coyetaHue LeHpl NHAPACTPYKTYpP U

Cisco WLC N NPOM3BOANTENBHOCT obbeKkToB



Cisco ASA 5506H-X B 3awjuieHHOM UCMONMHEHU

*** KoHdpurypaumsa Cisco® ASA 5506-H noeHtnuna Desktop ASA 5506-X, uckniovyas cneayolme napameTpbi:

[MopThbl 4 X NOPTOB A@HHbIX

YnpaBneHue 1 nopt, 10/100/1000BASE-T,
100BASE-FX, 1000BASE-X,
SFP

HanpsixkeHune 5V (*** 5506 is 12V)

OuanasoH Temnepatyp Ot —20 a0 60°C (pabounit) 9x9.2x2.5in.
Ot -40 go 85°C (06blYHbIN)

MoHTax Wall-Mount, Horizontal Desk,
Rack-Mount n DIN rail-mount




[MpombiwneHHbin MC3/IDS Cisco ISA 3000




= [MponsesogutensHocTb: 2 Gbps
= Kon-Bo IPSec/SSL VPN: 25
= [Pv4 MAC Security ACE: 1000

= Kon-Bo nHtepdencos: 4x1GE nnun 2xGE, 2xFiber (SFP)
= MepgHbin: 4x10/100/1000BaseT

= Ontnyeckmn: 2x1GbE (SFP), 2x10/100/1000BaseT

= 4 aapa Intel Rangely, SSD 64 GB
= 8 GB DRAM, 16 GB Flash

= [Tutanmne DC

* icnonHenue: -40C go 60C 6e3 obayea; -40C go 70C ¢ 40LFM; -34C no 74C c
200LFM



OTtpenbHble Firepower NGIPS

anHeaodunoeLmoen U 9Lo0oHAuUdLIUToasmod]]




FirePower 8200 & 8300 Series

8250 8350 8260 8360 8270 8370 8290 8390
10 Gbps / 15 Gbps 20 Gbps / 30 Gbps 30 Gbps [ 45 Gbps 40Gbps [ 60 Gbps

« (O6blvHO ucnonbayetca 8 LIO

« Crekupyemas KoHpuUrypauus

 Bo3aMoXHOCTb pacTtu ¢ yBenndeHmem rnotpebHocTemn

« Kaxpgaa cepusa CTEKMpPYETCH TOSMbKO C TakOW XXe Mo enblo



FirePower Management Centre (FireSight)

« KOHTeKCT 1 nonb3oBaTenn KOPPEnUpyTcH
MC

« KoOHTpoOsnb gocTyna OCyLEeCTBNSAETCS
BCTpoeHHbIM NGIPS

* [lpnnoxxeHna n nx KOHTPONbL JOCTYyNa,
CBUYMHI 1 poyTUHT ocyLlecTtensaeTca NGFW




Cisco FirePower Management Center Models

| — -
Y =N Yoonoun e Yehiewaw

4 w P

—

- FireSIGHT FireSIGHT FireSIGHT FireSIGHT FireSIGHT FireSIGHT
By FS750 FS1500 FS2000 FS3500 FS4000 FS-VMW-SW
25

Maximum
numperof 1o 35 70 150 300 10 |
managed > [For ASA FP or Virtulal FP only
Maximum
number of IPS 20 million 30 million 60 million 150 million 300 million 10 million
events
Event storage 100 GB 125 GB 1.8TB 400 GB 487TB 250 GB
Maximum
network map 2,000/2,000 50,000/50,000 150,000/150,000  300,000/300,000  600,000/600,000  50,000/50,000
(hosts/users)
Maximum flow
rate S
(flows per 2,000 fps 6,000 fps 12,000 fps 10,000 fps 20,000 fps Varies
second)
2 x 1Gbps 2 x 1Gbps
Network 2 x 10Gbps 2 x 10Gbps
Interfaces 2 % 1Gbps 2 % 1Gbps (Optional SFP's 2 x 1Gbps (Optional SFP's 1 x 1Gbps
available via CCW) available via CCW
Hiah Lights-out RAID 1, LOM, RAID 5, LOM, RAID 5, LOM, RAID 5, LOM,
avgilabilit management high-availability high-availability high-availability high-availability No
y {LOM) pairing pairing pairing pairing



Paszsutuue NGFW

© 2015 Cisco and/or its affiliates. All rights reserved.
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ASA FirePower. Anroputm obpaboTku naketoB

FirePOWER
(G
\ \-/
YES
1 2 3 4 5 6
Receive I'”tg:?SS Existing ACL Match Inspections
—> nterface —> —> : —> —> —
PKT Conn / NO Permit YES Xlate YES sec checks
\ / S _
NO NO NO ¢
DROP DROP DROP
7 8 9 10 11

NAT IP Egress XMIT

L3 L2
Header > Interface > Route > Addr —> PKT
YES YES
N _ N 4 \ /
NO NO

DROP DROP




YnpaeneHue ASA FirePower TpebyeT Hann4na oByx cuctem!

Ly
SOURCE; ire
[
s
NetOPS Workflows - CSM 4.6/7 nnn ASDM-ASA-On- —
cunty Manager - Configuration Manager - admin Connecied to 17216110  — = N/ g A
File Edit View Policy Map Manage Tools Launch Help weleesles : A
2 Devce| (@imap DGleokey Eroicyonde Bl 5» B B3 T M 0 @ B @ & @ @2 3, Search All Categones cisco FireAMP Connector
Devices @, [[oovee: mem —r— (Managed by FMC)
Polcy Assigned: Global FW Policy Assigned To: 3 Devices Inherits From: -- none --
Fiter : - none - - Polcy Bunde Assigned: ASA Policy Bundie
j?;:::nm‘ +) Fiter: (—none —-)
=) Al | No. Permit Source User Destination Service Interface Dwr. Options Categor
? :‘“’” = §7J Global FW Policy - Mandatory (21 Rules) -
g k::: 1 v 5B, Engineering_Net THREATDLABS\\Engg 28 DataCenter-1 Sr = oMz n Nore
> = 2 v 88 Engineering_Net THREATDLABS\\Engg > —
5P ny-esa v 8B Engincering = :
B e e e — SecOPS Workflows - FireSIGHT ManagementCenter
- = (-] - THREATDLABS\Wktg ]
Policies : ® im: THREATDLABS\Wito f Overview EUELVOICE Policies Devices Objects | FireAMP @ Health System Help v
Frewall 7 ° 8 =y THREATDLABS\Vidp 4 context Explorer Connections v Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Search
.‘g AAA Rules 8 ® o ey THREATDLABS\\Branch -
"S:P"s Acm = ° (S : TuecaIny == Eilters: 11, + Show the last: 1 hour v
) .44:
3;‘::“::;:::‘& e i‘: . ’| YHpaBJ'IeH ne NGFW/NGIPS 2014-02-13 02:44:36 - 2014-02-1
T T et it utes 2 © &8 formation
St s © &8 Other + “! Yrpoabl 250 800 100)
3 1dentity Options 16 v =8 i 233,..42 Linux 2.6
Em =~ * Network AMP / Trajectory % N I — . ;
o 18 v =8 & Q )
.=~ = YnpaBneHue ysa3ByMOCTAMU € o) Web-npuniokenus 0 5 ¥ .
S — = - . 4
) Enable Auto Confict De .. 5 .| MpvKnanHele NpOTOKOM.! w2 E 0
5 — e _— Linux 5. - = S ~
€ srssemesrse= YNipaBneHne NHUNngeHTamm - Mepenaya dannos S4B 25
10 50
BpenoHocHbI ko
S :
ApantueHas nonutuka Nb — Lux 11, 1: 0 0 0 ——
a a 0 a \\ A Command & Control Servers @ 2 @
inux 4.10 ppc &F cd &
o Linux 11.04, 12.. & o~ &
PeTpocneKkTMBHbIN aHanus3 o {_KnueHTcKue npunoxeruna S & V4
indows % & :'s &
Kerver 2008 j - | Cetesble cepsepa 4 & 5
~ dows Vista, ...2008 S8 P - )
Koppensunsacobbitnin (SIEM) OnepaLyoHHbIE CUCTEMbI
by Access Control Action Tgaffic by Traffic by Ingress Security Zone
PyTepa & koMmyTaTopsl
PacnosHaBaHune o ” 500 125k 2,500
MoGunbHble ycTpoicTBa .
] B 40| 400 S
MpuHTEpPDI
VolP-TenedoHsbl
BupTyanbHble MalWHbI




HepocTtaTtkn nnatopmbl

Nna ASA FirePower
Pa3BopadunBatoTcsi ABa obpasa
PaboTtator ase OS

[TakeTbl NPOX0oAAT Yepes BUpTyarbHble MallnHbI
[ybnunpyetca dyHKUMOHar
2 NHTepd@enca ynpasrneHuns

FirePOWER

FireSIGHT




Pa3BuTue Halleun ctpartermm 6e30nacHoOCTH

. YHudmnumpoBaHHoe

Routing, NAT, Service MCHOﬂbSOBaHE/Ie FireSIGHT UI C
Identity, Firewall,  Chaining & apxuTekTypbl Cisco 5
Clustering/ HA  Orchestration 3

o0beaANHEHHbIM
yrnpaBneHnem

RIS = - e ——
MaKcMMarnbHOU SIS EETT ==

‘ Firepower , NPON3BOANTELBHOCTM T — _

Threat prevention,advanced
malware, and application
visibility and control

o mynbtn-100I6uT nopToB.




Firepower Threat Defense

HoBoe npepnoxeHne NGFW .
O6beauHseT Bce nydiee ot ASA n ot FirePower T'EAJT\gy) Q:Pcflw;yr)«
OO HOMNPOXOAHAA MHCNEKLUMS
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HoBble Bo3aMoXHocTn B Firepower Threat Defense 6.0

Threat Innovation

DNS Inspection and Sinkholing
URL-based Security Intelligence
SSL Decryption
OpenApplD
Captive Portal and Active Auth

File Property Analysis and Local
Malware Checks

ISE Identity/Device/SGT in Policy

Enterprise Management

Domains with Role-Based Access
Policy Inheritance

O6wee ana Bcex nnarcgopm FirePower

Firepower Threat Defense Image

Unified ASA and Firepower Rules
and Obijects

ASA Dynamic and Static NAT

ASA Routing Support: OSPF (not
OSPFv3), BGP4, RIP, Static (not
Multicast)

Syn Cookies, Anti-Spoofing
ASA ALGs (fixed configuration)
VMware and AWS Support
Smart Licensing Support
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Unified Policy and Objects



CpaBHeHne pyHKUMOHanNa

ASA with FirePOWER Services Firepower Threat Defense

ALL ASA functionality, including: Phase 1 of ASA functionality (at GA):

» Access Rules/ Objects « ASA+ Firepower Rules/ Objects MpuUMedaHme: Cnmcok
» Active/Passive HA & Clustering * Active/Passive HA He NOHbIN,

« Transparent & Routed Deployment « Transparent & Routed Deployment (PYHKLMOHANBLHOCTb
 NAT (Dynamic & Static)  NAT (Dynamic & Static) ObICTPO paclumpsieTcs
« Unicast & Multicast Routing * Unicast Routing (OSPF, BGP, RIP, Static)

« Syn Cookies/ Anti-Spoofing * Syn Cookies/ Anti-Spoofing

« Configurable ALGs « ALGs (fixed configuration)

 Site-to-Site & RAVPN
Multi-contexts

ALL Firepower Functionality: ALL Firepower Functionality:

« User/ Host/App Visibility and Control * User/ Host/App Visibility and Control

« Security Intelligence: DNS/URL/IP « Security Intelligence: DNS/URL/IP

« Malware file lookup / dynamic analysis/ |OC * Malware file lookup / dynamic analysis/ |OC

« URL Category and Reputation Filtering « URL Category and Reputation Filtering

« NGIPS « NGIPS

Management: Management:

« Firepower Management Center for Firepower |+ Firepower Management Center - Unified
Services Manager for all functionality

* Central Manager GUI & Full Config CLI
« CSM/ADSM/ CLIfor ASA functions
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[Tnatdpopma Firepower 9300

MoaynbHas nnatgopma onepaTtopcKoro
knacca c uHtepdcencamm 10, 40, n 100 IowuT/c.

ObbeanHeHne cepBrcoB Be30nacHOCTHU
koMmnaHum Cisco n gpyrux KoMnaHum

drnacTnyHasa macwtabupyemMocTb 3a CUET
Knactepusaunm

YckopeHHas obpaboTka anst A0BEPEHHbIX
NPUNOXEHUN

®dyHkumm IO Cisco ASA ans onepaTtopos
CBA3U

= OddeKkTuBHas 3aliuTa Ha CETEBOM U TPAHCMOPTHOM YpPOBHE

= TpaHcnauusa agpecos onepatopckoro knacca (Carrier-grade NAT)
= AnHanus npotokonoB GTPv1 n GTPv2 HaumHaa ¢ ASA 9.5(1)

=  AHanua SCTP u Diameter B nnaHax




O630p nnatdopmbl Cisco Firepower 9300

= BHegpeHue n ynpasneHmne npunoxeHnamm
= CerteBble UHTEPMENCHI N pacnpegeneHue Tpaduka
= Knactepusauusa ans cepsucos Cisco® ASAun npoumnx

= BCTpOoeHHbIN KnaccugurkaTop NakeToB U NOTOKOB, a TaKXe YCKopUTeSb LWNdpoBaHNSA
= [MpunoxeHusa komnaHum Cisco (MC3, COB, n 1.n.) n 3-ux komnanuin (3awmta ot DDoS, 6anaHcuposka)
= Pabortaet otaenbHo unu B knactepe (4o 240 'é6nc Ha waccu n 6bonee 1 Ténc Ha knacTep)




[IporpamMmmHas apxutekTypa

« FXOS obecneumBaer uHTEpPdENC aAns
ynpaeBreHnsa yCTPOWUCTBO 1 €ro KOHTPONS
punoxenus ot Tpetemx dvipm (KVM) 01151 IPUNOXKEHM I 6e30NacHOCTM Ha
Moy isix 6e3onacHOCTuU

OCHOBHbIE MPUITOXXEHUS OT
Cisco (Native)

« Bce mnmxu noanucaHsl v NpPOBEPATCAH

yepes Secure Boot

« Imnmxm npunoxeHunn 6e3o0nacHOCTU B
L_ Moayns dopmarte Cisco Secure Package (CSP)

BesonacrocTy PasHble BepCun OJHUX MPUIOXEHWUIA MOTYT BbiThb
coxpaHeHbl Ha Supervisor. OHK MoryT ObITb

pa3mMelleHbl Ha Moaynax 6e30nacHOCTM Mo
TpeboBaHUIo
: CoaepXXnT OCHOBHbIe cucTeMbl (Hanpumep, ASA,
Supervisor FTD) u gpyrve umumku (Hanpumep, ASDM,
REST v gp.)
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ApXuTekTypa 6e3onacHOCTK Ans HoBbIX nnatgopm FirePower

Primary
Application

Decorator
Application

Packet
Flow

Logical
Device
Decorator
Data ¢
) Dat
Ethernet1/7
External (Management)
Connector -
On-board 8x10GE 8x10GE NM 4x40GE NM
interfaces Slot 1 Slot 2

Application
Image Storage

Ethernet 1/1-8

Ethernet 2/1-8

Ethernet 3/1-4




Firepower 9300 nameHsieT moaenb MHTEerpaumnm CepBnUCOB

 Radware vDP — nepBoe 13 npunoxeHumn 3-x KOMrnaHumn, ctaBLLIEE 3NTEMEHTOM HOBbIN
apXUTEKTYpPbI
« 3awwmTta ot DDoS paboTaet Ha BxoaHbIX nHTepdencax Firepower 9300

O6o3HavYeHua:

1001

000101
HAaHHble 111000

101110




O630p Radware vDefensePro

« ®okyc Ha noBeaeH4yecknx DDoS-atakax, a He OCHOBaHHbIX Ha 06beme

Mpunoxenue | Cepsep Cetb
Behavioral HTTP Flood | | _ |
Protection

Anti-Scan

ﬂ'OCTyngle Server Cracking |

cepBuUcChbl Connection Limit Out-Of-State

_ '| Connection PPS Limit | | BL/WL

- o 10Gbps Ha Moaynb Ha 6 BblaeneHHbIX sapax x86 CPU

« BHyTpuwaccumnHaa knactepusauus vDP nossonsietr obecneuntb go 30Gbps Ha 3-x mogynax

© 2015 Cisco and/or its affiliates. All rights reserved



O630p Firepower 9300

Supervisor
BHeopeHue 1 opkecTpaums 3awmTHbIX NPUOXEHUN
YnpasneHue cetesbimu mogynsamm (10GE/40GE) v gemxkeHnem Tpadumka
basoas knactepusauma ana ASA nnm Cisco NGFW
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Moaynu 6e3onacHocTu
BcTpoeHHbIN kKnaccudukatop naketos/notokoB (Smart NIC) n kpunToakcenepaTtop
CPU c 24 vinn 36 dunanyecknmmn agpamm (48 unmn 72 ¢ hyperthreading)
CtaHgapTHbIv unu waceu (oo 240Gbps) n Ha Bce knactep (1Tbps+)
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N mbl npuxoaum K Firepower 4100 Series

Power LED
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dukcnpoBaHHass KoHdUrypauus

8x SFP+ (10G) donkcmpoBaHHbIX NOPTOB
Security Engine

MoaynbHaa cuctema

2x cnota gna cetesbix Moaynen (NetMod)
2x crota ansa 2.5” SSD



YctpouctBa Firepower 4100 Series

PaspaboTaH ¢ ucnonb3dosaHmem Security Services Platform (SSP)
NHdpacTpyKkTypHas nnatdopma anst cepBncoB 6€30nacHOCTH
NHTerpupyet cepBucol 6esonacHoctn Cisco u cepaucol b Tpetbnx dounpm
ApxuTekTypa paspaboTtaHa ansa 6eicTporo 4oOaBeHUA HOBbIX CEPBUCOB N0 TPeDbOBaHNSAM pblHKa

Pa3paboTtaH ans:
[Mepumetpa IHTEPHET
[lepnmeTtpa kamnyca
[Mepumetpa LO

(8 8=8-a=8-e=8-e-a-e-ex6ze | )
0.0‘_97:_:_. ‘ecece ‘ooo? ‘9_'.1000

AnnapaTHad nnatdopma
ans:
Firepower NGFW

Cisco AMP
ASA



Firepower 4120/40/50 — annapaTtHble KOMMNOHEHTbI

Security Engine

2x1 OOGbps/

Smart NIC + Crypto Accelerator
nOBa CPU, kaxabin noagkntoveH K Smart

2x40prs/
NIC u kapTe Crypto accelerator

fiBa SSD - 1 ocHOBHOV + 1 Internal 720G Switch Fabric
aononHuTensHbln (anga cepsuca AMP)

Paamep SSD
200GB ana 4120
400GB gns 4140

Moaynb Supervisor :

KoHconb 1 nopTbl ynpasneHud
8 10G dbumkcupoaHHbix Ethernet nopTtoB
2 x Network Modules (go 40 GE)

Moaynb 6e3onacHOCTM:

2x40Gbps

Built-in

SXILEE Console Mgmt. Port
Backplane interfaces

80GB Backplane ¢y e

8x 10G (or) 4x 40G Network Module




OnepaL“/“/I pa3rpy3KM I-IOTOKOB °Policymatchedﬂows

ObpaboTka ooBePEHHbBIX MOTOKOB Ha getmmtnas /
CBEepPX BbICOKMX CKOPOCTAX C NOMOLLBbHKO
SMART NIC
- AnnapatHaga obpaboTka 6e3 Harpy3km x86 |
- 30-40 I6uT/c Ha oanH TCP/UDP noTok , <5MKc ‘
3ajepxka. SMART N!C
Mcnonb3oBaHue: /
» lNoTokosoe meama Supervisor Module
« BbicokonpounsBoguTenbHble BblYUCEHUS °Flow processed by the

Intra/Inter DC pe3epBHOE KONMMpoBaHUE Nnu

Hardware NIC ¥ , "V
CUHXpOHM3auua b/l 5 5

Source Destinati
- GRE TyHHenupoBaHue ceneen



Ot Cisco ASA Kk Cisco Firepower

FP 9300

FP 4100 Series

~R85-X Series

T T SRR

ASA 5506H

ASA 5508-X |
’  Mpeanpuatma & |
ASA 5506W
‘ ASA 5506-X
SMB &

MNpoussoauTENLHOCTL U MacLUTabupyemMocTb




FTD npoun3sBogntenbHOCTb

4110 4120 4140 SM-24

Max Throughput: Application
Control (AVC) 12G 20G 25G 25G 35G 100G
Max Throughput: Application
Control (AVC) and IPS 10G 15G 20G 20G 30G 90G
Sizing Throughput: AVC (450B) 4G 8G 10G 9G 12.5G 30G
Sizing Throughput: AVC+IPS
(450B) 3G 5G 6G 6G 8G 20G
Maximum concurrent sessions

4.5M 11M 14M 28 M 29M 57M
w/AVC




ASA nponsBoagnTENbHOCTb

4110

4120

Stateful inspection firewall

Throughput

: 20G 40G 60G 75G 80G 225G

throughput (maximum)

ful i ion fi I
stateful inspection firewa 10G 206G 306G 506G 60G 100G
throughput (multiprotocol)
Concurrent firewall connections| 10M 15M 25M 55M 60M 70M
New connections per second 150K 250K 350K 0.6M 0.9M 2M
Security contexts 250 250 250 250 250 250
Virtual Interfaces 1024 1024 1024 1024 1024 1024
IPSec 3DES/AES VPN 8G 10G 14G 15G 18G 18G




[Tnatgpopmbl Cisco NGFW

*5585-X management avail 2H *16 (pre-commit date)

© 2015 Cisco and/or its affiliates. All rights reserved 81



5 otnnuntenbHbIX ocobeHHocTen FirePOWER/AMP

1. 3Haem KTO 1 YTO B cet 2. NpopBUHYyTas cuctema

- Muterpauus B Cisco ISE 3aluTbl OT BUPYCOB
3. KapTa cetu 4. ABTOHacTpouka 5. Open AppID
- Bugnm npunoxeHus, - [poLe BHeOpATL U - lobaBbTE CBOE KACTOMHOE
ys13BUMOCTMW.... NoAAep)KMBaTb npunoxeHne

‘S_roo

T

Built-in Network
Profiling

LK O

Analytics &
Automation




FirePOWER

MC3 HOBOro NOKoneHus, CMOTPALLUIA LUMPE 1 rIyDxe

HenpeB3onjaeHHas Npo3pPavyHOCTh

» IlosiHAas OCBEAOMIIEHHOCTh O CETEBOM KOHTEKCTE JIJIst
YCTPAHEHUS YSI3BUMOCTEN

KoMIiekcHas 3aMTa 0T yrpo3

» Jlydmas B CBOEM KJ1acce MHOTOYPOBHEBAs 3aIIATa B
OIHOM YCTPOWCTBE
ABTOMATU3AIIUS

» IlpocTora ynpasiaeHus, ITMHAMHUYECKOE pearupoBaHue U
BOCCTAHOBJICHUE
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