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Bpems oOHapyXeHnsi BTOPXKEHUN OYEHb BESUKO

Mandiant

229

Bitglass

205

Trustwave

Ponemon 188
206




OauH npumep: akcnnouTt-knt Angler

Angler

HenpepbiBHOE 3abpackiBaHmne
«KPHOYKOB B BOAly » yBEnm4ymBaeT

LaHC Ha KOMIMpomMeTauunto

I I .
Mepbl =

N
3aWuThbI

o EQ ) =, )

BnokuposaHne Web BnokupoBaHvne IP  CkaHupoBaHve Email PeTpocnekTuBHbIM aHanms AHTUBMpPYC 3awwmra MK

10710
® o 3 - P
Cantbl- N @ . 3 Mq)poBaHMe—'aa— BHBIE

cwmera \P CwmeHa uenu Tena B o

CounanbHbIN
UHXUHUPUHE

OHOOHEBKN

[ToCTOsIHHbIE OOHOBIEHUS YBENUUYNNK YPOBEHb NPOHNKHOBEHMA Angler o 40%
B aBa pa3a adhpekTuBHee, Yyem apyrue exploit kits B 2014
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TeHeBasa MHPpPACTPYKTypa yCTONYMBA N CKPbITHA

ba3oBasa nHdpacTtpyktypa Angler

JKCNNOUT-Ccepsep

MNpoKCK-CepBep NONYJYaeT OaHHLIE m CepBep 3KCNNOWTOB OTNpasnaeT
c cepsepa akcnnowTos (nopT 81). m HTTP-3anpocu Ha cepsep COCTOAHMSA.

Ca0oaKka naHHBX

‘ CrtpaHuua K NDOKCKH~ Cepeep cTaTyca OTCNexuBaeT x HaNpasnNsaeTCca Ha

3anpocoe " cepaepy m HTTP-3anpocu/cocTonHue rnaBHLilA cepeep m

Monb3osarens MNpokcu-cepeep Cepsep craryca CnasHbiA cepsep
YHUKarnbHbIX CanuToOB, N3 HUX ncnosib3oBanmcb meHee 10 pas

nepeHanpasnswmx Ha Angler



Rombertik

BpenoHocHoe MO 3BONIOLUMOHMPYET HE TOSNBKO B CTOPOHY KPaXkn AaHHbIX — €CIn ero obHapyXmsaroT u
NbITaloTCA BO34ENCTBOBATb HA HEMO, OH MOXET YHUUYTOXUTb 3apaKeHHY0 CUCTEMY.

AHTM-aHanus CTtonkocTtb BpeanoHocHoe noBegeHue

™ oo | S

MonyuyeHune yXon =l }YKpaCTb AaHHble } YHUUTOXEHMNE ecnu
.qOCTyna OBHapyxkeHus ' nonb3oBartens - oBHapyXeHo
Cnam * Sanucarb cnyqantble * [locTaBKka OaHHbIX * YHnytoxeHne MBR
*  OunwmHr fni::sziga:aTb 2l nonb3oBarerns obpaTHo * TMocre nepesarpysku
* CoupanbHbii + Bacopenye naMATH B . 3KJ'IOYMbIUJJ'IeHHI/IKaM KOMMboTep nepecTaeT
NHXUHUPUHT - paxka Nnobblx AaHHbIX, a paboTaTb

He TOJNIbKO DaHKOBCKMUX



Obxoa «NecoYHULLY

BpenoHocHoe 1O 3BONIOLUMOHMPYET B CTOPOHY 3aLLMTbIOT UCCIIe0BaHUA B NecoYHuuax, rae
BP€e4OHOCHbLIN KO 3anyckaeTcs U aHanmanpyertca. [laHHble MeTobl He HOBbI, HO B 2015-m roay oHu
cTann NPUMEHATLCS BCE Yallle.

1 mapta 2015 .

i

B

3(*

11 mapTa

T
Makpochi, @

BHABNAIOWME NECOYHHLI
W BUPTYaNbHHIE MALMHDBI

12 mapTa

Komnnekr
akcnnoiTos Angler
NPOBEPAET HanUuue
necouHuy

¥ BUPTYaNbHbIX MALUWH

E

" 1

63

19 mapTa

Maxpocu Ha AutoClose()

19 mapTa

Upatre ¢ moagynem o6xopna 3a
cueT nposepku umeH BIOS

1 anpens 2015 .

4

14 anpens

Yxuwpesus ¢ umeHamu hannos
(MmeHa hainos BpeAOHOCHON
nporpamMmbl Copepxar
KMpUNn1yeckKue cumMeonbl unicode,
KOTOpbie BMellMBaoTCs B pabory
CUeHapues 3anycka

spepoHocHoro MO B HEKOTOPbIX
aBTOMaTH3MPOBaHHBIX NECOYHKLAX)

31 anpensa 2015 .



[locToAaHHas moandonkaumnsa BpeaoHOCHOro Koga

Adware MultiPlug ncnonesayet cobctBeHHy0 cxemy koaupoBaHusa URL anst obxoga obHapyXeHust, Tem
caMbIM yBenuunaas « 9 PEKTUBHOCTL» NO OTHOLLEHMIO K CKOMNPOMETUPOBAHHLIM MOJ1Ib30BaTENAM

U3meHeHUe oOMeHa —
pa3 B 3 mecsiua (yxe
500 nomeHOB)

HenpepbiBHOE
nameHeHne umeH Add-
On ansa 6pay3epa (yxe
4000 umeH)

Yucno ckomnpomMeTnpoBaHHbLIX New URL
p, P Scheme

noyib3oBaTerieu.

HoBasa cxema URL vs. ctapas cxema URL

£

Q

(2]

D

o]

Q

Q2

£

o Old URL

e Scheme

o

O

12/2014 1/2015 2/2015 3/2015 4/2015 5/2015



aBontoumsa Beimoratenen: Llenb — gaHHble, a HE CUCTEMBI

Your personal files are encrypted!

PoKycupoBKa
BBIMOTATENEU= — niie daiine™” NI oo
peAaKue A3bIKn et
(Hanpumep, '
UCIaHACKUN) Unu
rpynnbl
nonb3oBaTeneun
(Hanpumep,
OHNManH-reMmepbl)

TOR

Bbimorarenu Ternepb MNMoJfiIHOCTbLHO
aBToMatTun3npoBaHbl U pa60Ta+0T
yepel3 aHOHMMHbIE CeTU

®drHaHcoBbIE
JaHHble

$300-$500

3110yMbILLUNEHHUKN
npoBenu
cobcTBEHHOE
nccrnegoBaHme
naearnbHOM TOYKMU
bueHbl. Cymma Bblkyna
He Yype3MepHa



Hawa peanbHocTb! Knbeparaku B YkpanHe

Man 2014 ABryct2014 OkTs6pb 2015

ATtaka Ha Blackenergy 0-Day Blackenergy ataka

npeanpuaTus araka Ha LLUMPOKUM

YKp3anisHuui CMEKTp opraHoB
rocBracTu B

YKpauHe

YHuYTOXEHNE
BuOeomaTepmaros,

BbIBOA M3 CTPOS
pabounx mecT
onepaTropos

Ha MegnakomMmnaHwn.

Hekabpb 2015

Blackenergy ataka Ha
psg obnaHepro. BeiBoAa
13 ctposs ACYTII
3NEeKTPONOACTaHLMNA,
obecTouveHa
3HaYuTEnNbHas
TeppuUTopUsl Ha

Oekabpb 2015

ATtaka Ha Arll

Bo

pYCnofb NpY NOMOLLM




Knbepartaku B YKkpanHe

. World’s Flrst
° Flepe,u, dTaKou crieayet Ctragmnd peKkorHoCcumnpoBKHU
NnPon3BoANTCA aHalIN3 email agpecoB KOMIMaHUNU,

dopMmnpoBaHmne COOTBETCTBYHOLLIMX 0O6pa3oM CO3aaHHbIX MUCEM, : Powe r 0 utag e
4TOObI NONb30BaTENb UX OTKPbIS Ca used be H a Cke rs ;

- ATaka BKITHOYAET PACChINIKY 3NIEKTPOHHbIX MUCEM C
BPEeAOHOCHbIM COEPKUMbIM, KOTOPbIN HE
oOHapyK1MBaeTcs TpaaULMOHHBIMU cpeacTBamMm
3aWmThl

- [nga BkntoveHus 0a30BbIX MEXaHU3MOB
©e30nacHOCTM YacTo AaXe He Hag0 MEeHATb

obopynoBaHue
SPF, DKIM, DMARC, NIST 800-177 (obLwiee onucaHune)

J

ON FNC NOW ON !

AP GE% DHS SAYS "SPEAR-PHISHING" HACK
| LIVE CAUSED UKRAINE POWER OUTAGE

tS CALL IN SICK IN PROTEST OF BUILDING MAINTENANCE AN | NAS 465683

I\




Cyber Kill Chain®

Timeline

Reconnaissance c
A Harvesting email addresses, o
= conference information, etc -
= ©
o S
s ©
o o
7)) P
5 o
£ Weaponization

Coupling exploit with backdoor
into deliverable payload
Delivery
| | | Delivering Weaponized
bundle to the victim via
e r I i l I n email, web, usb etc.
=
8 = oo <)
c Exploitation ")
5 Exploiting a vulnerability to =
> execute code on victim’s system i)
=

Installation
Installing malware on
the asset

R R R R .

N

Command & Control (C2) ¥

Command channel for remote e
manipulation of victim's system

Action on Objectives
With ‘Hands on Keyboard'
access, intruders accomplish

=
3
®
2
om
o
>
5
3]
<

R T
R

Based on Lockheed Martin's Cyber Kill Chain



Tunnynas artaka. Starlight Me

®PuULIMHroBoe NUCbMo

c}
D

Bbizos, CnC,
‘ OMNOJTHUTENbHbIN
WHCTPYMEHT

‘ KCNouT, 3arpy3ka
CHOBHOrO Tena,

acnpocTpaHeHue

[lenctBus
nonb3oBaTens

XuueHue
HHbIX, OOTHET,
naneHue...

npocTpaHeHue
Mo ceTu



To camoe nncbmo!
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14 MMHYT Ha YCTAHOBKY MHCTPYMEHTOB
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[TpooomKNTENBHOCTL aTaky 1 3Tanbl €€ paccrieqoBaHUS

I e - - Data was destroyed by KILLDISK

Initial malware delivery attempt By continuously collecting and analyzing evidence we reconstructed attack timeline and traced it back to April 2015

300 2015] < 24.10.2015 Day of the attack start
—_— and beginning of the investigation
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OF THE FUTURE
LOOK LIKE ¢

B ueHtpe BHMMaHunsa Cisco — aHanuns yrpos




[Touemy Tpa,EI,I/ILI,I/IOHHbII/I NnepMMeTp He 3almaeT?

' Hepenu | Mecaubl

B3nombl OT ataku J10
OCYLLECTBIIAOTCA 3a R e
MWHYTbI
OT KOMOpOMETALINHU 0
YTEUKHU
Ot yTeuku 10
OO6Ha PYyXEeHUe n OOHapyKeHHUs
yCTpaHeHue 3
3aHUMaeT Heaenn un
OT oOHaApy>KEHUS 10
MeCALlbl JOKAJIU3al AU U N 4

yCTpaHEHUSI

0% 1 32%



A 9TO noATBepXXAeHUe CTaTUCTUKM

@ J Palo Alto Networks, McAf: X

X | [ www.zdnet.com/article/palo-alto-networks-mcafee-websense-gateway-systems-allow-malicious-traffic-to-slip-through-tt
/ UVER DACRWARDS FUR YUUY

16 anpensa 2015 roga
http://www.zdnet.com/article/pal

Topic: Security Follow via:

Palo Alto Networks, McAfee,

Websense gateway systems allow o-alto-networks-mcafee-
malicious traffic to slip through Websensg-gateway-gystems-
the net allow-malicious-traffic-to-slip-

Summary: Researchers claim a number of high-profile gateway solutions do little to interrupt or t h ro u q h _t h e - n et/

prevent malicious communications.

By Charlie Osborne for Zero Day | April 16, 2015 -- 11:06 GMT (12:06 BST) F
Follow @ZDNetCharlie !

[eno COBCEM He B Ha3BaHUsIX
KOMMaHun, npobriema B
METOA0s10rMm




B ueHTpe BHMMaHua Cisco — aHanus yrpoas!

COSE

COGNITIVESECURITY

NMpnobpeteHne komnaHum Sourcefire

Securi

* Begyuwue B otpacnin COTlNB HOBOro NokoneHus aHanuay yrpos

SOURCE; 77¢
f]Te * MOHUTOPUHI cCETEBON aKTUBHOCTU

« Advanced Malware Protection

* Pa3paboTkn oTaena no nccrnegoBaHu YyS3BUMOCTEN

(VRT)

* MHHoBauum B MO ¢ OTKPbITLIM UCXOAHLIM KOAOM

(TexHonorna OpenAppID)

2013

Cognitive + AMP

NMpuobpeTeHne KoMnNaHun
Cognitive Security

* lMepepoBas cnyxba uccnegoBaHuim

° yJ'Iy'-I LLEeHHble TEXHOJI0rMn noBegeH4Yeckoro
aHarnmsa B pexnmMme pealibHOro BpemMeHun

KonnektuBHble uccnepgoBaHus Cisco —
nogpaspeneHune Talos no uccrnenoBaHUo n

MpuobpeTeHne KomnaHum

Lancope
* MoapasgeneHue Sourcefire no nccnegoBaHMio yA3BUMOCTEN — * UccnepoBaHus yrpos
VRT
* NopgpasneneHe Cisco no nccregosBaHnio N MHOPMUPOBaHULO 06 L danco p e.

yrposax — TRAC

AMP + FirePOWER
AMP >ymnpasnsemas 3amura oT yrpo3

KosmexkTuBHbIl aHamm3 BpEIOHOCHOTO KOJia

> CucreMa KOJUICKTUBHO M
nH(POPMAITHOHHOH 6€301MacHOCTH

NMpuobpeTeHne KoOMNaHum -° ;

g %
ThreatGRID 3 LreatosiD
* KonnekTuBHbIN aHanu3 BPEeOOHOCHOIro
Koga

* AHanus yrpos
* «[Meco4yHunua»

* Moapasgenexune Cisco no 6esonacHOCTU NPUNOXeHNn — SecApps

Mpno6peteHue komnanmm | [i[:11)] |1
OpenDNS

* AHanm3 DNS/IP-Tpaduka
* AHanus yrpos



[ Mnotesbl bezonacHocTu Cisco

Lindpposas agontouma  OnepaumnoHHbIN POKYC

TpebytoTca nsmeHenuns B Vb

Bugumocte  3HaHue yrpos [natdopmel KoHcantuHr  UHTerpaumsa YnpasneHue




Cisco Advanced Malware
Protection



YTO Mbl 3HaemM 0 coBpeMeHHOM BpeagoHocHoM [107

 Co)XHBIE MPOTPAMMHBIE POAYKThI, CO3/JaHHbIE KBATU(PUIIMPOBAHHBIMU MPOTPAMMHUCTAMU U
apxurexkropamu (HE O[IUH .EXE ¢aitn, HE OJIMH BekTop arakn)

* BbICOKMI ypOBEHb 1OPAOOTKH MPOAYKTOB JJIsI O4EPETHON KaMITaHUHU

» Jlpormepsl ¥ JayHJIOYJAEPHI M MKE C HUMU: BHEIPEHUE OAHOTO MOAYJIs HA 99% npuBener
BHEJIPEHUIO CICAYIOIMX YHUKAIbLHBIX MOIYJICH

 W3BecTtHO, uTO BpeaonocHoe [1O OynyT uckarb ’
« M3BecTHO Mpo 3amycCK B IIECOYHUIIAX

« PazBuTas MHIYCTpHUA CO3aHUs CHEIU(PUUIECKOTO
[1O ¢ HerumoxuMu OrOJIKETaMU Y BBICOKUM YPOBHEM
3aHHTEPECOBAHHO CTH

« Bce nydiiie MeTogo0ru pa3padoTKU U OTIAIKH .



MosceMecTHbI AMP —

Threat Intelligence
Cloud

T
o*
.
.
.
D *
o
.
.
.
.
.

Threat Grid

oh Firepower NGIPS Appliance ~ Malware Analysis + Threat AMP Private Cloud
(AMP for Networks) Intelligence Engine Virtual Appliance

AMP on Web & Email
Appliances

AMP on Cloud Web Security
& Hosted Email

AMP on ISR with Firepower

Services

AMP for Endpoints
0
(21 .
CentOS, Red Hat

Windows OS Android Mobile Virtual MAC OS Linux

~

AMP for Endpoints can be
G'Iaunched from AnyConnect




Cisco AMP pacwupset 3awmty NGFW u NGIPS

To4ye4yHoe oDOHapyxeHue PeTtpocnekTnBHasi 0e30MacHOCTb

PenyTauuna danna n aHanus ero nosegeHus HenpepbiBHAs U NOCTOAHHAS 3aWmTa



Cisco AMP 3awiuiuiaeTt ¢ nomMoLlb penyTaynoHHON ounsTpauun m
noBegeH4Yeckoro aHanmsa goannos

Punsrpaumsa no penyrtaunm [loBeaeH4Yeckoe obHapyXeHune

NoeHTnyHas Heuvetkune MalunHHOe [Mpun3sHakum OnHamnyecknn PacwmnpeHHas ConocTtaBneHue
curHatypa ngeHtmduumpyrowme obyyeHne KoMnpomeTaumm aHanm3 aHanMTuka mnoTOKOB YCTPOWCTB
METKU



dunbTpaumns nNo penyTaumm OCHOBLIBAETCA HA TPeX PYHKLNAX

CurHatypa Heu3BecTHoro dhawna
1 aHanuaupyeTcs © OTrnpaBnseTcs
B obnako

Collective Security

2 CurHatypa cphavina npusHaHa
Intelligence Cloud

He BPEOOHOCHONM W NpuHATa

CurHatypa Heu3BecTHoro davna
3 aHanuaupyeTcsi ¥ oTnpaBnseTcs

B 06nako N

M3BecTHO, 4TO curHaTypa chavina
4 SIBMSieTCA BPeOOHOCHOW; en
3anpelyaeTca AOoCTyn B CUCTEMY

NpeHTn4Has
curHatypa wua:




TexHuKa: ToOYHble CUTrH aTypbl

« Tak nencTBYOT TPAAUILIMOHHBIE AHTUBUPYCHI CUrHaTYpbl (KTOYHbIEY):

 Otneyarok (aiijia CHUMAeTCs C IIOMOIIBIO O4yeHb NpocTor Noaxod, KOTOpPbIN
SHA256 u ornpaBisieTcs B 001aK0 15 HaBepPHsKa peann3oBaH B NOO60OM
cpaBHEHUs ¢ 0a30i1 CUTHATYD peLueHnmn Noboro nocTasLLUmMKa

« Cam (paitn He oTIpaBiseTcs B 00J1aKO

To4HOe cooTBeTCTBUE Ppanny
« BBICTPO U aKKypaTHO 0OHAPYKHUBAETCS yrpo3a

 CHIKCHME Harpy3KH Ha APYTHE MEXaHU3MBI OueHb nerko 06xoanTCA NPOCTbIMK
OOHapyKEHUs Moandukauusammn c doannom &




BO3MOXHOCTb cO30aHNA CODOCTBEHHbIX CUTHATYP

« CozgaHue COOCTBEHHBIX CUTHATYp, HAIPUMEDP, U1l KOHTPOJIS TTepeMelieHus PailioB ¢ KOHGUACHIIUAIBHON

MH(pOpPMaIUEH UK MOJTYUYSHHBIX U3 BHEIITHUX HCTOYHUKOB CEMILJIOB BPEJOHOCHOTO KOJIa MJIH JIaXKe
npuiioxenuit (11 NGFW/NGIPS)

Simple Custom Detections + Create

Quick SCD

2 files added Created by Phil Wood on 2014-09-22 09:47
Used in policies: Audit Policy, Protect Policy, Triage Policy, Server Policy, Domain Controller
Policy

Used on groups: Audit, Domain Controller, Protect, Server, Triage

/" Edit @ Remove

'Quick SCD | save |

Add SHA-256
Add a file by entering the SHA-256 of that file.

Upload File
Upload File To List

Upload Set of SHA-256's
Upload a file containing a set of SHA-256's.

Files included:

09c46e36...82d11cd2
0723932d...1fbfe85f

A
SOURCE| ire

Dashboard  Analysis - Outbreak Control -+ Reports  Management ~

Simple Custom Detections + ‘@"‘
Simple Threat Conviction
4 Sles added Created by Patrick Bilings on 2013-11-17 10:46

Used in policies: 1AUDIT PR, 15t Alpha Audit only Policy
Used on groups: 1 BLI Test Systems

/ Edt @ Remove

Alex test report.pdf

1 8le added

Used in policies: Alex Windows
Used on groups: Alex's Systems

Created by Alex Tatistcheff on 2013-11-15 18:39

/ Edr ¥ Remove
led
0 fles added Created by Ed Mendez on 2013-11-10 18:23
Not associated with any policy of group.

/ Edn ¥ Remove
ed
1 fle added Created by Ed Mendez on 2013-11-10 18:18

Used in policies: PolicyTest, Eds Mac test policy
Used on groups: MyTestGroup, MyTestGrop

7 Edn § Remove

BU-SAFE List

4 fles added

Used in poliies: 1 Protect, 1 Triage
Used on groups: 15t Alpha Avde Growp

Created by Patrick Bilings on 2013-10.2503:41

76 lnstalls, 44 detecting Connecton

14 detections (7 days) THelp

. Support ® Logout

Accounts ~

Simple Custom Detections are a powerful 100l that allow you 10 perform a series of
different actions to exert more granulae control over your emvironment. Simple Custom
Detection lists can be assigned 10 unique groups in your organization and need not
apply to your whole environment.

Outbreak Control

Use this feature to s2op malware that is speeading through your environment but is st
being detected by your antivinus sokuticn. Detected files will be removed and
Quarantined.

Application Control

Adding key files from software paciages to 3 Simple Custom Detection list will prevent
them from being instalied in your environment. This will also remove and quarantine
the same files i they are already present in your environment.

Intellectual Property Control

Flles inchuded in Simple Custom Detections will not be allowed on endpoints that have »
policy that references the Bst. These Nies will e removed and quarantined.

Please see the help documentation for further information on these topics.




dunbTpayus No penytaumm OCHOBLIBAETCA Ha TPeX DYHKLMAX

1 CurHatypa charina aHanusupyetcs
1 onpegensieTcsl Kak BpeAoHOCHas

2 HocTyn BpegoHocHoMy dawny

Collective Security
3anpeLueH

Intelligence Cloud

[MonumopdHas mMoandmkaums TOro xe
3 danna nbitaeTcs NonyyYuTb JOCTynN

B cUCTEMY N

CurHatypbl OByX havinos
4 CpaBHMBAIOTCA M OKa3blBalOTCSA
aHanormM4yHbIMU

HocTyn nonumopdHon mogmdmkaumm
5 3arnpeLleH Ha OCHOBaHWUK ero cxoacTea
C N3BECTHbIM BPeOOHOCHbIM 1O

NoeHTu4Has H
curHatypa VAeHTY




TexHuka: agpo Ethos

« ETHOS - AAPO (bOpMHpOBaHI/I}I HG‘IG}“KHX 5 Ethos: co3gaHue 0606u_|,eHHb|X CUrHaTyp, 4TO
OTIEYATKOB C MTOMOIIIBIO CTATHYECKOM/TIAaCCUBHOMN OMATb e AO0CTaTOYHO TPaAULMOHHO

3BPUCTUKU
AN oTpacnm

 [TonmuMopdHbIe BapuaHTHI yTPO3bl HACTO UMEIOT

0OI1IMe CTPYKTYPHBIE CBOKCTBA 5
AOpecyloTca ceMmencTea

« He BCCIld HYKHO aHAJIM3UPOBATH BCC COACPKNMOC BpeD,OHOCHOFO Koaa
OuHapHOro (haiina

* [loBbI1IEHHE MacCIITAOUPYEMOCTH -

FIOTeHumaanoe yBeJIM4eHne 4ncria JoKHbIX
OOHapy>KMBAETCSA U OpUTHMHAI U MOAU(PUKALINN

cpabaTbiBaHUA

» TpaauIIMOHHO CO3HAOTCS BPYUYHYIO

.HY‘IHII/IG AHAJIMTUKHU = HECKOJIBKO O6IJ_II/IX CUT'HATypP B ICHb

e VY Hac 1oJIHasg aBTOMaTu3alusd =
MACIITABMPOBAHUE



dunbTpayus No penyTaumm OCHOBbIBAETCA Ha TPeX PYHKLMAX

1 MeTagaHHble Heu3BecTHOro cpanna
OTnpaBnsAtoTCa B 06nako Ans aHanmsa

2 MeTagaHHble npuaHatTCcA
NnoTeHUnanbHO BPeaoHOCHbIMU

danin cpaBHMBaETCs C U3BECTHbIM
3 BpenoHocHbIM O n nogTBepxgaetcs
KaK BPe4OHOCHbIN

MeTaaaHHble BTOPOrO HEU3BECTHOro
4 daina otnpasnsioTcs B obnako s [epeBo pelweHnin MalMHHOro 06y4YeHus
aHanuaa

MeTagaHHble aHanorMyHbI ':6:' MoaTBepKaeHHoe
7 I ¢F  BpemoHocHoe 1O
5 n3BecTHoMy GesonacHomy danny, MoTeHumManbHo pen
noTeHumanbHo 6Ge3onacHbl BpepoHocHoe MO MoaTBepKAEHHbIN
. L 6e3onacHbIn
dann nom?epmqaeTcn Kak daiin
6 6e3onacHbIi Nocre CpaBHEHUS C
aHarnorMyHbIM 6e3onacHbM ainom ' > noﬂTBep"‘“e”“l_?%
Hasd Heuetkne oTeHuMansHo EReaioc
V — Ge3onacHbIi dann MonTBepKaeHHbIN

Pa wnaeHTudnumpyoLl, © {p} L Seaonacrsi
ne MetTkm % &3 dann




TexHuka: sapo Spero

« Metkn AMP = 6onee 400 aTpmnbyToB, NOSTyYEHHLIX B NPOLECCE BbINOSTHEHUS
CeTteBble Noakn4YeHna?

HecTaHgapTHble NPOTOKONbI?
Ncnonb3oBaHue nHtepgencos API (kakunx)?

3meHeHna B dpannoBomn cncteme?
CamokonupoBaHue

JlepeBO NpUHATHSA PellleH Ul

CamonepeHoc

3anyck Apyrux npoLeccos?

ABTOMaTU3NpPYET Krnaccudukauuo dpannos
Ha OCHOBE OOLLINX CXOXUX NPU3HAKOB

MalmHHoe obyyeHne No3BONSIET HAXOAUTb U KnaccuuumpoBaTtb TO, YTO HE NOA4 CUIy
4YenoBeKY — N3-3a BO3MOXXHOCTM aHanmn3a bonblwmx 06bEeMOB AaHHbIX

© 2015 Cisco and/or its affiliates. All rights reserved.
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[loBegeH4Yeckoe 06Hapy>|<eHV|e OCHOBbIBAETCHA Ha YeTbIpeEX

doyHKUMAX
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MalunHHOe
yiou, oby4deHue

HenssecTHbIn dhann
npoaHanuanpoBaH, OBHapyXeHbl
Npu3HakM camMopasMHOXEHUsI

3TV NpU3HaKM CaMOpPa3MHOXEHUSI
nepegarTcs B 0b6nako

HenssecTHbIN chann Takke
NMpov3BOAUT HE3aBUCHMblE BHELLHWE
nepegayn

370 noBefeHWe Takke OTrnpaBrseTcs
B obnako

OB aTuX AencTBUSX coobLlaeTcs
nonb3oBatento Ans ugeHtudrkaumm danna
KaK MOoTEeHLManbHO BpPESOHOCHOTO

Collective Security
Intelligence Cloud




BadGUVs

TexHuka: aHanms BPEOOHOCHbIX NMPU3HAKOB

Warnings: Too many NtReadFile calls (excessive behavior)

« AHanu3 nosejaeHus ¢aiina —
00JIBIIIOE KOJIMYECTBO
aHAJIM3UPYEMBIX ITapaMETPOB

Too many NtUserPostMessage calls (excessive behavio

Too many NtProtectVirtualMemory calls (excessive behavior)
Too many NtAllocateVirtualMemory calls (excessive behavior)
Too many NtUserMessageCall calls (excessive behavior)

Too many NtReadVirtualMemory calls (excessive behavior)
Too many NtSetinformationFile calls (excessive behavior)

© 6 06 06 0 © o o

Too many NtWriteFile calls (excessive behavior)

Classification / Threat Score

« TpeOyeT OoJibIIETO BpEMEHH Ha
aHaJIu3, YeM CUTHaTYypPbl

Persistence, Installation, Boot Survival :

Hiding, Stealthiness, Detection and Removal Protection :

e [loTeHUIMAIBHO JIOKHBIC
cpabarbIBaHUS

File Analysis Detail > 53de8225fc823c...0!

Security Solution / Mechanism bypass, termination and removal, Anti Debugging, VM Detection :

General Information

Spreading :
Analysis 9

Start tir

 IlompoOHast uHpopmarus o

Number of analysed new started process

IPpUYrHAX IIPUHATHUA TOI'O UJIN 52 nevorig:
HNHOI'O pCIHICHUA

Data spying, Sniffing, Keylogging, Ebanking Fraud :

Classification / Threat Score

Threat Level

« Brimaua ¢punansHoro Threat Score

Networking 1| Low

Persistence and Installation Behavior 100 | Very High

PE File Obfuscation 6 | Low

System Summary 39 | Medium

HIPS / PFW / Operating System Protection Evasion 95 | Very High

Anti Debugging 63 | High

Virtual Machine Detection 14 | Low

Language and Operating System Detection 1| Low
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YpOBEHb Yrpo3bl MOXET ObITb HACTPOEH

o Enable File Reputation Filtering

@ Enable File Analysis

When File Analysis is enabled, files may be automatically sent to the cloud for further analysis. This provides the high¢
and targeted threats. File Analysis is only available when file reputation filtering is enabled.

Cloud Domain:

a.immunet.com

Cloud Server Pool:

cloud-sa.amp.sourcefire.com

Heartbeat Interval:

15 seconds

Reputation Threshold:

60
valid range 1 through 100, recommended value 60

Query Timeout:

2 seconds

File Analysis Server URL:

https://intel.api.sourcefire.com

Client ID (Reference Only):

File Reputation: f6eb4487-9abc-4c75-b937-fab3c6f32c78
File Analysis: 02564c¢4e575341313438323837230000000000

Ha npumepe Cisco AMP for Content Security (WSA)



[loBegeH4Yeckoe obHapykeHne OCHOBLIBAETCS Ha YEeTbIpeXx
doYHKUNAX

HewnzBecTHble dhainbl 3arpyxaroTcst
1 B 06/1aKo, rae MexaHu3m AVHaMU4ecKoro
aHanu3a 3aryckaeT WX B 1305IMpOBaHHOM

cpene

[Ba davina onpegensoTcs Kak
2 BPEOOHOCHbIE, OAWH MOATBEPKOAEH Kak
6e3onacHbIN

CurHatypbl BpeAoHOCHbIX hannos
3 obHOBNSAIOTCA B 0bnake MHopmaL,um
1 [0GaBNsOTCSA B MONb30BATENbCKY0 6asy

.v'
——

) KonnektuBHas

nonb3oBaTesb-
cKasa 6asa

Collective Security
Intelligence Cloud

[Mpn3Hakn
BTOPXXEHUS




BadGuys

TexHuka: guHaMmn4yeckum aHanms

Ddaiinbl 111 JMHAMUYECKOTO aHaJIN3a (TI€COYHUIIA) MOTYT OBITh 3arpy>KEHBI
ABTOMATUY€CKH UJIA B PYYHOM PEKUME

3arpy3ka (paiiia 0CyIe CTBIISICTCS TOJBKO B CIy4ae €ro HEM3BECTHOCTH (HEU3BECTEH
ctaryc u Threat Score)

«HucTteley, yxe npoBepeHHbIe paHee (aiiyibl nin BpegoHocHoe 10 ¢ BerunciaennbiM Threat Score B
MECOYHHUILY HE 3arpyKaroTcsl, 4TOObI HE CHUKATh MPOU3BOIUTEIBHOCTD PEIICHUS

darinbl MOXXHO 3arpy»Karh 4epes3 MPOKCU-CEPBEPA

PCBYHBT&T IpCACTABJIAACTCA B BUIC 0630pa N ICTAJIbHOI'O aHAJIN3a



AHann3 B obrake MOXeT 3aHMMaTb BPeEMS

File Analysis
Printable (PDF)

Search for File Analysis Data

Enter any SHA256 to search for file analysis results from the Cisco cloud.

Search by SHA256: [152d112dbddaba801a85016d34dF29dcc38ae42536d569a8 1d58c0aars | (ol

LD 30 days v

15 Feb 2014 00:00 to 17 Mar 2014 13:07 (GMT -08:00) Data in time range:100.0 % complete

Completed Analysis Requests from This Appliance +

07 Jan 2014 00:00 to 07 Apr 2014 23:55 (GMT -05:00) Data in time range:99.7 % complete

Displaying 1 - 10 of 20 items. Completed Analysis Requests from This Appliance
File SHA256 Time of Analysis Request Time Analysis Completedw Items Displayed
05efa119...58c9aaf5 17 Mar 2014 07:48:30 17 Mar 2014 07:53:22 Displaying 1 - 10 of 11 items. « Previous | 1| 2 | Next »
a0d7ed8s...fb6e3228 17 Mar 2014 07:45:03 17 Mar 2014 07:48:56
File SHA256 Time of Analysis Request Time Analysis Completedw Disposition

ccd00f2f...47f8a370 17 Mar 2014 07:31:21 17 Mar 2014 07:34:59
eec23d66...985dbd50 13 Mar 2014 13:12:36 13 Mar 2014 13:16:18 9862e8ae...50c6ee70 .03 Apr 2014 11:26:18 A03 Apr 2014 12:46:39 4 Malicious
7fb078f3...fc7ea522 24 Feb 2014 17:49:46 24 Feb 2014 17:53:22 S5bdedb7a...e55619e0 03 Apr 2014 05:35:48 03 Apr 2014 11:04:05 Malicious
4c9e7d1e...36338ec2 24 Feb 2014 17:49:44 24 Feb 2014 17:53:20 Selacca?...dd9539dd 03 Apr 2014 09:39:45 03 Apr 2014 11:02:05 Malicious
75823b4f...b4230723 24 Feb 2014 16:57:00 24 Feb 2014 17:00:43 9ccadSee...8b841670 03 Apr 2014 06:24:15 03 Apr 2014 08:01:43 Malicious
175fcesf...8fd0aa29 24 Feb 2014 16:57:02 24 Feb 2014 17:00:36 I I |

ec53e7ec...3bab3237 03 Apr 2014 06:24:25 03 Apr 2014 07:50:08 Malicious
ecbed12d...15da3295 24 Feb 2014 16:56:28 24 Feb 2014 17:00:06
879f03a4...e80ch4ef 24 Feb 2014 15:54:47 54 Feb 2014 15:58:25 Baeflela...10f3c943 03 Apr 2014 06:25:30 03 Apr 2014 07:48:14 Malicious
Displaying 1 - 10 of 20 items. eB81896b1...683667ab 03 Apr 2014 06:25:31 03 Apr 2014 07:43:13 Malicious
T —

3c194acl...4f42d460 03 Apr 2014 06:24:23 03 Apr 2014 07:42:21 Malicious

d39df27e...e2dc9e65 03 Apr 2014 06:24:34 03 Apr 2014 07:42:15 Malicious

Ha npumepe Cisco AMP for Content Security (ESA)




| loBeaeH4YeCcKoe O0HapyXeHne OCHOBbIBAETCA Ha
yeTbipex PYHKLNAX

MonyyaeT uHdopmaLumio

1 0 Heorno3HaHHOM [10 oT ycTponcTB V)
dvnbTpaumm no penyTaumn ) ‘ (
Mony4aeT KOHTEKCT Ans Hem3BeCTHOro Al K

2 IO o onnextvaHoi Collective Security e
nonb3oBartensbckon 6asbl Intelligence Cloud e Chen

AHanuavpyet ann B cBeTe
3 nosny4YeHHoON MHopMaLmm
N KOHTEKCTa

MoeHTndunumpyet BpegoHocHoe 1O
4 1 pobaBnseT HOBYI CUTHATypy
B Nosb30BaTeNnbCKyto 6a3y

<N OunHamnyeckun P

< r ga
s aHanm3 )




MHOuKaTopbl KOMNpomMeTauun

Host Profile Scan Host || Generate White List Profile |

® HHI[HKaTOp KOMHp OM eTaHHH - IP Addresses 10.5.61.104 (wolfe.englab.sourcefire.com)

NetBIOS Name
Device (Hops) mango.englab.sourcefire.com (0)

O6’beI[I/IHeHI/Ie HCCKOJIBKHUX CBA3dHHBIX MACRddresses (TTD)  oiBai1c25.0r55 (Dall Tney (355) 0 Z79

BA:EA:S5E:3D:DE:F7 (61)
00:50:56:90:70:8A (VMware, Inc.) (62)

COOBITHIT OE30IMAaCHOCTH B €IMHOE META- Host Type RO oemaoias
coObITHE

View Context Explorer | Connection Events | Intrusion Events | File Events | Malware Events

Indications of Compromise (3) v [ & Edit Rule States | G Mark All Resolved |

Exploit Kit Intru Event - exploit-kit The host may have encountered an exploit kit g 2013-09-17 16:46:28 g 2013-09-20 06:35:31 @]

CnC Connected Secu Intelligence Event - CnC The host may be under remote control 5§ 2013-09-17 16:52:11 g 2013-09-20 03:55:45 G

« TOC “CNC Connected” (y3e BepOSITHO
HaXOIUTCS O Yy>KUM YIIPABICHUEM )

CnC Connected Intrusion Event - malware-cnc The host may be under remote control g 2013-09-17 20:09:23 5§ 2013-09-19 17:32:49 ]

VY3en nogktouniics k ceppepy C&C

Cpaborana cucteMa 0OHAPYKEHH BTOPKEHUH 110 Ha n pnMmepe Cisco AMP for Networks

(15 29
curnarype “Malware-CNC SOURCEf irc

Ha’ y3ﬂe 3aII},IJ‘IeI—IO HpHHOX(eHHe9 KOTOpoe Endpoint 10C - Installed Endpoint IOCs®=
YCTaHOBMJIO coeuHeHue ¢ ceppepoM C&C 2] s [Momm ] oywords [Airayuors .

Search by descri ption Search Showing Al Active Inactive Valid Invalid @ Actions ~

s

,  Announcements

v text i i or pes13 Uploaded:

* BCTpOEHHBIE U 3arpyKAEMbIC HHINKATOPBI |
KOMIIPOMETAINH S mvsmre | A | ()

Active View | Edit

PoSeidon_Process.ioc

- i pes13, or u... Uploaded : -

PoSeidon_Filename.ioc 2015-08-22 21:43:50 UTC  Active pasalEdit
Check for SHA256 from ThreatGrid artifacts Uploaded: : .

B doc.ioc 2015-02-04 22:19:01 UTC = Active Miew, | (JECiE) [ 1

Checking for SHA256 from artifacts discovered by ThreatGrid during malware analysis.

Ha npumepe Cisco AMP for Endpoint



| loBeaeH4YecKkoe OOHapyXeHne OCHOBbIBaAETCA Ha
yeTbipex PYHKLMAX

CorocTaBrneHie MOTOKOB YCTPOWCTB o’ IP-a apec:
MPOV3BOAWT MOHUTOPUHI WCTOMHMKA {(&I :
1 1 NpYeMHMKa BXOASILLLEro/MCXOASLL Ero N7 64.233.160.0

Tpaduka B ceTu

OOGHapyxvBaloTCA [Ba HEM3BECTHbIX haiina,

—
2 CBSI3bIBaAOLLUXCS C OMpeAen€eHHbIM @ Collective Secu rity

IP-anpecom Intelligence Cloud

OpuH nepenaeT MHdopMauuo 3a npegensl
3 CeTw, Apyron nony4yaer KoMaHabl C 3TOro
IP-agpeca

- —

I
I
I
I
I

\j

Collective Security Intelligence Cloud
4 pacno3HaeT BHewHun |P-agpec kak
NOATBEPKOEHHbI BPEOOHOCHBIN CalT %

5 W3-3a aT0Oro Hem3BecTHble hainbl
MOEHTUDULIMPYIOTCS KaK BPEL,OHOCHbIE

. N N~
ckuin PacwmpeHHaa Cornc =
3 aHanuTUKa noTokK




TexHuka: AHann3 NOToKOB AaHHLIX C YCTPOWUCTB
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MOHUTOPATCS BHYTPEHHUE U BHELIHUE
CeTU

Jlauubie no penyranuu [P-agpecos
Peructpanus URL / nomeHOB
BpeMeHHbIe METKH

IlepenaBaeMpble (haniiibl

Koppenauna noTokoB ycTpoucTB: AHanus
CeTeBbIX MOTOKOB Ha YPOBHE sapa.
[To3BonsieT brnoknposaTb UMK
npeaynpexaaTtb

O NMOObIX CETEBLIX AENCTBUAX

B obnake ectb MHpopmauyms ob:
N3BecTHbIX cepBepax CnC,
JOULLNHIOBbLIX canTax,

cepBepax ZeroAccess CnC, n T.A4.

[Tonb3oBaTenNbCKMe CnUCcKu




Cvna B KOMOMHaUMM METO0B OOHAPYXEHUS

« Ha OKOHEYHBIX y3JIaX HE XBATAET PECYPCOB ISl AHAIN3a BCE YCIOKHSIOMIETOCS
BPE€JOHOCHOTO KO/Ia

 He CyICCTBYCT YHUBCPCAJIBHOI'O MCTOAA O6Hap}I)K€HI/IH BPCAOHOCHOI'O KOAA — Y KaKJI0I'0
MCTOAda €CTb CBOsA 00J1aCTb IMPUMCHCHHMA, CBOIO JOCTONHCTBA U HCAOCTATKH

« Kaxxaplii METOJ MOXKET OBITh 000MICH BPEIOHOCHBIM KOJIOM; 0COOE€HHO CIICLIMAIbHO
IMOJITOTOBJIEHHBIM

/ metogoB obHapyxeHunsa B Cisco AMP nosbliwwatoT
aPPEKTUBHOCTL 3anThI!!!



[Touemy Heobxogmma HenpepbiBHaA 3awmTa?

OObEM W KOHTPONbHbIE @ e @ @ e imn
TOYKU

on. noyta OKOHeYHbIe YCTpoKCTBa UHTepHeT Cetb Cuctema YcTponcTtea
npenoTBpaLLeHns
BTOpXXeHUN IPS

[MoTok
TENemMeTpuYecKux
JaHHbIX

0, MAeHTMMLIMpYoLL e METKK HenpepbiBHas nogaya

u MeTaLI,aHHbIe(baVIJ'Ia 111010011101 1100001110001110 1001 1101 1110011 011001+~
dannoBbi N CETEBON 1110 1001 11011110011 0110011 101000 011000 01110 %

100001 1100 0111010011101 1100001110001110 1001 110
BBO//BbIBOA,

-—

*+* [IHdopmaLmda o npolecce HenpepbiBHLIN aHanus




[Touemy Heobxoamma HenpepbiBHaA 3awmuta’?

NcTopua cobbITnn




Cisco AMP obecneunBaeTt peTpoCneKkTUBHYIO 3aLLUTY

TpocnekTuBa C [NoBeneH4yeckue
NPU3HaKK
BTOPXEHMS




PeTpocnekTnBHas 6e€30nacHOCTb OCHOBaHa Ha...

© 2015 Cisco and/or its affiliates. All rights reserved.
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PeTpOCI'IeKTVIBHaFI 6e3onacHOCTb OCHOBaHa Ha...

TPOCNEeKTnBa

© 2015 Cisco and/or its affiliates. All rights reserved

PeTpOCI’IeKTVIBa cBA3n

Co3aaHue Lenoyku atak

AHanusvpyeT AaHHble,
cobpaHHble peTpocnekL e
ainoB, NpPoOLLECCOB U CBA3MN
A1151 06eCrneyeHss HOBOro

YPOBHS! VMHTENIEKTYarnbHbIX
CPEACTB MOHUTOpUHTA Yrpo3
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PeTpocnekTtuBa cBsizeu

npOVISBO,D,I/IT MOHUTOPWHT, Kaknue NpurioxXeHn4 BblMoJIHAT JencTeus
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[Tprmep PETPOCNEKTMBLI dDansia U CBA3EN

Overview LUEUYETEN Policies Devices Objects FireAMP ® Health System Helpv admin v

Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v Vulnerabilities v Correlation v Custom v Search
Network File Trajectory for 0517f034...588e1374
File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on = 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on = 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Di {¥ Malware J Seen On Breakdown 2 senders -+ 3 receivers
Threat Score eee High &P
Trajectory
Dec 06,
2013
10:57 17:40 18:06 18:10 18:14 18:17
10.4.10.183 Q & £
e © © © @
10.3.4.51 ¢ &
v L]
coe Ha npmnmepe Cisco
Events O Transfer O Block @ Create @ Move @ Execute O Scan @ Retrospective @ Quarantine
Dispositions O Unknown Q Malware © Clean { custom ’:/ Unavailable AM P fo r N etWO rkS

Events

‘ Time

ey Advanced Malware Protection Verdict Updates

2013-12-06 10:57:13

Retrospectiv...

Printable (PDF)

2013-12-06 17:40:28 Transfer
2013-12-06 18:06:03 Transfer Time Range: 30 days v
2013-12-06 18:10:03 Transfer

2013-12-06 18:14:10
2013-12-06 18:14:23

2013-12-06 18:17:27

Retrospectiv...
File Quaranti...

Transfer

15 Feb 2014 00:00 to 17 Mar 2014 13:11 (GMT -08:00)

Files with Retrospective Verdict Changes P

File SHA256

b6b60eab073%93cal0ad10a%9180f1...

Data in time range:100.0 % complete

Time of Retrospective Verdict Change Current Disposition

19 Feb 2014 16:44:39 malicious

Columns... | Export...

Ha npumepe Cisco AMP for Content Security (ESA)



[Tpumep peTpocneKkTnBbI NPOLECCOB

Dashboard Analysis ~ Outbreak Control ~ Reports Management ~ Accounts ~

Device Trajectory for Demo_SFEicar TIMEZONE UTC

10:04

AcroRd32.exe [PE) 2 e
4963259, .dddbda (PE) @@
14 [PE) =5 — =
10.dll [PE) é’)é‘)
8413555..e30290 (PE) @ .............. @
aadlcce..533278 [TXT) @
spoolsv.exe [PE] ‘ o o O
2 [Pg] ‘ 4 @ @ o o
P 5@ G SR
€a2a020..3d4093 [TXT) @
aexe [PE L. oo .. ...

7deldec..tdtded (PE) e
chkdsk.exe [PE) @ o P-®

TIME: Sep 22 09:02 ' ' Oct 13 10:04
EVENT TYPE: @ @ create @ ® copy @ @ move @ ® execute @ ©) open @ @ connection @ (®) scan detection @ Q exec block @ () compromised?
@ ©) restore @ (@ reboot @ @) scan @ (® defs update @ © policy update @ @ connector update @  scan schedule @ ® uninstall
EVENT DISPOSITION: @ @ benign @ @ malicious @ @ unknown EVENT FLAGS: @ none @ /M warning @ @ audit only

@ unknown

FILE TYPE: @ executable @ ms office (ole2) @ paf @ ms cabinet @ zZip archive @ other

@ flash

Ha npumepe Cisco AMP for Endpoints



PeTpocnekTnBHasa 6e€30nacHOCTb OCHOBaHa Ha...

lMoBeneH4eckne NPU3HaKn BTOPXXEHUA NCNOJb3YHT PETPOCMNEKTUBY ANA MOHUTOPWUHIa CUCTEM Ha Hann4une
I'IOJJ,O3pVITeJ'IbHOI7I N HEOXKNOAHHOW aKTUBHOCTH

© 2015 Cisco and/or its affiliates. All rights reserved.
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PeTpOCI'IeKTI/IBHaFI be3onacHOCTb OCHOBAHAa Ha...

[NoBeneH4yeckue
NPU3HaKK
BTOPXXEHMS

HeusBecTHbI chann 3arpyxaercs
Ha yCTpOWCTBO

CwurHatypa 3anvcblBaeTcs
1 oTnpaBnseTcs B 06nako Ans aHanvsa

HewussecTHbIN chann nepemellaercs
Mo CETU Ha pasHble YCTPOWCTBa

TpaekTopus hanna aBToMaTu4eckm
3anvcbiBaET BPEMS, Crocob, BXOAHYHO
TOYKY, 3aTPOHYThbIe CUCTEMbI

1 pacnpocTpaHeHne danna

AHanuTUKN B M30NMPOBaHHOM 30HE
onpeaensioT, YTo dain BpeaoHOCHBIN,
1 YBEOOMISIOT BCE YCTPOWCTBA

TpaekTopus dhaiina obecneymBaet
YMyYLIEHHYI0 HarmsA4HOCTL MacluTaba
3apaxeHys

-
-
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cUCTEMBI

MoburbHble
cucTeMbl
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PeTpocnekTBHas 6€30nacHOCTb OCHOBaHa Ha...




HTO dejiatb B CJlyHae OOHAaPYyKEHNA BPEAOHOCHOIO
koaa“”?

BapuaHT pearupoBaHus Ha 00OHaPY>KEHHBIN BPEIOHO CHBIM KO/ 3aBUCUT OT BapHaHTa
peanuzanuu AMP

AMP for Endpoints

Pexum aynura — pa3peimTh 3a1yCKarh BPEIOHOCHBIN KO

[TacCUBHBIN PEKUM — HE KJIaTh OTBETA U3 00JIaKa ¥ 3allyCTUTh BPEIOHOCHBIA KO/ (OJIOKMPOBATH MOCJIE)

AKTHBHBIA PEKUM — KJIaTh OTBETA U3 00J1aKa, HE 3amycKas (ai

AMP for Content Security

[IporycTuTh, 3a0JIOKMPOBATh WJIM MIOMECTUTH B KapaHTUH (111 ESA)

AMP for Networks

[IporycTuTh, 3a0JIOKUPOBATH UJIM COXPAHUTh BPEAOHOCHBIN KO/



Kakne pannbl MOXXHO aHanM3npoBaTb?

 ®daitnel, nepeaaBaemsic o cetu (HTTP, SMTP, POP3, IMAP, SMB, FTP), MmoxxHO
3aXBaThIBaTh M COXPAHSITH IS JAJILHEUINETO aHAIU3a

Edit File Rule

Application Protocol | Any

[~]

Direction of Transfer Any

File Type Categories
[] Ooffice Documents
[] Archive
[] Multimedia
[] Executables
[] PDF files
[] Encoded
[] Graphics
[] system files
[] Dynamic Analysis Capable

15
17

= O O O » 0N

v

Action * Malware Cloud Lookup

[ ) Spero Analysis for MSEXE

[ ) Dynamic Analysis

File Types

h

2

Search name and description

=| 7Z (7-Zip compressed file)

=| ACCDB (Microsoft Access 2007 file)

ARJ (Compressed archive file)

BINARY_DATA (Universal Binary/Jz

=| BINHEX (Macintosh BinHex 4 Comp

=| BZ (bzip2 compressed archive)

CPIO_CRC (Archive created with th
CPIO_NEWC (Archive created with

= CPTO _ODC (Archive created with tF

[ Add

Store Files

> Malware
() Unknown

) Clean

{ Custom

D0&C

Selected File Categories and Types

Category: Executables

[ Save J l

Cancel




OOHapyeHne N3BeCcTHOro BpeJoHOCHOro Koaa

Context Explorer

A 4

" e
i e B i A e B B B A A B A B B

Connections v

Intrusions v

Files » Malware Events

Hosts v

Users v
42 4c136295...27104828

{> f02e1bb1...3b483204
© f02e1bb1...3b483204
£ f0201bb1...30483204
O e32ecc71...881078¢ce

O e32ecc71. 881078ce[y

Q e32ecc71...881078¢ce
O e32ecc71..881078¢e
{ b73b0eds. b6704049
O b73b0ed9. b6704049
© sbbff6Sd...75dc60d6
{ sbbifésd...75dc60d6
© 2181093...293edcSc
O 26/81093.. 293edcSc
© 2181093...293edcSc
O 2181093...293edcSc
© 2afsa1ob. Sbadsesh

Vulnerabilities v

§

¢
- e = [ = = b = v - v re - v v v

b

EEERERERRARRARRRE

v dcloud

|




[lonHaa nHpopmauma o BpeAOHOCHOM Koae

’ ® 10 installs
‘il h f‘rre° n P . Support 7?Help @ Logout

Dashboard Analysis ~ Outbreak Control ~ Reports Management ~ Accounts ~

Device Trajectory for Alex-PC TIMEZONE UTC
D Mar 29 Mar 30
1222 1708 1210 1328 1240 1478 1“7y 1418 1511 1526 &9
[System] @ { Detected W32 Variant:BL.17et.1201 as setupb.exe x e e
pr - W (Oa28fce. bSaB58) [PE Executable) .
G
keygen.exe PE} Moved by Launcher_i502752981.exe, 1.1.2.41 (733269a..77e8ac)
... exe [PE) [PE Executable] executing as Alex@Alex-PC.
keygen.exe [PE]
... exe [PE) Downloaded from http//downloads.doubleoptmedia.com/
.. exe [PE)
: b2 setupb.exe.
keygen.exe [PE] The file not quarantined. It moved or deleted before it
P8 " b:ras 9 was or ® ® ® ®
Qammm—— oxo [PE] could be quarantined. ® ®
,um”n&"r At 17:06:54, Sat Mar 29 2014 UTC [tess Getats | 3 R
BLNCRYSZ : C\Users\llMAppData’ omp\setupb.exe .
s File full path: C! NLocal\T 8
ABHN2D1G File SHA-1: 006001 07425200099a5c01 TEEICHIIS M6, R
CLDONHOT File MD5: Aci0ncsbosnes0 T84T 554acss2d239. - g
em" e Filo size: 68752 bytes. Y
ED4FZUUO File signed by M/s Children Code with certificate serial 8
JRYOSXOS 35500525064 3928345700870 799 from COMODO Code Signing CA 2. -
IDR_HTML_SCANNING[1) Expires 23:50:59, Tue Feb 10 2015 UTC. The certificate was trusted by the 8
N1HHOB7A computer. - 8
MNXDO4KB Fite cort MD5: 28 0901630 .

Filo cort SHA-1: 11520 1020454210330 1 58544004 144 1 Se0s®1 bOA.

Paront filo SHA-1: b61c21 306271 16000440ttt 75008 76 70005200
Parent filo MDS: 1004contartcst T MOA5601 205571 co.

Paront file size: 338432 bytes.

Paront process ki: 1800.

Parent process SID: 5:1.6-21-2120420000-42004 11445 2907 762020- 1000.
Netactart b tha RMA SPERN anninas

IME: Feb 23 13:30 B P oy 161218




Bornpoc He B TOM, NPON3ONAET N 3apakeHne, a Kak CKOpO Mbl
ero obHapy>xum, ycTpaHMm 1 NOMMeM NPUYNHBLI?

MoaTeepXxaeHWe aTaky 1 3apaKeHus

YBenomneHve KapaHTuH CopTtupoBka MNonTtee eHve
C yeroHavaTb? ” p - =
Hackonbko Tsaxena CI/ITyaLI,I/Iﬂ? c
TOMN
A no
Kakune cuctembl Oblnv 3aTPOHYTHI? i He yAanoos cBapyTs SEpaIEe | gaenye

OTCyTCTBYET

AHanua
Crarunyeckun AHanus CerteBom yBEnuyeHns
aHanu3 YCTPOWCTB aHanu3 yucna
YCTPOVICTB

UTo coenana yrposa? Cospanme

cUcTembl
MCMbITaHWA

Kak MO)XXHO BOCCTaHOBUTL?

Kak MOXHO npegoTBpaTuUTb €€
NOBTOpPEHNE?

O6HoBneHre npoduns Mpocunb
. BPE[0HOCHOrO
YBenuyeHue uucna ycTpouctBc no

BpeaoHocHbIM 10

Mowuck
Movck ceTesoro CkaHvipoBaHvie 3apaHve mpasun

Tpachuka KypHarnos yCTPOMCTB (v3 npodouns)
YCTPOVICTB

Wcnpasnenve

Movck MOBTOPHOIo 3apaxeHud

OoHaXAdeHQo auHaxedeg



PeTpocnekTnBHbIN aHann3 annoB NO3BOSISET ONpeaenunTb

Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v  Vulnerabilities v Correlation v

« Kakue cucreMbl ObLIU

MH(UIIUPOBAHBI?

Network File Trajectory for fO2e1bb1...3b483a04

File SHA-256

f02e1bb1...3b483204 £

First Seen
Last Seen

2014-06-27 10:29:36 on 8 10.131.13.211
2014-06-27 11:04:49 on 88 10.110.10.69

File Names approximating-overheated.pdf , certainly-infilling.pdf Event Count 66
(+70 more) Seen On 13 hosts (14 displayed)
File Type PDF Seen On Breakdown 7 senders — 6 receivers
‘? File Category PDF files
KTto ObUT HHQUIIMPOBaH e St 4

Threat Score

eeoe Very High &

{? Trajectory Jun 27 Time 2014-06-27 10:30:45
+ Korma 3to nmpoun3onuio’ v s
10.131.13.211 O Sent To 84 10.110.10.69 =
192.168.0.221 o O File Name colloguially-mortgages odf
° K b 6 b 204.16.109.235 & "’”::: © Malware
aKOI/I HpOHe CC BII[ OTHpaBHOI/I 10.110.10.70 o O Application Protocol [ HTTP
o 172.16.0.167 {) Client [~) Web browser O
10.120.10.51 d
TOq KO I/I ? 204.16.62.200 - -@ & !
10.110.10.69 &
192.168.0.123 o

([ Hoqe My BTO HpOHBOHIHO ? Events © Transfer Q Block @ create (D Move ® execute (O scan () Retrospective (@ Quarantine

Dispositions O Unknown o Malware O Clean QO custom ’:: Unavailable

Events

* YTo emie nporu301uio?

2014-06-27 10: Transfer  10.131.13.211 192.168.0.221 tensors-scorer. Cu Malware C HTTP Web
2014-06-27 10:... File Exe 10.131.13.211 192.168.0.221 heroically-caly Ma HTTP Web
2014-06-27 10: Transfer 204.16.109.235 10.110.10.70 complaint-refor. Ma Malware C HTTP web
2014-06-27 10:... File Cre 204.16.109.235 10.110.10.70 proportional-au. Ma HTTP Web

2014-06-27 10: Transfer  172.16.0.167 10.120.10.51 footballs-incum Ma Malware C HTTP Web
2014-06-27 10: File Mov. 172.16.0.167 10.120.10.51 palisades-tanks Ma HTTP Web
2014-06-27 10:... Transfer  204.16.62.200 10.110.10.69 colloquially-mo... Ma.. Malware C.. HTTP Web .
2014-06-27 10:... File Exe 204.16.62.200 10.110.10.69 periglacial-grou. Ma. HTTP Web
2014-06-27 10: Transfer 192.168.0.123 64.4.23.145 unclenching-sq Ma Malware B HTTP web
2014-06-27 10: File Qua. 192.168.0.123 64.4.23.145 tillage-lung .pdf Ma HTTP Web




PeTpocneKkTnBHbLIM aHan13 NpoL,eccoB NO3BONAET onpeaennThb

< » | O] G L]+ ¢ tussa console.amp.sourcefire.com

« Kak yrposa nomnaja Ha y3en? SOURCE/ir¢
* YTO MI0XOro MpPOUCXOAUT HA MOEM T

y3Jie?

» Kak yrposa B3auMOAEUCTBYET C
BHEIITHUMM y3JIaMH !

* Yero s HE 3HAI0 HA CBOEM Yy3JIe?

« KakoBa mocienoBaTeabHOCTD
COOBITUN?




TPEeKUHr KaXxaoro BpeoHOCHOro goanna

Web Tracking

| | Proxy Services | L4 Traffic Monitor | SOCKS Proxy |

Available: 22 Oct 2013 13:44 to 13 Feb 2014 15:10 (GMT +01:00)

S

Time Range: | | Week

User/Client IPv4 or IPv6: (2 |

(e.g. jdoe, D

.1.1.0, or 2001:420:80:1::5)

SHA-256

Website: |

sy’ A

Transaction Type: | | All Transactions

A
v

//

b Advanced o ) £
Current Criteria: File SHA256: 53de8225fc823c6efc8ad33a3a741fbe4c56b041ef51e4d70605d8e3143d024d.

—J

Generated: 18 Feb 2014 11:02 (GMT +01:00)

Displaying 1 - 3 of 3 items.

[Monb3oBatenu u IP, KoTopble 3arpy3unm
BPE4OHOCHbIN hann k cebe

Time (GMT +01:00) = Website (count) Display All Details... | Disposition Bandwidth M/ Client IP
11 Feb 2014 14:49:59 http://batcoroadlinescorporation.com Allow 116.7KB sales fd00:1:2:3::1
11 Feb 2014 14:32:44 http://batcoroadlinescorporation.com Allow 116.7KB sales fd00:1:2:3::1
11 Feb 2014 14:25:41 http://vistatech.us Allow 116.5KB sales fd00:1:2:3::1

Displaying 1 - 3 of 3 items.




Bonpocbl KOHPUAEHUMNANBHOCTH



AMP Private Cloud 2.0

AHanusnpyemble annbl

Xawun dansnos

q)eﬂepMpOBaHHble OdaHHbIE

Cisco AMP - AMP Threat Grid -
Private Cloud Dynamic Analysis
Appliance 2.x Appliance

Cisco ASA with H H Cisco C L Cisco Email L Cisco Web Ll
FirePOWER Services FirePOWER Sensor Security Appliance Security Appliance

Windows, Mac
Endpoint



A MOXHO aHann3npoBaTb BPYYHYHO?

:xx-‘ Threat(URI[D) submitSamples  Search  Threat Intel -

« Hepenko ObiBaeT HEOOXOAUMOCTh
aHAJIW3UPOBATH (halJIbl, MOTIABIINE B

ciyk0y 0e3zonacHocTr Ha USB- Analys'smpm g o
HOCUTEJISIX WJIM UHBIX HOCUTENAX, A TAKKE 5= Hie BT S

POBOAUTH 00JIE€ TITyOOKUN aHAIINA3

00HaPYKEHHBIX C TOMOILBIO Ci1scO AMP  Behavioral indicators s 1
BDEZIOHOCHEIX TIpOTpaMM mEmI

Severity: 75 Confidence: 75
Severity: 70 Confidence: 80

Severity: 60 Confidence: 70

- He y Bcex ObIBaeT peaan3oBaHa

aBTOMAaTUYECKas 3al[HUTa C TOMOIIBIO
Cisco AMP

« Oprasm3zaius MOXKET 3aX0TETh CO3/aTh
cooctBeHHYy1o0 cayk0y Threat Intelligence
unn Security Operations Center



Cisco AMP Threat Grid

o IImardgopma ajist ri1yOOKOro aHajin3a BpeJOHOCHOIO
Kozaa

JlocTy1 yepes nmopTas, BbIICJICHHOE YCTPOUCTBO UJIH C
nmoMonibo API

* MoXXeT IPUMEHSITLCS IIPU ITIOCTPOCHUH
cooctBeHHBIX cucteM Threat Intelligence niau SOC

* YK€ UCIOJIb3yETCSI MHOTUMU KOMITAHUSAMU IIPHU
npoBeacHun pacciaeqosanui — EnCase, Maltego u
T.II.




[HeTtanbHbih aHanna BpegoHocHoro 1O B AMP Threat Grid

Process Graph

Behavioral Indicators
© Name: 15e65a21af32dd3b5fe65da4807be21e.exe
© Process Modified an Executable File N N R R R .
PID: 1100 Children: 1 File Actions: 3 Registry Actions: 2 Analysis Reason: Is target sample.
@ Process Created a File in the Windows Startup Folder
. © Name: Isass.exe Parent: 1100
A new file was added to the Windows StartUp folder to ensure thal H TTP Traffl C PID: 1600 Children: 0 File Actions: 3 Registry Actions: 0 Analysis Reason: Parent is being analyzed
Please review the 'Disk Artifacts' section in order to view additiona Process Name |sass.exe Started At Tue Sep 30 2014 13:41:00 UTC
© POST http://alexrpi.tk:80/solar/ Image Filename C:\Documents and Settings\Administrator\Start Menu\Programs\Startup\lsass.exe Current Directory C:\temp\
Analysis Reason Parent is being analyzed Image Base Address
Process ID Server IP: 195.2034.1 Server Port ; " - ; : -
. Yo% Command Line  "C:\Documents and Settings\Administrator\Start Menu\Programs\Startup\lsass.exe" Window Title C:\Documents and Settings\Administrator\Start Menu\Programs\Startup\lsass.exe
1100 (15e65a21af32dd3b5fe65dad807be21e.exe) 15e65a21 @ POST http://alexrpi.tk:80/solar/ Children Shell Info
New true Desktop Info WinSta0\Default
Server IP: 195.20.34.1 Server Port .
Artifacts
© Process Modified File in a User Directory © POST http://alexrpi.tk:80/solar/
© Process Disabled Internet Explorer Proxy Server IP: 195.20.34.1 TC PII P s ID Relation to Process Path
© Process Created an Executable in a User Directory 6 POST httn:/lalexrni tk-fN0/aanlar/ a Cumaibad fommn moanann AP amiimacmda cmd O abbinmal A daninindenbat Odask Mo A Pea meaman e

© Potential Code Injection Detected R - t A t- -
© Dynamic DNS Domain Detected eg Is ry c IVIty

© PE Has Sections Marked Executable and Writable

© Created Keys

© Possible Fast Flux Domain Detected [Betal
Outbound HT1 1

O cutoun DNS Traffic Created Key PID Access List Option List

© PE COFF Heac

© PE Optional H @ Query Type: A, Query Data: alex

USER\S-1-5-21-1202660629-583907252-1801674531-500\SOF TWARE 1148 (Explorer.EXE) ENUMERATE_SUB_KEYS , CREATE_SUB_KEY REG_OPTION_NON_VOLATILE
\MICROSOFT\WINDOWS\CURRENTVERSIONAINTERNET

© PE DOS Head( TTL: - Timestamp: +101.195 SETTINGS\P3P\History
Query ID
© PE COFF Heat Timestamp
T— -
;‘;’t’: © Modified Keys

© Deleted Key Values

Answers
Query ID
- = = Files Created: 3  Files Read: 17  Files Modified: 5 Files Deleted: 0

29945 @ Filesystem Activity
28943

Path PID Action
Nameserver Records C:\Documents and Settings\Administrator\Local Settings\Temporary Internet Files\Content.IES\8HMRCBCR 1148 (Explorer.EXE) Created

\solar[1].htm
Data

C:\Documents and Settings\Administrator\Local Settings\Temporary Internet Files\Content.IES\MRMBYDAX 1148 (Explorer.EXE) Created
b \solar[1].htm
¢ C:\Documents and Settings\Administrator\Start Menu\Programs\Startup\lsass.exe 1100 (15e65a21af32dd3b5fe65da4807be21e.exe) Created
EHIS \AUTOEXEC.BAT 1148 (Explorer.EXE) Read
d

\Documents and Settings\Administrator\Local Settings\Temporary Internet Files\Content.[E5\8HMRCBCR 1148 (Explorer.EXE) Modified




Tunosble cueHapuun ucnosnb3osaHnda AMP Threat Grid

« JlocTyn K mopTany
3aBUCUT OT YNCa aHaNUTUKOB N eXXeOHEBHO 3arpy>kaemMblx 06pa3L0B Bpe4OHOCHOro koaa
[MpnBaTHas MapKMpOBKa 3arpy>kaeMblX CEMMNOB (ONLMOHANLHO)
Yctpouncteo Threat Grid (onunoHanbHO) NO3BONAET 3arpyKatb 0bpasubl Ha Hero, 6e3 3arpy3km B
obnako
» Wurerpamus ¢ pemenusiMmu Cisco
AMP for Endpoints
AMP for Networks (FP/ASA)
AMP for WSA/ CWS
AMP for ESA/CES

« API gns aBromaruzanuu nepenadu oOpasnoB B Threat Grid BkiIroueH BO BCe JIMICH3UU C IOAIMMCKOM



BapnaHTt pasBepTbiBaHUA BHYTPU ceTKU, 6e3 nNpssmMoro
goctyna B VIHTepHeT

= JlokanbHbI aHanu3 BpegoHocHoro MO ¢ nonHon nogaepxkon obnaka Cisco® AMP Threat Grid
= B uensx cobniogeHnsa HopmaTuBHbIX TpeboBaHUIM BCe JaHHbIe OCTalTCS Ha TEPPUTOPUM 3aKkasdmka

= HenpepblBHbIN OAHOHAMNPAaBNEHHbIN NOTOK AaHHbIX U3 obnaka Cisco AMP Threat Grid ans
aKkTyanmsaumm KOHTEKCTa

=  OwyLieHnsa nonb3oBaTterns He MEHSATCA Npu nepexoae oT obnaka k yctpounctay (Ul, API, ....)

= TG5000:
= AnHanus go 1500 o6pa3suoB B AeHb A ~
= CiscoUCS C220 M3 Chasis (1U) : R —
» 6x1TB SAS HDD (annapatHbi RAID) ' 3
= TG5500:
=  AHanun3 go 5000 obpasuoB B AEHb
= CiscoUCS C220 M3 Chasis (1U)
» 6x1TB SAS HDD (annapaTtHbin RAID)




OTnunumnsa noptana ot nokansHoro yctponctea AMP Threat Grid

« MacitabupyemMo CTh
- OTCyYTCTBYIOT OrpaHU4YeHns Ha YMCIo 3arpykaembix AnsiaHanusa obpasuos (B ycTponctee— ao 50008
OeHb)
« CKopoCTh 00pabOTKH 00pa3loB

- ObpaboTka 1000 obpasuos 3aHnMaeT okosio 30 MUHYT. Ha yCTpOMNCTBE Takoe Xe KONMM4eCcTBO
obpabartbiBaeTcsi3a4 yaca

 CTOMMOCTB
- YCTPOWCTBO CTOUT 4OPOXKe AOCTYyNa K noprany

* AHAIIM3 yrpo3s
- ConocTaBneHune yrpo3s B obnake oCyLeCcTBAAeTCA CO BceMn obpasuamu, 3arpy’>keHHbIMU B HETO U
NOMEYEHHbIMU Kak nybnnyHblie. Ha yCcTponCTBE CONOCTaBNEHNE OCYLLECTBAETCA TONBKO C JTOKanbHbIMU
obpasuamu
« OOHOBJECHUS JJISI HOBEACHYCCKUX MHIMKATOPOB
- OOHOBNEHNSA ONS1 YCTPOMCTBA BbIMYCKAOTCA KaXXA bl KBapTarl, a 4fs noprana— kaxgble 2 Hegenu



[MpenmyLLLecTBa U HegOCTaTKM NOKaNbHOMo YCTPOMCTBA

» KoH(pnaeHUManbHOCTb OaHHbIX « OBHOBNEHNA MOBEOEHYECKNX

* BO3MOXHOCTbL paboTbl B MHOMKATOPOB MPUXOAAT C
N30NNpPOBaAHHON CETU 3afEPXKKOU

» He3aBMCMMOCTb OT HanMuus * HEBO3MOXHOCTb MOMHOO
MHTepHeT-kaHana aHann3a VIHTepHert-

aKTUBHOCTU BpeagoHocHoro 10

e HEBO3MOXXHOCTb
cornocTaBneHns gaHHbIX C
Opyrumu nyonmyHbIMm
cemMnsiamu



[ToBcemecTHbI AMP Threat Grid

T Pewenus Cisco no N6
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AMP Threat Grid
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Cisco Advanced Malware Protection
Gartner Endpoint Detection and Response (EDR)

- OOGHapyxeHne nHuugeHToB 6e30nacHOCTH.

C nomoLlbto MOHUTOPUHIA akKTUBHOCTWU XOCTOB U 00BLEKTOB, HapyweHnA NOJINTUK Unnm Xe € NoOMOLLbHO Ha6opa
BHELWWHNX NHOWKATOPOB KOMIIPOMETaUnn

- CoepxmMBaHue MHUMOEHTA HA XOCTe
briokupoBaHue ceTeBoro Tpadouka Unn e BbINoNHeHNA dpanna. YaaneHHO KOHTPOSNMPYETCS

- PaccrnenoBaHue nHUMaeHToB 6€30nacHoOCTU

DyHKUMA paccrieqoBaHus OOSKHA BKNKOYaTb UICTOPUYECKME AaHHblE BCEX OCHOBHbLIX CODbITUM Ha XOCTE AsA TOoro,
YTOObI ONpeaennTb Kak TEXHUYECKME UBMEHEHNS (aKTUBHOCTU dbannos, peecTpa, CETU, ApanBepPoB) N nUX
BNusiHMe Ha buaHec (0bxopn, ackanauus npuBunernn, pacnpocTpaHeHne, akcunbTpaums, reonokawums,
nogkntodeHre kK CnC n nogos3putenbHoe aBTOPCTBO)

- BoccrtaHoBneHune y3ia Ao nepBoHa4yasibHOro COCTOAHUNA

B noeane pelieHne OOMKHO yaansATh BpeooHOCHbIE dhannbl, AenaTh OTKaT K NpeablayLemMy COCTOSHUIO U
BOCCTaHaBnuBaTh Apyrve usmeHeHus. PelleHne [OMKHO co3aasaTh MHCTPYKLMM MO NPeaoTBpaLLeHno, AOMKHO
6bITb 4OCTYNHO ANS APYTMX MHCTPYMEHTOB, OCOBEHHO ANsi OpraHM3auuin, KOTopble UMEeoT pasaeneHue
0053aHHOCTEN M XeCTkue npouenypbl KOHTPONS U3MEHEHUN

B peanbHOCTM MpoLLe BCero BOCCTaHOBUTbL CUCTEMY U3 MpeablAyLLero snagshot, UMW XKe MOMHOCTbIO
PEMHULManNn3npoBaTb CUCTEMY M BOCCTAHOBUTb AaHHbIE U3 PE3EPBHON KOMUU. OTO MOXET OKasaTbCsH MeHee
3aTpaTHO MO BPEMEHU MO CPABHEHMWIO C A€TarbHbIM aHanM30M COCTOSIHUS U BOCCTaAHOBNEHNEM M3MEHEHWUI
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Thank you.



