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KpaTtkun ob3op

Cisco sBnseTcd nMagepom Ha
pbiHKe be3onacHocTn Email, HO
TpagNLUMUOHHO MHOTMe
noapasgeneHus u nan, Kotopble
3aHMMarTCsa MHPOPMAaLIMOHHOW
6e30MnacHOCTbIO HE
paccmaTpuatoT Email kak cdepy
CBOEUN OeATEeENbHOCTN.

JTa ceccus NpeaocTaBuT
MHdopmauuto, kak pabotaetr SMTP
N ocTaBKka emall, a Takke Kakue
MEXaHN3Mbl CYLLIECTBYIOT AN
3aLlUUTbI OT BPOXOEHHbIX
HepocTaTkoB SMTP npoTtokona.



CooeprkaHune

- Kpatkaa ncropusa SMTP

- MapuwpyTtnzatumsa: DNS MX 3anucu

- Bounces: NpoTokon ynpasnenua Email

- MIME: OTtnpaBka KoHTeHTa ¢ ucrnosib3oBaHnem 7-6ut ASCII

- [lpucoeaunHeHHble dyHKUMM B6e3onacHocTn SMTP: ESMTP, TLS, AyteHtudukauumns, SPF,
DKIM, DMARC...

- Q&A



Ho noyemy nmeHHo besonacHocTb Email?

Man 2014

ATaka Ha
npeanpuaTus
YKp3anisHuui

ABryct 2014

Blackenergy 0-Day
araka Ha LUMPOKUK
CNEKTp OpraHoB
rocBnacTu B
YKpauHe

OkTAGpHL 2015

Blackenergy aTaka

Ha MeanakomMnaHwn.

YHUYTOXEHNE
BMaeomaTepuaros,
BbIBOA 13 CTPOS
paboynx MecT
orneparopos

Dekabpb 2015

Blackenergy ataka Ha
psg obnaHepro. BbiBoa
n3 ctposa ACYTTI
3NEeKTPonoAcTaHUMNA,
obecToyeHa
3HayuTenbHas
TeppuTopusi Ha
HECKOInbKO 4YacoB

Hekabpb 2015

ATtaka Ha All
Bopucnone npwu
nomowy BlackEnergy




Knbepartaku B YKkpanHe

Bektop -- Email

- [NlepenaTtakon crnenyet ctagus
PEKOTHUCLIMPOBKN

npon3BoOAUTCA aHalJin3 email alpecoB KOMIMaHNN,

chopMuMpoBaHME COOTBETCTBYHOLLMX 0Gpa3oM
CO3/aHHbIX NMUCeM, YTOObI Nonb3oBaTenb UX
OTKPbIN

- ATaka BKMNoYaeT paccCbIfiKy 9N1EKTPOHHbIX
NMMCceM C BPe4OHOCHbLIM COO4EPKNMBIM,
KOTOPbIN HE OBHapyXnBaeTCs
TpagMLUMOHHBIMU cpeacTBaMu 3aLUNThI

- [1na BkNtoYeHnsa 6a30BbIX MEXaHU3MOB
©e3onacHOCTM YacTo JaXke He Hago0 MEHATb
obopynoBaHune

SPF, DKIM, DMARC, NIST 800-177 (obwee
onvucaHue)

World’s First

power ﬂutage’

Caused bnyackers'

ON FNC NOW ﬂN !

M’% (ﬁg% DHS SAYS "SPEAR-PHISHING" HACK
| LIVE CAUSED UKRAINE POWER OUTAGE

tS CALL IN SICK IN PROTEST OF BUILDING MAINTENANCE AN | NAS 465683




TunnyHaga ataka. Starlight M
duLnHroBoe NMCbMO

Bbi3os, CnC,
‘ OMONMHUTENbHbIN
WHCTPYMEHT

XuueHue
HHbIX, bOTHET,
naneHue...

KCNmnowt, 3arpy3ka
OCHOBHOrO Tena,
acnpocTpaHeHue

‘ npocTpaHeHue
no ce

Ic}
D

[enctBuma
nonb3oBaTend




To camoe nncbmo!
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KpaTtkaa ncropusa SMTP
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ARPANET B 1971

rey,

ILLINOIS  CARNEG!
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Source: Heart, F., McKenzie, A., McQuillian, J., and Walden, D., ARPANET Completion Report, Bolt, Beranek and Newman, Burlington, MA, January 4, 1978






[TlepBas cuctema Email: SNDMSG & CPYNET

BBN-TENEXB

DEC PDP-10
216 KB memory

Teletype KSR-33

[lepBas email
nporpammal

\
Source: http://openmap.bbn.com/~tomlinso/ray/ka10.html, retrieved 01 Dec 2014. Photograph courtesy of Dan Murphy,

BBN-TENEXA

DEC PDP-10
288 KB memory



1981: RFC788, Simple Mail Transfer Protocol

ARPANET GEOGRAPHIC MAP, OCTOBER 1981

Source: http://mercury.lcs.mit.edu/~jnc/tech/arpageo.html, retrieved 01 December 2014.
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Mail-from: DEC-MARLBORO rcvd at 3-May-78 0955-PDT
Date: 1 May 1978 1233-EDT

From: THUERK at DEC-MARLBORO

Subject: ADRIAN@SRI-KL

To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:

DDAY at SRI-KL, DAY at SRI-KL, DEBOER at UCLA-CCN,

WASHDC at SRI-KL, LOGICON at USC-ISI, SDAC at USC-ISI,
DELDO at USC-ISI, DELEOT at USC-ISI, DELFINO at USC-ISI,
DENICOFF at USC-ISI, DESPAIN at USC-ISI, DEUTSCH at SRI-KL,
DEUTSCH at PARC-MAXC, EMY at CCA-TENEX, DIETER at USC-ISIB,
DINES at AMES-67, MERADCON at SRI-KL, EPG-SPEC at SRI-KA,
DIVELY at SRI-KL, DODD at USC-ISI, DONCHIN at USC-ISIC,

JED at LLL-COMP, DORIN at CCA-TENEX, NYU at SRI-KA,
DOUGHERTY at USC-ISI, PACOMJ6 at USC-ISI,

DEBBY at UCLA-SECURITY, BELL at SRI-KL, JHANNON at SRI-KA,
DUBOIS at USC-ISI, DUDA at SRI-KL, POH at USC-ISI,

LES at SU-Al, EAST at BBN-TENEX, DEASTMAN at USC-ECL,
EBISU at 14-TENEX, NAC at USC-ISIE, ECONOMIDIS at 14-TENEX,
WALSH at SRI-KL, GEDWARDS at SRI-KL, WEDWARDS at USC-ISI,
NUSC at SRI-KL, RM at SU-AI, ELKIND at PARC-MAXC,

ELLENBY at PARC-MAXC, ELLIS at PARC-MAXC, ELLIS at USC-ISIB,
ENGELBART at SRI-KL, ENGELMORE at SUMEX-AIM,

ENGLISH at PARC-MAXC, ERNST at [4-TENEX,

ESTRIN at MIT-MULTICS, EYRES at USC-ISIC,

FAGAN at SUMEX-AIM, FALCONER at SRI-KL,

DUF at UCLA-SECURITY, FARBER at RAND-UNIX, PMF at SU-AI,
HALFF at USC-ISI, RJF at MIT-MC, FEIERBACH at I14-TENEX,
FEIGENBAUM at USC-ISI, FEINLER at SRI-KL,
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To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:

FELDMAN at SUMEX-AIM, FELDMAN at SRI-KL, FERNBACH at LLL-COMP,
FERRARA at RADC-MULTICS, FERRETTI at SRI-KA,

FIALA at PARC-MAXC, FICKAS at USC-ISIC, AFIELD at [4-TENEX,
FIKES at PARC-MAXC, REF at SU-AI, FINK at MIT-MULTICS,

FINKEL at USC-ISIB, FINN at USC-ISIB, AFGWC at BBN-TENEX,
FLINT at SRI-KL, WALSH at SRI-KL, DRXAN at SRI-KA,

FOX at SRI-KL, FRANCESCHINI at MIT-MULTICS,

SAl at USC-ISIC, FREDRICKSON at RAND-RCC, ETAC at BBN-TENEXB,
FREYLING at BBN-TENEXE, FRIEDLAND at SUMEX-AIM,
FRIENDSHUH at SUMEX-AIM, FRITSCH at LLL-COMP, ME at SU-AI,
FURST at BBN-TENEXB, FUSS at LLL-COMP, OP-FYE at USC-ISIB,
SCHILL at USC-ISIC, GAGLIARDI at USC-ISIC,

GAINES at RAND-UNIX, GALLENSON at USC-ISIB,

GAMBLE at BBN-TENEXE, GAMMILL at RAND-UNIX,

GANAN at USC-ISI, GARCIA at SUMEX-AIM,

GARDNER at SUMEX-AIM, MCCUTCHEN at SRI-KL,

GARDNER at MIT-MULTICS, GARLICK at SRI-KL,

GARVEY at SRI-KL, GAUTHIER at USC-ISIB,

USGS-LIA at BBN-TENEX, GEMOETS at 14-TENEX,

GERHART at USC-ISIB, GERLA at USC-ISIE, GERLACH at I14-TENEX,
GERMAN at HARV-10, GERPHEIDE at SRI-KA, DANG at SRI-KL,
GESCHKE at PARC-MAXC, GIBBONS at CMU-10A,
GIFFORD.COMPSYS at MIT-MULTICS, JGILBERT at BBN-TENEXB,
SGILBERT at BBN-TENEXB, SDAC at USC-ISI,

GILLOGLY at RAND-UNIX, STEVE at RAND-UNIX,

GLEASON at SRI-KL, JAG;BIN(1525) at UCLA-CCN,

GOLD at LL-11, GOLDBERG at USC-ISIB, GOLDGERG at SRI-KL,
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To: GROBSTEIN at SRI-KL, GOLDSTEIN at BBN-TENEXB,

To: DARPM-NW at BBN-TENEXB, GOODENOUGH at USC-ISIB,

To: GEOFF at SRI-KL, GOODRICH at [4-TENEX, GOODWIN at USC-ISI,
To: GOVINSKY at SRI-KL, DEAN at 14-TENEX, TEG at MIT-MULTICS,

To: CCG at SU-AI, EPG-SPEC at SRI-KA, GRISS at USC-ECL,

To: BJG at RAND-UNIX, MCCUTCHEN at SRI-KL, GROBSTEIN at SRI-KL,
To: MOBAH at |14-TENEX, GUSTAFSON at USC-ISIB, GUTHARY at SRI-KL,
To: GUTTAG at USC-ISIB, GUYTON at RAND-RCC,

To: ETAC-AD at BBN-TENEXB, HAGMANN at USC-ECL, HALE at 14-TENEX,
To: HALFF at USC-ISI, DEHALL at MIT-MULTICS,

To: HAMPEL at LLL-COMP, HANNAH at USC-ISI,

To: NORSAR-TIP at USC-ISIC, SCRL at USC-ISI, HAPPY at SRI-KL,

To: HARDY at SRI-KL, IMPACT at SRI-KL, KLH at SRI-KL,

To: J33PAC at USC-ISI, HARRISON at SRI-KL, WALSH at SRI-KL,

To: DRCPM-FF at BBN-TENEXB, HART at AMES-67, HART at SRI-KL,

To: HATHAWAY at AMES-67, AFWL at 14-TENEX, BHR at RAND-UNIX,

To: RICK at RAND-UNIX, DEBE at USC-ISIB, HEARN at USC-ECL,

To: HEATH at UCLA-ATS, HEITMEYER at BBN-TENEX, ADTA at SRI-KA,
To: HENDRIX at SRI-KL, CH47M at BBN-TENEXB, HILLIER at SRI-KL,

To: HISS at 14-TENEX, ASLAB at USC-ISIC, HOLG at USC-ISIB,

To: HOLLINGWORTH at USC-ISIB, HOLLOWAY at HARV-10,

To: HOLMES at SRI-KL, HOLSWORTH at SRI-KA, HOLT at LLL-COMP,

To: HOLTHAM at LL, DHOLZMAN at RAND-UNIX, HOPPER at USC-ISIC,
To: HOROWITZ at USC-ISIB, VSC at USC-ISI, HOWARD at LLL-COMP,
To: HOWARD at USC-ISI, PURDUE at USC-ISI, HUBER at RAND-RCC,
To: HUNER at RADC-MULTICS, HUTSON at AMES-67, IMUS at USC-ISI,
To: JACOBS at USC-ISIE, JACOBS at BBN-TENEXB,

1
-
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To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:

JACQUES at BBN-TENEXB, JARVIS at PARC-MAXC,

JEFFERS at PARC-MAXC, JENKINS at PARC-MAXC,

JENSEN at SRI-KA, JIRAK at SUMEX-AIM, NICKIE at SRI-KL,
JOHNSON at SUMEX-AIM, JONES at SRI-KL, JONES at LLL-COMP,
JONES at I14-TENEX, RLJ at MIT-MC, JURAK at USC-ECL,

KAHLER at SUMEX-AIM, MWK at SU-AI, KAINE at USC-ISIB,
KALTGRAD at UCLA-ATS, MARK at UCLA-SECURITY, RAK at SU-AI,
KASTNER at USC-ISIB, KATT at USC-ISIB,

UCLA-MNC at USC-ISI, ALAN at PARC-MAXC, KEENAN at USC-ISI,
KEHL at UCLA-CCN, KELLEY at SRI-KL, BANANA at 14-TENEX,
KELLOGG at USC-ISI, DDI at USC-ISI, KEMERY at SRI-KL,
KEMMERER at UCLA-ATS, PARVIZ at UCLA-ATS, KING at SUMEX-AIM,
KIRSTEIN at USC-ISI, SDC at UCLA-SECURITY,

KLEINROCK at USC-ISI, KLEMBA at SRI-KL, CSK at USC-ISI,
KNIGHT at SRI-KL, KNOX at USC-ISI, KODA at USC-ISIB,

KODANI at AMES-67, KOOIJ at USC-ISI, KREMERS at SRI-KL,

BELL at SRI-KL, KUNZELMAN at SRI-KL, PROJX at SRI-KL,
LAMPSON at PARC-MAXC, SDL at RAND-UNIX, JOJO at SRI-KL,
SDC at USC-ISI, NELC3030 at USC-ISI,

LEDERBERG at SUMEX-AIM, LEDUC at SRI-KL, JSLEE at USC-ECL,
JACOBS at USC-ISIE, WREN at USC-ISIB, LEMONS at USC-ISIB,
LEUNG at SRI-KL, J33PAC at USC-ISI, LEVIN at USC-ISIB,
LEVINTHAL at SUMEX-AIM, LICHTENBERGER at |4-TENEX,
LICHTENSTEIN at USC-ISI, LIDDLE at PARC-MAXC,

LIEB at USC-ISIB, LIEBERMAN at SRI-KL, STANL at USC-ISIE,
LIERE at I14-TENEX, DOCB at USC-ISIC, LINDSAY at SRI-KL,
LINEBARGER at AMES-67, LIPKIS at USC-ECL, SLES at USC-ISI,
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To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
To:
CC:

LIS at SRI-KL, LONDON at USC-ISIB, J33PAC at USC-ISI,

LOPER at SRI-KA, LOUVIGNY at SRI-KL, LOVELACE at USC-ISIB,
LUCANIC at SRI-KL, LUCAS at USC-ISIB, DCL at SU-AI,

LUDLAM at UCLA-CCN, YNGVAR at SRI-KA, LYNCH at SRI-KL,

LYNN at USC-ISIB, MABREY at SRI-KL, MACKAY at AMES-67,

MADER at USC-ISIB, MAGILL at SRI-KL, KMAHONEY at BBN-TENEX,
MANN at USC-ISIB, ZM at SU-Al, MANNING at USC-ISI,

MANTIPLY at [4-TENEX, MARIN at 14-TENEX, SCRL at USC-ISI,
HARALD at SRI-KA, GLORIA-JEAN at UCLA-CCN, MARTIN at USC-ISIC,
WMARTIN at USC-ISI, GRM at RAND-UNIX, MASINTER at USC-ISI,
MASON at USC-ISIB, MATHIS at SRI-KL, MAYNARD at USC-ISIC,
MCBREARTY at SRI-KL, MCCALL at SRI-KA, MCCARTHY at SU-AI,
MCCLELLAND at USC-ISI, DORIS at RAND-UNIX, MCCLURG at SRI-KL,
JOHN at 14-TENEX, MCCREIGHT at PARC-MAXC, MCCRUMB at USC-ISI,
DRXTE at SRI-KA

BPM at SU-AI

MCKINLEY @USC-ISIB
MMCM@SRI-KL
OT-ITS@SRI-KA
BELL@SRI-KL
MEADE@SRI-KL
MARTIN@USC-ISI
MERRILL@BBN-TENEX
METCALFE@PARC-MAXC
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JMETZGER@USC-ISIB
MICHAEL@USC-ISIC
CMILLER@SUMEX-AIM
MILLER@USC-ISI
SCI@USC-ISI
MILLER@USC-ISIC
MITCHELL@PARC-MAXC
MITCHELL@USC-IS
MITCHELL@SUMEX-AIM
MLM@SU-AI
JPDG@TENEXB
MOORE@USC-ISIB
WMORE@USC-ISIB
JAM@SU-A
MORAN@PARC-MAXC
ROZ@SU-AI
MORGAN@USC-ISIB
MORRIS@PARC-MAXC
MORRIS@I4-TENEX
OT-ITS@SRI-KA
LISA@USC-ISIB
MOSHER@SRI-KL
MULHERN@USC-ISI
MUNTZ;BIN(1529)@UCLA-CCN
MYERS@USC-ISIC
MYERS@RAND-RCC
DRCPM-FF-FO@BBN-TENEXB
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NAGEL@USC-ISIB
NAPKE @SRI-KL
NARDI@SRI-KL
NAYLOR@USC-ISIE
LOU@USC-ISIE
NESBIT@RAND-RCC
NEUMANN@SRI-KA
NEVATIA@USC-ECL
NEWBY @USC-ISI
NEWEKK@SRI-KA
NIELSON@SRI-KL
NLL@SUMEX-AIM
NILSSON@SRI-KL
NITZAN@SRI-KL
NOEL@USC-ISIC
NORMAN@PARC-MAXC
NORTON@SRI-KL
JOAN@USC-ISIB
NOURSE @SUMEX-AIM
PDG@SRI-KL
OMALLEY@SRI-KA
OCKEN@USC-ISIC
OESTREICHER@USC-ISIB
OGDEN@SRI-KA
OKINAKA@USC-ISIE
OLSON@I4-TENEX
ORNSTEIN@PARC-MAXC
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PANKO@SRI-KL
TED@SU-AI
PARK@SRI-KL
PBARAN@USC-ISI
PARKER@USC-ISIB
PEARCE@USC-ISI
PEPIN@USC-ECL
PERKINS@USC-ISIB
PETERS@SRI-KL
AMPETERSON@USC-ISI
ASLAB@USC-ISIC
EPG-SPEC@SRI-KA
PEZDIRTZ@LLL-COMP
CHARLIE@I4-TENEX
UCLA-DOC@USC-IS!
WPHILLIPS@USC-ISI
PIERCY @MOFFETT-ARC
PINE@SRI-KL
PIPES@I4-TENEX
PIRTLE@SRI-KL
POGGIO@USC-ISIC
POH@USC-ISI
POOL@BBN-TENEX
POPEK@USC-ISI
POSTEL@USC-ISIB
POWER@SRI-KL
PRICE@USC-ECL

RANDALL@USC-ISIB
RANDALL@SRI-KA
RAPHAEL@SRI-KL
RAPP@RAND-RCC
RASMUSSEN@USC-ISIC
RATTNER@SRI-KL
RAY@ILL-NTX
FNWC@I4-TENEX
BRL@SRI-KL
RETZ@SRI-KL
SKIP@USC-ISIB
RICHARDSON@USC-ISIB
RICHES@USC-ECL
GWEN@USC-ECL
OP-RIEDEL@USC-ISIB
RIES@LLL-COMP
RINDFLEISCH@SUMEX-AIM
OP-ROBBINS@USC-ISIB
ROBINSON@SRI-KL
JROBINSON@SRI-KL
RODRIQUEZ@SRI-KL
MARTIN@USC-ISI
ROM@USC-ISIC
ROMIEZ@I4-TENEX
ROSE@USC-IS!
ROSEN@SRI-KL
BARBARA@I4-TENEX

ROTHENBERG@USC-ISIB
RUBIN@SRI-KL
JBR@SU-AI
RUBINSTEIN@BBN-TENEXD
RUDY @USC-ECL
RUGGERI@SRI-KA
RULIFSON@PARC-MAXC
DALE@USC-ISIB
SACERDOTI@SRI-KL
SAGALOWICZ@SRI-KL
ALS@SU-AI
SANTONI@USC-ISIC
SATTERTHWAITE@PARC-MAXC
SAWCHUK@USC-ECL
CPF-CC@USC-IS!
SCHELONKA@USC-ISI
SCHILL@USC-ISIC
SCHILLING@USC-ISI
SCHULZ@SUMEX-AIM
SCOTT@SUMEX-AIM
CPF-CC@USC-IS!
OP-SEATON@USC-ISIB
SENNE@LL
NORM@RAND-UNIX
AFWL@14-TENEX
SHEPPARD@LL-ASG
SHERWIN@USC-ISI
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SHERWOOD@SRI-KL
SHORT@SRI-KL
SHORTLIFE@SUMEX-AIM
SHOSHANI@BBN-TENEX
MARTIN@USC-ISI
UCLA-NMC@USC-ISIE
SDL@USC-ISIC
SKOCYPEC@USC-IS
SLES@USC-ISI
SLOTTOW@UCLA-CCN
NOAA@14-TENEX
SMALL@USC-IS!
DAVESMITH@PARC-MAXC
DSMITH@RAND-UNIX
SMITH@SUMEX-AIM
SMITH@USC-ECL
MARCIE@I4-TENEX
USARSGEUR@USC-ISI
LOGICON@USC-ISI
EPA@SRI-KL
SONDEREGGER@USC-ISIB
SPEER@LL
AMICON-RN@USC-IS]
SPROULL@PARC-MAXC
PROJX@SRI-KL
STEF@SRI-KA
STEFIK@SUMEX-AIM

TBepk!

STEPHENS@SRI-KA
CFD@I4-TENEX
STOCKHAM@SRI-KA
STOTZ@USC-ISIB
ALLEN@UCLA-SECURITY
STOUTE@MIT-ML
STRADLING@SRI-KL
STROLLO@PARC-MAXC
UCLA-0638@UCLA-CCN
CRT@SRI-KA
SUNSHINE@RAND-UNIX
SUTHERLAND@SRI-KL
SUTHERLAND@RAND-UNIX
SUTHERLAND@PARC-MAXC
SUTTON@USC-ISIC
SWEER@SUMEX-AIM
TAFT@PARC-MAXC
TAYLOR@USC-ISIB
TAYLOR@PARC-MAXC
TAYNAI@SUMEX-AIM
TEITELMAN@PARC-MAXC
TENENBAUM@SRI-KL
GREEP@RAND-UNIX
TERRY @SUMEX-AIM
TESLER@PARC-MAXC
THACKER@PARC-MAXC
PWT@RAND-UNIX

TIPPIT@USC-ISIE
TOBAGI@USC-ISIE
TOGNETTI@SUMEX-AIM
TORRES@SRI-KL
TOWNLEY @HARV-10
ELINA@UCLA-ATS
TUCKER@SUMEX-AIM
TUGENDER@USC-ISIB
LLLSRG@MIT-MC
UNCAPHER@USC-ISIB
NOSC@SRI-KL
UNTULIS@SRI-KL

MIKE @UCLA-SECURITY
AARDVARK@UCLA-ATS
UZGALIS;BIN(0836)@UCLA-CCN
VANGOETHEM@UCLA-CCN
VANMIEROP@USC-ISIB
VANNOUHUYS@SRI-KL
VEIZADES@SUMEX-AIM
VESECKY@USC-IS
AV@MIT-DMS
VICTOR@USC-ISIC
VIDAL@UCLA-SECURITY
OP-VILAIN@QUSC-ISIB
RV@RAND-UNIX
SDL@USC-ISIC
VOLPE@SRI-KL



VONNEGUT@I4-TENEX
VU@SRI-KL
WACTLAR@CMU-10A
WAGNER@USC-ISI
WAHRMAN@RAND-UNIX
WALDINGER@SRI-KL
WALKER@UCLA-SECURITY
WALKER@SRI-KL
WALLACE @PARC-MAXC
EVE@UCLA-SECURITY
LOGICON@USC-IS]
DON@RAND-UNIX
WATSON@USC-ISIC
WEIDEL@USC-ECL
WEINBERG@SRI-KL
JLW@MIT-AI
LAUREN@UCLA-SECURITY
WEISSMAN@I4-TENEX
WELLS@USC-ISIC
GERSH@USC-IS!
WETHEREL@LLL-COMP
RWW@SU-AI
SCRL@USC-ISI
TWHELLER@SRI-KA
MABREY @SRI-KL
WHITE@PARC-MAXC

1978: lNepBbI cnamep, [apun TBepk!

WHITE@SUMEX-AIM
WIEDERHOLD@SUMEX-AIM
WILBER@SRI-KL
EPG-SPEC@SRI-KA
WILCOX@SUMEX-AIM
WILCZYNSKI@USC-ISIB
WILE@USC-ISIB
OP-WILLIAMS@USC-ISIB
WILSON@USC-ISIB
TW@SU-A

SCI@USC-ISI
WISNIEWSKI@RAND-UNIX
WOLF@SRI-KL
PAT@SU-AI
NELC3030@USC-ISI
WYATT@HARV-10
LEO@USC-ISIB
YEH@LLL-COMP
YONKE@USC-ISIB
YOUNGBERG@SRI-KA
ZEGERS@SRI-KL
ZOLOTOW@SRI-KL
ZOSEL@LLL-COMP



1978: lepBbIN cnamep, ['apn TBepk!

1
-

DIGITAL WILL BE GIVING A PRODUCT PRESENTATION OF THE NEWEST MEMBERS OF THE
DECSYSTEM-20 FAMILY; THE DECSYSTEM-2020, 2020T, 2060, AND 2060T. THE

DECSYSTEM-20 FAMILY OF COMPUTERS HAS EVOLVED FROM THE TENEX OPERATING SYSTEM
AND THE DECSYSTEM-10 <PDP-10> COMPUTER ARCHITECTURE. BOTH THE DECSYSTEM-2060T
AND 2020T OFFER FULL ARPANET SUPPORT UNDER THE TOPS-20 OPERATING SYSTEM.

THE DECSYSTEM-2060 1S AN UPWARD EXTENSION OF THE CURRENT DECSYSTEM 2040

AND 2050 FAMILY. THE DECSYSTEM-2020 IS A NEW LOW END MEMBER OF THE

DECSYSTEM-20 FAMILY AND FULLY SOFTWARE COMPATIBLE WITH ALL OF THE OTHER
DECSYSTEM-20 MODELS.

WE INVITE YOU TO COME SEE THE 2020 AND HEAR ABOUT THE DECSYSTEM-20 FAMILY
AT THE TWO PRODUCT PRESENTATIONS WE WILL BE GIVING IN CALIFORNIA THIS
MONTH. THE LOCATIONS WILL BE:

TUESDAY, MAY 9, 1978 -2 PM
HYATT HOUSE (NEAR THE L.A. AIRPORT)
LOS ANGELES, CA

THURSDAY, MAY 11, 1978 - 2 PM
DUNFEY'S ROYAL COACH
SAN MATEO, CA
(4 MILES SOUTH OF S.F. AIRPORT AT BAYSHORE, RT 101 AND RT 92)

A 2020 WILL BE THERE FOR YOU TO VIEW. ALSO TERMINALS ON-LINE TO OTHER
DECSYSTEM-20 SYSTEMS THROUGH THE ARPANET. IF YOU ARE UNABLE TO ATTEND,
PLEASE FEEL FREE TO CONTACT THE NEAREST DEC OFFICE

FOR MORE INFORMATION ABOUT THE EXCITING DECSYSTEM-20 FAMILY.



[lepBbIN aHTUCNAM

ON 2 MAY 78 DIGITAL EQUIPMENT CORPORATION (DEC) SENT OUT AN ARPANET
MESSAGE ADVERTISING THEIR NEW COMPUTER SYSTEMS. THIS WAS A FLAGRANT
VIOLATION OF THE USE OF ARPANET AS THE NETWORK IS TO BE USED FOR
OFFICIAL U.S. GOVERNMENT BUSINESS ONLY. APPROPRIATE ACTION IS BEING
TAKEN TO PRECLUDE ITS OCCURRENCE AGAIN.

IN ENFORCEMENT OF THIS POLICY DCA IS DEPENDENT ON THE ARPANET
SPONSORS, AND HOST AND TIP LIAISONS. IT IS IMPERATIVE YOU INFORM YOUR
USERS AND CONTRACTORS WHO ARE PROVIDED ARPANET ACCESS THE MEANING
OF THIS POLICY.

THANK YOU FOR YOUR COOPERATION.
MAJOR RAYMOND CZAHOR
CHIEF, ARPANET MANAGEMENT BRANCH, DCA



Cneundpuka gnsamHa SMTP

Hop-by-hop. PetpaHcnsauusa
y3en-y3sern

Store-and-forward. C
NPOMEXYTOYHbIM
XpaHeHunem

Bcerga nbitaeTcs
0NOCTaBUTD!

7-out ASCII

CkpbliTas ayteHTUdmMKaumns

27

AM- SATELLITE CIRCUIT
O mp
oTiP
APLURIBUS IMP
@ PLURIBUS TIP
@C30 IMP
WC30TIP



Kak pabotaetr SMTP

MX Records
@ example.com IN MX smtp.example.com
smtp.example.com IN A 192.35.195.101

smtp.ecoupon.com
smtp.example.com

192.35.195.101
- MTA

64.57.76.19

MTA NS
%
+ (D

€lo]
Body

To: Sam@example.com

SWTp @ ,

SMTP

NE

exchange.example.com

- Joe@ecoupon.com
> |

Sam@exchange.example.com



ELle HeMHOro TEPMUHOITIOTNN

smtp.ecoupon.com
64.57.76.19

Envelope

Headers

Body

ACK

SYN
,> < SYN-ACK

smtp.example.com
192.35.195.101

BN =

<<
>>
<<
>>
<<
>>
<<

>>
<<
>>
>>
>>
>>
>>
>>

>>
>>
>>
>>
>>
<<
>>
<<

220 smtp.example}com ESMTP

HELO mail.ecoupon.com

250 smtp.example.com

MAIL FROM: <joe(@ecoupon.com>

250 sender <joe(@ecoupon.com> ok
RCPT TO: <Sam@example.com>

250 recipient <Sam@example.com> ok

DATA

354 go ahead
From: joe Dude <joe(@ecoupon.com>
To: Sam Snakeskin <Sam(@example.com>

Subject: Overslept Again! :-(

Date: Mon, 5 March 2008 20:57:13 -0700

X-SpamScore: 100

Sam!!

I screwed up my alarm again and I'm going to be late to

this morning’s meeting.
_joe

250 ok
QUIT
221 smtp.example.com

Can you cover for me?




[TpocTon ceaHc SMTP cBs3u

Connected to alln-mx-0l.cisco.com.
Escape character is '7]’.

220 alln-inbound-a.cisco.com ESMTP
HELO dir.ua

250 alln-inbound-a.cisco.com

MAIL FROM:<prod@dir.ua>

250 sender <prod@dir.ua> ok

RCPT TO:<prodiono@cisco.com>

250 recipient <prodiono@cisco.com> ok

DATA

354 go ahead

Subject: The simplest email message

From: Pavel Rodionov <prod@dir.ua>

To: Pavel Rodionov (prodiono) <prodiono@cisco.com>

Just basic headers and a short body.

250 ok: Message 5395042 accepted
QUIT

221 alln-inbound-a.cisco.com
Connection closed by foreign host.



What 1s MX recond DNS
tor hostZ.doW" Does hostl.bel.com exist ?
L N\

SMTP

MapLwpyTtunsaumsa Email: DNS MX 3anucu
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UTto Takoe MX 3anucmn?

DNS RR onpeneneH B RFC5321

Onpegensiet mailhost — wno3 SMTP- anga 3oHbl (aomeH nnn FQDN)

Takxe onpenensiet preference value (“‘npuopurter”)

Co wnto3amm SMTP (mail exchangers) c cambiMm HU3KUM “preference value” KOHTaKT yCTaHaBIMBAETCA B
nepByto ovepeab

Co wn3amu SMTP ¢ ognHakoBbiM "preference value” KOHTaKT yCTaHaBIMBaETCS NO ovepean

OB6bIYHO cnamMepbl BHAYare nbiTatoTcsa OTnpaBnTb NUCbMO Yepes W3 ¢ boree
BbICOKUM “preference value” (HU3KUN NPUOPUTET)

DNS MX obecneumnBatoT
OTKa30yCTOMYMBOCTL (PasHbI NPUOPUTET)

(0OBOSIBHO Hensoxyto) banaHcnMpoBKy (0AMHAKOBLIN NPUOPUTET)



MX npumepbl

$ host -t mx cisco.com

cisco.com mail is handled by 10 alln-mx-01.cisco.com.
cisco.com mail is handled by 20 rcdn-mx-01.cisco.com.
cisco.com mail is handled by 30 aer-mx-©l1l.cisco.com.

$ host -t mx yahoo.com

yahoo.com mail is handled by 1 mta5.am@.yahoodns.net.
yahoo.com mail is handled by 1 mta7.am@.yahoodns.net.
yahoo.com mail is handled by 1 mta6.am@.yahoodns.net.

$ host -t mx rada.gov.ua
rada.gov.ua mail is handled by 10 webmail.rada.gov.ua.



MapwpyTtmnsauma email Ha Cisco ESA: SMTP Routes

SMTP Routes

Success — SMTP Route for "issp.ua" was submitted.

SMTP Routes List

Items per page <

Add Route... | Import Routes... |
All

Receiving Domain Destination Hosts Delete
issp.ua usedns B
pacifica.kz 10.148.254.250 B

skibastards.org

10.148.154.251

All Other Domains

(not defined)

Export Routes...




Bounces: YnpasnsawoLwum npotokon Email



UTto Takoe Bounces?

- OTnpaBuTenb yBeOOMSET Nony4daTens O pasfinyHbIX COCTOAHUAX OLLMOOK C NOMOLLLIO
bounces

- KpaTtko, oTrnpaBuTento nepenarTcs YACIIEHHbIE KOAbl OLLNDOOK (M, BO3MOXHO, HEKOTOPbIN
TEKCT, KOTOPbIW CONPOBOXAAET 3TN OLLUNOKN)

 [lenctBua no nosydeHnto Bounces 3aBUCAT OT OoTnpaBuUTens

« CnamboTbl 00bIMHO HEe NnoHuMalT bounces

[MpocTon NyTb OOHapPYXeHUs1 cnamepoB
Greylisting

- Bounce spam: pegko HO apPeKTUBHO!

« JTO 3BYYUT CTPaHHO, HO bounces HUKorga He OOJTKHbI
oTbpacbiBaTbCsA/UrHopuUpoBaTbcAa/cOpackbiBaTbCA



Bounces no cepbe3HOoCTH

Soft Bounces

421 Please Try Again Later

 BpemeHHble owmnbku

«  OTtnpaBuTenb CHOBA NOMECTUT
coobLeHns B odepedb 1 nonbiTaeTcs
elle pas3

* [lepunopg no ymonyaHuio: 4 yaca

37 © 2015 Cisco and/or its affiliates. All rights reserved

Hard Bounces

500 No Such User

[MTOCTOSAHHbIE OLLNOKK

OTtnpasuTens copocut
coobLlieHne n ysegomuT
nonb3oBartens no email

37



Bounces nNo NCTOYHUKY

Inline (B npouecce obuweHuns) Out-of-band (OTnoxeHHble)
Bounces Bounces

MAIL FROM: <>

From: Mail Delivery Subsystem <MAILER-DAEMON@cisco.com>
To: <prodiono@cisco.com>

Subject: Returned mail: see transcript for details

220 alln-inbound-i.cisco.com ESMTP

EHLO dir.ua
250-alln-inbound-i.cisco.com
250-8BITMIME

250-SIZE 33554432

250 STARTTLS

MAIL FROM: provocateur@internet.org

250 sender <provocateur@internet.org> ok
RCPT TO: ren.zhengfei@huawei.com

550 #5.1.0 Address rejected.

The original message was received at Wed, 19 Nov 2014
08:42:04 -0600
from localhost.localdomain [127.0.0.1]

----The following addresses had permanent fatal errors ----

<asdfg@cisco.com>
(reason: 550 5.1.1 <asdfg@cisco.com>... User unknown)

————— Transcript of session follows -----
. while talking to outbound.cisco.com.:

DATA
<<« 550 5.1.1 <asdfg@cisco.com>... User unknown
550 5.1.1 <asdfg@cisco.com>... User unknown

38 © 2015 Cisco and/or its affiliates. All rights reserved.



[Ipumepbl Bounces

To: <prodiono@cisco.com>
From: Mail Delivery System <MAILER-DAEMON@rcdn-
iport-2.cisco.com> 220 mx1.hc4-93.c3s2.smtpi.com ESMTP
Subject: Delivery Status Notification (Failure) EHLO linux.hr
250-mx1.hc4-93.c3s2.smtpi.com
The following message to <mshademan@hr- 250-8BITMIME
communication.com> was undeliverable. 250-SIZE 10485760
250 STARTTLS
The reason for the problem: MAIL FROM: prod@linux.hr
250 sender <prod@linux.hr> ok
5.4.7 - Delivery expired (message too old) RCPT TO: prod@dir.ua
"timeout’ 452 Too many recipients received this hour

39 © 2015 Cisco and/or its affiliates. All rights reserved.



[Ipumepbl Bounces

220 mx1l.hc4-93.c3s2.smtpi.com ESMTP
ehlo bla
250-mx1.hc4-93.c3s2.smtpi.com
250-8BITMIME

250-SIZE 10485760

250 STARTTLS

mail from: spammer@spamspam.spam

250 sender <spammer@spamspam.spam> ok
RCPT TO: prod@dir.ua

550 #5.7.1 Your access to submit messages to
this e-mail system has been rejected.

40 © 2015 Cisco and/or its affiliates. All rights reserved.

To: <prodiono@cisco.com>

From: Mail Delivery System <MAILER-DAEMON@rcdn-iport-
6.cisco.com>

Subject: Delivery Status Notification (Failure)

The following message to

<Waleed Al-

Basheer/Bahrain/GBM/NBR@dO®6m1300. portsmouth.uk.ibm. com>
was

undeliverable.

The reason for the problem:

5.1.2 - Bad destination host 'DNS Hard Error looking up
do6ml300.portsmouth.uk.ibm.com (MX): NXDomain'
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OnacHocTtb Bounces

- Bounce coolLieHnss MoryT Mcnosib3oBaTbCs A5 AOCTaBKM Spam

- He nonagantecb Ha omiKMHroBble bounce coobLLEeHNA — 3TO MEXaHU3M YBEAOMITEHUA, OHU MOYTU
HUKOrQda He NPOCSAT Bac YTO-TO NpeanpuHATL!

- Spambots BbI3bIBAET bounce cnam ¢ nepeHanpasneHHbIMK bounces

- Backscatter ataka — Hanbonee BbirogHbin Email DDoS

1. Hawnmmute botnet

2. [logpenanTte MUNMMOHBLI COOOLLEHNI HA HECYLLIECTBYHOLLMX NoyvaTernien n nocraBbte obpaHbIn agpec
Bawewn uenn DDoS

3. [lpoHabntoganTe, Kak UX NoYToBad cMcTemMa ynagert nog notokom Bounce coobLyeHun.

« OpdekTnBHblie kKoHTpMepbl — SPF, DMARC n BATV (Bce nogaepxumnsatotca Cisco Email Security)



Cisco Email Security: npodounn Bounces

Profile Name:

Maximum Number of Retries:

Maximum Time in Queue:

100
(between 0 and 10000)

|259200 seconds

{between 0 and 3000000)

Initial Time to Wait per Message:

Maximum Time to Wait per Message:

|60 seconds

(between 60 and 86400)

|3600 seconds

{between 60 and 86400)

Hard Bounce and Delay Warning Messages:

Send Hard Bounce Messages:

© Use Default (Yes) © Yes © No
Use DSN format for bounce messages:

© Use Default (Yes) © Yes © No

Message Composition

Message Subject: Delivery Status Notification (Failure)

Parse DSN "Status" field © yse Default (No) © Yes © No
from bounce responses:

Notification Template: System Generated
Preview Message =

[Tpodunb no
yMon4aHuto dyaet
NblITaTbCA OCTABUTb
coobLleHne 3 aHS

Bbl MOXeTe co3aaTtb
NOMONHUTENbHbIE
npodunu u
Ha3Ha4YUTb UX Ha
KaXabi oOMeH!



Cisco Email Security: Bounce Verification

Bounce Verification

Success — New current key added.

Bounce Verification Settings

Action when invalid bounce received: Reject

Smart exceptions to tagging: | Enabled

Edit Settings

43

Bounce Verification Address Tagging Keys

New Key... I Clear All Keys

Address Tagging Keys ‘ Status

123456 Current
(see Mail Policies > Destination Controls to set or view destinations which have Bounce Verification Address Tagging enabled)

Purge Keys = Not used in one month

Key: | Current || Previously used |
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MIME: OtnpaBka ntoboro KOHTEHTa
yepes 7-out ASCII
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Yto Takoe MIME?

Multipurpose Internet Mail Extensions, onpeaeneH B RFC2045-2049

MeToa kogmpoBaHUa NOOOro KOHTEHTAa, YTOObI NepeaaTb ero Yepes 7-6ut SMTP

[anbHenwee pa3BuTMe A00aBUIO NOAAEPKKY ONPeaereHHOro KOHTEeHTa ANs
3allnpoBaHHbIX Y NOANMUCAHHbBIX JaHHbIX

[To3ke OH Ha4asn WMPoKO ncnonb3oBaTbCs B Apyrux texHonoruax: HTTP, FTP, obwas
KOOMpOBKa AaHHbIX (mime Tunbl)



AHaToMusa NoYTOBOIO COO0LLIEHUSA

Y Y Y | '|
5 1 1 = | =k L = e —
el | ﬁ? =1l - [ - g| L, @ Fﬁj = | |
v = - Redirect All He_;ders = =
Cet Mail Write Address Book Compact Reply Reply All Forward Delete Junlke Print Previous Mext 5
Fcldfrs view: | All |_i: Q, ~ subject Or Sender -
w ) Curt@hotmail.com . A — - —
— © & Subject ® Sender & | Date L=t
= Inbox
& Trash Motes on Anti-Spam Craig Johnson 9f27/05 19:13 -
: [Bug 18735] Mew: CUIl summary for log subscriptions uses wr... bugzilla@bugs.ironport.com 1071705 18:47
[Bug LE740] Mew: Manage Quarantine by Rule (WOF) does not ... bugzilla@bugs.ironport.com LA 7 m
e Here is that jpeg = Craig Johnson © 15:45 .
w Subject: Here is that jpeg
\:rom: Craig Johnson <Craig@mailbox.com> 3§
Date: 15:45

To: CurtVon <Curt@hotmail.com> 1

A teXt . Please let me know when vou get this -
message 0
(in HTML)

el LA

3 LOGIN »

T Minus Scan
2 I
A binary —
Mo

attachment , | _ |

(d iSpIayed - Artachments: * Av-Options.ipg _* Craig Johnson.vcf\
inline) " A couple of
attachments

4
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AHaTOMMA NOYTOBOIO CcOO0LLEHUSA (2)

From: Craig Johnson<Craig@mailbox.com>
Subject: Here is that jpeg
To: Curt Von <curt@hotmail.com>

MIME-version: 1.0 _ MIME multipart/mixed + Boundary 11111
Content-type: multipart/mixed; boundary="Boundary 11111" e —

[Mpeambyna

This is a multi-part message in MIME format. 4

--Boundary 11111 . .
Content_tige: multipart/alternative; MIME multipart/alternative + Boundary 22222

boundary="Boundary 22222" ¢

--Boundary_ 22222
Content-type: text/plain; format=flowed; charset=us-ascii
Content-transfer-encoding: 7bit

Please let me know when you get this! ° Alternative Text Part

--Boundary 22222
Content-type: text/html; charset=us-ascii
Content-transfer-encoding: 7bit

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
<html> Alternative HTML Part

N @
</html>

Closing multipart/alternative (Boundary 22222)

--Boundary_22222- - ¢

Next container boundary
--Boundary_ 11111 °




AHaToMusa NOYTOBOIO COODLLEHUA

Content-type: image/jpeg; name=AV-Options.jpg

Content-transfer-encoding: baseb64 I/I306pa>|<eH|/|e B NMUCbMOE

Content-disposition: inline; °
filename=Antivirus-Options.jpg

/93 /4RAQSkZIRGABAQEAYABGAAD/ 2wBDAAGGBgCcGBQgHBWcIJCQgKDBONDASLDBkSEWSUHROf
KACii1gA0000AKKKKAC111gA000OAKKKKACiiigD/9k=

--Boundary 11111

Content-type: text/plain; CHARSET=us-ascii; name="Craig Johnson.vcf" . ,
Content-transfer-encoding: 7bit . [lpucoegmnHeHHbIn Text/plain vcard

Content-disposition: inline; filename="Craig Johnson.vcf"

BEGIN:VCARD
VERSION:3.0
N:Johnson;Craig;;;

END:VCARD

~-Boundary 11111-- 3akpbiTne




Cisco ESA: ObpaboTtka Tena nmcbma
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Eit Dictionary

Dictionary Properties

n

Add Terms:

Separate multiple entries witt
Weight: (2) 4

Message Body or Attachment
Message Body

URL Category

URL Reputation

Message Size

|Attachment Content

Attachment File Info
Attachment Protection
Subject Header

Other Header

Envelope Sender
Envelope Recipient
Receiving Listener
Remote IP/Hostname
Reputation Score

DKIM Authentication

SPF Verification

S/MIME Gateway Message
S/MIME Gateway Verified

Cancel

Attachment Content Help

Does the message contain an attachment that contains text
matching a specified pattern? This rule attempts to scan only
content which the user would view as being an attachment.

Contains text:
I *

Contains smart identifier:
ABA Routing Number

© Contains term in content dictionary:
DictionaryWithColons

Number of matches required: |1 (1-1000)

For content dictionaries, the number of matches is based on term
weight.

(*) accepts regular expression

1 numbers.
Number of terms: 3
Weight Delete

1 W
1 W
1 W




[1obaBneHHble YHKLNY
b6e3onacHocT SMTP



ESMTP

- basoBbIn “ITpocTon NPOTOKOM Nepeaayn NoYTOBbIX COODLLIEHN» cTan ObICTPO cTan CIULWKOM
npocTbim!

-« ESMTP nossonsieT onpeaenntb paclumpeHns 6a3oBoro cepeuca

- Habonee 4yacTto ucnonbdyemble pacumpeHuss SMTP:

AUTH STARTTLS

8BITMIME SIZE



Uto Takoe STARTTLS?

- SMTP pacwupeHne, onpeaeneHHoe B RFC3207

- CepBep coobuwaet o nogaepxke TLS ¢ nomowbio yBegomnernust “STARTTLS” B oTeTe
Ha EHLO

« KnneHT nHuummnpyet TLS ¢ nomoLbio npocton kKomaHabl 6e3 aprymeHToB: STARTTLS
* [MoutoBbin w3 HE OOJIKEH TtpeboBaTh ncnons3osate STARTTLS

- Ecnn tpebyetca TLS, ncnonbaynte nopt 587/TCP (“mail submission”)



SMTP obweHne n STARTTLS

$ gnutls-cli -s -p 25 --crlf -insecure mx1.hc4-93.c3s2.smtpi.com

220 mx1l.hc4-93.c3s2.smtpi.com ESMTP
EHLO dir.ua
250-mx1.hc4-93.c3s2.smtpi.com
250-8BITMIME
250-SIZE 104857600
250 STARTTLS
STARTTLS
220 Go ahead with TLS
*** Starting TLS handshake
- Ephemeral Diffie-Hellman parameters
[...]
- Key Exchange: DHE-RSA
- Cipher: AES-128-CBC
- MAC: SHA1
Compression: NULL
MAIL FROM: prod@dir.ua
250 sender <prod@dir.ua> ok
RCPT TO: prod@dir.ua
250 recipient <prod@dir.ua> ok
QUIT
221 mx1.hc4-93.c3s2.smtpi.com
- Peer has closed the GnuTLS connection
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Cisco Email Security: yctaHoBku TLS

« TLS HacTponkn anst BXoaaLWwen N NCXoasilen nodTbl BbIKITHOYEHbI MO
YMOMNYaHUIo

- Tpw ypoBHA ©6e30NacHOCTM, NO YMONMYaHUIO NPEeanoYTUTENbHbIN

- ObsA3arenbHbI YCTaHABNUBAETCS AS1A KaXKQoM rpynnbl, JOMEHa UM crnmcka
aJpecoB

Encryption and TLS: | © Use Default (Preferred) © Off © Preferred © Required
Authentication:

TLS is Mandatory for Address List: None ~

A security certificate/key has not been configured and assigned to a listener. (See
Network > Certificates.) Enabling TLS will automatically use the "Demo”
certificate/key for listeners.

T verify Client Certificate
SMTP Authentication: | @ Use Default (Off) © Off © Preferred © Required

If Both TLS and SMTP Require TLS To Offer SMTP Authentication
Authentication are enabled:




Uto Takoe SMTP AUTH?

« SMTP pacwupeHne, onpeaerneHHoe B RFC4954

- CepBep nokasbIBaeT NogaepXKy ayTeHTUPUKaumum ¢ nomoulbto ysegomnenmnsa “‘AUTH” B
otBeTe Ha EHLO, nocne yero yBeooMnseT o noaaepXnBaemMbix MeTogax
ayTeHTUgmKaunu.

« KnueHT ayteHTUdunumpyetrca ¢ nomouibo komaHabl AUTH v BeIOpaHHOro metoga

« [1o ymonyaHuto TpaHsauuu ayteHTudukaumm SMTP He 3awmndpoBaHbI

Ho 6onblumHctBo SMTP cepBepoB TpebytoT, 4ToObl nepen komanaon AUTH 6binu cornacoBaHbl
napameTpbl TLS

- Pacwupenne SMTP AUTH ayteHTuduumpyetr coeguHeHue, a He coobLleHmns!

- PekomeHpauua: ucnonb3ynte VPN ana nogknovyeHns K BHyTpeHHEeN no4YToBOU
cucrteme (B cnydyae Exchange mMoxHoO gononHutenbHO uUcnornb3oBaTb OWA)

Ecnn 3To No Kakum-To nNpuyrMHamMm HEBO3MOXXHO, OTKponTe Ang ayteHTudpukauum nopt 587/TCP Ha Email
Appliance



SMTP coegnHeHne n SMTP AUTH

220 mx1.hc4-93.c3s2.smtpi.com ESMTP
EHLO dir.ua
250-mx1.hc4-93.c3s2.smtpi.com
250-8BITMIME

250-SIZE 104857600

250-AUTH PLAIN LOGIN

250 AUTH=PLAIN LOGIN

AUTH LOGIN R BASEG4 encoded: “Username:”
334 VXNlcm5hbWue BASE64 encoded: “prod”
aGRvZ2FuCg== .- BASE64 encoded: “Password:”
334 UGFzc3dvcmQ6 Nope. ..
cGFzdm9yZGNpbmEK

235 2.7.0 Authentication successful
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phish-ing noun \'fi-shin\

MOLLUEHHUYECTBO, NP KOTOPOM
nonb3oBaTtens email BBooAaT B
3abnyxgeHune, 4To NO3BOSISIET HEMeranbHoO

L—I TO Ta Koe @ M LIJ M H r? NCMNOJ1b30BaTb €ro nepcoHalibHyrO UIin

KOHmaeHUManbHy0 MHOpMaLnIO.

Merriam-Webster Online Dictionary



KpaTtkaa ncropumsa puLlmnHra

[lepBoe ucnonb3oBaHme: 1996, alt.online-service.america-online

2001

[Mepemectuncs B Internet, HaueneH Ha nnaTeXHble CUCTEMbI
Jlerko oBGHapyXuTb, OLUNOKM B COOOLLIEHUSX. ..

2003

Ha 3agHem nnaHe OoTKpbIT NErMTUMHbLIN CaiT, a Ha nepegHeM — nogaenobHoe OKHO BBoAa MHdopMaL M.
Gartner coobLiaet o rnobdanbHbIX NOTePsaxX oT duLLMHIa Ha ypoBHe 2.4 mnpa USS.

2004

BHeapeHMe npoBepKkM AaHHbIX HA pearibHbIX canTax
Co3gaHue nosIHOCTbIO HeneranbHbIX CanToB Uy BoobpaxkaembiXx 6aHKOB U (pMHaAHCOBbLIX MpM.



HanomMnHaHue o0 TeEpMUHOOMNA

V!

smtp.ecoupon.com
64.57.76.19

Envelope

Headers

Body

SYN > < | smtp.example.com
SYN-ACK

oK > 192.35.195.101

BN =

<<
>>
<<
>>
<<
>>
<<

>>
<<
>>
>>
>>
>>
>>
>>

>>
>>
>>
>>
>>
<<
>>
<<

220 smtp.example.com ESMTP

HELO mail.ecoupon.com

250 smtp.example.com

MAIL FROM: <joe(@ecoupon.com>

250 sender <joe(@ecoupon.com> ok
RCPT TO: <Sam@example.com>

250 recipient <Sam@example.com> ok

DATA

354 go ahead

From: joe Dude <joe(@ecoupon.com>

To: Sam Snakeskin <Sam(@example.com>
Subject: Overslept Again! :-(

Date: Mon, 5 March 2008 20:57:13 -0700
X-SpamScore: 100

Sam!!

I screwed up my alarm again and I'm going to be late to
this morning’s meeting. Can you cover for me?

-joe

250 ok
QUIT
221 smtp.example.com




orotected by SPF

3awmta nHppacTpyktypy email: SPF




Sender Policy Framework

KpaTtkne ceBeneHus

- OnpeneneH B RFC7208, sameHnn RFC4408(bis) B anpene 2014

- B aByx crosax: 'lo3Bonser nonyyarensam nposepaTb |P agpec otnpasutens c
NOMOLLIbIO NPOCMOTPA CNcKa aBTOPM3OBaHHbIX LWN308 Email ans
onpeneneHHoro gomeHa B DNS 3anuncax

« cnonb3yet 3anmcn DNS TXT(16) (paHblue Morna ucrnonb3oBarbcd 3anmcb SPF
(Tun 99)

SPF RR 6bina otmeHeHa B RFC7208 n3-3a Hencnonb3oBaHUA 1 BO3MOXHOIO HEMOHMMaHUA

« Moxet nposepsateb SMTP HELO n MAIL FROM (FQDN)



PaboTta SPF

OnpenennTb, KTO MonyunTb
NMEeET NpaBo BXoJdLlee
OTNPaBNATb coefNHeHne

DNS TXT ObpaboTtaTb
RR 3anucb SPF

[MpoBepuTb
Nexopsawee M yoaneHHoin |P,
coobelleHue pPOCTO OTMpaBb HELO/EHLO,
MAIL FROM

OtnpaButb/
cbpocunTb/
KapaHTUH...




CemaHTnka SPF 3anucu

Bepcua SPF

acmilan.com IN TXT v=spfl ip4:77.92.66.4 -all

o



CemaHTuka SPF 3anuncu

« MexaHn3mbl U KBanudukaTopbl
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SOFTFAILL (~)

NEUTRAL (?)




[Tpumepbl 3anucen SPF

cisco.com IN TXT “v=spfl ipd:173.37.147.224/27 ipd:173.37.142.64/26
ip4:173.38.212.128/27 ip4:173.38.203.0/24 ip4:64.100.0.0/14 ip4:72.163.7.160/27
ip4:72.163.197.0/24 ip4:144.254.0.0/16 ip4:66.187.208.0/20 ip4:173.37.86.0/24" "
ip4:64.104.206.0/24 ip4:64.104.15.96/27 ip4:64.102.19.192/26
ip?i144.254.15.96/27 ip4:173.36.137.128/26 ip4:173.36.130.0/24 mx:res.cisco.com
Na »

amazon.com IN TXT “v=spfl include:spfl.amazon.com include:spf2.amazon.com
include:amazonses.com -all”

amazon.ses.com IN TXT “v=spfl 1ip4:199.255.192.0/22 ip4:199.127.232.0/22
ip4:54.240.0.0/18 ~all”

openspf.org IN TXT “v=spfl -all”
starlightmedia.tv. IN TXT "v=spf1 mx ~all"
npu.gov.ua. IN TXT "v=spf1 +mx -all’
rada.gov.ua. IN TXT

president.gov.ua. IN TXT
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UYTto He nenaet SPF

OcHoBHas Lenb SPF — 310 NnpoBepuTb, NPULLINO NN coobLleHne oT NerMTUMMHOro y3na.

[TpoBepsieT TONbKO KOHBEPT — 3arofioBku eLe MOXXHO nogaenarthb!

HononHsowas texHonorus, SenderlD, nposepsieT BoamoxxHoro otnpasutens (“Purported Responsible
Address”) B 3aronoBkax, HO UMEET MHOIro He4OCTaTKOB

He rapaHTMpyeT LenocTHOCTb COOOLLEeHUs

He npepoTBpallaeTr MexXgoMeHHOW noaaernku



SPF Ha ESA

Message Body or Attachment

O6bsAcCHeHMe
Pass SPF 3anucb onpegensieT, YTo y3en MOXeT OTnpaBssTb MNOYTY
Fail SPF 3anucb onpepgensieT, 4To y3en He MOXeT OTNPaBMATb NOYTY
. SoftFail SPF 3anucb onpeaensiet, 4To y3en He MOXET OTNPaBnATb NOYTY, HO HAXOAUTCSA B NEepPexogHOM
COCTOSIHUMN
- Neutral SPF 3anucb iBHO roBOPUT, 4YTO HAYEro He coobLlaeTcA NpPo COCTosIHUE y3na
None Y nomeHa HeT SPF 3anucwm
PermError Cnyuymnacb nepmaHeHTHas owunbKa (HenpaBunbHO cchopmMupoBaHHasn 3anucb SPF
TempError Cnyuunacb nepexogHasi owunbka (dpopmupoBaHue DNS 3anucm)

Receiving Listener

Remote IP/Hostname

Reputation Score SPF/SIDF Verification: | @ Use Default (On) © On © Off

‘ ‘ «  Korpa BkntoueH SPF, ESA wtamnyer
QDE Varifiratinn Help | . __ _ e

accept a,
reject 14

accept but mark

rcd
accept

accept
unspecified

accept or reject

DKIM Authentication Conformance Level: | | Default (SIDF Compatible)
SPF Verification Downgrade PRA verification result if 'Resent- | © yse Default (No) No Yes
Sender:' or 'Resent-From:' were used:
S/MIME Gateway Message
HELO Test: | @ Use Default (On) Off On

S/MIME Gateway Verified




Nyyiwine npaktukmn SPF

BknoyanTte B Bawu 3annucu “-all’

[lepecMmoTpuTe BCe NErMTUMHbIE CepBepa, KOTOPbIe OTNPAaBMASAOT NOYTY OT BaLLEro
NMEHW

MwurpupytoLwime nonb3oBartenu OoMmKHbl ncnosb3oBaTb Unn SMTP authentication, nnu
VPN ans otnpaBkm email. VPN npegnoytntensHee ¢ TOYKM 3peHna 6e30nacHOCTU U
NpaBUINbHOIro AnsanHa.

[Nobasbre HELO/EHLO wnoeHTndoukaumio Bawwux relay yanos B 3anucu SPF

He 3abyaobre nobasutb SPF 3anucu anga sawmx nogaoMeHoB

[1na Bcex Bawmx 4OMeHOB/Noga0MeHOB, KOTOPbIe HE OTNPaBsAT NOYTY, NyONuKymnTe
Hyrnesble SPF 3anuncu

nomail.domain. com. IN TXT "v=spfl -all”

MX MmexaHu3M BKno4vanuTe TONbKO OS5 TEX BXOAALMX CEPBEPOB, KOTOPbIE AEUCTBUTENBHO
OTNPaBIAT UCXOAALLYHO NOYTY.
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The growth of the Internet has caused email systems to grow increasingly
complex, with spam, phishing, and forgery attacks plaguing users globally.
DKIM was created to allow internet service providers to verify a sender’s identity.
To understand how this is possible, we need to first understand how email works.

3awmTta nHppacTpyktypbl email: DKIM

© 2015 Cisco and/or its affiliates. All rights reserved.



Domain Keys ldentified Mall

- OnpepeneHo B RFC5585

OononHutenbHble RFCs: RFC6376 (DKIM nognucn), RFC5863 (DKIM
pa3suTue, passepTbiBaHne n pabora), RFC5617 (Author Domain Signing
Practices (ADSP))

- B ABYyx crnoBax: onpegenseTr MeToA Kpuntorpadpunyeckon noanmcu
NCXOASILLMX COOOLLLEHMW Ha LUIKO3€e, BKOYada NMPOBEPOYHbIE JaHHbIE B
3aronoBOK NUCbMa U NyTW ON4a nonydyaTtenemn anga npoBepPKu
LEernoCTHOCTU COODLLEHNN

« MicnonbayeT 3anncu DNS TXT ana nybnukaumm nyonmyHbIX Knoven
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Pabota DKIM

Nexopswee
cooOLeHne

[eHepauus
napbl KNno4veu

KaHoHM3auus
+

[Noanucb

BcTtaBka
DKIM-noanucu

mmmmmy DNS TXT RR

[Tpuem
coooLeHns

Pa3top DKIM-
noanucu

[MpoBepka
b nbh

[loctaBka/
cbpoc/
KapaHTUH. ..




DKIM nognuco

Anropntmsl . . Cxema KaHOHM3aumn
DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed;

VineHTudukatop JoMeHa  d=omail.com; $=20120113; .
lMoanucahHbie 3aronoBM  h=mime-version:date:message-id:subject:from:to:content-type;
Xelul 3aronoBKoB e bh=pMD4ZYidlvn/f7RZAy6LEON+d+W+AD1VSR6I0zrYofA=;

Xel Tena e b=n3EBXT5DwNbeISSYpKT6zOKHEb8ju51F4X8H2BKhDWkOYpOk8DuU4zgLh
srfeFCvf+/2XEPNQaIVtKmEOh7ZTI8yvV61DEQtIQQWaQ/RA7WsNATjg4B
JAXPR+yF6XWLLCcQqMwzsgLxC3pQAPw3Lp7py9C62nauei3nLEmOgLnXYsh
UvgeIS+qfIBOKeMby9WUsgRecg@AWX8DFb8gxXHQH8WKF J96KitB61iPF(q
ufIOTaZWMhiFnL+NHRO6VOPWsCQhsSccuk@eTDu9Uqyf8bDn4opkhg7tZ
SyGhUFeuqwxJoCJcghGf7edZ00IgZtEcuxLMcgl+mpSje2YIfeXgFRg==

Cenekrtop




N3Bne4veHue nybnunyHoro krnoda DKIM

- DNS 3anpoc:
<selector>. _domainkey.<SDID>
« Hanpumep:

20120113. domainkey.gmail.com IN TXT “k=rsa\;
p=MIIBIjANBgkqhkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEA1KA87/UeJjenpabg
bFwh+eBCsSTrgmwIYYvywlbhbgoo2DymndFkbjOVIPI1dNs/m40KF+yzMnlskyo
XcTUGCQs8g3FgD2Ap3ZB5DekAo5wMmk4wimDO+U8QzI3SDO" "7y2+07wlINWwIt
8svnxgdxGkVbbhzY81i+RQ9DpSVpPbF7ykQxtKXkv/ahW3KjViiAH+ghvvIh
kx4xYSIc9oSwVmMA150ctMEeWUwg8Istjqz8BZeTWbf41fbNhte7Y+YqZOwqlS
doDbvYADONOZK9v1fuac@598HY+vtSBczUiKERHV1yRbcaQtZFh5wtiRrNO4B
LUTD21MycBX5jYchHjPY/wIDAQAB”



[Tpobnema c coobuweHmnsamm DKIM n ADSP

- Camas bonblaga npobrnema, ceszaHHbls ¢ DKIM, aTo oTcyTCTBME NPSIMOro
yBEOOMITEHUS.

HenoanucaHHble cOOBLLLEHUS MOTYT MPUATN HENPOBEPEHHbIE

« ADSP (Author Domain Signing Practices, RFC5617) — ato pacwupeHue Kk DKIM
DNS-meToa ons AOMeHOB OTnpaBuUTeNen Ang yBegoMIeHuns, 4To OHN NoA4NUCLIBAKOT COO0LLLEHNS

[MpocTtas 3anmnck B DNS TMna ”_adsp. _domainkey.<domain>", koTopasi Coaep>XXutb TOSTbKO
dkim=unknown|all|discardable

- B Hos6pe 2013 ncnonbsosaHne ADSP odmumansHO rnpekpalleHo U3-3a OTCyTCTBUE
pa3BepTbiBaHUA

_adsp. _domainkey.yahoo.com IN TXT “dkim=unknown”



DKIM Ha ESA

- DKIM HacTpounku Ha ESA

Domain Key/DKIM Signing:

© Use Default (Off)

' Off

DKIM Verification:

© Use Default (Off)

Oon © Off

Use DKIM Verification Profile:

- Vcnonb3ynte dounbTp KOHTEHTA
Onga npuMeHeHus NonnTUK Ha
OCHOBE pe3ynbLTaToB NPOBEPKU

- OTnpaenanTe coobLEHNS B
KapaHTWUH OJ19 MPOBEPKU

noaaenok

Message Body or Attachment

Message Body

URL Category

URL Reputation
Message Size
Attachment Content
Attachment File Info
Attachment Protection
Subject Header
Other Header
Envelope Sender
Envelope Recipient
Receiving Listener
Remote IP/Hostname

Reputation Score

DKIM Authentication

SPF Verification
S/MIME Gateway Message
S/MIME Gateway Verified

DKIM Authentication
Is DKIM Authentication Passed?

DKIM Authentication Result:
Is ~ Pass t]

Neutral (message not signed)

Temperror (recoverable error occurred)
Permerror (unrecoverable error occurred)
Hardfail (authentication tests failed)
None (authentication not performed)




Ncexoaawmmn DKIM. Moanuek coodbleHunn

- Hactpownkn nognmucm DKIM coobLieHumn

Outbound DKIM Verification

Profile Name: IDKIM TEST

Smallest Key to be Accepted: = 512 ~ Bits

Largest Key to be Accepted: | 2048 ~ Bits

Maximum Number of Signatures in the Message = @ Use Default (5) © |5
to Verify:
Key Query Timeout Limit: | @ yse Default (10 |1O Seconds
Seconds)
Limit to Tolerate Wall Clock Asyncronization = @ yse Default (60 ® IGO Seconds

Between Sender and Verifier: | Seconds)

Use a Body Length Parameter: = @ yes® No

SMTP Action for Temporary Failure: = @ Accept® Reject

Change SMTP Response Settings
Response Code: 451

Description: #4.7.5 Unable to verify signature - key
server unavailable

SMTP Action for Permanent Failure: | © Accept® Reject

Change SMTP Response Settings
Response Code: 550

Description: #5.7.5 DKIM unauthenticated mail is
prohibited




3au_u/|Ta MHquaCprKTypbl email: DMARC



Kak noasunca DMARC

Kak DKIM, Tak n SPF, nmetotT cBon HegocTaTku. He n3-3a nnoxoro gusanHa, a n3-3a
Pa3nNMYHON NPpUPOAbl KaXKaou 13 TEXHOSIOMUN.

YeBegomnenne o DKIM nonutunkax pewaetcs ¢ nomouibto ADSP, Ho:
HeT BO3MOXXHOCTU YBUAETb, YTO BalLl JOMEH NbITaloTCA nogaenaTb

Haxe ecnv nony4vartens BHeagpsieT kak SPF, Tak n DKIM, TpeboBaHnin K CUHXpOHMU3aLUM 9TUX
TEXHOSOMMN HerT.

YMHbIN aTaKyPOLLI,VIIz MOXET 3TO MUCMOMb30BaTh ANS TOro, YToobl NPOTOJIKHYTb HENETMTUMHbIE coobueHuns

SPF nposepget nognnHHocTe HELO/MAILFROM, HO He rapaHTUpyeT NPOBEPKY UM
TOXOeCTBEHHOCTb ¢ Header From

Taknm obpasom nossunca DMARC:

icnonb3oBaHue Xopouwunx cywecTtByOLLNX TEXHOMNOIrnun, npenocraBrieHne MHCTPYMEHTOB AOJ14 UX
CUHXPOHUN3aUnn n npegoctaBneHne oTnpaBuUTenAaAmM BO3MOXHOCTU YINpaBIiAaATb NMOJIMTUKaMU NIpUemMa n

OTOpOCca NoYThl M NoNy4YeHne o63opa noao3puTensHoro Tpadgumkal



Pabota DMARC

Nexopswee
cooOLeHne

[Tybnukaumsa
SPF

[Tybnukaumsa
DKIM

[Tybrnmkaums
DMARC

BcTtaBka
DKIM-noanmcu

SPF (or TXT)
DNS RR

DKIM (TXT)
DNS RR

DMARC (TXT)
DNS RR

[MpoBepka SPF

[MpoBepka DKIM

[1poBepka
DMARC
NOSINTUKN

[MpoBepka SPF
B Header From

BblpaBHMBaHue
nageHtTndun-
KaTopoB

[MpnMeHeHne
DMARC
NOSINTUKU

OTnpaBka
DMARC
OTYETOB




DMARC nonutunkm

Bepcus [MonuTmka ownbok

_dmarc.amazon.com IN TXT “v=DMARC1\; p=quarantine\; pct=100\;
CeMnnupoBaHue rua=mailto:dmarc-reports@bounces.amazon.com\; ruf=mailto:dmarc-
* reports@bounces.amazon.com”

URI ans otyetoB 06 owwmnbkax URI gnga arpernpoBaHHbIX OTYETOB



[Tpnumepsl 3anncen DMARC

_dmarc.google.com IN TXT “v=DMARC1l\; p=quarantine\; rua=mailto:mailauth-

reports@google.com”

dmarc.cs.helsinki.fi IN TXT “v=DMARC1\; p=reject\; sp=reject\;

pct=100\; aspf=r\; rua=mailto:dmarc-reports@cs.helsinki.fi”

dmarc.microsoft.com IN TXT “v=DMARC1\; p=none\; pct=100\;

rua=mailto:d@rua.agari.com\; ruf=mailto:d@ruf.agari.com\; fo=1"

_dmarc.dk-hostmaster.dk IN TXT “v=DMARC1l\; p=none\; rua=mailto:dmarc-
report@dk-hostmaster.dk\; ruf=mailto:dmarc-report@dk-hostmaster.dk\;
adkim=r\; aspf=r\; rf=afrf”




BbipaBHuBaHne ngeHtndounkatopos DMARC

« DMARC ayteHTupuumpyetr gomeH n3 Header From
- DKIM ayteHtTndpmympyet gomeHTt us DKIM-nognucu (“d” Ter)
- SPF ayteHtudpunumnpyet gomersl n3 MAIL FROM vnu HELO

- BblpaBHMBaHUe naeHTUPUKaTopa, 3To KOHLENUMUA cooTBEeTCTBUA Mexay Header From
n ngeHTndumkatopos, nposepeHHbiXx DKIM n SPF

- CoobueHne npoxoaut rnposepky DMARC, ecnn oanH unu 6onbLlue MexaHnU3mMoB
ayTeHTndoumkaummn (DKIM u/vnn SPF) npowen npoBepKky ¢ npaBUSibHbIM
BbipaBHUBaHNEM



BoipaBHuBaHne DMARC mngeHtndoukartopa: SPF

MAIL FROM: <prodiono@cisco.com>

From: Pavel Rodionov (prodiono) <prodiono@cisco.com>
To: Pavel Rodionov <prod@dir.ua>
Subject: DMARC test



BeipaBHnBaHne DMARC noeHTndunkartopa: SPF

MAIL FROM: <prodiono@ >

From: Pavel Rodionov (prodiono) <prodiono@cisco.com>
To: Pavel Rodionov <prod@dir.ua>
Subject: DMARC test



BripaBHnBaHne DMARC ngeHtudukaropa: SPF

aspf=“r”
_€C~I)
MAIL FROM: <prodiono@ > aspf="“s

[ 4
From: Pavel Rodionov (prodiono) <prodiono@cisco.com> \/' \/'
To: Pavel Rodionov <prod@dir.ua> ¢

Subject: DMARC test




BoipaBHnBaHne DMARC ngeHtudukaropa: SPF

aspf=“r”

_€C~I)
MAIL FROM: <prodiono@ > aspf="“s

[ 4
From: Pavel Rodionov (prodiono) <prodiono@cisco.com> \/' \/'
To: Pavel Rodionov <prod@dir.ua>
Subject: DMARC test

MAIL FROM: <prodiono@cisco.com>

From: Pavel Rodionov (prodiono) <prodiono@mail.cisco.com>
To: Pavel Rodionov <prod@dir.ua>
Subject: DMARC test



BeipaBHuBaHne DMARC ngeHtndukartopa: SPF

aspf=“r”

_ €€~
MAIL FROM: <prodiono@ > aspf=*“s

[ 4
From: Pavel Rodionov (prodiono) <prodiono@cisco.com> / /
To: Pavel Rodionov <prod@dir.ua>
Subject: DMARC test

MAIL FROM: <prodiono@ >

' VAR

From: Pavel Rodionov (prodiono) <prodiono@mail.cisco.com> 4
To: Pavel Rodionov <prod@dir.ua>
Subject: DMARC test




BeipaBHuBaHne DMARC ngeHtndoukartopa: SPF

aspf=“r”

_ €€~
MAIL FROM: <prodiono@ > aspf=*“s

[ 4
From: Pavel Rodionov (prodiono) <prodiono@cisco.com> / /
To: Pavel Rodionov <prod@dir.ua>
Subject: DMARC test

MAIL FROM: <prodiono@ >

' VAR

From: Pavel Rodionov (prodiono) <prodiono@mail.cisco.com> 4
To: Pavel Rodionov <prod@dir.ua>
Subject: DMARC test

MAIL FROM: <prod@linux.hr>

From: Pavel Rodionov (prodiono) <prodiono@cisco.com>
To: Pavel Rodionov <prod@dir.ua>
Subject: DMARC test



BeipaBHuBaHne DMARC ngeHtndukaTtopa: SPF

aspf=“r”

_ €€~
MAIL FROM: <prodiono@ > aspf=*“s

[ 4
From: Pavel Rodionov (prodiono) <prodiono@cisco.com> / /
To: Pavel Rodionov <prod@dir.ua>
Subject: DMARC test

MAIL FROM: <prodiono@ >

' VAR

From: Pavel Rodionov (prodiono) <prodiono@mail.cisco.com> 4
To: Pavel Rodionov <prod@dir.ua>
Subject: DMARC test

MAIL FROM: <prod@ >

' * %

From: Pavel Rodionov (prodiono) <prodiono@cisco.com> .
To: Pavel Rodionov <prod@dir.ua>
Subject: DMARC test




BeipaBHuBaHne DMARC naoeHtndoukaTtopa: DKIM

DKIM-Signature: v=1; [..] d=cisco.com;]..]

From: Pavel Rodionov (prodiono) <prodiono@cisco.com>
To: Pavel Rodionov <prod@dir.ua>

Subject: DMARC test



BeipaBHuBaHne DMARC ngeHtndukatopa: DKIM

adkim=“r”

DKIM-Signature: v=1; [..] d= 5[] adkim=“s”
From: Pavel Rodionov (prodiono) <prodiono@cisco.dom> / /
To: Pavel Rodionov <prod@dir.ua> °

Subject: DMARC test



BbipaBHuBaHne DMARC naoeHtndukaTtopa: DKIM

adkim=“r”

DKIM-Signature: v=1; [..] d= 5[] adkim="“s”
From: Pavel Rodionov (prodiono) <prodiono@cisco.dom> / /
To: Pavel Rodionov <prod@dir.ua> °

Subject: DMARC test

DKIM-Signature: v=1; [..] d=cisco.com;]..]

From: Pavel Rodionov (prodiono) <prodiono@mail.cisco.com>
To: Pavel Rodionov <prod@dir.ua>

Subject: DMARC test



BbipaBHuBaHne DMARC naoeHtndoukatopa: DKIM

adkim=“r”

DKIM-Signature: v=1; [..] d= 5[] adkim="“s”
From: Pavel Rodionov (prodiono) <prodiono@cisco.dom> / /
To: Pavel Rodionov <prod@dir.ua> °

Subject: DMARC test

DKIM-Signature: v=1; [..] d= 5[] .
From: Pavel Rodionov (prodiono) <prodiono@mail.cisco.com>

To: Pavel Rodionov <prod@dir.ua>
Subject: DMARC test

./ %



BbipaBHuBaHne DMARC naoeHtndukaTtopa: DKIM

adkim=“r”

DKIM-Signature: v=1; [..] d= 5[] adkim="“s”
From: Pavel Rodionov (prodiono) <prodiono@cisco.dom> / /
To: Pavel Rodionov <prod@dir.ua> °

Subject: DMARC test

DKIM-Signature: v=1; [..] d= 5[] .
From: Pavel Rodionov (prodiono) <prodiono@mail.cisco.com>

To: Pavel Rodionov <prod@dir.ua>
Subject: DMARC test

./ %

DKIM-Signature: v=1; [..] d=linux.hr;[..]

From: Pavel Rodionov (prodiono) <prodiono@cisco.com>
To: Pavel Rodionov <prod@dir.ua>

Subject: DMARC test



BoipaBHnBaHne DMARC naoeHtudoukaropa: DKIM

adkim=“r”

DKIM-Signature: v=1; [..] d= 5[] adkim=“s”
From: Pavel Rodionov (prodiono) <prodiono@cisco.dom> / /
To: Pavel Rodionov <prod@dir.ua> °

Subject: DMARC test

DKIM-Signature: v=1; [..] d= 5[] .
From: Pavel Rodionov (prodiono) <prodiono@mail.cisco.com>

To: Pavel Rodionov <prod@dir.ua>
Subject: DMARC test

./ %

DKIM-Signature: v=1; [..] d= 5[] e * *
From: Pavel Rodionov (prodiono) <prodiono@cisco.com> .

To: Pavel Rodionov <prod@dir.ua>

Subject: DMARC test

Heckonbko nognucen DKIM? Jlro6aa gomkHa ObiTb NpoBEpPEHa U BbIPOBHEHA.
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DMARC Ha ESA

DMARC

Global Settings

Specific Senders Bypass Address List: | None Specified

Bypass Verification for Messages with Headers: | None Specified

Schedule for Report Generation: | 12:00 AM

Entity Generating Reports: | None Specified

Additional Contact Information for Reports: | None Specified

Send Copy of All Aggregate Reports to: | None Specified

Send Delivery Error Reports: | No

Edit Global Settings... |

DMARC Verification Profiles

Items per page 3

Add Profile... | Import Profiles... |
All

Profile Name | Reject Policy Message Action | Quarantine Policy Message Action | SMTP Action for Temporary Failure | SMTP Action for Permanent Failure | Delete
DEFAULT No Action No Action Accept Accept B

Export Profiles...




He nonagantecb Ha KPHOYoK
- DMARC obecneuuBaert

Jlerkyto, NpoCTy0 1 MOLLHYIO CTaHO4APTHYIO ayTeHTUUKauuo coobLLeHui

[MBKoe 1 nocrnegoBaTtenbHOE pa3BepTbiBaHNE

LLlaHC ouncTuTb Baw email n ycunmtb 6e30nacHOCTb COObLLEHUI

[MpocCTyto 3aNTY OT (PULLMHIOBLIX aTak — Kak CO CTOPOHbI pPbibbl, TaKk U CO CTOPOHbI HAXXMBKK

He nonagantecb Ha KPIO4OK.
JTO NpocTo!



[1na nononHUTENbHOM MHAPOPMaLIUA

http://www.openspf.org

http://www.dkim.org

http://blogs.cisco.com/security/big-data-in-security-part-v-anti-phishing-in-the-cloud/

https://support.google.com/mail/answer/30701637?hl=en

http://tools.ietf.org/html/draft-kucherawy-dmarc-base-04

http://dmarc.org

http://dmarcian.com
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CISCO

Thank you.



