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The World Changed 

1986: Cisco‘s 1st Router 
Advanced Gateway Server [AGS] 

30 
Year

s! 
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Current State of the Network 
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WAN Evolution 

SD-WAN addresses some facets of today’s IT challenges: 
simplicity, openness, and agility. 
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Why SDN? 

??	
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Why Adopt SD-WAN? 
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What’s Holding Back SD-WAN 
Adoption? 
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SD-WAN Is One Approach to Solving 
Today's WAN Challenges 
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Cisco Intelligent WAN (IWAN) = 
That Next-Generation Architecture 
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IWAN Has the Key Technology Pillars 
to Enable Digital Transformation 
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Cisco ONE: Investment Protection & 
Scale-as-You-Grow Model 

Simple Set 
of Solutions 

Access to 
Innovation 

License 
Flexibility 
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Cisco Digital Network Architecture 
 

    Automation 
 

Abstraction & Policy Control 
from Core to Edge  

Open & Programmable | Standards-Based 

Open APIs | Developers Environment 

   Cloud Service Management 
 Policy | Orchestration 

Virtualization 
 

Physical & Virtual Infrastructure | App Hosting 

Analytics 
 

Network Data,  
Contextual Insights 

Network-enabled Applications 

Cloud-enabled | Software-delivered 

Principles 

Insights & 
Experiences 
 
Automation 
& Assurance 
 
Security & 
Compliance 
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Why Move to Internet as WAN? 

%46 
Low-Cost Alternative 

of Organizations  
Are Planning to  

Transition to 
Internet 

Connections 

1Internet Transit Pricing based on surveys and informal data collection primarily from Internet Operations Forums—‘street 
pricing’ estimates 2Packet delivery based on 15 years of ping data from PingER for WORLD (global server sample) from 
EDU.STANFORD.SLAC in California 

Source: William Norton (DrPeering.net); Stanford ping end-to-end reporting (PingER) 

Internet Pricing vs. Reliability, 1998-2012 
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($ per MBps)1 

$675 

83.7% 

$2.34 

96.6% 
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Requirements for Technology 
Assessment 
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iWAN 
компоненты архитектуры 
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Cisco Intelligent WAN (iWAN)  
компоненты архитектуры 

Application  
Optimization 

•  AVC / WAAS / Akamai 
•  Видимость приложений и 
анализ их производ-ти 

•  Ускорение приложений и 
уменьшение нагрузки на 
каналы 

Secure  
Connectivity 

•  ZBFW, IPSec, CWS 
•  Snort IDS 
•  Защита от угроз ИБ 

Intelligent  
Path Control 

•  PfRv3 
•  Маршрутизация на уровне 
классов приложений 

•  Учет качества работы 
приложений 

•  Выравнивание утилизации 

Transport 
Independent 

•  DMVPN и IPSec 
•  Независимость от операторов 
•  Легкость смены типа каналов 
•  Упрощение, масштабирование 

Автоматизация настройки & управления 



Значение отказоустойчивости  
по устройствам и каналам 

ISR G2 

MPLS 

SINGLE 
ROUTER, 
SINGLE PATH 

ISR G2 

Internet 

99.95%* 99.90%* 
Среднее 
 время 

 простоя  
 

4–9 часов 
в год 

Простой в год 
8 часов 

46 минут 

ISR G2 
MPLS MPLS Internet 

ISR G2 
MPLS 

SINGLE 
ROUTER, 
DUAL PATHS Internet Internet 

ISR G2 

99.995% 99.995% 99.995% 

26 минут 
в год 

DUAL 
ROUTERS, 
DUAL PATHS 

ISR G2 

MPLS Internet 

ISR G2 ISR G2 

Internet Internet 

ISR G2 

99.999% 99.999% 

5 минут 

ISR G2 

MPLS MPLS 

ISR G2 

99.999% 

* Typical MPLS and Business Grade Broadband Availability SLAs and Downtime per Year, calculated with Cisco AS DAAP tool. 

IWAN Solution 
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Cisco 

Cisco Intelligent WAN 

q Провайдеронезависимость 
Ø  PfRv3/FD-VRF:  Dual Path 
Ø  Cisco Validated Design 

q  Оптимальная утилизация каналов 
Ø  AVC+WAAS+Akamai:    App Centric 
Ø  PfRv3+SDN:                  Intelligent Path Control 

q  Простота настройки и управления 
Ø  PfRv3: Hub only configuration 
Ø  Единый домен маршрутизации 
Ø  Единое облако DMVPN 
Ø  Сценарии настройки в APIC-EM 
 

ü   Удобный 
ü   Доступный 
ü   Полезный  

  SDN подход для WAN 
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Cisco IWAN 
Technical Benefits 
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Cisco IWAN is certified by Open 
Networking User Group 

Active-Active 
Architecture 

Physical or 
Virtual Devices 

Dynamic Traffic 
Engineering 

Application 
Visibility, 

Prioritization and 
Steering 

HA and Resilient 
Hybrid WAN 

L2/3 
Interoperability 

Management 
Dashboard 

Open North-
bound API 

Zero Touch 
Deployment 

FIPS 140-2 with 
Certificate 

Management 

Ten Requirements 
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Cisco IWAN is certified by Open 
Networking User Group 

Active-Active 
Architecture 

Physical or 
Virtual Devices 

Dynamic Traffic 
Engineering 

Application 
Visibility, 

Prioritization and 
Steering 

HA and Resilient 
Hybrid WAN 

L2/3 
Interoperability 

Management 
Dashboard 

Open North-
bound API 

Zero Touch 
Deployment 

FIPS 140-2 with 
Certificate 

Management 

Ten Requirements 
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Application Aware Routing (PfR) 

MPLS INTERNET 

DC2 DC1 
Public 
Cloud 

Intelligent Path 
Control with Active-
Active Paths 
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SD-WAN Automation 
PfR Enterprise Domain Controller 

Learning Passive 
Monitoring 

Dynamic 
Probing 

Remote 
Feedback 

QoS 
Synthesis 

Network Discovers 
the Apps (NBAR2) 
or based on DSCP 

Network Discovers 
site topology, 
connected 
networks and 
prefix ownership 

Collect Application 
Performance 

Using Unified 
Performance 
Monitors (AVC 
Infrastructure) 

Smart Probes for 
discovery 

Also used if there 
is no traffic 

Performance 
measured on 
ingress on the 
remote site 

Sends performance 
feedback to Peers 

WAN Edge 
peers, learns link 
performance  
(per DSCP), 

Manages 
congestion (local 
CAC, Remote 
CAC*) 

Automated Discovery, Service Exchange, Peering & Coordination across the WAN Domain 
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How PfR Route Control Works 
Key Operations 

Identify Traffic Classes 
based on Applications or 
Transport Classifiers 

ISR G2 

ASR1K 

Define Your Traffic Policy 

ISR G2 and ASR Learn 
traffic classes flowing 
through Border Routers 
(BRs) based on your  
policy definitions 
 

Learning 
Active TCs 

BR BR 

Traffic 
Classes 

MC 

MC+BR MC+BR MC+BR MC+BR 

Learn the Traffic 

Measure the traffic flow 
and network performance 
actively or passively and  
report metrics to the 
Master Controller  

Performance 
Measurements 

BR BR 

MC 

MC+BR MC+BR MC+BR MC+BR 

Measurement 

Master Controller 
commands path changes 
based on your traffic  
policy definitions 

Best 
Path 

BR BR 

MC 

MC+BR MC+BR MC+BR MC+BR 

Path Enforcement 
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•  Virtual Route Forwarding (VRFs) create 
multiple logical routers on a single device 
•  Separate control/forwarding planes per VRF 
•  No connectivity between VRFs by default 
•  Provider side VRF (yellow) for external 

networks, Global VRF (blue) for internal 
networks  

•  Provider VRF minimizes threat exposure 
•  Default routing only in Provider VRF 
•  Provider assigned IP addressing hides 

internal network 
•  Provider IP address used as IPSec tunnel 

source  
•  Only IPsec allowed between internal Global 

and Provider Front Side VRFs 

Securing IWAN Transports with Front-door VRF 
Isolation of external networks 

Global 

F-VRF 

Branch LAN 
10.1.1.0/24 
10.1.2.0/24 
… 

Front Side 
Provider VRF 

Provider Assigned 
WAN IP Address 
192.168.254.254 

VRFs have 
independent 
routing and 
forwarding  

planes 
IPSec Tunnel 
Interface 

Global 
Enterprise 
VRF 
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Advanced Traffic 
Classification 

Mark DSCP for 
WAN SLA 

Set PfR Traffic 
Policy 

URL 
Host 
MIME 
Client Header 
Server Header 
From 
Location 
Referer 
Server 
User-Agent 
 

Protocol 
Category 
Sub-Category 
Application-Group 
HTTP 
RTP 
… 
 

Citrix 
Exchange 
Oracle 
Lync 
YouTube 
Skype 
Kazaa 
… 
 

Enterprise App 
Browsing 
Email 
Gaming 
IM 
Voice and 
Video 
File Sharing 
… 

 
COS 
DSCP 
IP 
PROTOCOL 
VLAN 
… 
 

Bandwidth guarantees 
Packet drop 
Queuing Policy 
Traffic Logging 

Police and Shape 
Set DSCP based on Application 
Monitor flows 
… 

Apply QoS 

Business Critical 
Real Time 
Video 
Best Effort 
… 

NBAR2 

PfR 

Add Application Classification and Control for IWAN 
Group your traffic by application using NBAR2 
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Application Recognition (NBAR w/ DPI) 

HTTP 

HTTP 

What Applications, How Much Bandwidth, Flow Direction? 
Application Response Time?  
Voice and Video Performance? 



What Difference Does AVC Make? 
Top N Applications (no AVC) 
Rate | Volume 

Top N Applications (with AVC) 
Rate | Volume 
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Application Optimization (WAAS) 
Email (5MB Attachment)  File Services (5MB File) 

VDI (Citrix) (5MB Document) 

First Optimized with WAAS 
Send and Receive Email over native WAN 

Second Pass Optimized with WAAS 

10 0 20 30 40 50 60 70 80 90 100 110 120 130 140 150 

Time in Seconds 

24x 
Faster First Optimized with WAAS 

File Drag and Drop Over native WAN 

Second Pass Optimized with WAAS 

10 0 20 30 40 50 60 70 80 90 100 110 120 130 140 150 

Time in Seconds 

17x 
Faster 

First Optimized with WAAS 
Sharepoint  File Download over Native WAN 

Second Pass Optimized with WAAS 
Launch Citrix XenDesktop with WAAS 
Launch Citrix XenDesktop Over Native Citrix ICA/SSL 

Site Navigation with WAAS 

2 0 4 6 8 10 12 14 16 18 20 22 24 26 28 30 

Time in Seconds 

30x 
Faster 

2 0 4 6 8 10 12 14 16 18 20 22 24 26 28 30 

Time in Seconds 

Site Navigation Over Native Citrix ICA/SSL 

3-8x 
Faster 
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Now Supports 

AKAMAI CONNECT 
World’s Best Optimization Solution for HTTP Traffic 

AKAMAI CACHING AND ACCELERATION 
Transparent HTTP 

Caching 
Dynamic URL OTT  

HTTP Caching 
Akamai  

Connected Cache 
Content  

Pre-positioning 

CISCO WAAS 
LZ  

Compression 
TCP  

Optimization 
Data  

De-duplication 
Application Specific 

Acceleration  

Cisco WAAS Advanced Capabilities  
Edge caching enhances the user experience 

Akamai Cloud   |   Single-sided Optimization   |   Secure Direct Internet Access 
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HTTP/S Optimization (Akamai Connect) 

0% 

5% 

10% 

15% 

20% 

25% 

30% 

35% 

40% 

HTTP / 
HTTPS 

CIFS FTP RSYNC Symantec 

Percentage Of Enterprise Network Traffic 

Akamai Connect 
integrated into 

Cisco ISR Routers 

  

End-User 

Branch 
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Industry Standard Application and 
Flow Export (Flexible NetFlow & IPFIX) 
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Image Signing & Secure Boot 

Image Signing 

•  Cryptographically signed images help 
ensure that the firmware, BIOSes, and 
other software are authentic and 
unmodified. 

•  These signatures provide a critical check so 
that only authentic, unmodified software 
can be executed. 

•  As the system boots, this signature is 
checked by an anchor of trust, ensuring the 
integrity of the system’s software. 

Secure Boot and Hardware Trust Anchors 

•  Secure Boot takes Image Signing to the 
next level by providing increased assurance 
about the integrity of the hardware and 
software that are performing image checks 
and other critical system functions. 

•  It does this through a combination of 
immutable hardware-based anchors of trust 
and it assures that a system’s 
foundational state and software that is 
to be loaded is unable to be modified 
(regardless of a user’s privilege level). 

Supported in both ISR 4K and ASR 1K (1001/2-X) Platforms 



34 © 2013-2014  Cisco and/or its affiliates. All rights reserved. 

Identity Aware Security 
(TrustSec) 

Enterprise 
WAN 

ASR1000 ISRG2/4K ASA 

Voice 

Branch 
Servers 

Corporate 
Laptop 

BYOD 

Branch Office 

Same SGTs in every branch office 

VLAN:servers 
VLAN:voice 
VLAN:data 

VLAN:byod 

SGT:servers 
SGT:voice 
SGT:data 
SGT:byod 

L3 Interface-SGT Maps 
WAN 

Rules in DC Firewalls based 
on simple categories 

3rd Party Switches 



35 © 2013-2014  Cisco and/or its affiliates. All rights reserved. 

Identity Aware Security 
(TrustSec) 

Enterprise 
WAN 

ASR1000 ISRG2/4K ASA 

Voice 

Branch 
Servers 

Corporate 
Laptop 

BYOD 

Branch Office 

ISE 

802.1X Policy 

Coarse-grained roles 
from VLAN mappings 
AND Fine-grained 
roles from 
authentication 

Cisco Switches 
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Internet 

DNS Layer Protection (OpenDNS) 

ISRG2/4K 

Voice 

Branch 
Servers 

Corporate 
Laptop 

BYOD 

Branch Office 
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World’s Broadest Service Offerings in 
One Box 

WAN Optimization Compute Storage UC Path Control App Visibility Security 
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IWAN Branch Services Routers 
ISR4000 Series - IWAN AX Ready, Next Generation Branch 

INTEGRATED IWAN SERVICES 

APPLICATION CENTRIC 

APPLIANCE LEVEL PERFORMANCE 

•  IOS Firewall, VPN, IPSec, PfRV3, NBAR2, 
AVC, AppNav, VRF, MPLS 

•  Scalable on-chip service provisioning 

•  App/User policy-driven deployment 
•  APIC_EM Automation: deploy in minutes 
•  Pay-as-you-grow 
•  Up-to-75% cost savings 

•  Service-Aware Dataplane 
•  Resilient Service Virtualization 
•  Multi-gigabit Fabric 

ISR4431 

ISR 
4351 

ISR 4331 

ISR4321 

ISR4451 

500Mbps/1Gbps  

200/400Mbps 

100/300Mbps  

50/100Mbps  

1-2Gbps 
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IWAN Aggregation Border Routers 
ASR1000 - IWAN AX ready, high performance routers 

INTEGRATED IWAN SERVICES 

BUSINESS-CRITICAL RESILIENCY 

COMPACT,  POWERFUL ROUTER 

•  IOS Firewall, VPN, IPSec, PfRV3, NBAR2, 
AVC, AppNav, VRF, MPLS 

•  Scalable on-chip service provisioning 

•  Separate control and data planes 
•  Hardware and software redundancy 
•  In-service software upgrades 

•  Line-rate performance 2.5G to 200G+ with 
services enabled 

•  Crypto performance from 2G to 60G+ 
•  Flexible I/O: SPAs and Ethernet LCs 

•  2.5G Upgradeable to 5G, 10G, 20G 
•  Up to 8G Crypto Throughput 

•  5G Upgradeable to 10G, 20G, 36G 
•  Up to 4G Crypto Throughput 

•  Modular, Redundant up to 200G 
•  Up to 60G Crypto Throughput 

ASR1001-X 

ASR1002-X 

Modular ASR1006 

NEW! 
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All Services Without “Killing” The Box 
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Unbeatable Investment Protection 

2500 

…	1992	 …	 2014	2002	 2012	 2016	 2018	

FCS	 EOS	 EOL	

2600 
ISR G1 

(1800/2800/3800
) ISR G2 

(1900/2900/3900
) 

ISR 4451 

ISR 4300 

14	Years	

10	Years	

12	Years	

Available	

Available	

Available	
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IWAN Management (APIC-EM + Prime Infra) 

APIC-EM 

Device Abstraction Layer 

REST APIs 

APIC-EM Services (Partial) 
 
 

CLI OnePK/Openflow 

PKI  
Svc 

NetFlow 
Svc 

PnP 
Svc 

Network 
Svc 

Events 
Svc 

Inventory 
Svc 

IWAN 
Topology 

Trust 
Automation 

Security 
Policy 

Path Selection 
Policy 

Cisco IWAN App Partners  

Application 
Policy 

ZTD 
Provisioning 

Prime App 

Custom 
Templates 

Model 
Templates 

Plug & Play Workflow 

Branch Services 
Automation 

Branch-Level Policy 

IWAN Switching Wireless 

Customized Deployment 
with SDN 

Prescriptive 
Deployment with SDN 

Whole Branch 
Automation 
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•  End-to-End topology, 
flow and trace 
visualization  

•  Search capability 
•  Alert drilldown to 

applicable flows 
•  Point-and-click FnF 

configurations 

•  QoS dashboard and 
alert drill-down 

•  Pre and post-QoS 
graphs 

•  Congestion indicators 
•  Single-click  

QoS audit 

•  QoS/ACL graphical 
configurator 

•  Customized policies 
with 25+ QoS 
templates 

•  Apply policy to  
multiple devices  
w/ single click 

•  CLI preview 

•  LAN path and 
Spanning Tree 
connections 

•  Trunk and access 
bandwidth 

•  Layer 2 QoS stats 
•  VLAN filtering in 

topology view 

•  IP SLA topology view 
•  IP SLA dashboard 
•  Graphical IP SLA 

configurator   
•  Support all IP SLA 

tests including Video 
Operations 

•  Topology view of active 
routes 

•  Graphical Policy 
Based Routing (PBR) 

•  Trace path to 
destination with  
return route 

•  Supports EIGRP, 
OSPF, IS-IS,  
BGP, RIP 

IWAN Management and Visualization 

•  An Application-aware Network Performance 
Management + QoS Control tool 

See 
Visualize 

Point 
Troubleshoot,  
Decision Making 

Click 
Control, Deploy 

Fix 
Improve 

Flow QoS Monitor QoS Configure Routing LAN IP SLA 

•  Fast, simple, cost effective way to monitor and control 
application performance leveraging Cisco capabilities 
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Key Deployment Topologies 
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Single DC/POP with Horizontal Scaling 

•  Multiple DMVPN Hubs per access network for redundancy 
and scaling 

•  Load balance or path preference option for Hub cluster 
•  If the current exit/channel to a remote site fails, converge 

over to an alternate exit/channel on the same (DMVPN1) 
network.  

•  Otherwise, converge over to the alternate (DMVPN2) 
network 

•  Scale – Distribute traffic/channels across multiple BRs/exits 
on a single (DMVPN) 

•  Utilize horizontal scaling for router capacity.  
•  Convergence across hubs/pops should only occur when all 

exits/channels  
in a hub/pop fail or reach max-bw limits. 

45 

DMVPN2 DMVPN1 

10.1.10.0/24 10.1.11.0/24 10.1.12.0/24 
10.1.13.0/24 

BR1 BR2 BR3 BR4 

R10 R11 R12 R13 

Hub MC 
10.8.3.3/32 

MC1 
10.8.0.0/16 
10.9.0.0/16 
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Multiple DCs with 
Dual POPs 

•  Dual DCs with DC backup link 

•  DCs collocates or separated from 
Access POPs 

•  Separate prefix advertised from each 
datacenters to spokes 

•  Single MC controlling all POP border 
routers 

•  PfR can redirect traffic through 
enterprise core to reach best egress 
point 

10.1.10.0/24 10.1.11.0/24 
10.1.12.0/24 
10.1.13.0/24 

MC1 

BR1 BR2 BR3 BR4 

R10 R11 R12 R13 

EIGRP/BGP 
10.8.0.0/16 

10.8.0.0/16 10.9.0.0/16 

DMVPN 
MPLS 

DMVPN 
INET 

EIGRP/BGP 
10.8.0.0/16 

EIGRP/BGP 
10.9.0.0/16 

EIGRP/BGP 
10.9.0.0/16 

IWAN POP1 IWAN POP2 

DCtoDC DC1 
10.8.0.0/16 

DCx 
10.9.0.0/16 

Enterprise Core 
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Multiple DCs with Scaling 

•  2 POPs advertise the very same set of 
prefixes 

•  Datacenter may not be collocated with the 
POPs 

•  DCs/DMZs are reachable across the WAN 
Core for each PoP 

•  Branches can access any DC or DMZ across 
either POP(hub). And, DC/DMZs can reach 
any branch across multiple POPs (hubs). 

•  Multiple BRs per DMVPN per site may be 
required for crypto and bandwidth horizontal 
scaling 

10.1.10.0/24 10.1.11.0/24 
10.1.12.0/24 
10.1.13.0/24 

IWAN POP1 IWAN POP2 

MC1 MC2 

R10 R11 R12 R13 

Datacenters 

10.8.0.0/16 
10.9.0.0/16 

10.8.0.0/16 
10.9.0.0/16 

10.8.0.0/16 
10.9.0.0/16 
0.0.0.0/0 

DMVPN 
MPLS 

DMVPN 
INET 

Backbone/backdoor connectivity 
between POPs for failover. 
May not exist 

BR1 
BR1 BR2 

BR2 BR3 
BR3 BR4 

BR4 
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NETWORK 
VISIBILITY 

Пусть WAN ведёт себя как LAN 
Application Optimization Services 

WAN 
PATH CONTROL 

APPLICATION 
ACCELERATION 

INTELLIGENT 
CACHING 

Application 
Visibility and 

Control 
•  Probe-less deployment 
•  Wired/Wireless view of 

1000+ apps 
•  Rapid root cause 

analysis 

Performance  
Routing V3 

•  2X WAN bandwidth 
•  Maintain App Continuity  
•  Lower bandwidth costs 

Wide Area 
Application Service 

(WAAS) 
•  50–70% bandwidth 

reduction 
•  2x VDI Sessions  
•  Faster document 

processing 

Akamai 
Connect 

•  High quality Digital 
Experience 

•  Address Last Mile BW 
Congestion 

•  WAN Offload 

ISR-AX 

  



Thank you. 


