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The World Changed

1986: Cisco's 1st Router
Advanced Gateway Server [AGS]
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Current State

&

Dispersed
Geography

Applications
Proliferation

Organizations continue
to spread out from
large, centralized
locations to multiple
smaller, distributed
locations.’

56% of organizations
currently deploy some
application delivery
optimization tools to
deal with bandwidth
growth and streaming
videos.’

Sources:

1. WAN Key Trends, Nemertes Research 2015. DN4391.

2. State of the WAN Report, 2015. Webtorials.

3. US Census Bureau of the U.S. Department of Commerce, 2015.
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Continued Device
Explosion

By 2019, there will be
24 billion networked
devices and
connections, up from
14 billion in 2014.2

of the Network

More Bandwidth
Required

Business IP traffic will
grow at 20% CAGR
from 2014 to 2019.2

Mobility

80% of customer-
facing employees are
served at the branch.3



WAN Evolution

WAN L/, What is the next

Big Thing?

path
control

YESTERDAY FUTURE

SD-WAN addresses some facets of today’s IT challenges:
simplicity, openness, and agility.

routing

N
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Why SDN?
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Why Adopt SD-WAN?

Business Qutcomes

IT Capabilities

Increase flexibility’ Cost reduction

Business agility

Simplify IT operations’

Achieve rapid, elastic deployments' Faster time to market

Source:
1. State of the WAN Report, 2015. Webtorials.
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What’s Holding Back SD-WAN
Adoption?

&) () () (0 (&) (@

Immature Unproven Lack of ROI Lack of mainstream Lack of partner Weak security
products/solutions’ implementation’ deployments support and solutions
Source:

1. State of the WAN Report, 2015. Webtorials.
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SD-WAN Is One Approach to Solving
Today's WAN Challenges

Simple Open Agile

Automated tools to simplify IT Extensible and interoperable Policy-based system automation
operations interfaces for customization




Cisco Intelligent WAN (IWAN) =
That Next-Generation Architecture

Secure Supported




IWAN Has the Key Technology Pillars
to Enable Digital Transformation

Openness &
Automation

Policy-based system
management: WAN,
access, data center

IWAN app with
APIC-EM, Cisco Prime™
Infrastructure, Cisco
Meraki®, Glue Networks,
LiveAction

Network
Innovations

Broadest scalable HW
and SW portfolio and
flexible deployment
models

Routers, switches,
security, unified
communications and
collaboration for branch,
campus, and data center

© 2013-2014 Cisco and/or its affiliates. All rights reserved.

Integrated Threat
Defense

End-to-end security: At
the perimeter, endpoint
devices, and in the cloud

Web, cloud, zone-based
firewall, intrusion
prevention and detection
systems

Application
Experience

Intelligent path control
with application visibility
and optimization

Application Visibility and
Control, NBAR2, PfRv3,
WAAS, Akamai (SaaS)

Proven
Implementation

Market leadership, broad
partner ecosystem and
services with 24x7
global support

SP (IWAN as a service),
enterprises, small and
midsize businesses
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Cisco ONE: Investment Protection &
Scale-as-You-Grow Model

Simple Set Access to License
of Solutions Innovation Flexibility

O

O




Cisco Digital Network Architecture

Network-enabled Applications

‘ Policy | Orchestration

Open APIls | Developers Environment

£ Automation @\ Analytics

Abstraction & Policy Control Network Data,
from Core to Edge Contextual Insights

Open & Programmable | Standards-Based

i.l Virtualization

Physical & Virtual Infrastructure | App Hosting

Cloud-enabled | Software-delivered

© 2013-2014 Cisco and/or its affiliates. All rights reserved.

@

%

Insights &
Experiences

Automation
& Assurance

Security &
Compliance
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Why Move to Internet as WAN?

Low-Cost Alternative Internet Pricing vs. Reliability, 1998-2012

Internet Transit Pricing
($ per MBps)'

0/ 10,000 — 96.6% _ 98
1,000 — | 94
/\/\/\/ -

Packet Delivery %?

100 L 90

of Organizations 5234 g

Are Planning to e I :j

Transition to : o
Internet 96 99 00 01 02 03 04 05 06 07 08 09 10 11 12

Connections
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Requirements for Technology
Assessment

Management

W4l To what extent does the solution support northbound API for third-party management or control
applications?

Security

W4 How is direct Internet access (DIA) supported, and which security services does the solution offer or
integrate with?

© 2013-2014 Cisco and/or its affiliates. All rights reserved. 14







Intelligent WAN (iIWAN)

KOMMOHEHTbI apXUTEKTYPbI

YoulQl:[5 ;. ORAcCLE :
Cisco . - . H - :
webex : MPLS Privats | ciTrix LU :
oRrRACLE @__\ ! == \Windows 8
== Windows 8 _/‘_) """""""""""
------------------- @ AVC amazoncom
S~—7
— Virtual @D rackspace.
oooo oW, @ Private . _____________
[m] IR Cloud
Remote
® Site = 3G/4G-LTE
-— >
!ﬁ - E oI :
WAAS PfR

y

Internet Public '\:}i\?gb ex
Cloud :

: salesforce :
=R Windows 8

Prime -@ .
Infra & ABTOMaTM3auusa HACTPOMKN & ynpaBrieHUs
7&. Transport - Intelligent <. .. Application == Secure
Independent Path Control i Optimization =  Connectivity
« DMVPN u IPSec « PfRv3 « AVC / WAAS / Akamai - ZBFW, IPSec, CWS
* HesasncumoCTb OT ONepaTopoB . \|apLupyTr3aLysi Ha YPOBHE « BuaumocTtb NpUnoxxeHun n » Snort IDS
« JlerkocTb CMeHbI TMNAa KaHanoB KiiaccoB anlﬂ())KeHVlﬁ aHanus3 nx npoun3Boa-Tu - 3awmrta oT yrpos Nb
* Ynpollenue, Macltabuposatne  , yyer kayectea paBoThbi  YcKOpeHue NpuUnoXxeHun n
MPUNOXEHWNIA YMEHbLUEeHUe Harpy3ku Ha

e
clsco - BblpaBHMBaHWe yTUNu3aumm KaHasbl



3Ha4YeHne O0TKa30yCTONYMBOCTU
No yCTpoOWUCTBaM U KaHanam

CpenHee
SINGLE Bpemsl
ROUTER, NpoCTOS
SINGLE PATH

99.90%*

Internet

4-9 yacoB e
B roq
' 99. 995%
SINGLE
ROUTER, 26 MVlHyT
DUAL PATHS B roq MPLS
ISR G2

99. 999%
DUAL
ROUTERS,
DUAL PATHS ""PLS

o

* Typical MPLS and Business Grade Broadband Availability SLAs and Downtime per Year, calculated with Cisco AS DAAP tool.



Cisco Intelligent WAN

v' YOOOHbIN
v Doctynubin SDN noaxoa ans WAN

v NMone3HbIN

Q NMpoBanaepoHe3aBUCUMOCTb

> PfRv3/FD-VRF: Dual Path
» Cisco Validated Design

O OnTumanbHas YTUInN3auunda KaHamnoB
> AVC+WAAS+Akamai:

QO MNMpocToTa HAaCTPOMKM U ynpaBrieHus

]
CISCO

» PfRv3+SDN:

App Centric
Intelligent Path Control

> PfRv3: Hub only configuration

> EouHbIn gomeH maplipytusaumm
> EpnHoe obnako DMVPN
> CueHapum HacTpouku B APIC-EM

ISP A

Traditional Hybrid

Data Center
oog
oog
000 000 oog
000 000 ood

Remote Site

SPB

WAN Paths
Active/Standby
Primary With Backup

Two IPsec Technologies
GETVPN over MPLS
DMVPN over Internet

Two WAN Routing Domains
MPLS: eBGP or Static

Internet: iBGP, EIGRP or OSPF
Route Redistribution

Route Filtering Loop Prevention

IWAN Hybrid

Data Center

Remote Site

WAN Paths
Active/Active
Intelligent Path Control

One IPsec Overlay
DMVPN

One WAN Routing Domain
iBGP, EIGRP, or OSPF

1328F



Cisco IWAN
Technical Benefits



Cisco IWAN is certified by Open
Networking User Group

Ten Requirements

Application
Visibility,
Prioritization and
Steering

Active-Active Physical or
Architecture Virtual Devices

Dynamic Traffic
Engineering

Zero Touch
Deployment

L2/3 Management
Interoperability Dashboard

Open North-
bound API

© 2013-2014 Cisco and/or its affiliates. All rights reserved.

SD-WAN WORKING GROUP
2015

pen Networking
USER GROUP

SD'WAN quKING GHUUP O\ Top Ten Requirements
2015 Verified

HA and Resilient
Hybrid WAN

FIPS 140-2 with
Certificate
Management
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Cisco IWAN is certified by Open
Networking User Group

Ten Requirements

Application
Visibility,
Prioritization and
Steering

Active-Active Physical or
Architecture Virtual Devices

Dynamic Traffic
Engineering

Zero Touch
Deployment

L2/3 Management
Interoperability Dashboard

Open North-
bound API
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SD-WAN WORKING GROUP
2015

pen Networking
USER GROUP

SD'WAN quKING GHUUP O\ Top Ten Requirements
2015 Verified

HA and Resilient
Hybrid WAN

FIPS 140-2 with
Certificate
Management

21




Application Aware Routing (PfR)

alesforce.com —_

Intelligent Path
Control with Active-
Active Paths




SD-WAN Automation

PfR Enterprise Domain Controller

Automated Discovery, Service Exchange, Peering & Coordination across the WAN Domain

Network Discovers
the Apps (NBAR2)
or based on DSCP

Network Discovers
site topology,
connected
networks and
prefix ownership

dtfrer],
CISCO

Passive

Monitoring

Collect Application
Performance

Using Unified
Performance
Monitors (AVC
Infrastructure)

Dynamic
Probing

Smart Probes for
discovery

Also used if there
is no traffic

Remote

Feedback

Performance
measured on
ingress on the
remote site

Sends performance
feedback to Peers

QoS
Synthesis

WAN Edge
peers, learns link
performance
(per DSCP),

Manages
congestion (local
CAC, Remote
CACY)



How PfR Route Control Works

Key Operations

— e —

ISR G2 — g

O

Identify Traffic Classes
based on Applications or
Transport Classifiers

dtfrer],
CISCO

I ASRIK I

Traffic
Classes

Learning
Active TCs

Performance
Measurements

@@@ @@@ @@

Define Your Traffic Policy Learn the Traffic Path Enforcement

ISR G2 and ASR Learn
traffic classes flowing
through Border Routers
(BRs) based on your
policy definitions

Measure the traffic flow
and network performance
actively or passively and
report metrics to the
Master Controller

Master Controller
commands path changes
based on your traffic
policy definitions



Securin

VRFs have
independent
routing and
forwarding
planes

Branch LAN
10.1.1.0/24
10.1.2.0/24

dtfer],
CISCO

IWAN Transports with Front-door VRF

Isolation of external networks

Global
Enterprise
VRF

IPSec Tunnel
Interface

>

Front Side
Provider VRF

Provider Assigned
WAN IP Address
192.168.254.254

- Virtual Route Forwarding (VRFs) create
multiple logical routers on a single device

Separate control/forwarding planes per VRF
No connectivity between VRFs by default

Provider side VRF (yellow) for external
networks, Global VRF (blue) for internal
networks

- Provider VRF minimizes threat exposure
Default routing only in Provider VRF

Provider assigned IP addressing hides
internal network

Provider IP address used as IPSec tunnel
source

Only IPsec allowed between internal Global
and Provider Front Side VRFs



Add Application Classification and Control for IWAN
Group your traffic by application using NBAR2

Citrix Enterprise A URL
Exchange Browsr,)ing PP Host NBAR2
. I Oracle Email MIME
cos Cra?égg?y Lync Gaming Client Header
Advanced Traffic PPSCP Sub-Category \S(‘;%gbe @"i y Ef%er Header
Classification PROTOCOL—— /\pplication-Group Kazaa Video o
HTTP : .
VLAN RTP File Sharing Referer
Server
User-Agent

Police and Shape
Mark DSCP for Set DSCP based on Application

WAN SLA Monitor flows

Business Critical

Set PfR Traffic Real Time

Policy Video
Best Effort

Bandwidth guarantees
Packet drop

Queuing Policy

Traffic Logging

Apply QoS

© 2013-2014 Cisco and/or its affiliates. All rights reserved. 26




Application Recognition (NBAR w/ DPI)

What Applications, How Much Bandwidth, Flow Direction?
Application Response Time?
Voice and Video Performance?

VI

CITRIX' | WMcafee
.@ = ’3‘ @sitlorrent ¥ | 08 s Mioeting =~

= WindowsServer [T &P Rhapsody f/
Cin
@ vebex o | B W@ .
Ol = .< 3 Graail
HTTP Exchange M o] -

| msn

() .
talk” OoRACLE GL[sT Musac E"w

.ﬂ.\.
—S— -

L —————
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What Difference Does AVC Make?

Top N Applications (no AVC)
Rate | Volume

& T @ B

bootps

tftp
cisco-sccp
icmp

ica

http
secure-http
unknown

-

8 10

12

Top N Applications (with AVC)

Rate | Volume

& T oEa

| Traffic [l wireless [l wired (2

z =
2013 March 12, 15:22:54 CET

call-of-duty
youtube

viber

gtalk-video
cisco-phone
cisco-ip-camera
windows-update
windows-azure
vnc

gnutella
encrypted-bittorrent
ms-update
instagram
wikipedia
unknown
google-play
facebook
salesforce
flash-video
skype

gtalk-voip

netflix

hulu
amazon-instant-video
citrix
share-point
webex-meeting
google-docs
bittorrent

1

L 1 1 1 1 1 L 1 1 L 1 1 L 1 1 1

L 1

L 1

1

WH Duﬂuumuumuﬂ“wmwumuu

| Traffc [l wireless [l wired (2
v =
2013 March 12, 15:22:54 CET




plication Optimization (WAAS)

}X{ Email (5MB Attachment) = File Services (5MB File)

0 10 20 30 40 50 60 70 80 9 100 110 120 130 140 150 0 10 20 30 40 50 60 70 80 90 100 110 120 130 140 150

Time in Seconds Time in Seconds

File Drag and Drop Over native WAN
First Optimized with WAAS
Second Pass Optimized with WAAS

B Send and Receive Email over native WAN
I First Optimized with WAAS
I Second Pass Optimized with WAAS

SharePoint (6MB Document) CITRIX' VDI (Citrix)

10 12 14 16 18 20 22 24 26 28 30
Time in Seconds

o
N
IN
o
@

0 2 4 6 8 10 12 14 16 18 20 22 24 26 28 30
Time in Seconds

Launch Citrix XenDesktop Over Native Citrix ICA/SSL
Launch Citrix XenDesktop with WAAS

Site Navigation Over Native Citrix ICA/SSL

Site Navigation with WAAS

B Sharepoint File Download over Native WAN
B First Optimized with WAAS
[ Second Pass Optimized with WAAS

© 2013-2014 Cisco and/or its affiliates. All rights reserved. 29




Cisco WAAS Advanced Capabilities

Edge caching enhances the user experience

AKAMAI CONNECT
World’s Best Optimization Solution for HTTP Traffic

AKAMAI CACHING AND ACCELERATION
Transparent HTTP ‘ Dynamic URL OTT ‘ Akamai Content

Caching HTTP Caching Connected Cache Pre-positioning

CISCO WAAS

LZ BEE! TCP Application Specific
Compression De-duplication Optimization Acceleration

© 2013-2014 Cisco and/or its affiliates. All rights reserved. 30




HTTP/S Optimization (Akamai Connect)

escee T 9:41 AM 100% .

Windows Update
< General Software Update

|@ Download and install updatesl1,093.4 MB - 1,095.0 MB }

total)

108 important updates selected,

available 1.093.4 MBE - 1,095.0 MB

. ) i0S 8.0
Percentage Of Enterprise Network Traffic @ Apple.Inc. 108 important updates are

0/ 40 optional updates are available
40 A’ This update is the biggest release since the launch of P ¥

the App Store, with hundreds of new features
including new Messages and Photos features,

QuickType keyboard, a new Health app, Family

Sharing, iCloud Drive and more.

35%

30%

Learn More

25% -
o/ o
20% End-User
15% @ O 0O
10% 1 2 O
5% - O \A“'I»('I,'P/S Traffic ﬁ
N -Qpﬁmizationé"‘ :
0% - NS
HTTP / CIFS FTP RSYNC Symantec
HTTPS
© 2013-2014 Cisco and/or its affiliates. All rights reserved. 31



Industry Standard Application and
Flow Export (Flexible NetFlow & IPFIX)

Top 5 Applications EDIT HELP
BOTH, LAST 3 HOURS, RATE (KBPS)

20.0 kbps

- ” CBQoS Pre-Policy Class Map EDT WELP
/’ \ 0bps BOTH, LAST 3 HOURS, RATE (KBPS)
- 9:30 AM 1000AM  10:30AM  11:00 AM
— —— - IOOOkbpsH[“ \ ’ ﬁ
Flow Information Packet Bytes/packet : ‘HHU ‘,H[(Ww ‘I"u m L“ll h \“|||||”' w H"l "l" |J|| I
+ @ [V] % Micro Focus Cobol (86) 81Mbytes 7.9Mbytes 11231k H | l ‘ \ h‘
Is¢ Remaining trafic 0 bytes 0 bytes 0 200 bws
1l | |
| — f ! l i_ H‘{'H l “! H
0 bps
9.00AM 9:30AM  10:00AM  10:30AM  11:00AM  11:30 AM
;‘qparem
¥ dass-default 0.03% 0.03%
B iz
P20 [V class-gefaun 003% 003%
oM ¥ o 000% 000%
¥ B V] gronze 000% 000%
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Image Signing & Secure Boot

Image Signing Secure Boot and Hardware Trust Anchors

» Cryptographically signed images help « Secure Boot takes Image Signing to the
ensure that the firmware, BIOSes, and next level by providing increased assurance
other software are authentic and about the integrity of the hardware and
unmodified. software that are performing image checks

and other critical system functions.

» These signatures provide a critical check so

that only authentic, unmodified software * It does this through a combination of

can be executed. immutable hardware-based anchors of trust
and it assures that a system’s
foundational state and software that is
to be loaded is unable to be modified
(regardless of a user’s privilege level).

 As the system boots, this signature is
checked by an anchor of trust, ensuring the
integrity of the system’s software.

Supported in both ISR 4K and ASR 1K (1001/2-X) Platforms

© 2013-2014 Cisco and/or its affiliates. All rights reserved.
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Identity Aware Security
TrustSec o ——

any Servers any | (& Database HTTPS
any | {» Voice any | & Comm Services | HTTPS
B h Off any | [ Data any |E App. Servers HTTPS
=] ran |
=] anc ce any | [] BYOD any |@ Internet Any
=
Branch any any any any -]

Servers  _eTTTTTTs
\\

Voice
. ﬁ Enterprise
@ WAN

3rd Party Switches

ASR1000 ASA

Corporate
Laptop D':l \
oYl Rules in DC Firewalls based
(L3 Interface-SGT Maps A on simple categories

VLAN:servers . SGT:servers

VLAN:voice —’: [ SGT:voice
VLAN:data |

VLAN:;oyod _‘!

\. J

\ Same SGTs in every branch office

34
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Identity Aware Security

TrustSec

Source Criteria:

Destination Criteria:

SGT SGT Service | Action
any Servers any Database HTTPS
any (’)) Voice any Comm Services | HTTPS
any E;"o Data any App. Servers HTTPS
any D BYOD any @ Internet Any
= Branch Office any | & Emplgyee any App Servers HTTPS
= any | &8 Suppliers any | [ Shared Services | HTTPS
=)
Branch any any any any (-]
Servers ,/"\ e ROy k
Cisco Swﬁches RN
Voice A
Enterprise g
WAN = @ >
o=
ISRG2/4K ASR1000 ASA —
Corporate =] Coarse-grained roles
Laptop (5 J ISE from VLAN mappings
BYOD AND Fine-grained
80241 roles from
Status Rule Condition SGT aUthentlcatlon
Non-Compliant ||f Posture =! compliant £F Non-Compliant
Employee If AD:Group == employee & Employee
Suppliers If AD:Group == ext-contractor ‘{ Suppliers
IP Phones If DeviceType == Cisco Phone (')) Voice
BYOD If DeviceCert: Does not match D BYOD -

© 2013-2014 Cisco and/or its affiliates. All rights reserved.




DNS Layer Protection (OpenDNS)

= Branch Office

[ —]
Branch
!E Servers

Voice B S bé o | Tube}
@ A ‘ Google

ISRG2/4K |

saleyf)rce.com‘
‘ﬂuue;s On Demand:”

Corporate I
Laptop

BYOD
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World's Broadest Service Offerings in
One Box

WAN Optimi




IWAN Branch Services Routers
ISR4000 Series - IWAN AX Ready, Next Generation Branch

APPLIANCE LEVEL PERFORMANCE

* Resilient Service Virtualization

» Multi-gigabit Fabric

o e O T IMEERION D 500Mbps/1Gbps
APPLICATION CENTRIC

* App/User policy-driven deployment

« APIC_EM Automation: deploy in minutes ISR
- Pay-as-you-grow 4351 200/400M bps
* Up-to-75% cost savings

ISR 4331 100/300Mbps

- 10S Firewall, VPN, IPSec, PfRV3, NBAR2,
AVC, AppNav, VRF, MPLS

» Scalable on-chip service provisioning |SR4321 _ 50/1 OOMbpS

© 2013-2014 Cisco and/or its affiliates. All rights reserved. 38




IWAN Aggregation Border Routers
ASR1000 - IWAN AX ready, high performance routers

COMPACT, POWERFUL ROUTER

ASR1001-X

Line-rate performance 2.5G to 200G+ with
services enabled e

=‘E§:"“’.§E \ 'EEEEEE; 5 0 & : .- 1 g : —
» Crypto performance from 2G to 60G+ i srninsit ’ﬁ'&'-,fii ma.ﬂzm:ﬁ....‘..‘ i
Flexible I/0: SPAs and Ethernet LCs R » il

Modular ASR1006
« 2.5G Upgradeable to 5G, 10G, 20G -
« Up to 8G Crypto Throughput
BUSINESS-CRITICAL RESILIENCY

« Separate control and data planes
Hardware and software redundancy
In-service software upgrades

INTEGRATED IWAN SERVICES

|OS Firewall, VPN, IPSec, PfRV3, NBAR2,
AVC, AppNav, VRF, MPLS

_ _ L » 5G Upgradeable to 10G, 20G, 36G
+ Scalable on-chip service provisioning . Up to 4G Crypto Throughput

:
.
l‘
-
I.
l'

ASR1002-X

* Modular, Redundant up to 200G
» Up to 60G Crypto Throughput

© 2013-2014 Cisco and/or its affiliates. All rights reserved.
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All Services Without “Killing” The Box




Unbeatable Investment Protection

2500 O e
2600 I . > ©
ISR G1 O —— o
ISR 4451 O Available oSS
ISR 4300 O Available [N
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IWAN Management (APIC-EM + Prime Infra)

Customized Deployment Prescriptive Whole Branch
with SDN Deployment with SDN Automation

Prime App Cisco IWAN App 2;12rcnhaﬁgzvices

Custom Model IWAN Trust ZTD
Templates Templates Topology Automation Provisioning Branch-Level Policy

Plug & Play Workflow Security Path Selection Application

Policy Policy Policy IWAN Switching Wireless

REST APIs

APIC-EM Services (Partial)

© 2013-2014 Cisco and/or its affiliates. All rights reserved. 42



IWAN Management and Visualization

Click
Control, Deploy

Point

Troubleshoot,
Decision Making

Fix
Improve

See
Visualize

« An Application-aware Network Performance
Management + QoS Control tool

 Fast, simple, cost effective way to monitor and control
application performance leveraging Cisco capabilities

-~ % - = : = e rx =2 e

I
L= dt,.
Lol 4

-
P

End-to-End topology,
flow and trace
visualization

Search capability

Alert drilldown to
applicable flows

Point-and-click FnF
configurations

QoS dashboard and
alert drill-down

Pre and post-QoS
graphs

Congestion indicators

Single-click
QoS audit

* QoS/ACL graphical

configurator

» Customized policies

with 25+ QoS
templates

* Apply policy to
multiple devices
w/ single click

* CLI preview

Y

\x/,

* LAN path and
Spanning Tree
connections

* Trunk and access
bandwidth

* Layer 2 QoS stats

* VLAN filtering in
topology view

Topology view of active

routes

Graphical Policy
Based Routing (PBR)

Trace path to
destination with
return route

Supports EIGRP,
OSPF, IS-IS,
BGP, RIP

s

IP SLA topology view
IP SLA dashboard

Graphical IP SLA
configurator

Support all IP SLA
tests including Video
Operations



Key Deployment Topologies




Single DC/POP with Horizontal Scaling

Hub MC
*  Multiple DMVPN Hubs per access network for redundancy e 108.0.0116
and scaling o

* Load balance or path preference option for Hub cluster

« If the current exit/channel to a remote site fails, converge
over to an alternate exit/channel on the same (DMVPN1)
network.

« Otherwise, converge over to the alternate (DMVPN2)
network

» Scale — Distribute traffic/channels across multiple BRs/exits
on a single (DMVPN)

» Utilize horizontal scaling for router capacity.

« Convergence across hubs/pops should only occur when all
exits/channels
in a hub/pop fail or reach max-bw limits.

10.1.12.0/24
10.1.13.0/24

10.1.10.0/24 10.1.11.0/24

© 2013-2014 Cisco and/or its affiliates. All rights reserved. 45
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Multiple DCs with
Dual POPs

DC1 W DCtoDC f DCx
10.8.0.0/16 10.9.0.0/16

Enterprise Core

Dual DCs with DC backup link

—

IWAN POP1 10.8.02716 AN POP2 10.9.0.0/16

DCs collocates or separated from
Access POPs

- Separate prefix advertised from each |
datacenters to spokes Rl \

« Single MC controlling all POP border
routers

EIGRP/BGF\‘ / EIGRP/BGP EIGRP/BGP
10.8.0.0/16 10.9.0.0/16 10.9.0.0/16

- PfR can redirect traffic through

enterprise core to reach best egress
point

10.1.10.0/24 10.1.11.0/24 18j1 ;1?,;85%2

© 2013-2014 Cisco and/or its affiliates. All rights reserved. 46




Datacenters

M U Itlple DCS Wlth Scallng 10.8.0.0/16 Backbone/backdoor connectivity
10.9.0.0/16 between POPs for failover.
0.0.0.0/0 May not exist

IWAN POP1 / >< IWAN POP2

- 2 POPs advertise the very same set of N

I 10.8.0.0/16 o 10.8.0.0/16
preflxes 10.9.0.0/16 10.9.0.0/16

- Datacenter may not be collocated with the

POPs

« DCs/DMZs are reachable across the WAN
Core for each PoP

- Branches can access any DC or DMZ across
either POP(hub). And, DC/DMZs can reach
any branch across multiple POPs (hubs).

« Multiple BRs per DMVPN per site may be
required for crypto and bandwidth horizontal
scaling

10.1.10.0/24 10.1.11.0/24 18:1:1%28%2
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a Home Monitoring Site Dashboard

o "

bt 5 Newly Discovered

S Devices

Configure Hub Site & Settings Manage Branch Sites
o - o]

=

.3 Sites

'3 In-Progress

/ \ EEE 12 & railed
- @ @ @D Provisioned
-»>
Hub site(s) is ready.
Manage branch sites. Scheduled Jobs

— 1 @D Hubs
- @ Branches

@& Application Policies

@ 10  AuditLogs

Application Dashboard Provisioning Dashboard

o Monitor & Troubleshoot Administer Application Policy .

[ Business Relevant
Business Irrelevant
W Default

' M voice-and-video
‘ [7 business-and-productivity-tools

Il Configuration Failure
M In Policy

Application Categories (Business Relevant) Application Policy Groups Application Path Preference Provisioning Status
file-sharing
M email

Il MPLS
M No Preference
M software-updates
- W
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Network wide settings

a System * IP Address Pools @ Service Providers 3 IWAN aggregation site @ Certified 10S releases

Configure Hub Site

How many POPs/Datacenters do you have? a

. Primary Datacenter Transit/Secondary Datacenter
2 0@ MC 0% MC

Pop 1: External MC Il Border Routars 7

9

How many Providers do you have? 9@ 0@ 9@ @
Connect the nodes based on your network
topology
To connect any two nodes (Router & Cloud):
© Dragbetween nodes

Toremove a link:

o Selecta link by clicking on it. Pressing 'D"
removes the selected link

To configure a Router or a link:
o Click on the Router

Pop 2: External MC Il Border Routers 2

o Click on (+) icon over the link
o Enter the configuration and click save

® 1 wish this page would..
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Cisco
("1 IWAN Home Application Policy
Categorize Applications Define Application Policy Application Bandwidth
consumer_apps 48 “ M browsing
ice-and-vi consumer_apps
voice-and-video... 28 W Business Relevant | _app!
business-and-pr... s— 18 Business Irrelevant unknown
other me— 17 B Default M net-admin
. M file-sharing
net-admin H M voice-and-video
Top 5 Application Categories
Add Application Q search Apps

Applications can be dragged and dropped to other categories; By default not all the applications are visible, you can make them visible Teach me.

Not all Categories are shown by default, Hide less common categories.

anonymizers 0 .. I backup-and-storage 0 .. browsing 4 I business-and-productivity-tools 18
consumer_apps 48 I database 3 email 8 I file-sharing 12
gaming 0 I industrial-protocols 0 instant-messaging 7 I inter-process-rpc 3
I internet-security 3 I layer3-over-ip 1 net-admin 17 I other 17
social-networking 6 . I software-updates 6 . I voice-and-video 28
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< "1 IWAN Home 1 Application Policy
Categorize Applications Define Application Policy Application Bandwidth Apply Changes
consumer_apps 48 “ M browsing
ice-and-vi consumer_apps
voice-and-video... 28 W Business Relevant [ | _app
business-and-pr... se—— . Business Irrelevant unknown
other me—— 17 B Default M net-admin
. . M file-sharing
file-sharing me— 12 . .
_— . M voice-and-video
Top 5 Application Categories

backup-and-storage MPLS ¥ social-networking No App Performance ¥ I other a No App Performance ¥
database INET w consumer-internet No App Performance v I epayement No App Performance ¥
business-and-produ... MPLS w consume Application Performance l’

O No path preference
email MPLS w consume (® Path Preference

software-updates INET w consume
Secondary | int1 v

voice-and-video MPLS w gaming =~ LastResort mpls

Cancel

file-sharing MPLS w instant-n

browsing MPLS ¥

I Primary | int2 v
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@ cisco
a Application Policy
') Categorize Applications Define Application Policy Application Bandwidth
. consumer_apps 48 ‘
-and-video... 28
a vwbe and-video M Business Relevant M net-admin
business-and-pr... 18 Business Irrelevant M unknown
. Other me— 17 M Default voice-and-video
file-sharing se— 12
.:: Top 5 Application Categories
-~ Zoom:1h | 6h | 1d | 1w | 2w | 4w | 3m
Y HUB
v 333.2-aINET
554
481
» 369
g
M net-admin é 277
M unknown 2 485 -
voice-and-video
092
0 — — e — T T T - 1
Jan 4 10.05 AM Jan 4 10:14 AM Jan 41023 AM Jan 4 10:32 AM Jan 4 10:41 AM Jan 4 10:50 AM Jan 4 11:00 A
M eigrp M ping dns M rip-audio I ntp M unknown netflow [ ssh ipfix I snmp [ Other
Y 3.3.3.3-a& MPLS
2
2
M net-admin z
M unknown <
voice-and-video
0 - T —T — — f —=
Jan 4 10.05 AM Jan 4 10:14 AM Jan 41023 AM Jan 4 10:32 AM Jan 4 10:41 AM Jan 4 10:50 AM Jan 4 11:00 A

M eigrp M ping dns M rtp-audio W ntp M unknown netflow [ ssh ipfix W snmp [ Other

¥ TRANSIT_HUB

Y 3334-aINET

554
461
» 369
8
M net-admin g 27
M unknown 2 485 .
v

voice-and-video
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A  Services / Application Visibility & Control / PfR Monitoring Hep | @ O [

PfR Events Compare WAN Links

Time Filter: Past 24 Hours 1h | 24
G RTP > @ SanJose e - e oe-o-o «
@ SanJose > e RTP *® Ll o-e 00-o--0 «
@ RTP > Bangalore ae o ® > ® o @ 0o 00 @ «
Bangalore > @ RTP ae o o o o o o e0 0 00 o «
Bangalore - e SanJose ft.' ° L ° L4 e o o ° ¢«
e SanJose > Bangalore & bl ® oo o o ® o«
I I I I I
No Traffic Issues HUB 09 PM 06 PM 03 PM 12PM 09 AM 06 AM 03 AM
. Corrected Traffic Issues il Branch 2015-12-21 23:24 - 2015-12-20 23:24
; [ ] v
. Un-corrected Traffic Issues Transit Dec 21, 2015
23:24 PM IST 09 PM 06 PM 03 PM 12PM 09 AM 06 AM 03 AM
Unreachability event count over time [©) X Max. Delay over time Max. Jitter over time
count N milliseconds milliseconds
20
== Vodafone == Vodafone -+
=& VSNL =& VSNL L]
10 =¥ Verizon =% Verizon A
- AT&T - AT&T -
COXT COXT
) AR [N
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P o Ko ===
N Vodafone: 0

@ VSNL: 0

Verizon: 0
B AT&T:0
@ COXT:0
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PfR Events Compare WAN Links

Time Filter: Past 24 Hours 1h | 24
G RTP > @ SanJose * e-o L o= -
@ SanJose > @ RTP e L4 oo oo o o «
G RTP > Bangalore oae o ® o ® o ® 0o 00 ® «
Bangalore > G RTP o3 ° o o o ° o e0 0o 00 o -«
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0. [ ] i v
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SP B/W Usage Per DSCP DSCP Vs # TCAs ® x DSCP Vs # Unreachable TCAs
MegaBytes N count
500
800 B coxr -O- Voice (EF)
700 S 4
600 - . AT&T 0 < Bulk Data (AF11)
300
500 VSNL Broadcast Video (CS5)
4007 B s 200 -4 Best Effort (Default)
300 100
200 | B
E 0
100 _ M s 2:40 AM
0 —
0 Broadcast Video (CS5) Best Effort (Default) - Voice (EF): 3
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Time Filter: Past 24 Hours 1h | 24
G RTP > @ SanJose * O L o= -
SanJose > RTP o ®{ . oo o o «
@ e x Bangalore » RTP 0
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I T T T 1
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@ @ Total6 (3 L% v
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-+
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= - : .
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PfR Events gasteiz »HUB X = Compare WAN Links
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interne

o
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WAN Interface SP
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Bulk Data (AF11)

0©e

D3 root - ROOT-DOMAIN {3
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Border Router
Master Controller
Service Provider
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% Packet Loss Reachability Delay(ms) Jitter(r
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0 0 0
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. 03 PM
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