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Cetb ACI kak pacnpeneneHHbI KOMMYyTaTop

KoHTponnep

Leaf Nodes
cnonb3oBaHue habpuku Kak eauHoro Kommyrtartopa

e
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OpuneHTnposaHHasa Ha [punoxeHunsa NHdpactpykTypa

HEALTH
0
@ S 96%
CeteBom [Mpodurnb MICROSECOND(S)
[MpunoxeHus b7 ervicer -+ 0 DROP
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LD ADBY ANCER.
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ACI Agpecyet busHec Llenu

Ynyywnts OBCnyXnuBaHme KrMeHToB Yckoputb [Joctaky NpunoxeHnin BbinonHeHue TpeboBaHui Perynatopos
MHHoBauwmun B MNpoayktax n Cepeucax mbkocTb NHGpacTpyKTypbl Ayont n Baaumopgencrteme

IT kak KoHKypeHTHOe npenmMyLLecTBo Ynyyqwnts Bugumocts 1 AHanNuUTuKy Be3onacHocTb 1 MOHUTOPWHT
YBenunyeHne busHec AHannTuku YNpoCcTUTb NpoLiecchl KoopauHauus ¢ busHec Llenamn

CEO ClO CISO

Boiroabl ACI

KoHKypeHTHOE M'MbkocTb YMeHbLueHue
npeMmyLiecTBoO ana busHeca Puckos




Heobxoanma HOBAA OnepaunoHHas mogernb

TpaanuMoHHas HOBOE NOKOJIEHUE
CETEBAA ~ SDN MO[EINb i D

(Shv
'?5 Exchange
< — /

MOLEIb

Software-Based Network APP-CENTRIC
e b Virtualization INFRASTRUCTURE

CyLiecTaytoLlas 2 Cetn Bmecto 1... EanHbl CetTb n ABTOMaTu3ayms

Mogernb [M6kocTb 1 HW nponsesoan-cTb




[Tlonuntnka penesaHTHasa busHecy

ACI nossongaeT Bcen MHOPACTPYKTYPE NCNOSMb30BaTbh KOMaHAbl Ha
peneBaHTHOM BU3HeECY A3bIKE.

Cetesoii npocpunb ACI TpaguumonHas MonuTuka ....?

“Pa3peLIJI/ITb WEB cepBepam “Figure out where app lives in physical net”
KoMmMmyHukaumo ¢ APP cepeepamun’” “Trunk VLAN 112 to switch 22.”

“Add route....”
“‘Plumb ports 7-12...”
“Configure ACL...”

“Apply QoS..."

Repeat every time app moves or needs more capacity

© 2013-2014 Cisco and/or its affiliates. All rights reserved.




IHHOBaALUMOHHbIN NMOAX04 K ONUCAHUI0 CETU

Yto Takoe NMNonutuka NMpunoxeHuna?

1. Tpynna: Habop VM nnu pmnsmyecknx cepsepoB C OANHAKOBOW NONNTUKON
2. KoHtpakTt: Habop npasun (ACL) B3aumogencTansa mexay rpynnamm
3. CepsucHas Llenoyka: Habop ceTeBbIx CEpBUCOB MeXAy rpynnamm

© 2013-2014 Cisco and/or its affiliates. All rights reserved.




ACI NMNonutuka no ymonyaHuwo “Zero Trust”

TRUST BASED ON LOCATION ZERO TRUST ARCHITECTURE
(Traditional DC Switch) (Nexus 9000 with ACI)

v B e oo e e

- o - - - -

12 IS 3 || 4
X% N
EPG 1 EPG 2
“WEB” “APP”

_ - Whitelist policy = Explicitly configured ACI contract between EPG 1 and EPG 2 allowing traffic between their members
©2013-2014 Cisco and/or its affliates. A IpteiRepiteskture allows flexible EPG membership, enabling wide range of security policies




YMNPOLWEHWE ACL / nuterpauum ceteBbiX CEpBMUCOB

YMEHbLLAKTCHA PUCKN Be3onacHOCTH
b — YCTPaHEHbI OLLMBKN KOHUrypaumnm

Security
YKM3HEHHbIN LUK NONMUTUK

Policy
Pe-ncnonb3yoTca CcyulecTBytolmne
dalin ¢ ONMCaHMEM npasmna/nosinTnKn

303M0@<H00Teﬂ LleHTpanusauns n aBtomatmnsauus
CTpouncTBa .
i L4-7 MNMonutuk ¢ Device Package

[MTonUTUKN NoaaepXXnBatoT

Cisco ASA/ ASAY, MOBOUIBHOCTL CEPBEPOB
SLB u T1.n.

© 2013-2014 Cisco and/or its affiliates. All rights reserved.




[Mpeactaenaem: Application Centric Infrastructure

NMpunoxeHusa + UHdpacTpykTypa

B> SharePoint

OTKpbITOCTL + Be3onacHocTb @8 Exchange
SARd

:: @ -

YacTHan I/IH(bp + Obnako

NMonutukn MpunoxeHunn = OnepaunoHHas lNpocToTa

©2014 Cisco and/or its affiliates. All rights reserved.




MacltabnpyemocTb

1 MILLION IPV4 / IPV6 64,000 TENANTS
END POINTS >

60 TBPS CAPACITY 8K MULTICAST GROUPS
(PER SPINE) (PER LEAF)

—
f——
|
L ===

258088 MNOPTHI




NuHoBauum B Ontuke: ueHa 40Gb = 10Gb
Pe-ucnonb3oBaHne obbivHOW napbl MM onTtuku

40G BiDi Optics

T N— IKOHOMMSA Npu

V : i nepexone Ha 40G

: _-— (99% DC)

40G Over 10G
Multimode Fiber

© 2013-2014 Cisco and/or its affiliates. All rights reserved.




ACI Agpecyert Bbi3oBbl besonacHocTtn B IO

B> SharePoint
ORACLE

@8 Exchange

SAD4

BesonacHocTb
HanucaHa Ha
«AA3blke»
[MpunoxeHnn»

Ynpouiaetcs
cermMeHTauus c
NOMOLLbIO
[Nonutuk

ABTOMaTU3auUmnsA
CeTteBbIX
CepBucos

BuanmocTsb,
aHanuTuka,
PaccnepnosaHue

ABTOMaTU3aums,
Perynsartopul,
Ayout

LleHTpanusauuna besonacHoctn ana dusmndecknx n VM cepeepoB

© 2013-2014 Cisco and/or its affiliates. All rights reserved.




BuoeHue Cisco ACI: MacwtabupyemocTb,
Be3onacHocTb 1 NonHas BMOMMOCTb

Tenant Application

Health Score Health Score

78% | 96> I

Latency Latency

5 Microsecond(s) 2 Microsecond(s)

Drop Count Drop Count

25 Packets Dropped 0 Packets Dropped

Visibility Visibility

£ (e 7 popenon Dy
Physica 8 Physical [V Firewall Stor 8 Physical [ Firewall /
Networkiny VVAIN dllu u|0l.ld

@ redhat
Xen I

NHTerpauma donsmnyeckon n sBupTyanbsHOW cpeabl




Kak Bbl MoXxeTe 3Bfeyb
BbIroay Ana cBoero busHeca oT

aBTomMmaTusauum Bawen cetun?




BHenpeHue ['paHynapHbix ['pynn
be3onacHocTH

Mukpo-
CermeHTauums

WNHTEpHET

TpeboBaHus

PC| TpeboBaHus

PerynaTtopa




be3onacHocTs ACI
dokyc Ha YnpouwieHne, Multi-Tenancy n MacwwtabmnpyemMmocTb

NuTerpauuns B ACI 3awuTa NHBecTnuymmn
N D
A
@ (¥ Symantec. FERTINET:
& O v *radware @ Security @
Policy- Automated Stateful Firewall L M:Ef"é
Physical and Audit, Detect, and Micro AIBciworks edltalte
Multi-Cloud Mitigate Segmentation CITRIX  Infoblox =

NNNNNNNNN

BannaonposaH ans passeptbiBaHns PCIl nHdpacTpyKkTypsl

e
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Buanmoctb ACIH

dunanyeckune, BuptyanoHble cepBepa n KOHTENHEpPDI

s@e

r
Integrated Centralized Health
Overlay/Underlay Management Scores

and Open APls

UL L
cisco



ACI: Cnna nporpammmnpyemMocTu

e
cisco

OTkpbITbIN API, Open Source, Open Standards
Azure Pack
Intuit ACI Toolkit Integration vCenter Plugin
N N W N
Q
e K i »
Built by Customer: Built by Built-in Collaboration Built by an Intern
Dashboard Third Party with Partner in ~2 months
Granular Simplified Network ACI for Microsoft Network
Application Visibility Provisioning Cloud Provisioning
and Control Through vCenter



ACI & NEXUS 9000

INDUSTRY ADOPTION & AWARDS

6,000+ 1,400+ 20+

Nexus 9K and ACI ACI| Customers Ecosystem Partners
Customers Globally

Best of

INTEROP

2015 Data Center Winner

Winner of Cisco 2015
Pioneer Award in Product

Best of Innovation Category

INTEROP o
: 2015
2015 SN Winner Excellence In SDN
“Nexus 9516 Wins Best of Interop” SDN ZQNE



[Tpumenp:
ABTOMaTU3aUUSA
MHOroypoBHEBOIo NPUNOXEeHUS

yepes Dev, Test n Prod




The ACI Micro Segmentation Toolbox

Micro-segmented

EPGs & Contracts EPGs

| N\ '
ACI Policy Mode! \ Yg‘ l’-h- with attributes
r " X

Integration with
L4/L7 Services
ecosystem

Intra-EPG
isolation

e
Cisco



For physical & multi-hypervisor workloads

Intra-EPG Isolation: Intra-EPG Isolation: Intra-EPG Isolation: Intra-EPG Isolation:
+ DVS since ACI 1.2(2) * Roadmap * Supported since ACI 1.2(2) + Supported since ACI 1.2(2)
* AVS since ACI 1.3(1)

MSeg EPG with attributes: uSeg EPG with attributes: MSeg EPG with attributes: uSeg EPG with attributes:
+ DVS since ACI 1.3(1) with *  Microsoft Virtual Switch * Roadmap * |IP EPG since ACI 1.2(1) with -E
9300-EX hardware since ACI 1.2(1) hardware

* AVS since ACI 1.1(1)  MAC EPG planned

alrer]n
cisco



Management tools for every organization

Appication Profile - DEV_Gr

Ea
L4 4

Type  peplopuent Tamediscy Resolucion Tmdiacy state

[ ——— pr— oy
ncerrace Wosiication mime

ey 150 s 12, 10s00:00
Ve DCl-0s1_ToRieyeEou 2015-0-18119158:36. 125000300
e 201513047171 56:03. 528000100
v 201500187191 55436, 125100400

statac snapoincs
ot

ntactace meap. e rowt wac wna point 7

sness

ey

Style.

NX-O

oyanic zndotntss
s

Incertacs s Bed moine e End Boine T7 Addcess

[

G012 vps Dot-0s_Folicyaeow Visn-iis1 90:00524302000101 10.1.4.110

o0s0:34s

200202 10,1411

101102 vpe Dci-osi_foLicyacoup
a0s00

0200103

e iie W3803

2015-11-0614158134, 115400
2015-11-06710153434.135+00¢
1a5v00:

I1isko
150

iR

[ eRE g

Choose the

ri

ght one!

‘Appcation ]

& ot Uralops | % @ Avpication Joomizicp -

8 Creatoanew Aopicaton Profie

Poly | Tresuts Heamn Fauts AusiLogs

Drag and @ @ @ @ Resatien
a @ @& SuintoConsumarPrdceriow

e vCenter Plugin

4

®@ © @
@ @ 0 0 © ® @ @ @ @

oo amaneson  Tesvoesss  Jropsenes  ovsoangioos

@ © @ @

Ve < K& @

D) (e i) (3 Buider

acioe P ———
o posT ps I Soonapsslogin

oo Noaun v

oy Cookes  Hesders ) Tets [RvIa—

ey R e N v D [ Q serspome

1
oken" . “POGEERFGoVASbFLUTUNABYRYmFOYSGCCIONN /2y
XAz 0Ly RrapNGS207l

jerprint”: "Yol8/a0S7CafHon3",
s oo,

e,
153700
oS L0ESoqzeBRCaPYe -

24



Interactions

ESXi
Hypervis

<2

“s A m m n
“s A m m n
“s A m mn nm

APIC
Cluster

25



vmware* vSphere Web Client f®

4 History

root@localos ~

Help ~

w
|

X

5% Rules and Profiles
() vCenter Orchestrator
[ Hybrid Cloud Services
5] ACI Plugin

Getting Started |'M\

D"’

&% Administratiof

Inventories

> ()

vCenter Hosts and
Clusters

Tasks
[T Events
| Log Browser

&) Tags

@, New Search
[ saved searches

A

Task Console Event Console

Administration

& R

Licensing

i Watch How-to Videos

2 @ @

Ws and Storage Networking
Templates

Host Profiles ‘W Storage Customization

Policies Specification
Manager

&

vCenter
Solutions
Manager

o B
vCenter Hybrid Cloud
Orchestrator

]

vCenter
Operations
Manager

ACI Plugin

All Running Failed

My Tasks v More Tasks

~ |/ WorkinProgress 01

> €3 Alarms =1

[ Anny | Newct)  Acknowt..

9 vc-dev-parlab
Health status monitoring




OunnawvH mara3mH Acme Co.
Web lNpunoxeHune

(Mpumep ocHoBaH Ha Open Source Joomla CMS)

=4

HOME SAMPLE SITES JOOMLA.ORG

Matuna Fuiits

Open Source Content Management

Font size Bigger Reset Smaller

Search...

About FruitShop *  Growers

We search the whole countryside for the best fruit growers.

Fruit Shop You can let each supplier have a page that he or she can edit. To see this in

e
cisco



[On3anH npunoxenuna gna Acme Web App

Joomla Web Application

| .
@ tcp/80 | (R P i | ! Production
: VM1 VM2 I 1 MySQL :l
I I :

Load Balancer can reach
web servers, but not the
DB

172.16.10.0/24
"\

Single Subnet to
simplify IPAM

by a NGFW at the
perimeter

Web Application protected r

ll via NGFW, but do not

cisco

Web Servers reach DB r

need to talk to each other




OHnanH marasnH Acme Co.

http://172.16.1.100/acme

Joomla Web Application

Provisioning Tools  JoomlaAppServers

A i

29



Acme Co.

http://172.16.1.100/acme

Test Site:
http://172.16.1.200/acme

alrer]n
cisco

— Web App for online Shop

Jd Dby APIC when VM moves

Pool automatically updated

into UEPG | _ L access
7 Web Database
- 1. e ——————————— |
: vve vve : I
0 b b v T
1 VM VM MySQL |
® 1 I I
[ T A< A L I
.............. I
e J
r--1-—-os -~~~ mmm e e e, e e e == - I
I 172.16.1.200 |REGE—G—G—— Wb R
I r 1 r i
1 1 | 1 |
| 1 1 | VM 1 |
— —
| [ HAProxy : | Gy | I
1 I L I
| S J |
S 4
el e I
I Web Database I
| :. _____________ . F=———==n
| Web : : vv IR :
I VM3 | —— I I
| I I MySQL .
I : I I |
- S 1 mmemmeeee I
L e e e o o oo o oo e e e e o e e e e e e e mm e e mm mm e e mm e J

New VM added to
NGFW rules allowing DB

' Prod
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C 4yero MOXHO Ha4vaTb?
MuHuMmanbHasa KoHurypaumsa nHdpactpyktypsl ACH

Nexus 9336 Nexus 9336
(“mini-spine”) (“mini-spine”)

40G kabenu

Nexus 9372PX-E/TX-E Nexus 9372PX-E/TX-E

SN ! - e .
T AT i e e} e pemn ey
iy T L L .

10G (kabenu unu BuTas n

L

T

Knactep APIC (3 koHTponnepa)

e
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Mwurpauus B HoByto moaenb EPG

o )
VLAN / MNMoacetn B EPG > OPERATION
=

Context 10

At @ %
= &=
612 vian 12 3HaHusa o MNpunoxeHusax/ 1o ==
BesonacHocTb/ 2KU3HEHHbIN LMKIT. .. OPERATION

EPG 13 / VLAN 13
192.168.10.0

VLAN / Noacetn B EPG

[MBpunaHbIA An3anH i
3HaHus o Npunoxenunsx/ besonacHocTb/ @ —_—
YKN3HEHHBIN UKKTT...
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Beaywmun cepsuc nposangep 8 OAD

Ruennedue AC

\ —
@ .du.ae/business (& ulsar hd50s
\(-/) @ www /bu Y

) 32 |E

Business Personal Shop My Account

The answer is yes.

Small
Business
For Small Businesses For Enterprises Managed Services
Enterprise
Enjoy our new Business Mobile Can a network operator be a Let the experts manage your
Managed Plan, the simplest data & calling business partner? The answer ICT services while you focus on
T plan. is yes. running your business.
Learn more Learn more Learn more

Testimonial videos - Business Talk episodes

syl Q



add life to life

OcHoBHblE I'IpO6J'IeMbI KINMeHTa peLlleHHble C

Infrastructure scalability
Macwrabupyemoctb UHdpacTpykTypa
AHepro-ahpheKTUBHOCTb
“I)xnamp,eﬂue O4YeHb A0pPOro CTOUT)
oOMNbLHOCTb
40 Gb no ueHe 10Gb
MynbTU-runepBU3OPHOCTDL
OrpomHble Capex cbepexeHus
AkcnnyatauuoHHas MNMpocToTta

Benoywmn cepsuc nposangep B8 OAD 1 camom
ObICTPOPaACTYLWKUM B perMoHe bnmxHero
BocTtoka

KoHconuaaumsa B 2 HoBbix WO Ayban n Aby-
[1adbun BmecTto 15+,

ACI| d®abpuka :
2 Spines (9508)
144 ToRs (9396-PX)
3 APIC Clusters
ASR9K for DCI
Citrix SDX for Services Insertion
NAM
UC on UCS

36



KntouweBble CepBuUCH
npegoctaBneHHble ACH

IPTV — MnaTtHble TB nakeTbl 4N XWUNbiX, 1 OU3HEC-KNNEHTOB
B 3HauuTenbHoOM cteneHn 3aBmucaT ot mynstukact SD n HD kaHanos

KopriopatuBHbIn IT — BHYyTpeHHsIS1 nHdpacTpykTypa MpunoxeHuii ons BHYTPEHHUX
nonb3oBaTenei, o6cnyXnBaHne MoOUNbHLIX CEPBUCOB U 3aKa34YNKOB

Customer Relationship Management (CRM)
Enterprise Resource Planning (ERP)
Blackberry Enterprise Service (BES), Email, OSS etc.

HMC — XocTuHr obmeHa coobLLeHUAMN 1 COBMECTHOWN peLLeHne

Microsoft Exchange n SharePoint
XocTuHr lJomeHoB 1 CTopamk CepBuUCHI

HCS — lNonocosble 1 Bugeo Cepsuchl Ans 6usHec 3aka34vnkos nocpeactsom Cisco
Business Voice Services (BVS) ona XoctnHra n MeHegxeT cepBuCOB.

TernekomMm— Mo6unbHble n Cepauc nepenayn aaHHblx 2G (EDGE), 3G (HSPA) n 4G (LTE)

QspoymmHr UAE



Tononormnsa

Residertial
and Business
users

Intranet
user

AGGREGATION OF
RESIDENTIAL METRO
PoPs

MPLS CORE

Abu Dhabi

L2 BORDE
LEAVES

10 Gig ‘
1Gig ‘
40 Gig

100 Gig p_=_u

IPTV LEAVES

Services LEAVES

Standard / DC
LEAVES

IRD Encoder MUX & server




Tononorunsa

Abu Dhabi

Dubai

IPTV leaves
—_——aaa7
IPTV Devices

Services Block

Service Leaves
N

Sespengmensy
Server Farm

Stancard leaves

-
APIC Cluster

7
Server Farm

Border leaves

7
Services Block

Service Leaves
N

D
Server Farm

| Standard leaves

}ﬁﬁ?

FEX Leaves
Server Farm

— e e e =L .

Existing IP/MPLS




ACI Tonornorua ®adpuku

TENANTS

Topalogy

M Quick Start
I Topology
B8 pod 1
- Fabric Membership
E5 Bl Unmanaged Fabric Nodes
M Unreachable Nodes
W Disabled Interfaces and Decommissioned Switches

VM NETWORKING

L4-L7 SERVICES
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AC| Mogenb TeHaHTOB

Network Admin
(———— ) P — S Temant—— )
Tenant: Tenant: Tenant: Tenant: Tenant: sh .
ared Internet
HMC IT Corp IPTV loc Telecom . Fabsic
N — e m
Application Application Application Application Application Application Switch
Network profile Network profile Network profile Network profile Network profile Network profile i
EPGs EPGs EPGs EPGs EPGs EPGs Line cards I
Layer3 Layer3 Layer2 Layer3 Layer3 Layer3 Ports
\ Network /] Network /] \ Network / Network \\ Network )) L Network )) k
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npe,EI,CTaBJ'IFIeM KOMIOHEHTDI
Cisco Cloud Architecture ans o6nauroii nnatdgpopmbl Microsoft

Microsoft”

Bringing Windows Azure Services to &, ysfcem Center2012 Cloud Service Portals
& Windows Server Hyper-Automation
By Identity

Customer portal Customer portal

For Hosting Service Providers A& Active Directory Orchestrated

Resource | Auto-mation Tenantvigt | pigne
o ervices Workloads

Windows Azure Pack Services Windows Azure Pack Services
a ng’-, Library of

) Application Profiles and 0
Hosted Privat . ’ pen APls, Open
ot S asomics. Cloud Service Profiles Standards Excellent for

Database Hosting Desktop Hosting

& &

Centralized Policy
Management

Industry-Leading
10/40/100-Gbps
Programmable Fabric

CRM as a Service DR as a Service

Infrastructure
i / i / / / / i / 0
sty X [Vasiie. X e Endpoints
Cisco Nexus® 7000 Series ollootlloc - citRix ol X — Physical and Virtual
, cisco EMC " = |
SR Geecnge XY oy smeefve Noupp . EEE
, [ [ Microsoft E) SharePoint : Integrated WAN Edge




8 00 WAP

e | bitmesco ascisconet 00 A P - O Cetficateesror | Plans - Windows ACI - Service £ Citrix NetScales V

Service Management Portal @ admin@abecom

NETWORK TYPE -~

@ NAME DESCR

- Cisco ACI| nHTerpauus c
Obnakom Azure Pack

FROM NETWORK TO NETWORK.

- A -
Choose one. V‘ Choose one. v

VIRTUAL MACHINE ROLE PROTOCOL NUMBER
STANDALONE VIRTUAL MACHINE . FREWALL
VIRTUAL NETWORK

MY ACCOUNT




Thank you.
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el CliQr

March 1, 2016: Cisco is announcing its intent to acquire
CliQr Technologies Inc., a privately-held company based in
San Jose, CA that provides an application-defined cloud
orchestration platform to model, deploy and manage
applications across bare metal, virtualized and container

enyironments.




Hybrid Clo
Hybrid Cloud Orchestration sl Vens0onoRla]

- lEseEp Dolibars
w @Y SharePoint @ :i‘ljava

= splunk> '
‘ (( >
~. =

« Single Integrated Management Platform
» Full Application Lifecycle

e Scalable and Secure

« Portable and Manageable

...to and between any datacenter or cloud

el
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Working Together: End-to-end Orchestration

Business (ITSM) Development (DevOps)

Prime Service Catalog, ServiceNow, Custom CliQr, Jenkins

t ¢

Application-Centric Lifecycle Management

Model - Benchmark 7‘ llOr— Deploy - Manage

Application Profiles )

—
=

Private Cloud + “* % Public Cloud

)

- ----amazon
- o Google “" webservices™
vmware A Windowsnze vmware
Azure Pack Ad ) ﬁ\ vCloud Air
n Hyper-V dimengion =

Datacenter

Nex ; 9 J rackspace  mesosphere kubernetes
Storage ALY openstack OIJC -
Switching MetaPod SOF TLAY=R _
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atfean],
CISCO

System

VM

Fabic Networking

Tenants

QuickStart | Dashboard | Controllers | System Settings | In Band & Out Of Band | Faults

Admin

Operations

System Health i
[+%)
5 S0
V)
v
0
06:00 12:00 18:00 15. Mar
Time
Nodes With Health < 99 99 (1%
4 Name Type Health Score
Leaf1 leaf 94

Leaf2

<« I

EX
leaf

Fault Counts By Domain

Fault Level: N A (1] 1
SYSTEM WIDE 0 15 22 10
Access 0 - 0 0
External 0 0 0 0
Framework 0 0 0 0
Infra 0 7 0 10
Management 0 0 4 0
Security 0 0 0 0
Tenant 0 < 18 0
Fault Counts By Type

Fault Level: N A [ 1] m
Communicati... 0 <4 0 0
Config 0 4 22 10
Environmental 0 0 0 0
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ahaln g Tenant Fabri W e e
c1sco ysiem enants aoric Networklng min peratons

QuickStart | Dashboard | Controllers | System Settings | In Band & Out Of Band | Faults

Controllers E

Cluster as Seen by Node

4 M controllers i

4 % dcloud_apic1 (Node-1) 18 i ACTIONS

M nterfaces

Properties

Fabric Name: dcloud_aci1
M cquipment Fans

Target Size: 3
» Il Power Supply Units

Current Size: 3
Difference Between Local Time and Unified Cluster Time (ms): 376637

ACI Fabric Internode Secure Authentication Communications: Permissive

Ml cquipment Sensors
» o dcloud_apic2 (Node-2)
> o% dcloud_apic3 (Node-3)

Controllers
- D Name P Admin State Operational Health State Serial Number SSL
State Certificate

.1 dcloud_apic1  10.0.0.1 In Service Fully Fit FCH1840V0... ves

2 dcloud_apic2  10.0.0.2 In Service Fully Fit FCH1840V0... ves

3 dcloud_apic3  10.0.0.3 In Senvice Fully Fit FCH1840V0... ves

Unauthorized Controllers

Serial Number State

No items have been found.
Select Actions to create a new item.
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alaln e Tenant Fabri VM e e
ci1sco ysiem enants aoric Networklng min peratons

QuickStart | Dashboard | Controllers | System Settings | In Band & Out Of Band | Faults

Faults s

R4
v Severity Code Count Cause Sample Fault Description
F0103 3 port-down This fault occurs when a physical interface on a controller is in the link-down state.
A F0475 4 interface-tunn_..  This fault occurs when destination becomes unreachanble.
A F0135 4 unsupported-...  This faultis raised when remote or external disruptive EPG operations are performed on the Controller.
A FG606348 4 fsm-failed Task or FSM failure on object of class compVNicPDDef
) F0053 4 configuration-...  This fault occurs when a configuration exportimport job fails.
(1] F0467 16 configuration-...  This fault occurs when an End Point Group is incompletely or incorrectly configured.
(1] F0523 2 configuration-...  This fault occurs when an End Point Group is incompletely or incorrectly configured.
F0874 1 resolution-fail... The object refers to an object that was not found.
F1014 1 resolution-fail... The object refers to an object that was not found.
F0952 1 resolution-fail... The object refers to an object that was not found.
F1345 1 resolution-fail... The object refers to an object that was not found.
F1348 1 resolution-fail... The object refers to an object that was not found.
F0867 1 resolution-fail... The object refers to an object that was not found.
rAn44 “ emmmlidine Eail Thn mnkhinat cnfmnen bn mm mlminmd blamdiimm mmd fmiim A ' The nhiert refers tn an nhiert that waz nnt faund I v
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tfran], System Tenants Fabric e Admin Operations

cI1SCO Networking
ALL TENANTS | Search: felefe} | common | infra | mgmt | vpodkory680
Tenant vpodkory680

All Tenants

O¥ ACTIONS ~
4 Name Description Bridge Domains VRFs EPGs Health Score
_openstack_dcloud_tet 19 2 0
admin 0 0 0
Gitrixvpx 3 2 4
common 3 4 0
infra 1 1 1 I
iscsl 2 1 2 | 98 |
mgmt 1 1 0
test 1 1 1
vpodkory680 1 1 2
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tory (& . i
Topology - Spines: 2 - Leaves: 2 EI i
W Topology |

‘! Pod1 Topology Configure
B Fabric Member
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B Unreachable N

BACK TO TOPOLOGY

ADD SWITCHES REFRESH " Port Channel MVPC
L3 M Conn. to

01]03fos|o7oeln [1af1sf17f10)21 |23 2527 | 20 a1 a3 |as|a7 |3a] 41 |43 4s]a7]
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 Disbled lneri oz [ET o0 oo o] vz v« B e z0] 2z [22 2o s [3o e e [ e ooz [eauc s i
B LAN Domains
B 101/1/16 .
M Multicast Addre
ummary
Port Channels () Virtual Port Channels . Fabric t
Switch Ports Switch 1 Ports Switch 2 Ports Switch CONFIGURE PORT
4
101 1/4
102 175 CLEAR PORT CONF.
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ol I Il I I S - VM : :
ystem Tenants Fabric . Admin Operations
CISCO Networklng

Inventory

Inventory

Domain - dcloud_avs
» Bl icrosoft

Ml OpensStack

Operatic
4 B yyware

4 I controllers '8 i ACTIONS

4 == dcloud_avs

4 B Hypenisors Properties

» [ 193.19.254 66 Name: dclosil_avs
Virtual Switch: Cisco AVS

» [ 193.19.254 67

Associated Attachable Entity « Name
& ovs- dcloud_avs Profiles:
4 IR Portgroups default
> @ citrixvpx|Demo_ne vmware_entity

> @ citrixvpx|Infra_net|.
> @ citrixvpx|NS3ctxcitri
» & citrivpxiNS3ctecitri

’ E’ citrbvpx|eCommer Switching Preference: No Local Switching _

Encapsulation: VLAN mode
VLAN Pool: avsHosts(dynamic) &

» B citrixvpxieCommer
» B jrowling515|Demo|
» B jrowling515|infra_

Security Domains:
4 E quarantine / Y X + .
4 >




ol | Il l I System Tenants
CISCO

M nicrosoft

4 B viware
o @ dcloud_avs
4 M controllers
4 = dcloud_avs
4 M Hypenisors
4 [ 198.19.254 66
4 M virtual Machine

& ymnicd
& vmnic1
& ymnic2
& ymnic3
4 [ 198.19.254.67
4 M virtual Machine
1640_os-ap
Mal CTX-ubuntu-
app-openst:
app_dhcp

Fabric

VM
Networking

Inventory

Provider - OpenStack

=ES

/ w7-Mamt \

Properties

Name: OpenStack

OpenStack Domains: « Name

Admin

Operations

No items have been found.
Select Actions to create a new item.
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“~ = C A | Bbups//198.19.254.60
i Apps i APIC [ UCSD Login () vSphere @ Openstack

)
CISCO

Application Centric Infrastructure - ACI

Please sign in to connect to APIC

User ID: vpodkory749

Password: seseeeeeeee

Mode: Advanced

Advanced

Basic

4

»




] Cisco UCS Director vpodkory749 | Log Out Gisco | Help

CIsco
K| B | & & N3

Catalog Services Approvals Organization Virtual Resources Physical Resources Accounting CloudSense™

Catalog

Catalog |T

& Refresh

Catalog @ @ I@ I

Top > ACI Operations

P sy

Deploy 3-Tier App - VMware/QSP Deploy 3-Tier App VMware

Total 2 items




Service Request

Status

¥ Overview
Request ID
Request Type
Workflow Name
Workflow Version Label
Request Time
Request Status
Comments

¥ Ownership
Group
Initiating User

¥ Catalog Information
Catalog Name
Catalog Description

1668

Advanced

VMware 3 Tier Workflow v2

0

03/15/2016 13:44:43 GMT+0000

In Progress

vpodkory680
vpodkory680

Deploy 3-Tier App VMware

Current status for the service request.
Initiated by vpodkory680

Create 3 Tier component names

Create Application Profile

Create Web EPG

Create App EPG

Create DB EPG

Add Contract To EPG

e Add Contract To EPG
@ Add Contract To EPG
@ Create Web Contract

@ Create Web Contract Subject

Gets existing tenant Id, BD id and wkst/dn...

& Refresh

03/15/2016 13:44:46

03/15/2016 13:45:03

03/15/2016 13:45:12

03/15/2016 13:45:20

03/15/2016 13:46:44

03/15/2016 13:48:11

03/15/2016 13:49:35

4]

|




» & Demo_net Ing N A 100 “

» & Infra_net §
| 4@ | Draganddrop to configure: ES :%G — ) @8 B £ = gl [
4 M Application EPGs
» ®© EPGtest1_app
» © EPGtesti_do
» ® EPGtest1_web
> Bl ySegEPGs
» I External L3 EPGs
» Il Networking
» Ml Security Policies ‘

testi_zpp testl_web testi_db DNS_DHCP Uzers

SUBMIT CANC

Cumrent System Time:2016-03-15T05:13 +00:00/
»




Service Request

Status

¥ Overview
Request ID
Request Type
Workflow Name
Workflow Version Label
Request Time
Request Status
Comments

¥ Ownership
Group
Initiating User

¥ Catalog Information
Catalog Name
Catalog Description

1668

Advanced

VMware 3 Tier Workflow v2

0

03/15/2016 13:44:43 GMT+0000

In Progress

vpodkory680
vpodkory680

Deploy 3-Tier App VMware

Current status for the service request.
@ Add Web Filter to Contract Subject

@ Add App Filter To Contract Subject
@ Add DB Filter to Contract Subject
@ Add Web Contract EPG - Consumed
@ Add Web Contract EPG - Provided
@ Add App Contract EPG - Consumed
@ Add App Contract EPG - Provided
@ Add DB Contract EPG - Provided
@ Add DB Contract EPG - Consumed
@ Add Contract To EPG

@ Child workflow (Launch 3-Tier App)

@ Complete

& Refresh

03/15/2016 13:52:15

03/15/2016 13:52:26

03/15/2016 13:52:41

03/15/2016 13:52:53

03/15/2016 13:53:08

03/15/2016 13:53:19

03/15/2016 13:53:34

03/15/2016 13:53:46

03/15/2016 13:54:01

03/15/2016 13:54:13




4 M Application Profiles O E

» & Demo_net
» & infra_net Drag and drop to configure: S ‘2}5 Sk = Q 4 [

» I Application EPGs
> Ml ySegEPGs
M 417 Service Parameters
» Il Networking
M | 417 Senvice Parameters

» Il Security Policies
» I Troubleshoot Policies «
» I 1onitoring Policies
> Il L4-17 Senices

SUBMIT CANC

Cumrent System Time:2016-03-16T05:29 +00:00/d




Edit Contract With L4-L7 Service Graph B

STEP 1 > Contract

Edit A Contract Between EPGs

— EPGs Information

Consumer EPG / External Network: Users v @ Provider EPG / External Network: test1_web

— Contract Information

Name: test1_Contract_web

Filter Entries:

Match Source Port / Range Destination
Name EtherType ARP Flag IP Protocol Onl Stateful
Y From To From
Fragmen
http P tcp False False unspecified unspecified hitp
https IP tcp False False unspecified unspecified hitps

r L4-L7 Service Information

4




vmware* vSphere Web Client # & U | vpodkory749@localos ~ | Help ~

4 ¥Msand Templates  » €0 X | (5 1728_test1_web_1 ‘ Actions v ’=_v X
wy 1728_test1_web_1 Getting Started v Summary ‘ Monitor Manage Related Objects - Recent Tasks ol
€ Networks o N '
8 pat — 1728_test1_web_1 (7 CPU USAGE | All ‘ Running Failed
S — Guest0S: Red Hat Enterprise =l 0.00 Hz

ee: 6 {54-51) MEMORY USAC
Compatibiity: ESXi5.0 and later (Vi S8R 50 00 MB

version 8)
. ) « ) STORAGE USA
VM ware Tools: Running, version:9354 k
> (Current) - 253 GB
DNS Name: test1web1
Launch Console IP Addresses: 198.18.1.49
Open with VMRC @ Host:
Download VMRC @ A
~ VM Hardware Ol | + VM Storage P My Tasks v More Tasks
» CPU 1 CPU(s), 0 MHz used VM Storage Polici
v | # Work In Progress O
» Memory D 1024 MB, 20 MB used VM Storage Policy
» Hard disk 1 10.00 GB Last Checked Da

» Network adapter 1 vpodkory749|test1|test1_web (connected)

(@) CD/DVD drive 1 Disconnected o7
v Tags
» Video card 8.00 MB B
Assigned Tag
» Other Additional Hardware > {J Alarms m|
Compatibility ESXi 5.0 and later (VM version 8) | All (1) ’ New (1)  Ackno...

< : v © citriwnxiDema netlllsers




v || %2 | X [|B Bing P~

avvg &v Pagev Safetyv Toolstv

(2] nttp://198.18.1.49/

Welcome to dCloud e}

Web Tier Server: testlwebl

[Forwarding request to App Tier...]

App Tier Server: testlappl

[Forwarding request to DB Tier...]

Db Tier Server: testldbl

[Request received. Showing results...]

ID|Name | Surname Phone

1| John | Doe |+44 12345677
2| Juan | Perez |+44 12345678
3 |Dimitri|Dimitrivic|+44 1234 56 78

El_




