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[NogoepxuBaetcs C

Fabric Sites & Domains Bepcn SDA 1.2.5

MopknioueHue HeCKOosTbKUX chabpuk

CerogHs Bbl MOCTPOUNU [To3)xe Bbl JOBaBUIN
doabpunky Ha OOHOM OPYryto nnoLwaaky
nnowlagke VRF-LITE
MPLS
@ |_ SD-Access* _I @

(B)
® Metro Area

Fabric Fabric

Site 1 Site 2

Kak nx coeguHuTb?

Cisco Connect 2019 Mmie

cisco



SD-Access ans pacnpepgeneHHoOro kamnyca

ABTOMaTM3aLUSA
HaCTPOMKN CBA3HOCTU
Mexay nnoLagkamm

-

JlokanbHble cepBUchl

Ha nnowlagke
ISE PSN, WLC v rip.

End-to-End Policy &
CermeHTauus

DNA Center

D #

Polic

Automatio
n

Analytic
s

MacwTtabupoBaHue
100 nnowagok

[MbkocTb
50 - 100,000 Users/Site

OTKa30yCTOMYMBOCTb
NokanbHble Control Planes, Borders

M pPon3BOOUNTESIBHOCTb
Local Breakout

]
Cisco




SD-Access ans pacnpepgesrieHHOro Kamnyca

Cloud
Data Center

SD-Access

Policy-Based
Access

HQ v CermeHTauma End-to-end

LleHTpanmnsauma Automation &
Assurance

Campus 1

v BO3MOXHOCTM MO MHTErpaLmm

c SD-WAN
(\/iptela SD-WAN B 6yayLLmx penmaax)

Cisco Connect 2019 Mmie
Cisco



[MNoooepxuBaeTcs C

SD-Access gnsa pacnpefeneHHoro Kamnyca seponn SDA 1.2.5

SD-Access Distributed SD-Access Distributed Campus (IP
Y3en SDA Border . .
campus (SD-Access Transit) Transit)

CIoK Oa Aa
ASR1K/ISR4K ha Aa
C6K Hert Aa

N7K Het fla

Cisco Connect 2019 afra]n
Cisco



SD-Access gns pacnpegeneHHoro Kkamnyca

Fabric Site u Domain

Fabric Site 370 He3aBUCMMOE NMPOCTPAHCTBO habpuKku CO CBOUM
HabopoMm ceTeBbiX ycTponcTB: Control Plane, Border, Edge, WLC, ISE
PSN

BO3MO)XHO ob6ecrneunTb pasHblii YPOBEHb OTKA30YCTOMUMBOCTHU ONS
Site’a ¢ ncnonb3oBaHWEM NokanbHbix pecypcos: DHCP, AAA, DNS,
Internet u np..

Fabric Site MOXeT COOTHOCUTbCHA C OQHUM reorpadoueckumMm MECTOM,
HECKONbKUMU 1M HABOPOM MecCT

Single Location =» Branch, Campus or Metro Campus
Multiple Locations =2 Metro Campus + Multiple Branches

Subset of a Location =» Building or Area within a Campus

Cisco Connect 2019 Mmie
Cisco



SD-Access gns pacnpegeneHHoro Kkamnyca

Fabric Site u Domain

Fabric Domain MOXeT COCTOATb M3 OOHOIroO UMM HeCKonbknx Fabric Site
+ Transit

Heckonbko Fabric Site’oB coegnHatoTcs gpyr ¢ gpyrom uepes3 Transit
Site

EcTb OBa TMna TpaH3uTa:

SD-Access Transit - Bo3MOXXHOCTb co3gaHma HaTvBHOM SD-Access
(LISP,VXLAN,CTS) thabpuku c yanom Control Plane ypoBHSA gomeHa ans
B3aMMOENCTBMA Mex [y Site’amu

IP-Based Transit - lcrnonb3oBaHme ong CBA3HOCTUM TPpaanUMOHHbBIX ceTen P
(VRF-LITE, MPLS), koTopble TpebytoT TpaHcnaumm VRF 1 SGTs mexay
nnoLjagkamu

Cisco Connect 2019 Mmie
Cisco



SD-Access gns pacnpegeneHHoro Kkamnyca

Tunbl TPAH3UTOB

«» SD-Access Transit :

o

o

O

O

(@]

2 IP-

(©]

o

o

o

o

Cisco Conneuélt%{)é)BaHMﬂ v np.

Tpadhuk mexay nnowagkamm ncnonbadyeTt nHkancynaumo VXLAN-GPO um LISP control-plane.

Yanbl Border ucnonbaytoT LISP lookup Ha yanax domain Control Plane (Ha Transit site).

Yanbl Border obecneumnBatoT nHkancynaumio VXLAN ans otnpaBku Tpadmka Ha yaaneHHble nnowanku.
MNMonuTtukm End to End o6ecneunsatotcs metkamm SGT.

Transit site He nogaepxuBaeT performance-based routing.

ABTOMaTM3auUma HacTpomnka uepe3 DNAC

Based Transit :

Tpathuk Mexay nnouwjagkamm UCronb3yeT CyLlecTByOLWmMe WnHbl control u data gng IP Transit site
Y3nbl Border nepepatoT Tpaduk HanpsamMyo Bo BHelwHuiA gqomeH (VRF-LITE ¢ BGP).

Tpathuk nepenaeTcs uepes 06bIUHYIO IP ceTb uepes BHELLIHWM OOMEH Ha yOaneHHble nnowanku.
MNonuntnkm End to End TpebyroT pyuHOM KOHGUIypaumu.

Ecnn B KauecTBe TpaHauTa ucnonblyetca SD-WAN, Bo3aMOXxxHa nogaepykka performance-based routing,

]
Cisco



SD-Access gong pacnpeneneHHoro kamnyca

SD-Access Transit

CONTROL-PLANE

Border Border

DNA-Center

DATA+POLICY-PLANE

VXLAN+SGT + VXLAN+SGT + VXLAN+SGT

Cisco ConnecoAd-abric Site 1 SDA Fabric Site 2 -lcllls-élc;-



SD-Access gong pacnpeneneHHoro kamnyca

SD-Access Transit

il pNA |
CISCO CENTER DESIGN POLICY PROVISION °

jo
&
(]

Fabric Domains and Transits Add Transit x

Choose a Fabric Domain er Transit below to manage, or add a new item by clicking " Add Fabric Domain or Transit".

To enable interconnectivity between Fabric sites, select Transit Control Plane and

FabrlC Domalns [ ] connectivity type.

Transit Name

BayArea_SDA

% % Transit Type

@ 5D-Access @ | () IP-Based @
Default LAN Fabric California

Site for the Transit Control Plane
Global/Americas/5an Jose/Building14

Transit Control Plane

FusionB kan.cisco.com
Transits @

Site for the Transit Control Flane
Global/Americas/5an Jose/Building24

Transit Control Plane
BayArea

Cancel Save

Make a Wish



SD-Access gnga pacnpegeneHHoro Kamnyca

SD-Access Transit

Fabric Domain moxeT cocTosaTb U3 0OHOro Unu Heckonbkux Fabric Sites

Kaxxgbit Site = 3To yHMKanbHas dhabprka co ceommm ya3namm Control Plane un
Border

Fabric Domain MOXeT cogep)kaTtb y3en

SD-Access
Transit

Fabric
Site 2

-

DNA Center




SD-Access gong pacnpeneneHHoro kamnyca

SD-Access Transit

* Y3en Border obecneunsaeT uepes LISP novck Ha yane Transit Control Plane @
* Y3en Border nponasoanT nHkancynaumio VXLAN-GPO B cToOpoHY aopyroro yana Border
* [lonuTrka End to End obecneumBaeTcsa nepenaven metkon SGT

* HacTtponka SD-Access Transit NoNHOCTbIO aBTOMATM3MPOBaHa " Fabric

© SD-Access ’J ot
: ‘ ./ Transit ©

SS
~
~
~~
~—a

Fabric
Site 1 % Fabric
Site 2

Host 1 DNA Center

- i

—  CIscCo




SD-Access ans pacnpegeneHHoro kamnyca

East Site

West Site _/\(

Transit Site

——

@ Control Plane

Edge

« Kaxgbln site cogepXXnT COCTOSIHUE TONbKO 151 CBOUX XOCTOB.
« Tpaduk 3a npenensl site ucnonbayet default gna TpaHsuTa.

* Kaxpgbil site asBnsieTca aBTOHOMHbIM AOMEHOM cbos

« Kaxablv site nmeeT cBOM YHUKanbHbIM Habop noaceTen

Cisco Connect 2019 Mmie
Cisco




MacwTtabupoBaHue SD-Access Transit Control Plane

‘{ West site Prefixes Only East + West East site Prefixes Only
/ Register west Register east \
prefixes prefixes
BR-W BR-E
« YcTpoiicTBa Border comepaT CoCTOSIHUS AMs OKanbHbIX MPehKCoB Conirol Plane
+ Border nepexoguT B COCTOsIHME Nepeaayy Tpadmka CTporo no TpeboBaHmio
+ Control Plane Ha KOHEeYHbIX MnoLwagKax CoaepXXT MHOPMaLMIO TOMBKO O NTOKaSbHbIX XOCTax Border

(He yoaneHHbIX)
* Peructpauus cymmapHbIX ceTen OT nroLwanok npouncxogut Ha Transit Control Plane
Edge

Cisco Connect 2019 Mmie
Cisco



SD-Access ans pacnpegeneHHoro kamnyca

« KaKo¥ T1n y3na Bblbpath?

Outside world(External) MNMogknioueHne K «<HeU3BECTHbIM» CEeTAM
KOMMaHWKU, Taknm Kak MIHTepHeT -
€0WHCTBEHHas! ToOUKa Bbixoga U3 pabpuku,
nogknoueHue Kk SD-Access Transit

Rest of Company (Internal) MogkntoueHne K «n3BeCTHbIM» CEeTAM
KomnaHuu, Taknm kak DC, WAN u np.

AU IO IR SCEIGE) I [TonkntoueHe K MHTEPHET U «M3BECTHbIMY
ceTtam komnanmum DC, WAN u np.,
nogkntoueHue K SD-Access Transit

Cisco Connect 2019

DDIV/ADoe

vifear],
Cisco



SD-Access ana pacnpeneneHHoro kamnyca

Data Center 1

1
H
H

SITE1 SITE 2 SITE 3

Cisco Connect 2019 Mmie

cisco



SD-Access ans pacnpegeneHHoro kamnyca
DC/Internet/SD-Access Transit gnsa Site 1 Boi6upaem Internal +
External border

Border to

() Rest of Company (Internal)
() Ot 3710 HEob6XxOOMMO AN

=) Anywhere (Internal & External) NPaBUIBHOrO UMMOPTa
mMapLpyToB n3 DC1 u
perncTpaunm Ha transit

Local Autonomous Number Control p|ane node
65001 i |
Select Ip Pool - 0 Ha cnaige npvsegeHbl

HaCTPOWKM Ha site 1
border gns Toro utobhbl site

[ Connected To the Internet 2 U 3 border MO U
B3anMoaencTBoBaTh C
Transit DC1 .
SDA: Bay Area w Add

]

cisco




SD-Access ans pacnpegeneHHoro kamnyca

Internet/SD-Access Transit ans site 2 n 3 Boibrpaem External border

Border to

9710 HeobxogmMmo ans
nopgkntouenma border
ycTponcTs kK SD-Access
transit n UHTepHeT.

(=) Ourside World (External)

3 Anywhere (Intermal & External)

Local Autonomous Mumber

65001 i

Ha cnanpge npuseneHbl
HaCTPOWKK Ha site 2 n 3
Select Ip Pool v O border ons nogkntoueHns K
SD-Access Transit.

[ Connectad To the Interneat

Transit

Add Mmie
Cisco




SD-Access ans pacnpegeneHHoro kamnyca

[ocTtyn B UIHTEPHET

CAMPUS-CORE3

Border to

Rest of Company (Internal)

Local Autonomous Number

Select Ip Pool v O

] Connected To the Internet

Transit

SDA: Bay Area v Add

OTa onuma 0b6a3aTenbHO
OOMKHAa 6bITb BKMHOUEHA Ha
BCeX border ycTponcTaax,
MCNOMb3yEMbIX AN
nogkntoueHmsa K internet
korga SD-Access
MCMNOMb3yeTCs Kak
TPaH3UT.

Heobxogmmo ybeamTbes,
UTO OMNuMS BKMHOUEHA Ha
border/site ycTponcTBax
He MMEeoLLMX NPSAMOro
OOCTYMNa K UHTEPHET.

«["anouka» gomkHa 6biTb
BK/IlOUEHa Ha site 2 n 3
border utobwl site 1
nogknounnca K MHTepHeT
uepe3 SD-Access trans.iltI il
cisco




SD-Access ans pacnpegeneHHoro kamnyca
Data Center 2 Ha Site 3

Border to
(= Rest of Company (Internal)

O Outside World (External) STO HeO6XOﬂMMO ,EIJ'IFI
(r Anywhere (Intermnal & External) I'IpaBMﬂ bHOIoO VIMI'IOpTa

mMapLpyToB n3 DC1 u
Local Autonomous Mumbar peerCTpaLlVlVl Ha y3ﬂe
65003 o control plane.

Select lp Pool

Ha cnange npuBeneHa
HacTpoika Ha site 3 border (
B”) ans B3aumoaencTems ¢
DC2.

[ Connected To the Internet

Transit

]

cisco




SD-Access @ DNA Center

HacTpoika pacnpeneneHHoro kamnyca B SD-Access

Nmim )
cIsco EMN'% DESIGN POLICY PROVISION Lo
Devi Fabri | |
- Add Fabric Dgmain

Fabric Ngme
Choose a Fabric Domain or Transit below to manage, or add a new item by clicking " Add Fabric Demain or Transit". Texaq

Fabric Domains and Transits \3

N; ‘the Fabric and choose a location for comman policy enforcement. All

Fabric Domains @ sites in the chosen location will be added to the Fabric.

Select a location 1o create a Fabric. All sites in the chosen location will be
added to the Fabric
o Global (5)
o Europe (4)
Default_LAN _Fabric California
g Asia (4)
g North America (3)

. South America (2)

o Alrica (2)

Transits @

lo

Mn Trancite “roatad

Feedback

[MonyymMm HOBbIM
fabric domain k
KOTOPOMY CMOXEM
0o6aBUTb HOBbIE
fabric site

]
Cisco




SD-Access @ DNA Center

HacTpoika pacnpeneneHHoro kamnyca B SD-Access

alalie pNA
CISCO  center DESIGN ~ POLICY  PROVISION
I
Devices Fabric
—
Texas
Fabric-Enabled Sites b Erabied St
abric Enabled Site

) Texas

Device

IP Address

No data to display

Add Locatio

0 add. All sites in the chosen location will be

5 Global (5)

o Europe (4)
- Asia (4)
5 North America (3)
o USA(4)
o New York (1
o California (1)
. Washington (1)
o Texas (1)

Canada

Mexico

Feedback

[Monyyaem HOBbIM Site
B pamkax fabric
domain.

Mcrnonb3yem
nepapxmueckyto
MOOENb — HaNnpumep,
CTpaHa 1 nokauuu B
paMkax cTpaHbl New
York , California ,
Texas etc. ,byayT
pnobasBneHbl K fabric
site

]
Cisco




SD-Access @ DNA Center

HacTpoika pacnpeneneHHoro kamnyca B SD-Access

dlrali pNA
CISCO  cEnTeR DESIGN  POLICY  PROVISION

Fabric Domains and Transits

Choose a Fabric Domain or Transit below 10 manage, or add a new item by clicking " Add Fabric Domain or Transit™.

Fabric Domains @

Default_LAN _Fabric California Texas

Transits @

No Transits Created

Add Transit

To enable interconnectivity between Fabric sites, select Transit Control Plane
and connectivity type
Transit Name

Bay Area

Transit Type @

() Native SD-Access@® O PO
Transit Control Plane 1
Access_2

Redundant Transit Control Plane (Optional)

Access_1

Access_3

Cancel Save

Feedback

]
Cisco



SD-Access @ DNA Center

HacTpoika pacnpeneneHHoro kamnyca B SD-Access

bl pNA DESIGN POLICY

CISCO cENTER PROVISION
—
Devices Fabric
—
California
Fabric-Enabled Sites a Fabric Infrastructure

28\ [ My &

WAN_EDGE3 The Internat
®
o & California
& San Jose @)
CAMPUS-CORE3

Lad >
<> «*

8L03-FLR2-0ETY BLD3-FLR1-05T1

«* «*
«* «*

8LD3-FLR1-ACCESS 8L 03-FLR2-ACCESS

Host Onboarding

TN

WAN_EDG

BLD2-FLR2-

«*
-+

BLDZ-FLR1-AC}

CAMPUS-CORE3

Border to

Res

%) Anywhere (Internal & External)

Local Autonomous Number

Select Ip Pool
[ Connected To the Internet

Transit

SDA: Bay Area

Cancel

Add

Add

Feedback

[lobaBnsiem
Bbl6bpaHHbIE y3bl
Border k Transit.

cisco



SD-Access gnsa pacnpegeneHHoro kamnyca - [onmtukum

o st )
* [pynnbl n VN’bl COXpaHSAOTCS Mexay niolagkamm
* Monutukn End to end npumeHsitoTca Ha 6a3e meTok SGT

Cisco Connect 2019 Mmie
Cisco



SD-Access gnsa pacnpegeneHHoro kamnyca - [onmtukum

Edit Virtual Network: Corp =

ll IP Pool Name Traffic Type Address Pool Layer-2 Extension Selective Flooding Groups Critical Pool Auth Policy

1 AP-SJ 8.6.51.0/24 Oon off

1 BGPpoolS.) 20.20.20.0/24 Oon Off

| Client1SJ 8.6.53.0/24 On off

=] Client25J Choose Trafic . 8.6.54.0/24 off Employees ~

1 GuestS.) 8.6.55.0/24 Oon Off

| Multicast s 8.6.56.0/24 On off

Showing 1 - 6 of 6

« PasHble nogceTu Mmexay nnowagkamu Moryt umeTtb oguHakosble Auth Policy/Vian

« O6lwme NoNUTUKM NoaaepXuearoTcs onsa obuero Habopa nonb3oBaTeNnen

Cisco Connect 2019 Mmie
Cisco



SD-Access gns pacnpegeneHHoro Kkamnyca -
oecnpoBogHasl CETb

B) *Be  (Bpid

WLC

+ Kaxpgbin site umeet koHTponnep WLC accounmpoBaHHbii ¢ cobcTBeHHoOM Control Plane

* Heb6onblwmne nokauumn B pamkax 0gHoOro canmta moryTt umetb obwmmn WLC

Cisco Connect 2019 Mmie
Cisco



ISE pacnpeneneHHoe BHegpeHue — BapuaHT 1

beo Qo
(8) & @Euad
e’ © @

* Yanbl PSN Ha kaxgow nnowiaake
* Makcnumym 2 PSN Ha nnowagky

* Y3nbl PAN B yeHTpanbHom LIO
Cisco Connect 2019 P HoA ”cllls'élc;.




ISE pacnpegeneHHoe BHegpeHne — BapuaHT 2

DC1 DC 2
. PAN L PAN
o) ol
MnT PXG MnT PXG

BT T

* Yanbl PSN 3a 6anaHcMpoBLUMKaMN Harpy3Kku

Cisco Connect 2019 * B mHTepdeiice DNAC yka3sbiBaetcs |IP Ha GanaHcuposLumke Harpy3sku (VIP) -lcllls-élc;-




PekoMmeHaauuu no
pa3BepTbiBAHUIO U
MUrpaLlum



Cisco Validated Designs

...provide a framework for design and
deployment guidance based on common use cases.

“Classic” and Modular CVDs, White Papers, and Tools

Software-Defined Access Software-Defined Access SD-Access Segmentation
Design Guide Deployment Guide Design Guide

December 2018 Octaber 2018
Solution 1.2 Solution 1.2

cisco.com/go/cvd/campus

Cisco Connect 2019

]
Cisco


http://www.cisco.com/go/cvd/campus

Connectivity Services

Where do | place Cisco DNA Center?
ISE + AD/Other [ ISE + AD/Other}
=

=]
o f atx
ok S Internet DC

Cisco
DNA Center

Internet

%]
%] ] ] [k (k] B
NOTE: Cisco DNAC requires access to Internet

Cisco Connect 2019 Mmie
Cisco




Network Infrastructure - Underlay

Cisco SD-Access underlay options

Manual Underlay

* Routed Network

* System MTU: 9100

* Loopback 0 with /32 subnet

* Resiliency - BFD, ECMP, NSF

* Multicast - SSM, sparse-mode

« CLI, SNMP credentials

» Discover & Manage network device

* Upgrade Software version

Cisco Connect 2019

df\
000000

*

Seed Devices

%]

%]

Automated Underlay

Discover Seed Device
IP Address Pool

LAN Automation
v Discover the network device
v' Onboard the network device
v Underlay Configuration
v' Upgrade software

v' Manage Device in Cisco DNA-

Center

]
Cisco



Cisco DNA Center Appliance Connections

Physical Interface & Connections

£ g
o o i @ ©
O e o @ | (1] (W o] o

AT unx e Ac

PORT 2 MLOM PORT1 MLOM M 1 2
SFP+ 10Gb SFP+ 10Gb Integrated RJ45 Integrated RJ45 Integrated RJ45
Wizard Name enp10s0 enp9s0 = enp1s0f0 enpls0fl
. Optional dedicated . .
Intra-cluster Enterprise network CIMC out-of-band server Optional isolated
Use o ) ) management network for web )
communications infrastructure appliance management enterprise network
access
Example Cluster VIP
192.168.0.1 10.4.249.250 — 100.119.104.200 —
Address
Example Interface 192.168.0.2 10.4.249.241 10.204.49.25 100.119.104.241 U din CVD
nused in
Address 255.255.255.248 255.255.255.0 255.255.255.0 255.255.255.0
« NTP, DNS is required « Service Subnet & Cluster Service Subnet is required (/21 subnet)
Cisco Connect 2019 ]

cisco



alialt. pNA - N X X
APk DESIGN  POLICY  PROVISION  ASSURANGE
Network Hierarchy Network Settings

©
v dGiobal o # 2]

: gy 2

v @San Jose o o+
v #@5JC-023 z
£5Floor-1 3

Milpitas

Network Hierarchy

N
N

Server A
Server B

=
-
=]
-

o6
<< I

) L Trusted Asset
B Trusteq User

h Partners

D D@ ] rrusted user
© 00 o

D e cioudApp A
OO aciowappB

Policy — Micro Segmentation

srecHSISCO [(Vfr/

ol DNA - oeson  poucy  provision  assumawc
i Mewon  DedceCiedertisls P Addhess Pools S Pafles
« B

« dSan Jase
v E5U0-023

& Floer-1

r——

NETWORK

s Oaa
Heswork
104,250 200 v 104.250.200

Network Settings — Network Settings

DNA

UL —

[rE -
w B ot o @ m @ o
ns pe " vs »u os
™ ™ u w

+ & iobsl
‘ + @5 Josa

Policy — Macro Segmentation

v @ Giobal

IP Address Pools (8)
+ @sc-025

£3 Floar-1
Hama 1P Subnet..

AP_Poal 104231024
N_Campus_ ol 10.4.232.0/24

WN_Campus_Vol...  10.4.234,0/24

aleili pNA st
I DESIGN  POLICY  PROVISION  ASSURANGE
Network Hierare Network Settings image Repository Hetwor
q Netor Device Credentials

P Address Pools

Typo Global P .
Lan San_lose_Poo
Lan San_lose_Poo
Lan San_lose_Poo

Gatoway

1042311

10.4.232.1

1042341

Network Settings - Address Pools

aliilr pa
Desiox  soucr  pROWSION  Assumance
cisco

Hotwork Setings

Enterprise Wireless
~ ASIC-023

EFoor-1
Notmork bama (SSID)

SIC-550-Pusskey

Wrsiess

Network Settings - Wireless

© 2019 Cisco and/or its affiliates. All rights reserved.

Cisco Public




B«FRKCR_S-lSOl
Cisco SD-Access

before Onboarding Endpoints - Fusion Configuration

1 N
AR Cisco DNA-Center
2 =)

WLC :
o se
Underlay / Traditional A
Network DHCP, DNS
Fusion
Gl GD
=5

VN_Campus

10.4.212.0/24
10.4.214.0/24
INFRA_VN VN_loT
- 10.4.217.0/24
10.4.217.0/24 0 o/
<
« «
Edge Edge

Ry

Cisco Connect 2019

Border-1.sda-lab.com

Device Type

Software Version
Border Type
Border Handoff
Internal Domain Protocol Number
External Connectivity IP Pool

v TenGigabitEthernet1/1/1
Layer3

External Domain Protocol
Virtual Network Vian Local IP Remote IP

RTP-F

Cancel

Make a Wish

]
Cisco




BRKCRS-1501 _ _
Fusion Configuration

Connecting Fabric to Traditional Infrastructure

VN_loT
INFRA_VN
VN_loT

INFRA_VN
VN_loT

INFRA_VN

Cisco Connect 2019 Mmie
Cisco




Provision

&

S
=)

® B

\\ =B == N

Fabric Provision — Transit Site
Fabric Site

Select Port Assignment

i “

O semarasns ¢ [ pemnannns
O tontrmmnionr ¢ [ ooestmecta + [] omigmwretirs + [ Grbiommaions
QLT SRR s PRI | PRSI s PRSI

Fabric Network

srecHSISCO [(Vfr/

Fabric Provision Host On-boarding
Port Assignment

Fabric Provision Host Onboarding
Default Authentication Template
Address Pool Assignment

Fusion Configuration

Connecting Fabric to Traditional Infrastructure

Extend eBGP

« Configure VRF + " BGP neighbors

« Interfaces for for each VN between
Fusion and Border

ors for each
Border nodes

matching Border
configuration

N
- ¥k 0 N.-aga: B

Fusion Configuration

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public




Ha uto o6paTuTb
BHUMaAHUeE



Existing Network MTU

- VXLAN adds 50 bytes to the
Original Ethernet Frame in the

Overlay MTU 1500 + Encapsulation
MTU 1500

- Avoid Fragmentation by adjusting
the network MTU

- Ensure Jumbo Frame support on
switches in the underlay network /@— ST

Underlay Network

Cisco Connect 2019
CIScoO




TCP MSS

- TCP MSS adjust is supported in 16.9.1s and later

- Available only on Catalyst 3K and 9K only and works only on TCP
based applications

- Applied to the overlay SVI on Fabric Edges via Template Editor
- PMTUD is being explored as a solution for UDP traffic.

As of now, Jumbo MTU is mandatory on all switches.

Cisco Connect 2019 Mmie

cisco




Re-configuration of Access Layer

- Layer-2 Switched Access today

- Routed Access tomorrow

Cisco Connect 2019




Physical Network Topology %x%
Cisco SD-Access fabric runs over most topologies: oo o
- Traditional 3-tier hierarchical network 3-Tier Hierarchical
Collapsed core/aggregation =3

Routed access

U-topology -

d it
- Ideal to start with routed access — allows fabric to Collapsed Core
extend to very edge of campus network with minimum
impact.

- Ensure that all switches have IP reachability to
infrastructure elements

follow campus CVDs with routed access: 7 %\

www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Campus/routed- /

ex.html il bl i \—
U-Topology

Cisco Connect 2019 Mmie
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P Addressing for Underlay and Overlay

192.168.1.2/32
192.168.1.1/32 ®
®

Know your IP addressing and
IP Scale reqUIrem entS 10.10.13.254/32 10.10.10.253/32

10 10.10.0/30

lO 10.10.4/30

- IPv4 only (today)

Overla Netw

- Fabric uses Loopback O as {
Source-Interface for
Encapsulation

- Best to use single Aggregate for underiay Network
all Underlay Links and
Loopbacks

10.10.10.252/32

Cisco Connect 2019 Mmie
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L ocation of Shared Services Infrastructure

Are the Shared Services in VRF or Global Routing Table?

- Cisco SD-Access fabric can leverages traditional infrastructure services
- IP reachability from underlay/overlay to DNS, DHCP, etc. required

Cisco Connect 2019 Mmie
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L ocation of Shared Services Infrastructure

- Larger deployments have infrastructure services hosted in Data Centre
- Hybrid model also possible (mix of distribution/core/Data Centre)

- The Shared Services should be outside the fabric for Cisco SD-Access

Infrastructure

Services Infrastructure

Services
in Data Centre

Infrastructure
- Services at

Small Commercial / Enterprise
Deployment

Large Enterprise
Deployment

Cisco Connect 2019 Mmie
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Features enabled today

Where are policies applied today?

- For example, features like QoS,
NetFlow, Policy-based Routing, IP Qo8
ACLs? P

- Need to move the policy enforcement

point(s) down at the Access layer or
outside the fabric

Cisco Connect 2019 Mmie
Cisco




Move the features to different points in the
fabric network

- Move some Policy enforcement
point(s) down to the Access
Layer. For example, IP ACLs, QoS,
NetFlow can be applied at the
Access layer

- Move some Policy enforcement
point(s) outside the SD-Access =
fabric. For example, PBR, WCCP
can be applied external to the
fabric.

Cisco Connect 2019




Two Basic Types of Deployments

4 )

= CampUS NetworkS/(Large Sites)

= Branch Networks /smai sies)

- J

Cisco Connect 2019 Mmie
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Typical Campus Networks

:

Branch IWAN

Internet
Block

Layer-3 Link

Layer-2 %\

Core Core

B Agg egato —1 Aggr egato — Agg egato




Typical Branch Networks

=

Branch IWAN

ofhe
CiIscC

o]



Two Basic Approaches to Migration

4 )

= Parallel Deployment (all at once)

* |ncremental Deployment (one at a time)

- J

Cisco Connect 2019 Mmie
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Migration Approaches: Parallel vs Incremental

IMPLEMENTATION

Parallel e Incremental

Best for Branch (small scale) deployments

Requires cable runs to create a new parallel
network

Power and outlets for the parallel network
Legacy hardware in existing network
Upgrade most of the network infrastructure

Clean slate (leaving behind any complexity
in the old design)

Test users in a complete new network

Easy Rollback of migrated users

Cisco Connect 2019

Best for Campus (any size)

Requires a couple of cables from new
access and distribution switches

Incremental power and outlet requirement
Legacy hardware in existing network
Upgrade most of the network infrastructure

Will need to carry forward the constraints of
the old design in the underlay

Test of functionality is partial

Easy Rollback of migrated users

]
Cisco


https://www.google.com/search?rlz=1C5CHFA_enUS804US804&q=IMPLEMENTATION&spell=1&sa=X&ved=0ahUKEwiXi7j6-5DgAhVIGt8KHVDuDVYQkeECCCsoAA
https://www.google.com/search?rlz=1C5CHFA_enUS804US804&q=IMPLEMENTATION&spell=1&sa=X&ved=0ahUKEwiXi7j6-5DgAhVIGt8KHVDuDVYQkeECCCsoAA

Parallel Install not feasible for Campus Networks

& cr

||||||||||||||

Branch IWAN




Parallel Install for Branch Networks

. ‘ Bra h IWAN

§§®

]
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Migration with New
subnets



Incremental Migration - High Level concept

Virtual Network :3‘ Existing Network

(new IP scope) (existing IP scope)
Route between IP
scopes

_________
- -
~~~~~~
~~~~~
- ~~
——————
- ~
_____
—
_
-

-
Existing IP distributiar = -bIc-

network (underlay)

Border/Control Plane Rest of
Node the
Network

Edge Nodes

- Deploy a Border/Control Plane node and an Edge node
- A virtual network with new address is formed over the existing network
- Incrementally add Fabric Edge nodes

- The virtual network connects to the existing/external network via the border

Cisco Connect 2019 Mmie
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Considerations for using new subnets to transition

- Immediately realize the advantages of bigger subnets, but lesser subnets that
are optimized for Cisco SD-Access

- Design for the present and the future
- Add DHCP scope and size
- Update existing firewall rules for that one big subnet

- Not a big issue for endpoints with IP stacks that work well with DHCP

Before After

10.10.0.0/16

Cisco Connect 2019 Mmie
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10.10.7.0/24

- 10.10.8.0/24

10.10.6.0/24

10.10.4.0/24

10.10.2.0/24 - 10.10.5.0/24

10.10.3.0/24

10.10.1.0/24

10.10.9.0/24




Reference Network Topology to begin Migration

External
Network

Core Core
Distribution Distribution
Access Access

Cisco Connect 2019
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Connecting Default Fabric Border

» Option 1: Reconfigure Existing Core

T
-~ L |
External 1*

.. Network
You can reuse an existing Core

switch if it supports Fabric
functionality

NOTE: This may require software
upgrade, and adding new fabric
overlay configurations

Cisco Connect 2019




Connecting Default Border

* Option 2: Connect new switch to the existing core

T
|
External s

If the existing core does not support &Y' &

Fabric functionality,

Connect a new switch to the existing
core layer that will be a B/CP

Cisco Connect 2019




Prepping the Switch

D
IP Netwerk ‘)

Edge Node

©™E T

Control Plane External Network
+ Border Node

Set following on the Fabric nodes and other nodes in the underlay

« Set MTU to 9100 on the switch and the existing network.

» Configure ‘ip routing’

» Set ‘username’ and '‘password’ for device access

« Configure VTY and console lines for device access

« Configure NTP

« Configure SNMP, syslog

» Configure Loopback0 (/32) for RLOC, and underlay IP addresses

Cisco Connect 2019 Mmie
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Getting Started Steps - SIS as an IGP

M

T

Edge Node

(C B
i 4

IP Network ‘)

router isis

passive-interface Loopback0

net 49.0001. XXXX. XXXX.XXXX.00
is-type level-2-only

ispf level-2
log-adjacency-changes
metric-style wide level-2

no hello padding

authentication mode md5 level-2
authentication key-chain ON

Cisco Connect 2019

NS

Control Plane +
Border Node

External Network

interface GigabitEthernet x/x

ip router isis

isis network point-to-point

isis metric <metric> level-2

isis circuit-type level-2-only

isis authentication mode md>5 level-2
isis authentication key-chain ON
carrier-delay ms 0

dampening

]
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Getting Started Steps - OSPF as an IGP

Edge Node

(C B
D 4

M 4
IP Network ‘)

NS

Control Plane + External Network

Border Node

interface GigabitEthernet1/1/1

no switchport

ip address 192.168.22.58 255.255.255.252
!

interface GigabitEthernet1/1/2

no switchport

ip address 192.168.22.38 255.255.255.252
!

interface LoopbackO

ip address 192.168.21.9 255.255.255.255
ip ospf network point-to-point

router ospf 1

router-id 192.168.21.9

passive-interface default

no passive-interface GigabitEthernet1/1/1
no passive-interface GigabitEthernet1/1/2
network 192.168.21.9 0.0.0.0 area 0
network 192.168.22.38 0.0.0.0 area 0
network 192.168.22.58 0.0.0.0 area 0

Cisco Connect 2019
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Graphical Migration

* Using Cisco DNA Center

Introducing

Cisco Connect 2019




Logging in to Cisco DNA Center

]
CISCO

DNA Center

Design, Automate and Assure your Network

‘ ".0 "

Username*

admin

Password*

afa]n
Cisco
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Steps in DNAC GUI

Cisco Connect 2019 Mmie
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Existing Network Topology

WAN Edge

Core

Distribution

Access

Cisco Connect 2019

U

MERCURY [ 27

$

U

" | POSEIDON

L/

FIDDLER

TACAMO
PROWLER

VAMPIRE-2 VAMPIRE-3

afa]n
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Minimum number of IP Pools

Border Pool — for leveraging Border automation

Client Pool — for onboarding clients (Wired)

AP Pool - If APs are in the network, then create an IP Pool for APs

Wireless endpoints — If you want different addresses for wireless endpoints

Cisco Connect 2019 Mmie
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Steps in DNAC GUI

Cisco Connect 2019 Mmie
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Provision only the potential Fabric Nodes

U

MERCURY [ 2%

$

U

" | POSEIDON

L/

Potential
Fabric
Nodes PROWLER M=) INTRUDER

= =

TACAMO

|
Cisco Connect 2019 \VAMPIRE-1)  VAMPIRE-2 ___VAMPIRE-3




Steps in DNAC GUI

Cisco Connect 2019 Mmie
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East-West Communication: Fabric Border is Exchange
Point with Fusion Router

MERCURY.cisco.com POZEIDPN
© Cig n

<>
<>
FIDDLER
v,

<+ Un-encapsulated packet

<+ VXLAN encapsulated packet
Cisco Con 101512 172.16.8.1 ]
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Current State of the Network

MERCURY

Cisco Connect 2019 VAMPIRE-1  VAMPIRE-2  VAMPIRE-3 't Ills- ! Ic;-




Re-configure Links: L2 to L3 Routed Links

-, TACAMO
Routed Links PROWLER 7554 iy gl INTRUDER

Cisco Connect 2019 VAMPIRE-1  VAMPIRE-2  VAMPIRE-3 't Ills- ! Ic;-




Configure Fabric Edge on Access Switch

Cisco Connect 2019

. -
Configure ->
Fabric Edge PROWLER <

VAMPIRE-1 VAMPIRE-2 VAMPIRE-3 Cisco



Redundant Fabric Border/Control Plane node

U

MERCURY [ 2%

$

U

" | POSEIDON

L/

Configure second
core as Fabric
Border/Control Plane
for redundancy

Cisco Connect 2019 VAMPIRE-1  VAMPIRE-2  VAMPIRE-3 't Ills- ! Ic;-




Reconfigure Links: L2 to L3 Routed links

U

MERCURY [ 2%

$

U

" | POSEIDON

L/

TACAMO

-
PROWLER | 5554 ‘_:: INTRUDER

Routed Links

Cisco Connect 2019 Mmie
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Configure Fabric Edge on Access

U

MERCURY [ 2%

$

U

" | POSEIDON

L/

FIDDLER

Configure
Fabric Edge

Cisco Connect 2019 VAMPIRE-1 ”cllls'élc;'




Distribute Control Plane node for Scale

U

MERCURY [ 2%

$

U

" | POSEIDON

L/

If scale demands
configure dedicated
Control Plane nodes

Cisco Connect 2019 VAMPIRE-1  VAMPIRE-2 ___ VAMPIRE-3 clsco



Migration with
existing subnets



Incremental Migration - High Level concept

Virtual Network =®: Existing Network
(existing IP scope) (existing IP scope)

Switch between

______________________________________ IP scopes
Existing IP ©¢_ G =
g (_-’ -btd-
Network - $
Edae (underlay) Border/Control Existing Campus
Noc?es Plane Node and External
Network

- Deploy a Border node and incrementally add Edge Nodes
- A virtual network is formed over the existing (underlay) network
- The virtual network(s) uses same subnet address as existing network

- The virtual network connects to the external network through the border
]

Cisco Connect 2019
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Migrating to Cisco SD-Access retaining existing
subnets

External
Network

10.1.1.0/24

oisco Comect2019  10.1.1.0/24  VLAN 1021 L2
VNI = 2128 VLAN10




Migrating to Cisco SD-Access retaining existing
subnets

External
Network

Internal + External
L2 Handoff

In-system

10.1.1.0/24  VLAN 1021 L2 10.1.1.0/24
Cisco Connect 2019 1.1,
VNI = 21828 VLAN10




Migrating to SD-Access retaining existing subnets

* Local EID scale of 4K Endpoints

e Border can only onboard 4K
Network Endpoints in Legacy Network

External

/20, /21 subnets — maybe a couple We can bunch up a
-y VLANSs can be onboarded PER lot with /24 VLANSs
Border

10.1.1.0/24
VNI = 2188 VLAN10

Cisco Connect 2019 10.1.1.0/24  VLAN 1021 L2




Separate L2 Border recommendation

External
Network

L2 Border (separate)
for smaller impact
domain, and scale

10.1.1.0/24

oisco Comect2019  10.1.1.0/24  VLAN 1021 L2
VNI = 2128 VLAN10




Separate L2 Border recommendation

External
Network
(C ol B) (C o B)
:::: ::: % 4K EIDs from VLAN10
— / VLAN10
_— 10.2.0.0 4K EIDs from VLAN20
= | XY [20
L ¥ 8 | XY VLANZ20
»‘
- -
- -
10.1.0.0/20 VLAN 1021 L2 10.1.0.0 10.2.0.0

10.2.0.0/20— NI AI88022 L2 /20

ray. I aVal

/20




Flash-cut Existing Access to Fabric Edge

External
Network

TACAM
10.1.0.0
120

VLANI10
INTRUDER

= s | e 4
“ NS

NS

10.1.0.0/20 VLAN 1021 /20
[ VNI = 8188 i




Steps in DNAC GUI
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This has to be simultaneous from here on.....

SINGLE PHASE

FROM NOW ON HERE

CCCCC



Steps in DNAC GUI
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East-\West: Hosts in same subnet,
outside fabric

ERCURY.cisco.com SEIDON
v CISCO.com
\/

<+—> Bridged packet
<+ Un-encapsulated packet

ALY -

10.1.51.2 172.16.8.1

Inside and



Migration with routed
access



Migrating Routed Access to Cisco SD-Access

External
Network

Core

Distribution

Access

Cisco Connect 2019 afa]n
Cisco




Routed Access Design Considerations

- Can re-use the existing subnets to migrate into Cisco SD-Access
- No changes to existing DHCP scope and subnet size

- No changes to existing firewall or other policies that are based on IP-
ACL

- Old network design is retained for familiarity

- Cannot realize the advantages of bigger subnets, but lesser subnets
that are optimized for Cisco SD-Access

Cisco Connect 2019 Mmie
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Routed Access Migration to Cisco SD-Access

External
Network

Shutdown existing SVI
(Vlan10 in this case)

Provision existing subnet
from Cisco DNA-Center
(10.1.1.0/24 in this case)

Cisco DNA-Center will
provision Vlan1021 with
10.1.1.0/24

Move hosts to fabric-enabled
IP Pool

Verify connectivity 10.1.1.0124 10.1.2.0/24

VLAN 1021 VLAN 20

Cisco Connect 2019 Mmie
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Routed Access Migration to Cisco SD-Access

External

Repeat the process for other
VLANS on the Fabric Edge

Repeat the same process on
other access switches in
converting them to Fabric Edge

Migration is One-Switch—At-A-
Time — NOT — One-Vlan-At-A-

T 10.1.1.0/24 10.1.2.0/24
Tlme 10.1.2.0/24 10.1.1.0/24

VLAN 1022 VLAN 1021 VLAN 1021 VLAN 1022
]
Cisco
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Migrating Wireless



Cisco SD-Access Wireless Adoption

* Greenfield Building

Cisco DNAC
ISE / AD @ -l”i
= =i”|
@ — =
|

Guest Fabric node (FB)

/Full Cisco SD-Access Wireless value \

VXLAN tunnel to
Guest FB

= Cisco DNA Center and NDP for Automation & Assurance

= Virtual Networks for Segmentation (ex Employee, I0T, Guest)

» |SE for SGT Access Control within VRF (ex. Contractor, BYOD,
Employees)

= Subnet extension across Campus with distributed data plane

Fabric ibu"ding V = Optimized path for Guest and no Anchor WLC
E @ siD Fabric APs

! And more... /
Blizzard
\ J l 1 l CAPWAP Control
\ [ —XLAN Mmie

BYOD  CoRtractor Employee — Cisco

S -

~
Seee



Migrating to Cisco SD-Access Wireless from
CUWN

Datacenter

Non Fabric
Cisco Prime

E\ Non Fabric

= Customer has a site with AireOS Centralized wireless

=  Assumptions:
= Migration to Fabric happens in a single area (e.g. building) at the time and migration is in one shot
= No need for seamless roaming between new SDA area and the existing wireless deployment

Cisco Connect 2019 Mmie
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Cisco SD-Access Wireless Adoption

* Migration for an existing CUWN deployment

@ E\ Non Fabric v
B T Cisco.Prime
Bldg 1 :

@65* CAPWAR ﬂ SD Fabric
*‘

Cisco DNA Center

DHCP ISE

_

0 Add Cisco DNAC and ISE (if not present already)
e Migrate wired network to Fabric first

e Wireless is over the top CAPWAP

Cisco Connect 2019 Mmie
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Cisco SD-Access Wireless Adoption

* Migration for an existing CUWN deployment

Cisco DNA Center

@ E\ DHCP I§E
\ A
Non Fabric v ﬂ
@ P\ Cisco.Prime @
Bldg 1
__________________________________________ [ No seamless ]_,_,_,_,_,_,_,_,_,_,_,_,_,_,_,_,_,_,_,_,_,_,_,_,_,_,_
roaming
o —

Hame Mansgement 1P
O Primary Conbral llar  ada-WLE 1711658
econdary Controler

0 Add a dedicated WLC for Cisco SD-Access and configure it with same SSIDs
e on CUWN WLC, configure the APs in the area to join the new Fabric WLC

e Traffic now goes through the Fabric CAPWAP Control

Cisco Connect 2019 —  VXLAN ]
Cisco



Cisco SD-Access Wireless Adoption

* Migration for an Existing CUWN deployment

Cisco DNA Center

e g A -
Non Fabric v @

Cisco.Prime -/

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, No seamless i
roaming

Bldg 2 /\l VXLAN %
(Data)
ﬁ — SD Fabric
B—

Recommendations
= Prime for CUWN areas, Cisco DNAC for SDA areas = Same RF Groups for CUWN WLC and SDA WLC
= Dedicated WLC for Cisco SD-Access Wireless = WLCs in different Mobility Group (no seamless

= Same SSIDs on Fabric and non-Fabric roaming between areas)
]
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Ways to build a PoC

- Start in a lab — isolated, controlled environment

« How do | connect a lab to the production network if | want to
validate use cases

« Enable archive logging on the lab device to see commands
being pushed by the Cisco DNA Center.

Cisco Connect 2019 Mmie
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Connect PoC to Production

External
Network

Fusion

Router

]
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Layer-3 Routing Protocol Normalization to IGP

External
Network

]
Cisco







Key Takeaways

Can migrate existing network topologies to SD-Access

Can migrate existing subnets into Cisco SD-Access

Supports migration of
- Layer-2 as well as,
- Routed Access designs

Automation support makes it easy for migration

Considerations in migration

- PoC in labs

- Verify every use-case works as per requirement

- Start small, small/medium Campus/Branch locations

Cisco Connect 2019 Mmie
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