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CopepiKaHue

* 3HakomcTBo ¢ ceTamn LPWA (Low Power Wide Area)

O630p KOHKYPUPYIOLLUX TEXHONOTUN
* SIGFOX
* NBIOT n Cat M1
* LPWA B ceTax 5G
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MaccupoBaHHbiit |0T/LPWA u loT 4na KPUTUUHDBIX NPUNOKEHUN

MaccupoBaHHbIN 10T 1 10T ANA KPUTUYHBIX NPUTOXKEHUN

assive lIoT (mloT) aka LPWA Mission Critical 10T (mcloT)
Bbicokas NNOTHOCTb YTPOWUCTB, Hunskne 3agepxku

HebonbLUMe 06BbEMbI AblHHbIX, HU3KOE Bbicokad 0OCTYMHOCTb
9HepronoTpebneHne, H13kas ctrommoctb CpeaHue n 6onblune o6bvEMbI AaHHbIX
natymkoB (LoRa, SIGFOX, NBIOT nt.n) 5G URLLC, WIFi 6, LTE
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Mpumepbl ycTpOnCTB, rae Tpebyerca LPWA

CyeTumnk notpebneHma rasa

OTcnexuBaHue
MEeCTOMOJ/I0XeHuA

MOHUTOPUHT
MHPPACTPYKTYPbI
MapKOBOYHbIN JATYMK
MOHUTOPUHT 3arpA3HEHNA U
BNIAXKHOCTH
Cisco Connect 2019 atfren]n,

Cisco

© 2019 Cisco and/or its affiliates. All rights reserved.



O6nactn npumeHeHna LPWA
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Xapaktupuctukum LPWA

D e T S

CnekTp

Pagunyc

Konnuyectso 06beKkTOB
O6bem AaHHbIN

CKopoCTb nepenaym gaHHbIX
3ageprkKa

PaboTa ot batapeu

Cronmoctb moayna

Cisco Connect 2019

HennueHsnoHHbIn (LORaWAN,
SIGFOX, Weightless, Ingenu),
JINLLEH3MOHHDbIN Ha4YMHaA C
3GPP R13 (eMTC, NBIoT, EC-
GSM)

BonbLioi

MHoro

Hebonblomn

Hwn3Kasa

OT maneHbkown Ao 6onbLIon
AdnntenbHaA

Hu3Kasa

868 MIy ana LoRa, Sigfox,
Weightless

2.4 Ty pan Ingenu
JINLLEH3NOHHbIM YacTOTbl ANA
LTE-M/CAT-M1, NBloT, EC-GSM

~10 Km

TbicAumn

[ecATkn KOUT B AeHb
[lecaTkn K6/c

[0 HECKO/IbKO MUHYT
o 20 net

<S5
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LPWA
Kakue TexHonoruii cyw,ecrTeyior

OHeproapdekTnBHble ceTn 6oNbLIOro
paguyca gencteusa - LPWA

JINLEH3NOHHBIN Anana3oH

HenuueH3noHHbIN anana3oH

LoRaWAN SIGFOX Weightless Ingenu

+ PaboTta B HENMUEH3MNOHbIX Anana3oHax (obblvHO 868 .
Mlu, 2.4 I'Ty ansa Ingenu) — ceTM MOryT CTPOUTb Kak

MOOUWIbHbIE onepaTopbl Tak 1 Ntobasa opraHn3auus .

«  3apaya Bcex TexHornorui obecneynTb HU3Koe
3HepronoTpebneHne 1 GonbLUoN paguyc AeUCTBUSA
«  HeGonblune ckopocTu Nnepegayn AaHHbIX .

Cisco Connect 2019

MoOunbHbIN MHTEPHET BELLEN

5G
mIOT (R16)

eMTC
NBIOT S EC-GSM

PaboTa B NnUEH3NOoHbIX Anana3oHax — peLueHne ans
MO6unbHbIX onepatopoB. R13 3GPP

oBontoums MobunbHbix ceten LTE n GSM, HanpasneHHas
Ha YMeHbLUEHME 3HepronoTpebneHns KOHEYHbIMU
YCTPOMCTBaAMU M YBENNYEHME 30HbI MOKPbLITUS
Hebonblume ckopocTn nepefayvn AaHHbIX

atfren]n,
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LPWA SIGFOX

Sigfox network architecture

® @
- f ® 4
) @)

Objects Sigfox stations Sigfox CLOUD™ Customer IT

' sigfox

Ultra Narrow Band radio Small payload
modulation SIGFOX Nationwide coverage
L France
Using the Ultra Narrow Band modulation, Sigfox An UD“nk message has up to 12-bytes paytoad and
operate in the 200 kHz of the publicly available band to takes an average 2s over the air to reach the base
jé;hljﬂge_;diodm:'%afes Ozjlert:hgoa”' EZ;hb_mtessage B stations which monitors the spectrum looking for UNB
z wide and transferred a or its per . SIGFOX Network deployment
second a data rate, depending on the region. Hence, mgmals to demodulate. Fora 12—byte data Day{oad' d launch y °
long distances can be achieved while being very robust Sigfox frame will use 26 bytes in total. The payload
against the noise. allowance in downlink messages is 8 bytes.
https://www.sigfox.com/en/sigfox-iot-technology-overview
Cisco Connect 2019 sl
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CpaBHeHue LoRa n UNB/SIGFOX

Range +++ +++

Bidirectionality v Limited Node frequency drift
Bitrate From 300 bps to 11k bps 100 bps

Mobility support v x Doppler effect

Battery Life +++ Adaptive Data Rate (ADR) +

Gain on 95% of the sensors.
30x more efficient
Spectral Efficiency +++ with ADR +++ more channel

Scalability v’ Less than 10% of the duty x Collision rate high
cycle / channel

Cisco Connect 2019 atfren]n,
CISCO

© 2019 Cisco and/or its affiliates. All rights reserved.



‘\ NBIOT u LTE Cat M1

} CO

2019

N IIr
CISCO



Kommepueckue 3anycku NBIOT u LTE Cat M1

* 83 3anycKa Ha aekabpb 2018 (UcToUHUK - https://www.gsma.com/iot/mobile-iot-commercial-
launches)

Mobile loT Open Labs | Mobile loT Deployments |

Small states

LTE-M Networks

NB-loT Networks

Cisco Connect 2019 atfren]n,
CISCO



BapuaHTtbl mobunbHoro loT 3GPP R13 (LPWA)
CraHpapTtusauma 3aseplieHa B 2016 roay

eNB c nogaep»koit NBIOT/CatM1

g Cepsep
‘:j& [NakeTHOe siApo C npunoxeHus “1”

onTMmMm3aunamMmm

= CloT R13 Cepsep

Ak npunoxexms “N”
a8

@ﬁﬁ

2G BTS/BSC ¢ nogaep»Kkon EC-GSM

Cisco Connect 2019 atfren]n,
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3GPP R13 BapuaHTtbl LPWA

Isonwoumsa LTE Isontouma GSM
|  emrcTECatm1) [  NBjOT |

Deployment In-band LTE In-band & Guard-band LTE, standalone In-band GSM
Coverage* 155.7 dB 164 dB for standalone, FFS others 164 dB, with 33dBm power class
154 dB, with 23dBm power class

Downlink OFDMA, 15 KHz tone spacing, Turbo  OFDMA, 15 KHz tone spacing, TBCC, 1 Rx TDMA/FDMA, GMSK and 8PSK
Code, 16 QAM, 1 Rx (optional), 1 Rx

Uplink SC-FDMA, 15 KHz tone spacing Single tone, 15 KHz and 3.75 KHz spacing TDMA/FDMA, GMSK and 8PSK
Turbo code, 16 QAM SC-FDMA, 15 KHz tone spacing, Turbo code (optional)

Bandwidth 1.08 MHz 180 KHz 200kHz per channel. Typical system

bandwidth of 2.4MHz [smaller
bandwidth down to 600 kHz being
studied within Rel-13]

Peak rate 1 Mbps for DL and UL DL: ~250 kbps For DL and UL (using 4 timeslots): ~70
(DL/UL) UL: ~250 for multi-tone, ~20 kbps for single tone kbps (GMSK), ~240kbps (8PSK)
Duplexing FD & HD (type B), FDD & TDD HD (type B), FDD HD, FDD
Power saving  PSM, ext. |-DRX, C-DRX PSM, ext. I-DRX, C-DRX PSM, ext. |-DRX
Power class 23 dBm, 20 dBm 23 dBm, others TBD 33 dBm, 23 dBm
Cisco Connect 2019 ]
CIsco
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NBloT

* lWupunHa KaHana — 180 Ky (1 PRB)

* Bo3MoOXHble BapunaHTbl BHeApeHUa: In-band (3a nckntoueHmne ueHTpanbHbix 6 PRB), guard band,
Standalone

* be3 BO3MOXHOCTM NO3ULMOHNPOBHANA
*  OrpaHuYeHHble BO3MOXKHOCTMMN mobuabHocTh (intra-RAT idle — cell reselect)

* [nKoBblE CKOPOCTH ||||T|T|TIII IIIISITIAIINIDIIAILIQI N
@) R13: ~26 k6/c DL, 62 k6/c UL 200kHz
o R14:127k6/c DL, 159 k6/c UL
* 23 pbm power class (14 abm nobasneH s R14) CLARD BAND
e QPSK ans Bcex TMNOB KaHa0B A—ﬂ [ LTE

200kHz

*  W3HayanbHO FDD, TDD pobaBneH B R15
e OFDMA pna DL, SC-FDMA B UL

* HoBble pM3NYECKME CUTHAbI U KaHabI M

o NPBCH, NPDSCH, NPDCCH, NRS, NPSS, NSSS (DL) 200kHz
o NPRACH, NPUSCH, DMRS (UL)

* 1 wnam 2 aHTeHHbIX NopTa, ecan 2 nopta, To MIMO He ncnonb3yetca, a ucnonbsyetca SFBC.

* eDRXunPSM (go 10,24 cek B pexmme connected, 3 4 B pexkume idle)

*  ManeHbKuii paamep 6s10Kka R12: go 680 6ut B DL 1 1 k6 B UL, R14: ao 2536 6uT ana UL/DL

* Ha npaktuke Single-process HARQ

* RRC suspend/resume (RRC u SIAP KOHTEKTbI pe3epBUpPYIOTCA) — yMEHbLLEHME CUTHA/IbHOTo oBepxeaa

Cisco Connect 2019 atfren]n,
CISCO



HekoTtopblie KatoueBble pyHKUMoHanbHoctu R13 ana loT

* PSM, eDRX — ymeHblleHMe 3HepronoTpebneHuns loT ycTponcteamm
* S1 Data over NAS (DoNAS) — nepenaya gaHHbix 6e3 yctaHoBneHua PDN coeanHeHun

* S11-U on MME to SGW — nepepgaya gaHHbIX Ha MHTepdeince S11, KoTopbi 0O6bIYHO MCNONb3YETCA
TONIbKO ANA CUTHAaAM3aLUN

* T6a on MME to SCEF — nepegaya AaHHbIX 1 cobbITUIM HenocpeacTseHHo ¢ MME

*  PDN Type ‘Non-IP’ on MME, SGW, PGW — noaaep*Ka HOBOro Tuna coenHeHnA Ha BCex
31eMeHTax ONOPHOWN CeTH

* HLCOM Suspend/Resume — mexaHM3Mbl HageKHOW bydepmr3aLmmn n 4OCTaBKN AaHHbIX ANA
coeanHeHn ¢ 6onbIMMM 334E€PHKKAMM BO BPEMA CECCUU

* SGd - SMS HenocpeacTBeHHO M3 MME, He ncnonb3ya SGs

Cisco Connect 2019 atfren]n,
CISCO



ApXuUTeKTypa cetm MobuNAbHOro MHTEPHETa Bellen
CloT Serving Gateway Node (CSGN)
3GPP TS 23.401 Annex L

SMS-GMS{
i IWMS{G
SMS Router

} HSS

UE C-SGN
SGi
|

i CloT Services

« CSGN (CloT Serving Gateway Node)— ato coBmelLeHHbIn y3en MME/SGW/PGW ¢ onTuMmusaunamm
R13 CIOT
* BblgeneHnHbint slice gna CIOT B ceTu onepatopa

Cisco Connect 2019 atfren]n,
CISCO



OcHoBHble otTimumna LoRaWAN ot NBloT

! Licensed spectrum
! License-exempt spectrum

NB-loT / EC-GSM

* bonee HM3KOe 3HepronoTpebneHne ansa ycTpomcTs
LoRa, T.K. TexHonorna LoRa — acCMHXpPOHHasA.

[ 9

Power Consumption

Peak current Sleep current I
-
LoRa 32 mA 1 pA 1,0=00 . e Prom o 7
NB-loT 1200130 mA SpA Bytes / Hour
https://www.researchgate.net/publication/315505158_A_survey_o Data Resource - “Mobile Experts White Paper for LoRa Alliance, 2015”
n_LPWA_technology_LoRa_and_NB-loT?pf6
Cost/DR/Battery/Range
* bonee H13Kaa ctommoctb moayna LoRa /\
years
g LoRaWAN 0
é '(1[2 0 Q
TR T L
* PaboTa B HeNMUEH3MOHHOM Anana3soHe 868 MIy: ceTu s S SO
MOTYT 3alyCKaTb }'||'06b|e opraHmn3auunun http://www.tracknet.io/docs/LoRa-Alliance-

Whitepaper_NBIoT_vs_LoRa.pdf

Cisco Connect 2019 atfren]n,

Cisco
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NpumeHeHne LoRa n NBloT B pa3Hbix oTpacaax

o Electric
Metering
In the electric metering market, utility companies typically require high data rates,
frequent communication, and low latency. Since electric meters have a power source
available, they do not require ultra-low power and long battery lifetime. Utility
companies need real-time monitoring of the grid so they can make immediate
decisions based on load, outages and other interruptions. Electric meters could be
implemented with LoRaWAN as class C in order to have low latency, but due to the
desired higher data rates and frequent communication,
NB-10T is a better fit for the application. Electric meters
are also in stationary locations in mostly densely
populated areas so it is easy for cellular companies to
provide or guarantee coverage with NB-IoT.

o Intelligent

Building

Monitoring temp humidity, security, , occupancy, HVAC, water flow,
and electric plugs can provide building property managers with alerts and alarms
direct to their mobile device to prevent damage and respond to requests instantly
without having manually monitor in the building. The usage and cleaning of
buildings can also be done more efficiently. The requirement for these sensors is low
cost with a good battery lifetime. They do not require frequent communication

or a guaranteed quality of service. Pico cell

gateways, which can be placed in basements

or underground parking garages to ensure

coverage through 100 percent of the

property, are also desired so LoRa
is a better fit for this vertical.

http://www.tracknet.io/docs/LoRa-Alliance-Whitepaper_NBloT_vs_LoRa.pdf

Cisco Connect 2019

Precision
Farming

For agriculture, very low cost sensors with a long battery lifetime are desired. The use
of moisture, temperature, and alkalinity sensors can significantly improve the yield
and reduce water consumption for one of the largest global markets. The sensors
need to update their information a few times per hour as the conditions do not
change radically. LoRa and LoORaWAN are ideal

for these requirements. In addition, many farms

do not have cellular coverage today and even more =

do not have 4G/LTE coverage so NB-IoT is not a

viable option for the foreseeable future.

Retail Point of Sale Terminals
(POS)

Point of sale (POS) systems must have a need for guaranteed quality of service (QoS)
since they handle frequent communication. These systems are also powered so there
is no constraint on battery lifetime. There is also a strong desire to minimize latency

and turn-around time because long latency times can limit the

number of transactions a store can make. Due to the QoS

and frequent communication, NB-IoT is a better fit for
this application.

Manufacturing
Automation

Real time monitoring of factory machinery can prevent maintenance-related line
down and can allow for remote control to improve efficiency. There are many
different types of sensors or requirements in factory automation. Some applications
need freq c icationanda g d QoS so NB-1oT is a better fit than
LoRa. Others need low cost sensors with long battery lifetime to track equipment,

monitor status, and conditions which is a better — F .
gﬂ

fit for LoRa. Due to the wide variety of
requirements for this segment both NB-IoT
and LoRa will be utilized.

0 Pallet Tracking
for Logistics

The key attributes to unlocking high volume in this market are cost and battery
lifetime. Being able to track pallets to determine the location or condition of goods is
highly desirable. Pallet tracking is a good example of a hybrid deployment solution.
Logistics companies can have their own solution so they have a guaranteed coverage
in their facilities. Low cost gateways can be easily deployed to cover sorting facilities
and also deployed on vehicles as mobile gateways. A LoRaWAN public network can
be leveraged when outside the facilities or when goods arrive at customer locations.
4G/LTE for NB-IoT might not be available for all logistic locations, which are
typically in rural locations. LoRa also has the unique technical properties, which
make the communication more reliable when moving at
high speeds than the narrow band signals. Due to the low
cost, long battery lifetime, and capability to have a private
solution to guarantee network coverage in all sorting

facilities LoRa is a better technology choice. V
\

atfren]n,
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HanpasneHua passutua 5G

Enhanced Mobile Broadband
Peak Data Rate (eMBB)

Area Traffic

Ao
Capacity (Mbps/m?) we

User Experienced
Data Rate

- =~

100x

Energy

Efficiency Spectrum

Efficiency

Internet of Things (loT)

Connection Mobility
Density
Latency
Ultra Reliable Low
Latency (URLLC)
Cisco Connect 2019 atfren]n,

Cisco
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NoakntoueHne NBIOT RAT K naketHomy agpy 5G
R16 — 3aBepuweHune craHgaptusauum B 2020 roay

ba3sosasa ctraHumAa LTE R16 NBIOT RAT

[NakeTHOE A4p0 npunoxers 1
5G R16 Cepgep
npunoxeHna “N”

ba3sosasa craHumAa 5G

« B 3GPP R16 Begetcs paboTa Hag onTMmMmM3aumamm B nakeTHom sgpe 5G ana cepsucos LPWA
* He nnaHupyetca agantauma paguno 5G gna LPWA
* NBIloT RAT nogkntovaeTca K nakeTHomy aapy 5G ¢ ontumusaumamm ana cepsucos LPWA

Cisco Connect 2019 atfren]n,
CISCO
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LoRa

o],
CISCO

Cisco is a founding member of the
LoRa Alliance, a non-profit association

LSRa Alliance LoRaWAN Specificatic

LoRa Alliance

LoRaWAN™ Specification

Authors:
N. Sornin (Semtech), M. Luis (Semtech), T. Eirich (IBM), T. Kramp (IBM),
O.Hersent (Actility)

Version: V1.0.1
Date: 2016 Feb

Cisco Connect 2019

L§Ra’" Alliance

Alliance Member Public Networks

Other LoRaWAN Deployment

100

Network Operators

LoRa Alliance” LoRaWAN 1.1 Regional Parameters

LoRa Alliance”

LoRaWAN™ 1.1 Regional Parameters

This isa

to the LoRaWAN 1.1 protocol specification

Authored by the LoRa Alliance Technical Committee

Chairs:
N.SORNIN (Semtech), A.YEGIN (Actility)

Editor:
N.SORNIN (Semtech)

Revision: A
Date: October 11, 2017
Status: Final release

68 51

Alliance Member
Operators

100

Countries operating in  Countries with
LoRaWAN Deployments

L;Ra Alliance” LoRaWAN Backend Interfaces

LoRa Alliance”

LoRaWAN™ Backend Interfaces 1.0
Specification
Authored by the LoRa Alliance Technical Committee

Chairs:
N.SORNIN (Semtech), A.YEGIN (Actility)

Editor:
A.YEGIN (Actility)

Contributors:
A.BETOLAUD (Gemalto), E.BRUINZEEL (KPN), P.CHRISTIN (Orange), P.COLA (Bouygues

|||||I|l|
CISCO



Kommepueckue cetn LoORaWAN
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Mpumepbl ycTpontce LORaWAN

LoRaWAN Certified® Products

A huge array of certified products available now to fulfill the wide-ranging spectrum of loT use cases served by LoORaWAN™.

Soon this will be extended to include LoRa Alliance™ member services, software and full solutions in addition to these certified
devices. This will be a comprehensive directory of all our Members' products and services with tools to find the right solution

for every LPWAN requirement.

ED1608

M2M

£

ED1608 Rail Temperature
Sensor

ED1610

M2M

https://lora-alliance.org/lorawan-certified-products

Cisco Connect 2019

S ( RISINGHF TEMPERATURE AND
433 MHZ HUMIDITY S

€56.00 €48.00

DUCTION READY INETC
UM TEMPERATURE

€138.00 €72.00

ORAWAN TEMPERATURE
& HUMIDITY SENSOR

https://market.thingpark.com/

e 2
-
ammey
J SMART 2!»22!
Q 5
o (]

LORANWAN TEMPERATURE AND
HUMIDITY SENSOR

€46.00

B

NETOP NB-10T TEMPERATURE &
HUMIDITY SENSOR

€94.00

ATIM OUTD
TEMPERATU

€150.00

/HUMIDITY RADIO

NETOP NB-IOT P
TEMPERATURE SEN!

€121.00

atfren]n,
CIscOo



NMpumepbl ucnonbsosaHmnAa LoRa B lonnaHgum

I

- R - ” - o4 } »
‘ﬂmmﬁ WA 'ﬁ‘ "
- )i L gl > r,'-‘" L

> . L TR :
‘?!W’g@»‘ o Smart Street Cabinet

Connected Cow

NcTouHmK: npeseHTaums “10 LoRa Use Cases in The Netherlands”

Cisco Connect 2019 atfren]n,
CISCO
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NMpumepbl ucnonb3zoBaHnA LoRa B YMHbIX ropoaax

Real-World Deployments

See how LoRa Technology has enabled operational efficiencies in these real-world smart city
applications.

Smart Metering & Lighting Solutions Structural Health Monitoring System
OrionM2M's smart meters and luminaire controllers Polysense's LoRa-based Structure Health Monitoring
utilize embedded LoRa Technology to connect to the system enables remote and real-time monitoring of
Cloud via public LoRaWAN-based networks and building structure safety and integrity.
OrionGateways. Read the Press Re »

Read the Press Release »

Smart Water Leakage Detection Smart Flood Sensors
Apana's smart water utility monitoring system Green Stream's LoRa-based autonomous flood
leverages LoRa Technology to save businesses like sensor system helps to build safer, more resilient
Cotsco up to 22% in costs. communities.
Read the Press Release » Read the Press Rele

https://www.semtech.com/lora/lora-applications/smart-cities

Cisco Connect 2019 atfren]n,
CISCO
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Mpumepbl TapudHbIX NnaHoB B Orange

Connectivity for your loT devices
on our LoRa® network in France

No commitment

Our offers

All of our monthly plans include

Unlimited uplink messages per device per device per device per device

+ Access to Live Objects

Live Objects is our platform for device
connectivity and data management. Downlink messages Downlink messages Downlink messages Downlink messages

*If you have already subscribed to our lot Connect Low Power offer, you just need to register your
new device on the network. You will be charged according to the conditions of your existing connectivity offer.

NcTouHuK: https://www.orange-business.com

Cisco Connect 2019 atfren]n,
CISCO



Apxutektypa LoRaWAN

CepBep NpunoxeHusa
IOT 6poKep nan BblAENEHHbIN
cepBep NPUIOKeHNA

LoRa wnio3bi/BC

CeteBoii cepsep LoRaWAN

VCTpOVICTBa LOR;WAN MA/C p,eKa(;cynﬂu,m,
wnoposaHue/pewmndposaHme
LoRaWAN™ y
npaB/ieHne CeTbio U Pagmo, ﬁ
_ CKeAy/IMHT coobLueHnid, Join Server o
) % _- - N (MoXeT BbITb peann3oBaHO OTAENbHO OT ,° Measure
/ _- - N ceTeBOro cepsepa) 7/ Data
: NPOBUXKUOHUHT, yNpaB/ieHUe KatoYamu, s 7
reonokauma 7/
: ) i~
Report
Events
\
\ / N
y S 9 Q
_________ I
Track

™ ™
LSE;?QSY LOR&VXQ N IP Transport App Data

LLindbpoBaHue Ha ypoBHe MAC (NwkSKey)

A
v

LndgpoBaHre Ha ypoBHe npunoxeHust (AppSKey)

A
v

Cisco Connect 2019 atfren]n,
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LoRaWAN

Applications or |IOT Broker (eg. MQTT,...

CoAP

LoRaWAN MAC
Class B

LoRa Alliance

CIaS.S . (Beacon, batteries . Cless ©
(default, batteries powered) pow’ere d) (Continuous, powered)
<
LoRa Modulation y
SEMTECH
r ‘ - -
FUS6S US915 AS923 RUS64 AU915 LoRa Alliance
Ny <
Cisco Connect 2019 ahaln

Cisco
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Kniouesbie xapaktepuctuku LoRaWAN 1/2

» CKopocTb nepegaum aaHHbix 300 6/c ... 5.5 K6/c
e 1-3 KM nokpbiTHe oT ogHon BC B ropoae, A0 15 KM — B CENIbCKOM MECTHOCTH
*  Mopaynaumsa Spread spectrum no3BoasieT cucteme paboTtaTb Ha HU3KUX YPOBHAX CUTHANA

* OCHOBHble 3n1eMeHTbl — KOHeYHble ycTponcTea, LoRa wnto3/BC, ceTeBol cepsep, cepsep
npunoxkeHunin. Tononorua “3sesna”

* LWndpoBaHMe Ha CETEBOM YPOBHE U Ha YPOBHE MPUNOKEHUN

* [logaeprkka poymMMHra HaumMHas co cnepuumnKkaumm 1.1 — BapuaHTbl passive n handover
* Tpw Knacca KOHEYHbIX YCTPOMCTB

* Wcnonb3zoBaHue chirp spread spectrum Ha paguouHTepdeice

*  HenunueH3noHHbIN anana3oH 868 Ml ana Poccmu, YKpanHbl, cTpaH bamkHero BocTtoka n AppuKu
(PernoHanbHble napameTpbl EU863-870, RU864-870)

* LlwnpuHa KaHana 125 Klu, pacctoaHne mexay LeHTpamu cocegHmnx KaHanos — 200 Ky,

Cisco Connect 2019 atfren]n,
CISCO



Kniouesbie xapaktepuctuku LoRaWAN 2/2

* [lopaepka UL n DL
e Unicast u Multicast

* Mcnonb3oBaHMe OpTOroHaAbHbIX SF: ecnn ABa CUrHana NPUHATbI OAHOBPEMEHHO U Pa3HULa B
ypOBHAX MeHblue 20 Ab, To npueMHUK MoXKeT obpaboTatb 0ba curHana

* Forward error correction 4/5

* AJanTMBHOE Ha3HAYeHMe CKOPOCTU Nepeaayn AaHHbIX B 3aBUCUMOCTU OT Paano ycaoBun (ana
HeNoABMMHbIX KOHEUYHbIX YCTpolicTB) - oT 250 K6/c ao 5.4 K6/c ana kaHana wupuHom 125 Ky,

* ACK/NAK npoueaypbl (B cnyyae ecnm B8 MAC 3aronoBKe ykasaH Tvn “confirmed data”)
* PaHaOMHOEe Mcnonb30oBaHWE KaHAN0B BHYTPU AManasoHa ANa nepeaayun AaHHbIX
* Duty cycle (orpaHnyeHne BpemeHu nepeaaym AaHHbIX)

* TMopgaeprkka mobunbHocTu (nakeT B UL npuHMmaeTca Heckonbknmu LoRa wnto3amu, naket B DL
oTnpasnasetca yepes “nyywmnin” LoRa wnto3

° Onpe,u,eneHme mecTtonosioxxeHmne KoOHe4YHoro yCTpOVICTBa Ha OCHOBE TPUaHTynAaunu

Cisco Connect 2019 atfren]n,
CISCO



Pabounit umkn

YcTpolictBo paboTaeT B cooTBeTcTBMM € duty cycle: ecam ycTpoiicTBO nepeaaBano AaHHbIe B

TeyeHune “TimeOnAir”, To OHO He cmoXKeT nepeaaBaTb AaHHble B TeyeHme “Toffsubband” B stom
AnanasoHe

Hanpumep, ecamn ycTponcTeo nepenaBano gaHHble B TedeHun 0,5 ¢ B guanasoHe 868 MIy n duty

cycle = 1%, To OHO He cMOXeT nepeaaBaTh AaHHble B TeyeHue 49.5 ¢ Ha Bcem gmana3oHe 868
My,

o TimeOnAir TimeOnAi
. _ — lime 1r
subband DutyCyclecypband

Cisco Connect 2019 atfren]n,
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AKTUBaLMA KOHEYHOro YCTPOMCTBA

* [ns pabotbl B ceT LORaWAN KoHeuyHoe yCTPONCTBO A0NKHO ObITb NEPCOHAIM3UPOBAHO U
aKTUBMPOBAHO

* AKTMBaLMA MOXKET ObITb BbiNoNHEHa ABYyMA meToaamu: Over-The-Air Activation (OTAA) nam
Activation By Personalization (ABP)

* [locne akTUBa U Ha yCTpOﬁCTBe XpPaHUTCA cheayroLlan VIHCI)OpMa LUnA:
o DevAddr— 32 6UTHbIN NAEHTUPUKATOP YCTPOICTBA B CETH
o  Knoun wmndposaHus:
o NwkSEncKey - Network session encryption key
o SNwkSIntKey - Serving Network session integrity key.
o FNwkSIntKey - Forwarding Network session integrity key

o AppSKey - Application session key

* bonee nogpobHaa nnbopmauma B cneundumrkaumm LORAWAN 1.1, rnasa End-Device Activation

Cisco Connect 2019 atfren]n,
CISCO



Mpoueaypbl akTuBauum (1/2)

Over-the-air activation (OTAA) Activation by personalization (ABP)
* Mcnonb3oBaHue npoueaypbl obmeHa * AApec yCTPOMCTBA M YETbIpPE KYa
coobueHuit (join request/accept) mexay 3arpy»atTca Ha KOHEYHOE YCTPOMCTBO

YCTPOMCTBOM U CETbIO A/1A NOAYYEHUS

o * Ha ceTeBoi cepBep Nporpyxaercs
ajpeca yCTPOMCTBA M YeTbipe Kto4a PBEP NpOrpy

nHpopmaumsa 06 ycTpomncTax

* Ha ycTpoiicTBe U3HaYa/IbHO NPOrpy»KeHbl .0
DevEUI, JoinEUI, NwkKey, AppKey [INHAKOBbIE KNHOUYM UCMO/Ib3YHOTCA Ha BCE

NpoTaXKeHUn paboTbl (COOTBETCTBEHHO,
ncnosb3oBaHue pexmma OTAA
pekomeHA0BaHO anA obecneyeHua bonee
BbICOKOrO YPOBHA He3onacHoCTH)

Cisco Connect 2019 atfren]n,
CISCO



Mpoueaypbl akTuBauum (1/2)

Over-the-air activation (OTAA) Activation by personalization (ABP)
End-Device NS IS AS Manufacturer
1. Join-request
— >

End-device NS AS Manufacturer

2. Lookup IP Address of JS

3. JoinReq 0. ABP out-of-band settings

.
L

4. JoinAns

1. Data-frame

2. Frame payload,
Metadata

-

5. Join-accept

6. Data Packet

7. Data Packet
|-
>

8. AppSKey delivery

LoRaWAN™ Backend Interfaces 1.0 3 Specification

Cisco Connect 2019 atfren]n,
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Knaccbl ycroucts LoRaWAN

. Knacc A

rx
A - 2 >
@ 4 >

>
Knacc b
>

A »
Yy @ a4 a4

slot*? slot*?

>

Knacc C

B g
rx? rx2

a aam |
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Yctpoiicteo nepegaet coobuweHme B UL n 3atem “cnywaet” DL
ABa MHTepBasa BpemeHu

HaumeHbllee sHepronoTpebaeHune
MoaaepKuBaeTcs BCEMU YCTPOMCTBAMU

PeannsoBaHO aHaNOrMYHoO Knaccy A natoc yctponcteo “cnywaet”
DL B onpeaeneHHble MOMEHTbI BPEMEHMN.

YCTPOMCTBO CUHXPOHU3MPYETCA CO LUIHO30M C MOMOLLBHO
“GMKOHOB”, NnepeaaBaembIx LLIHO30M

MNoaxoAuT ANs YCTPOMCTB, 3aNUTAaHHbIX OT 6aTapenkn

Peann3oBaHO aHANOMMYHO YCTPOMCTBAM Knacca A naroc
YCTPOMCTBO NocTosAHHO “cnywaet” DL, npepbiBadAcb TONbKO ANA
nepeaayu gaHHbix B UL

Hanbonblee sHepronotpebneHune. NMoaxoant ANA KOHEYHbIX
YCTPOWCTB, 3aNUTAaHHbIX OT MOCTOAHHOIO UCTOYHMKA

atfren]n,
CIscOo



OnpepeneHne MecTono/sI0XeHUA yCcTpoiicTBa 6e3 ucnonb3oBaHuUs
GPS/GLONASS noayns

Cepsep reo
NO3NLMOHUPOBAHMUA

 o3BoNAET onpeaennTb MecTornonoXeHne
Ntoboro KOHeYHoro ycTpoincTea (He TpebyeTca
“noppepka” Ha KOHeYHOM ycTpouncTee”)

* UL coobuieHmne aomKHO ObITb MPUHATO KaK
MUHUMYM 3-mA LoRa wnto3amm, 3atem
cepsep NO3ULNOHUPOBAHUA Ha OCHOBE
Pa3HULbI BpemeHU npuema curHana (TDoA- -
Time difference of arrival), paccuntbiBaer
MECTOMOI0XKEHNE KOHEYHOTO YCTPOMCTBA

LoRa wnto3 2

I;a Mh /

LoRa wnwo3 3

Cisco Connect 2019
CISCO



YactoTtbl ana LoRa B Poccuun

 864,0 — 865,0 My, — mowHocTb Ao 25 mBT, pabounii unkn go 0,1 % nau LBT, 3anpeLieHo
MCNO/Ib30BaHME Ha TEPPUTOPUM a3POMNOPTOB

« 866,0 — 868,0 Ml'y, — mowHOCTb A0 25 MBT, pabounin umkn o 1 % nnun LBT, 3anpewieHo
NCMOJIb30BaHME Ha TEPPUTOPUM a3PONOPTOB, CreKTPasibHadA NJIOTHOCTb MmolwHocTn go 1000
MBT/MTIy,

 868,7 — 869,2 MIy, — mowHocTb Ao 100 mBT, pabouunin umkn ao 10 % naun LBT, ncnonbsoBaHue
6e3 orpaHMYeHUM

N3meHeHunA B MNMpunoxkeHun 12 Kk Pewenunio N'KPY Ne 18-46-03-1 ot 11
ceHTabps 2018 roaa.

Hecneunanmsuposatubie (1106010 HasHaueHns) ycrpoiictsa
Homoce TeXHMYECKME XapaKTepMCTUKM Pafowit |Pas- |donomumrerntsuue Hecneunammusupc 1e (moboro Ha ) YCTpOiicTBa — YCTPOIiCTBA MATIOrO PaHyca 0OIIEro NPHMEHEHNS, BKIIOYas
pa,E[MO— LMK HOC VCIOEMA yCTpOﬁcTBa JIUCTAHUHOHHOIO YNPABJICHHA H NEPe/Iadn TEJIEMETPHH, TEJICYNPABICHUA, CHIHAIH3ALIMH, NEPE1aii JIaHHbIX H
JIPYTHX MOAO0HBIX nepeaay.
gacToT | HamMexoBaHme SHauenue |DPasmep-— KaHa- |Mcnons=oBanna £y P
HOCTEB JIOB OCNOBHLIC TEXHHYECKHEC XapaKTCPHCTHKH M YCIOBHA HCMOIL30BaHHA
HECTICIHATH3HPOBAHHBIX YCTPOIICTB MAIOro pajuyca AelicTaus
ge4 - MaxcHMankHag 25 MBT 0,1% umm SanpemaeTcA
865 MI'LI 3 peXm MCIONE30BAHME Texunueckue XapakTCPHCTHKH
TET <*> B Opemenax TTonock Pabounit Pasnoc JlononuuTtenbHble
aSpoONopTOR paano4acToT H Rt 2 Pa}MepHOCTb LHKIT KaHaJIOB | YCJIOBHSA HCIOIbL30BaAHHA
(aspogpoMozs) N
(2 pexn. pemesma TKPY npu MuexoMmceasm Poccwm or 02.10.2012 ® 12-15-05-8) Maxcinanbiias SUM T i 1% s Sanpewaetes
I 866-868 MI'il Maxcumansas < MET pesin HCTIONb30BaHHE B

- CHEKTpPaJibHas MI0THOCTh 1000 MBT/MI'it .o npezienax asponopTos

g gg ’ E I;'[:;cmaanb HAA 25 MBT M LBT yisiai
2
MTI'm, 10% nnu
o8z M MM’ 100 B -
(2 pen. pememma TKPY npm MunxomceAsu Poccmm or 02.10.2012 w 12-15-05-8) 869.2 MI'x ARCHMAIBHAR MUD Tl;"_;’.".’
| ! l ; f !
http://www.rfs-rf.ru/upload/medialibrary/d24/018818.doc
http://docs.cntd.ru/document/902048009 https://digital.gov.ru/uploaded/files/prilozhenie-12-k-reshenyu-gkrch-18-46-03-1.pdf
Cisco Connect 2019 sl
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PernoHanbHble napameTpbl gna Poccun RU864-870

2.11 RU864-870 MHz ISM Band

2.11.1 RU864-870 Preamble Format

The following synchronization words SHOULD be used:

Modulation Sync word Preamble length
LORA 0x34 8 symbols
GFSK 0xC194C1 5 bytes

Table 75: RU864-870 synch words

2.11.2 RU864-870 ISM Band channel frequencies

The network channels can be freely attributed by the network operator in compliance with the
allowed sub-bands defined by the Russian regulation. However the two following default
channels MUST be implemented in every RU864-870 MHz end-device. Those channels are
the minimum set that all network gateways SHOULD always be listening on.

Modulation | Bandwidth [kHz] | Channel FSK Nb Duty
Frequency | Bitrate or | Channels cycle
[MHz] LoRa DR
|/ Bitrate
LoRa 125 868.9 DRO to 2 <1% = B ~
860.1 DR5 LgRa Alliance
/0.3-5
kbps

Table 76: RU864-870 default channels

Cisco Connect 2019

L§Ra Alliance”

LoRaWAN 1.1 Regional Parameters

LoRaWAN™ 1.1 Regional Parameters

This document is a companion document to the LoRaWAN 1.1 protocol specification

Authored by the LoRa Alliance Technical Committee

Chairs:

N.SORNIN (Semtech), A.YEGIN (Actility)

Editor:
N.SORNIN (Semtech)

Revision: A
Date: October 11, 2017
Status: Final release

atfren]n,
CISCO



[ononHUTenbHble YCN0OBUA UCNONb30BaHUA ANA Anana3oHa 868
My

https://digital.gov.ru/ru/documents/6330/

3acepanue N'KPY ot 24 pekabps 2018 roga (npotokon Nel8-48)

DRATL IV LIS Y RIS VISIVICRTavIC,

B ab3alle 5 nyHKTa 7 cnoea «Ao 1 aHBapa 2019 r.» 3aMeHUTb cnoBamu «ao0 1 AHBaps
2020 r.».

22. B npunoxxednn Ne11 K peennto T'KPY o1 07.05.2007 NeO7-20-03-001 cTtonbel
«J10MONHNTENbHbIE YCNOBUA NCNOMb30BaHUa» A1d Nonoc paanodacToT 864-865 MI'U, 866-
868 MI'L, 868,7-869,2 MI'y AONONHUTL cneayroLlnuMn yCIoBUAMN:

«[pMMeHeHne 6a30BbIixX CTaHLMI B ceTAX CBA3M A9 c6opa 1 06paboTKu TenieMaTn4ecKkom
MHbOPMAaLMN OCYLLEECTBNAETCA NPK YCIOBUN:

perncTpayummn 6a3oBbIX CTaHLMI B yCTaHOBIEHHOM B Poccuiicko ®efepaummn nopaaxe;

BBOa B aKCMNyataunko ceTel CBA3M B YCTaHOBJ/IEHHOM B Poccuinckon ®enepaummn
nopaake,

¢ 1 nexkabpsa 2020 rofa JONYCKaeTCA UCMOMb30BaHMe 6a30BbIX CTaHLIMIA, NPON3BeIeHHbIX
Ha TeppuTopuM Poccrinckomn ®efepaunn, KOTOpbIM MPUCBOEH CTaTyC
TENEKOMMYHUKaLMOHHOMO 060pYyA0BaHMA POCCUINCKOTO NPoNCXoxXaeHns (yCcnosme He
pacnpocTpaHaeTca Ha 6a30Bble CTaHLUMKW, 3aperucTprpoBaHHble Ao 1 aekabpsa 2020
roga).».

Cisco Connect 2019 atfren]n,
CISCO
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PernoHanbHble napameTtpbl EU864-870

2.2.2 EUB63-870 ISM Band channel frequencies

This section applies to any region where the |SM radio spectrum use is defined by the ETSI

[EN300.220] standard.

The network channels can be freely attributed by the network operator. However the three
following default channels MUST be implemented in every EU866MHz end-device. Those
channels are the minimum set that all network gateways SHOULD always be listening on.

Modulation

Table 3: EU363-870 default channels

Cisco Connect 2019

Bandwidth [kHz] Channel FSK Duty
Frequency | Bitrate or | Channels cycle
[MHz] LoRa DR
|/ Bitrate
LoRa 125 868.10 DROto 3 =1%
868.30 DR5
868.50 (0.3-5
kbps I-%Ra Alliance” LoRaWAN 1.1 Regional Parameters

«

L§Ra Alliance™

LoRaWAN™ 1.1 Regional Parameters

This document is a companion document to the LoRaWAN 1.1 protocol specification
Authored by the LoRa Alliance Technical Committee

Chairs:
N.SORNIN (Semtech), A.YEGIN (Actility)

Editor:
N.SORNIN (Semtech)

Revision: A

Date: October 11, 2017
Status: Final release
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Mpoueaypa paguo nnaHmpoBaHua ceten LoRa

- Europe - 868 MHz Export LKB Sheets

LoRa Link Budget Summary

Ve N [ Dense Urban Urban Suburban Rural
DL RX1 DL RX2 DL RX1 DL RX2 DL RX1 DL RX2 DL RX1 DL RX2
Target UL Cell Edge Data Rate LoRa SF12 1 125KHz LoRa SF121 125KHz LoRa SF121 125KHz LoRa SF121 125KHz
te | LoRa SF12{ 125KHz | LoRa SF12{ 125KHz | LoRa SF12¢ 125KHz | LoRa SF12 f 125KHz | LoRa SF12 | 125KHz [ LoRa SF12 ¢ 125KHz | LoRa SF12{ 125KHz | LoRa SF12 1 125KHz
Downlink Uplink Downlink Uplink Downlink Uplink Downlink Uplink
10.0 dB 1212 dB 13.1dB 1243dB 116.1dB 127.3dB 17.0 dB 128.1dB
> = > 0.32 km 0.66 km 0.43 km 0.89 km 0.79 km 159 km 268 km 5.64 km
- Approximate Cell Range estimation
er of Sites ata Rate 189 sites 4 sites 102 sites 24 sites 124 sites 30 sites 1 sites 2 sites
12.0 dBm 12.0 dBm 24.0 dBm 12.0 dBm 24.0 dBm 12.0 dBm 24.0 dBm
16.2 dBm

= Initial Site Count o ice TxPwr 16.2 dBm
- MAPL analysis oo 25

Precise coverage estimation based on realistic
network info (site coordinates, antenna
patterns, calibrated propagation models...)

- Drive/walk tests using LoRa motes/
demonstrators to assess actual coverage

- Analysis using Network Survey tool

Cisco Connect 2019 atfren]n,
CISCO
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PapunonnaHupoBaHue ceteit LoRa
0630p meToaUKMU

MepsBbin 3tan (Link Budget Analysis) — 3To npeaBapuTenbHaa oLeHKa NOKpPbITUA oT 6a3oBoM
CTaHUMU, NpeaBapuTe/ibHan oueHKa Konmyecta 6a30Bbix cTaHUM 1 aHann3 MAPL. KomnaHus
Cisco ncnonb3yeT KanbKynaATop 404 3TUX oueHOK. O4HM U3 napameTpoB, KOTOPble MOXHO MEHATb

B JaHHOM Ka/lbKyNATOPE, 3TO:

UL Noise Rise @Gateway — average noise raise over thermal noise level as seen by gateway(aka
base station)typically assessed by Spectrum analyzer

DL Noise Rise @ end-device - average noise raise over thermal noise level as seen by end-device typically
assessed by Spectrum analyzer

3TV NnapameTpbl OTpaXKatloT “3arpasHeHHOCTb adpupa”. Yem H6onbLue ycTpoMnCcTB, paboTatoT B JaHHOM
AnanasoHe (gnsa npumepa ISM 868), Tem Bbille 3HaYeHMEe AaHHbIX NAaPaMETPOB HY}KHO HAaCTPOUTL B
KaNbKy/IATOpPE M TeEM MeHbLUe ByaeT pagmyc NOKpbITUSA OT 6a30Boi cTaHUMK. MNog ycTpolicTBaMM NOHUMAKOTCA
KaK LoRa ycTpoicTBa ApyrMx onepaTtopos, TaKk U Ntobble gpyrue ycTponctea (non-LoRa), paboTatowme B
AaHHOM YacTOTHOM Auana3oHe. PeKomeHayeTca UCMo/1b30BaTb aHANM3aTOP CMEKTPa ANA OLEHKU MNONYyYEeHUs
TOYHbIX 3HAYEHMIN AAHHbIX NAPAMETPOB A/19 KOHKPETHOM CeTH.

O6pa|.|.|,aeN\ BHMMaHWNeE, 4TO ,ﬂ,aHHbIl;'I Ka/IbKYy/ZIATOP TaKXe AenaeT OueHKY eMKOCTU CETU

Bropoii atan (RNP) - aeTtanbHoe paano NiaHMPOBaHUE Ha OCHOBE peasibHoM MHpopMaLmn o
CeTu (pacnono»KeHne canTos, KapTa MECTHOCTU, OTKaIMBPOBaHHON MOZENU PACNPOCTPAHEHUS

CUrHana)

Tpetnii atan (Field tests) — drive/walk TectTupoBaHuA A1A OLEHKN NOKPbLITUA CETU

Cisco Connect 2019
CISCO
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CeteBoe peweHue Cisco LoRa
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Mpumep camta ¢ Cisco LoRa wnosom

LoRaWAN wnto3
3,6 Kr
28,1 x20,6 x 10 cm

BceHanpaBneHHana aHTeHHa X 2
“Main” n “Diversity”

Paguo Kabenb x 2
[po303awmTa x 2

~~
~
~
~
~
~
~
~
~
~
~
~
~
~~
~
~
~
~
~
~
~
~
-~
~

GPS aHTeHHa 1 Kabenb

Ethernet PoE+ kabenb

Ethernet 10kV 3awmTa npwu
HeobxoaAnMoCTH

==
IP backhaul /_ SN
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Cisco LoRa wnio3

e OQutdoor, IP67

* 3.6 Kr

e 281 x 206 x 100 mm

* LlenbHONUTOM aNtOMUHUI

* TemnepaTypHblit pexxkum -40..70

* ANT-LPWA-DB-O-N (6 dBi)

e Qutdoor, IP67

e 298r

* 795 mm anuHa, 22 anameTp

* TemnepaTypHbiii pexxum -40..70
* ANT-LPWA-DB-O-N-5 (5 dBi)

o) * Qutdoor, IP67

e 790r

* 692 mm anuHa, 25 anameTp

* TemnepaTypHbiii pexkum -40..70

AN

* https://www.cisco.com/c/en/us/products/collateral/se/internet-of-
things/datasheet-c78-737307.html

* https://www.cisco.com/c/en/us/td/docs/routers/interface-module-
lorawan/hardware/installation/guide/b_lora_hig.pdf

Cisco Connect 2019 atfren]n,
CISCO

© 2019 Cisco and/or its affiliates. All rights reserved.



Cisco LoRa w3 ¢ aHTeHHamMu ANA UCNONb30BaHUA BHYTPU
34aHUA

AHTEHHa AN1A UCNO/Ib30BaHMA BHYTPU
nomeLLeHus

ANT-WPAN-OD-OUT-N

e 120r

e 195,6 mm anunHa, 26 mm amnameTp
* TemnepaTypHbIii pexum -40..85

Cisco Connect 2019 atfren]n,

CiIsco
© 2019 Cisco and/or its affiliates. All rights reserved.




YnpaBneHue ceTbio U YCTPOMCTBAMM
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Wireless logger

WIRELESS

Dashboard [ 100000523 ]

'0000000002ABBD7EB

53 Refresh |(a) Export [} map (32 Logout

UTC Timestamp Local Timestamp Device UID Port  Counter UP LRRRSSI LRRSNR  SpFact Sub Band Channel LRCId LRR Id LRR Lat LRR Long LRR Count Device Lat  Device Lon  LoS Distam Checksum

o 2015-03-1310:54:17  2015-03-1311:54:17  0000000002ABBD7B ' 2 36 Gl L3 00000065 Y| bcsetsfo (| 43.641109 7.025833 1 4364117 702633 40 A 2022e8d4
Payload {hex) :
00264d079e02ceB93e114604fF1700c5001d00232

LED
Pressure
Temperature
Altitude (bar.
Battery
Latitude
Latitude (dec)
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Cisco Field network director (FND)

. Zero Touch Deployment
. Geo Fencing

. Customizable dashboard
. Health Monitoring

. Troubleshooting

. Configuration Mgmt.

. Firmware download
. North Bound Integration

Group Based Management
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Mpumepbl KoOmmepuyecKkux BHegpeHui pewweHua Cisco
LoRa

* OnepaTtopbl cBA3MU

o  ®paHuma, KpynHbIM MOBUNbHBINA ONepaTop CBA3M: MOKPbLITUE NO BCEN TEPPUTOPUN CTPaHbI U rNobanbHoe
NOKpbITUE

O ANoHMA, KPYMHbIN ONepaTop CBA3M: MOKPbITUE MO BCEM TEPPUTOPUM CTPaHbI
* OnepaTtopsbl loT
®dpaHuma
[OHKOHT
YKpaunHa

WoTthaHnaua

©c O O O O

AHrnna
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NMpenmywectea peweHua Cisco LoRa

* KomnneKcHoe ceTeBOe peLleHMe: LW/03bl, CETEBOWN CEPBEP, CUCTEMbI YNPABIEHMA LW/O3aMM, CETbIO U
KOHEYHbIMW YCTPOMCTBAMM, BCTPOEHHbIE B CUCTEMY YNPaB/ieHMA AOMNONHUTE/IbHbIE YCTPOUCTBA ANA
ANArHOCTUKM: BCTPOEHHbIN aHann3aTop cnekTpa, wireless logger, network survey tool

° Pa3Hble mogenu BHeApeHUA: B obnake NnoCTaBLWMKa 1N B obnake onepartopa

* PelweHue onepaToOpPCKOro Knacca: reo-pe3epBMpoBaHne, ynpasaeHme TapudHbIMK NaaHaMU, MHTepdeNChbl B
CTOPOHY cucTeM BUANMHIA onepTopa, pasHble TUNbl nonb3oBaTtenei (ot admin go read-only)

* lNoapepiKKa permoHanbHbiXx napametpos RU864-870

* Mepeposoe o6opyaoBaHue w308 LoRa: ansaiiH Semtech v2, 16 KaHanoB., 1 UK 2 aHTEHHbI, BCTPOEHHbIN GPS
NPUEMHMUK, BO3MOXHOCTb 3/1eKTponuTaHmsa wnto3a no POE nnam DC, TemnepaTypHbin pexmum -40..70, npoBogHOM
nnn 6ecnposoaHoli (3G/LTE) TpaHCNopT ANA NOAKAOYEHMA LWH033

* CootBetctBue cneymndukaumm LoORaWAN 1.1: Unicast u Multicast, knaccoel yctpoiicts A,B,C, nepegaya
nHpopmaumm ob ypoBHe 3apaaa batapem KOHEYHOro YCTPOMCTBA, aKTMBaLUMA ycTponctea no ABP n OTA u 1.4,

* OnpeaeneHue MecTonoNoXKeHUA KOHeYHoro yctpoictesa 6e3 GPS/GLONAS

* be3onacHOCTb: WndppoBaHMe Bcero TpadpuKka mexkay Wnto3om LoRa 1 ceTeBbIM CepBEPOM N CUCTEMAMM
yrnpaB/eHuMA C UCNO/Ib3BOaHUEM LINPPOBAHMA ipsec

* YcnewHble KOMMepUYECKUe BHegpeHUA B KPYNHbIX onepaTtopax cBa3u u oneparopax loT ceten

* Cisco— yuacTtHuK LoRa Alliance ¢ Tunom “sponsor” (https://lora-alliance.org/member-directory) u apyma
npeacrasutenamu B Board of Directors aaHHoro anbsaHca (https://lora-alliance.org/board-officers)
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