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Microsoft’s vision: Cloud OS 

Development       Management       Identity       Virtualization       Data 



https://www.youtube.com/watch?v=L241wexn1QY  

https://www.youtube.com/watch?v=L241wexn1QY


Microsoft Azure Cloud Leader on IAAS in Gartner 



Microsoft Leader in PAAS 



Microsoft Azure Leader in Cloud Storage 



Microsoft Azure Leader in Disaster Recovery as a Service 



Microsoft Azure  
Active Directory 



Microsoft 
Enterprise Mobility 
Suite -EMS 





Microsoft SCCM – Client Management Tools – leader 
for 11 years 



Microsoft & Gartner 



Gartner client endpoint protection 
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System Center Endpoint Protection AV TEST 

https://www.av-

test.org/en/antivirus/business-

windows-client/windows-

10/december-2015/microsoft-system-

center-endpoint-protection-4.8-
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System Center Endpoint Protection AV TEST 
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https://www.virusbulletin.com/testing/results/recent/v

b100-antimalware/microsoft-ff  
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http://www.checkmarkcertified.com/enterprise/  
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Using System Center & Operations Management Suite for management at all 

three layers: physical, virtual and application 
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Windows Server 2016 Security 

Hyper-V (Fabric) Security 

 

Protecting virtual machines 

 Shielded VMs (Server 2012, 2016 guests) 

 Guarded fabric attesting to host health 

 Secure boot for Windows and Linux 

 

Hyper-V platform 

 Nano based Hyper-V host  

 Virtualization Based security – Device Guard 

 

Secure containers 

 Hyper-V containers 

 Containers hosted in a Shielded VM 

 

Infrastructure and application 

security 

Privileged Identity 

 Credential Guard 

 Just In Time administration 

 Just Enough administration 

 

Threat resistance 

 Control Flow Guard 

 Code Integrity (Device Guard) 

 Built in anti-malware 

 Nano Server reduces attack surface 

 

Threat detection 

 Enhanced threat detection 

 



https://gallery.technet.microsoft.com/shielded-vms-and-

guarded-98d2b045 

https://blogs.technet.microsoft.com/datacentersecurity/201

6/06/06/step-by-step-creating-shielded-vms-without-

vmm/ 







 
 

http://Aka.ms/LAPS

http://Aka.ms/CyberPAW

http://Aka.ms/LAPS

http://aka.ms/LAPS
http://aka.ms/CyberPAW
http://aka.ms/LAPS


http://aka.ms/HardenAD

http://aka.ms/ata

http://aka.ms/JEA

 
 

http://aka.ms/CyberPAW

http://aka.ms/PAM http://aka.ms/AzurePIM

9872521 

http://aka.ms/HardenAD
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http://aka.ms/CyberPAW
http://aka.ms/PAM
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http://aka.ms/privsec 
 

http://aka.ms/Passport http://aka.ms/ESAE

http://aka.ms/shieldedvms

http://aka.ms/Passport
http://aka.ms/ESAE
http://aka.ms/shieldedvms
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Microsoft and Interoperability 

“DHMC runs both Windows Server as guest operating systems under 

Hyper-V, as well as Linux. To date, DHMC has virtualized Web servers, 

sites on Microsoft Office SharePoint® Server, reporting servers, 

medical applications, domain controllers, file and print servers, Citrix 

servers, and more.” 

 

Dartmouth Hitchcock Medical Center Case Study 

Microsoft commitment to support Linux – 

Red Hat, CentOS, SUSE, Open Suse, Debian, 

Ubuntu, Oracle Linux and FreeBSD 10 on 

Hyper-V or Azure;  

 

System Center supports administering non-

Windows platforms: Linux: Red Hat, CentOS, 

SUSE, OpenSUSE, Debian, Ubuntu, Oracle 

Linux; Unix (IBM AIX, HP-UX, Oracle Solaris) 

and Mac OS X systems 

 

System Center Virtual  

Machine Manager  manages Hyper-V and 

VMware ESX servers 

 






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File Based Storage Block Storage SAN Alternative Hyper-Converged Cloud Fabric 



Storage Spaces Direct

Storage Spaces Replica

Storage QoS

FS 
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Hyper-converged Infrastructure 

https://blogs.msdn.microsoft.com/clustering/2015/05/27/testing-storage-

spaces-direct-using-windows-server-2016-virtual-machines/ 

https://www.starwindsoftware.com/blog/microsoft-storage-spaces-direct-4-

node-setup-2  
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https://technet.microsoft.com/en-us/windows-server-docs/storage/storage-

replica/storage-replica-overview#synchronous-replication 



 Segment network to meet 
security needs 

 ACLs on both directions 

 Can protect Internet and 
internal traffic 

 Enables DMZ subnets 

 Associated to subnets/VMs 
and now NICs 

 ACLs can be updated 
independent of VMs 

Virtual Network 

Backend Mid-tier Frontend 

VPN 
GW 

Internet 

On Premises 

ExpressRoute 
and VPNs 



Windows 
Server 

2008 R2 

Windows 
Server 
2012 

Windows 
Server 

2012 R2 

Windows 
Server 
2016 

RemoteFX vGPU 

• Hyper-V integration 

• DX 9 support 

RemoteFX vGPU 

• DX 11.0 

• VM connect with vGPU 

• GPU management 

RemoteFX vGPU 

• DX 11.1 support 

• Higher video memory 

• Up to 2560 x 1600 

resolution 

• Scale improvements 

RemoteFX vGPU 

• OpenGL 4.4 & OpenCL 1.1 

• 1GB dedicated VRAM 

• Up to 4k resolution 

• Server VM support 

• Improved performance 

DDA 

• Full API support* 

• Native GPU driver support 

• Maximum performance *Verify card support for this configuration with GPU vendor 





System Center 

E2E on-premise 
monitoring experience 

  

 

 End-to-end monitoring and 
diagnostics of 
infrastructure and 
workloads 
 

 Alerts, notifications and 
other controls 
 

 Strong native support, and 
incremental 3rd party 
 

 Integrates with other on-
premise systems 

Cloud-inspired & 
platform agnostic  

 Data analytics 
 

 Bottomless capacity and 
elastic scalability 
 

 No infrastructure to 
maintain 
 

 Innovations on-boarded 
at a faster rate 

 

Operations 
Management Suite 

(OMS) 

On-demand & hybrid 
monitoring experience  

 Hybrid extensions (across 
on-premise and cloud) 
 

 Transition between day-to-
day monitoring and 
analytics driven diagnostics 
 

 Better aligned to market 
requirements 
 

 Wider and deeper health 
insights 

System Center + 
Operations Management 
Suite (OMS) 



System Center 
Unified management for the Cloud OS 

Azure Pack 

Service model 

Orchestrator  

Service  

Manager 

Service  
admin 

Customers 

 

Microsoft 

 

Customer 

 

Service  

Provider 
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Why Microsoft for Management & Virtualization 

Low TCO/High ROI 

 Lower upfront investment costs 

 Lower deployment, management, 

  and maintenance costs 

 Extends current  
IT investments 

 

Datacenter to Desktop 

 Full range of products and 
solutions 

 Large partner ecosystem 

The Platform You Know 

 Single management platform 

 Use the skills, tools, and 
processes you already know 

End-to-End Management 

 Physical, virtual  machine and 
application management 

 Interoperate with existing 
Microsoft infrastructure 

 Easily manage a 
heterogeneous environment 



Benefits of System Center 

SCOM 
SCOM 

SCCM & 
Endpoint Protection 

DPM 

Service Manager 
Virtual Machine Manager & 

SCOM 

Orchestrator 



Infrastructure 

provisioning  

 

Enterprise-class 

multi-tenant 

infrastructure for  

hybrid 

environments  

System Center capabilities  

Backup 

 

End-to-end backup 

and recovery for 

private clouds, 

physical machines, 

clients, and server 

applications 

Automation 
 

 

Application-owner  

agility while IT  

retains control 

IT service 

management 

 

Flexible service 

delivery 

Infrastructure 

monitoring 

 

Comprehensive 

monitoring  

of physical, virtual, 

and cloud 

infrastructure 
 

System Center 2016 solution overview 



System Center for the datacenter 

{ 



Utilize a single tool for  
on-premises and  
cloud provisioning 

Infrastructure provisioning  

Effectively manage 
virtual environments  
at-scale 

Reduce infrastructure 
complexity 

Deliver efficient 
infrastructure services  
across customer base  

IT demands 
 

 

 

System Center delivers 
Enterprise-class  
virtualization management 
with robust Linux support 

Simplified provisioning 
& migration 

Multi-tenant  
cloud infrastructure 

Extend familiar 
management to 
Windows Azure  

Enterprise-
class multi-
tenant  
infrastructure  
for hybrid 
environments 



– 
Continuously available file-based server application 
storage with shared storages through enhanced 
Scale-Out File Server management 

– Unify management by 
adding Microsoft Azure subscriptions to VMM and 
perform basic actions on Azure instances. Deploy 
Storage Spaces Direct, both in hyper-converged 
and disaggregated topologies. Centrally manage 
Hyper-V hosts, host clusters, and SOFS with VMM. 
Single point to manage multiple hypervisor 
platforms, including support for VMware ESX hosts 
and vCenter servers  

Managing fabric resources and clusters – Centrally 
monitor end-to-end storage performance and 
create policies to meet quality of services.  

Gain control and visibility of 

core infrastructure 

Virtual Machine Manager 



Accelerated VM Deployment 
with System Center Virtual Machine Manager 

VM Templates with Virtual Machine Manager 

Allow a standardized, repeatable mechanism to 
rapidly deploy virtualized operating systems. 

Hardware – VMM uses hardware profiles, along 
with a sysprepped VHD/X file to streamline 
deployment.  VMM will create the sysprepped 
VHD/X for you. 

OS Configuration – Go beyond reguar template 
configuration with granularity around domain 
join, admin password, product key, but even the 
Windows Server Roles & Features. 

Application Configuration – Add application-
level configurations, such as MS Deploy Web 
Packages, Server App-V, SQL DAC or specific pre 
or post installation scripts to tailor 
deployment. 



Enables enterprise operations teams to virtualize applications simplifying datacenter and cloud management 

Ease of Use 
- Simplified Networking 
- Unified experience for cluster 

creation 
- Easier cluster upgrades with rolling 

upgrade 
- Improved Failover Cluster consistency 
- Improved diff disk features 

 

Security and Infrastructure 
- Shielded VM management 
- Guarded host management 
- Improved resiliency during 

intermittent faults for cluster 
availability 
 

Expanded Fabric Management 
- Enhanced SOFS management 
- Azure Site Recovery integration with 

Storage Replica and SAN replication  
- Storage QoS policy management 
- Manage Port ACLs 
- CDN support for guests 
- Deploy and manage SDN at scale 
- Nano Server management 

WHAT’S NEXT SC 2016 

 Template driven infrastructure 
 

 Simplified provisioning & migration 
 

 Multi-cloud management of Azure and AWS VMs  
 

 Hyper-V and VMware management 
 
 Virtual storage and network management 
 
 Partner extensible solution for capacity optimization 

and billing 

Virtual Machine 

Manager 



Azure Pack -For service providers and enterprises 
Enterprise class 

• Familiar technology 

• On-prem connect 

• Azure consistent 

• Virtualization 

• Management 

• Service bus 

Easy and cost effective Open and interoperable 

• Multi-tenant cloud 

• Web PaaS, and IaaS 

• Templated services 

• Standard hardware 

• Automation 

 

• VM portability 

• Web App Portability 

• OData Integration API 

• Node.js, PHP, ASP.NET 

• GitHub, BitBucket etc 

• Linux support 



Windows 
Azure 
Pack 

In your datacenter 
Customers 

IT Admin 



Rich dashboards – Monitors the key elements of 
the infrastructure: physical, virtual, hardware, 
software, and within applications and presents the 
key information through simple visual dashboards 

Centralized alerting – OpsMgr collects information 
about monitored services and raises an alert if 
there’s an issue 

Topology views – Visualize key systems and 
applications across physical and virtual 

Maintenance schedule – Schedule maintenance 
at a future time, schedule maintenance jobs, and 
view modes from a single screen 

Extend OM with OMS – Configure assessment, 
alert management, and capacity planning by 
connecting OM with OMS 

 

 

 

Comprehensive infrastructure 

& application monitoring 

Operations Manager 



Windows Server Monitoring 

Windows Server Management Pack 

Enables IT to detect, alert on, and 
automatically respond to critical events 
and performance indicators. 

Supports Windows Server 2003 through 
to Windows Server 2016 

Automatically adds new views for Health 
Monitoring, Operating System Events & 
Performance 

Within views, there are a number of state 
views, performance dashboards, and 
topologies, providing granular depth & 
insight across the OS, storage, memory and 
CPU. 



Active Directory Monitoring 
With System Center Operations Manager 

Active Directory Management Pack 

Provides proactive and reactive monitoring of 
your Active Directory deployment 

Monitors events that are placed in the Application, 
System, and Service event logs by various 
Active Directory components and subsystems 

Monitors the overall health of the Active Directory 
system, alerts you to critical performance issues 
and enables context-sensitive actions.  

Monitors Domain Controllers and health of clients 
using AD resources along with health of vital 
processes that your Active Directory deployment 
depends upon, including Replication, Trusts, LDAP, 
SYSVOL, Directory Services and more. 

Provides a number of inbox reports & rich views  
to showcase a variety of AD-related current & 
historical information. 
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Network Monitoring in Operations Manager 

• Out of the box discovery, monitoring, and 
reporting 

• Server to network dependency discovery 

• Multi-vendor support 

• Multi protocol support 

− SNMPv1/v2c/v3 

− IPv4 and IPv6 

• Deliver robust platform for partners to build on 
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Network Monitoring 

• Port/Interface  
− Up/Down (operational & admin status) 

− Volumes of inbound/outbound traffic 

− % Utilization 

− Drop & Broadcast rates 

• Processor 
− % Utilization 

• Memory 
− In depth memory counters (Cisco Only) 

− Free memory 

 

 



Network monitoring in Operations Manager 
Advantages of System Center 

Network Summary Dashboard – 
provides a view of important data 
for the nodes and interfaces of the 
network 

Nodes – A node can be any 
device connected to a network. 
Nodes can be switches, routers, 
firewalls, load balancers, or any 
other networked device 
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SCOM – Network Map Design 



Extensibility via partners 
Operations Manager management pack catalog representative partners 

http://pinpoint.microsoft.com/en-US/category.aspx?catid=1&fpf=700004  

http://pinpoint.microsoft.com/en-US/category.aspx?catid=1&fpf=700004
http://pinpoint.microsoft.com/en-US/category.aspx?catid=1&fpf=700004
http://pinpoint.microsoft.com/en-US/category.aspx?catid=1&fpf=700004


Extensibility via partners 



Extensibility via partners 
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Hardware monitoring (e.g. Cisco) 
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Storage Monitoring  
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Java EE monitoring-supported platforms 



Microsoft 
acquired 
BlueStripe –
integrated in 
Operations 
Management 
Suite  

http://mscorp.blob.core.windows.net/mscorpmedia/2015/06/Announce_June_10.png


 
Workload Monitoring 
- Azure MP 
- 0365 MP, SQL MP, Exchange MP  
- VMM  
Windows Server vNext 
- Nano Server, Windows storage, SMI-S 

support 

Infrastructure 
- Feature updates on UR Cadence 
- In-place upgrade  from 2012R2 
- LAMP Stack monitoring 
- Networking performance (L2-L3) 
- Discoverability : MP Catalog  
- Scheduled Maintenance Mode 
- Performance Updates 
- Enhanced Data Visualization 

Log Analytics 
- Custom log correlation 
- Search and reporting 
- Security & audit collection 
- Mobile Access 

OM Partner Program  
- Install Trial Software via OM Console 

WHAT’S NEXT SC 2016 

 Infrastructure and application 
 

 Custom log correlation & analytics 
 

 Heterogeneous operating systems 
 
 Flexible management packs 

 
 Alerting and notifications 

 
 Cloud monitoring including Azure,  

O365 and AWS 
 

 Ecosystem of Partners 
 

  Powerful monitoring solution for the worlds most complex environments 

Operations  

Manager 



Custom automation – Build, test, debug, deploy, 
and manage automation in your environment 

Integration – Integrates with System Center, other 
Microsoft products, and non-Microsoft products to 
enable interoperability across the datacenter 

Orchestration – Provides the tools for orchestration 
to combine software, hardware, and manual 
processes into a seamless system 

Extensible – Provides extensible integration to any 
system through the Orchestrator Integration Toolkit 

Simple – Quick to install and configure, and start 
realizing value 

Manageable framework – Author runbooks with 
PowerShell 5.0 scripts 

 

 

Workflow management 

solution for the datacenter 

Orchestrator 



Speed IT by automating the repetitive tasks and business processes across your environments 

 Automate On-Premises & Cloud 
 

 Workflow & DSC 
 

 Graphical & PowerShell authoring 
 

 Integrate across systems 
 

 Windows & Linux 

Hybrid Runbook Worker 
- Install on-premises or any cloud 
- No inbound open ports required 
- Highly available architecture 

 
PowerShell DSC 
- Pull service to support large scale 
- Supports on-premises or any cloud 
- Management / Reporting 
 
Linux Support 
- Native SSH module 
- Linux support for DSC 
 
Gallery 
- Native automation assets (Runbooks, 

PS Scripts, Assets, Modules, DSC) 
- Automation Packs (Grouping of 

Assets) 
 
Graphical Authoring 
- Author processes visually that span 

systems 
- Forms based authoring using databus 

 
Migration to cloud 
- SCO Integration Packs 
- Runbooks  

 
Role Based Access Control 

WHAT’S NEXT SC 2016 

Orchestrator 

Service 

Management 

Automation 



IT Service Management – Service Manager provides 
incident, problem, change, & release management.  
Service & request offerings, along with SLA 
Management, are also in the box 

ITaaS – Rich Self Service Portal based on SharePoint 
providing role-based access to the service catalog 

Integration – Connectors simplify and streamline 
integration between Service Manager and other 
System Center components 

Business intelligence – Powerful data warehouse for 
rich, integrated reporting 

Cloud Services Process Pack – Free download 
providing pre-built service requests, request 
offerings, and runbooks 

Online meetings – Connect, share, and schedule 
meetings online with Skype for Business and Lync 

IT Service Management with 

System Center integration 

Service Manager  



 
Performance improvements 
 
Usability improvements 
 
Workflow server scale-out 
 
Azure Stack IT Marketplace 
 
New Self Service Portal – after 
November 2015 System Center 
2012 R2 Update Rollup 
 

WHAT’S NEXT SC 2016 

 Enable Self Service 
 

 Incident and Problem Management 
 

 IT Marketplace 
 

 Business Approval 
 

 Integrate people, process and knowledge 
 

 Ecosystem of Partners 

Empower business users with flexible, secure and automated service delivery 

Service Manager 

Windows Azure 

Pack 



Workloads – DPM protects key workloads, at a 
granular application level, up to every 15 minutes 

Disk/Tape/Azure – DPM supports protecting short-
term to disk, long-term to tape, and Azure for 
cloud backup 

Centralized – With integration with OpsMgr, 
the central console enables management of 
all DPM servers from a single location 

Scalable – 800 VMs per DPM server, parallel 
backups, page-file exclusion, Live Migration 
support 

Mixed mode clusters – Protect data in mixed mode 
clusters during upgrade without interruptions 

Encrypted VMs – Backup Virtual TPM enabled VMs 
VHDs/VHDXs encrypted with BitLocker 

 

Centralized protection for key 

VMs and applications 

Data Protection Manager 

DPM 2012 R2 with Update Rollup 11 (25 August 2016) – backup for VMWare 

5.5 and 6.0!!! 

https://blogs.technet.microsoft.com/dpm/2016/08/26/four-

simple-steps-to-backup-vmware-vms-using-sc-dpm/  

https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/
https://blogs.technet.microsoft.com/dpm/2016/08/26/four-simple-steps-to-backup-vmware-vms-using-sc-dpm/


 
Azure IaaS, PaaS and workload backup 

 

Centralized management from Azure 

 

Recover data anywhere 

 

Azure Express Route support 

 

Shielded VM 

 

Storage spaces direct 

 

Nano Server 

 

Mixed mode cluster upgrade 

WHAT’S NEXT SC 2016 

Workload aware backup for hybrid clouds 

 Physical, Virtual, Hybrid, Cloud 
 

 Workload aware backup 
 

 Deduplication support 
 

 SCOM Centralized Reporting 
 

 Long term retention of data in Azure 
 

 Backup and Recovery for Azure 
 

 Backup Windows and Linux VMs 

Data Protection 

Manager 



Protect your data 

Simplified protection and recovery, 
built into Windows Server with 
Windows Server Backup 

Enhanced through integration 
with Microsoft Azure Backup 

Simplified protection: Back up full volumes, selected 
volumes, system state, specific files, and folders. 

Bare Metal Recovery: Fully recover a physical system. 

Policies: Support backup versioning and simple, 
effective retention policies. 

Virtual machines: Protect Hyper-V virtual machines 
whether they are running or not. 

Flexible storage: Protect key data to local, including 
USB, or remote file server storage. 

Simplified scheduling: Support automated backup 
once or multiple times per day. 

Azure Backup integration: Reliable offsite data 
protection, integrated into the Windows Server  
Backup user interface. 



Protect your data  

Scalable, centralized backup 
with Azure Backup Server or 

System Center Data 
Protection Manager 

 

Enhanced through integration 
with Microsoft Azure Backup 

Workload integration: Protect Windows Server and Windows Client 
along with Exchange, SQL Server, SharePoint, and Microsoft Dynamics 
across Hyper-V and VMware. 

Long-term retention: 9+ years with 4 week intervals. 

Flexible storage options: Protect to disk or cloud. 

Flexible deployment: Run Azure Backup Server or System Center 
Data Protection Manager virtualized and reduce storage consumption 
through deduplication support. 

Low-cost disaster recovery: Protect data on a primary site by using 
Data Protection Manager on a secondary site. 

Integration with Operations Management Suite or System Center 
Operations Manager: Centralize monitoring of backup infrastructure. 

Azure Backup integration: Provide reliable offsite data protection, 
integrated into the Data Protection Manager UI. 

Azure IaaS protection: Run Azure Backup Server and protect Azure 
IaaS virtual machines. 



Enable employees to work anywhere on the devices that they choose 

 Inventory and asset management 
 

 Compliance and settings management 
 

 Patch management 
 

 Flexible OS deployment 
 

 Client health and monitoring 
 

 Device management 
 

 Datacenter management improvements 
 

WHAT’S NEXT SC 2016 
Windows 10 support 
- OS deployment support 
- ConfigMgr 2012/R2 compatibility 
- App policy management  
- MDM enrollment with Azure AD 
- Access restriction based on device 

enrollment and policy 

 
Update/upgrade improvements 
- In-place upgrade - 2012 SP1 and 2012 R2 
- New “add-on” capabilities 

 
Infrastructure 
- Increased scale per primary site 
- Extend peer caching for WinPE 
- Content distribution improvements  
- Client deployment update status 

monitoring 

 
Manage Windows 10 devices via MDM 
with on-premises infrastructure  
- Updates via Intune 
- Customer data not stored in cloud 

Configuration 

Manager with 

Intune 



A single portal for all your 

management tasks. No infrastructure 

to maintain. 

It’s simple 

Onboard fast. No content to create. 

Connects to your on-premises 

datacenter. 

Time to value 

Add new servers, or connect to your 

existing management tools within 

minutes. 

Easy to integrate 

Manage workloads across Windows 

and Linux, hybrid and public clouds, 

Azure and AWS. 

Hybrid and open 

Complements your System Center 

investment to unleash new 

management scenarios. 

Extend System Center 



Gain visibility across your 

hybrid enterprise cloud 

Log analytics Automation 

Orchestrate complex and 

repetitive operations 

Availability 

Increase data protection 

and application availability 

Security 

Help secure your 

workloads, servers, and 

users 

Security and best practices 

assessments: AD, SQL , malware, 

change tracking, audit 
Assessments 
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Workloads – Azure Backup Server protects key 
workloads, at a granular application level, up to 
every 15 minutes. 

Disk/Cloud – Azure Backup Server supports 
protecting short-term to disk, and long-term to 
cloud. 

Centralized –integration with Operations 
Management Suite, the central console enables 
management of servers from a single location. 

Azure Integration – Azure Backup Server supports 
archiving data up to Windows Azure 

Low-Cost DR  

Scalable – multiple VMs per Azure Backup server, 
parallel backups, page-file exclusion, Live Migration 
support 

Centralized protection for key 

VMs and applications 





Azure Site Recovery 
One solution for multiple infrastructures 

Hyper-V to Hyper-V 
(on-premises) 

Hyper-V Hyper-V 

Replication 

Hyper-V to Microsoft Azure 

Hyper-V 

Microsoft 
Azure 

Replication 

VMware/Physical to 
VMware (on-premises) 

VMware/Physical VMware 

Replication 

VMware/Physical to 
Microsoft Azure 

VMware/Physical 
Microsoft 

Azure 

Replication 

Hyper-V to Hyper-V 
(on-premises) 

Hyper-V Hyper-V 

Replication 

SAN SAN 

Protect important applications by coordinating the replication and recovery of private clouds across sites. 

Protect your applications to your own second site, a HSP’s site, or even use Microsoft Azure as your disaster recovery site 



Microsoft Azure Site Recovery 
Orchestrated Recovery using Recovery Plans 

Orchestrated Steps for Recovery 

Recovery Plans help automate the orderly recovery in the 
event of a site outage at the primary datacenter. 

Recovery Plans consist of a series of groups that contain a 
list of protected virtual machines.  The order the VMs 
failover is determined by the group they are within.  VMs 
within a particular group failover in parallel 

Recovery plans typically model an application that needs to 
start up, or failover, in a particular order. 

Script Integration 

Scripts can be added, to run before or after a specific group 
in a recovery plan.  Scripts could also allow integration with 
SQL Server AlwaysOn failover between sites. 

Manual Actions 

Manual actions can also be added, to run before or after a 
selected group.  These require some form of physical 
interaction by a particular user before recovery plan 
continues. 



Microsoft Azure Site Recovery 
Executing Recovery Plans 

Test Failover 

Useful to verify that your recovery plan and virtual 
machine failover strategy are working as expected. 

Simulates your failover and recovery mechanism into 
an isolated network(s), that you define, or that can be 
created automatically. 

Unplanned Failover 

Run an unplanned failover when a primary site 
experiences an unexpected incident, such as a power 
outage. 

Planned Failover 

Perform a complete failover and recovery of virtual 
machines in your recovery plans in a proactive, 
planned manner. 

Non-replicated changes are applied to the replica 
virtual machine with no data loss before bringing the 
VM online in the secondary site. 



 

 



Business Continuity Solution on Windows Azure 

Use for Disaster Recovery 

Cloud Backup on Windows Azure 



Benefits of OMS 
  

 



System Center + OMS 

  VM capacity planning and management 

  Integrated disaster recovery for VM workloads 

  Cloud backup and long-term retention 

… & many more to come! 

 Better Together 

Monitoring 

Provisioning 

Protection 

  Web based alert management 

  Efficient server discovery and agent deployment  

  Centralized log repository 



 

 

Unlimited Windows Server containers 

Nano Server as deployment option 

Unlimited VMs 

Unlimited Hyper-V containers 

 Storage features including: 

• Storage Replica 

• Storage Spaces Direct 

 New Networking Stack 

Shielded VMs and Host 

Guardian Service 

2 VMs 

2  Hyper-V containers* 

Cloud inspired value across editions 

Introducing Windows Server 2016 licensing 



 Customers with processor licenses with Software Assurance (SA) can upgrade to Windows Server 2016 at no additional cost. At end of the SA term, 

processor licenses will be exchanged for core licenses and customers can renew their SA on core licenses.  

 

Windows Server Licensing 
 

Windows Server 2016 

Datacenter Edition 

Windows Server 2016 

Standard Edition 

VMs &  
Hyper V containers 

Unlimited 2 

Windows Server 
 containers 

Unlimited Unlimited 

Infrastructure 

Nano Server 
 install option 

  

8 cores min/proc 

Server: license all physical cores 

• 8 core min/proc  

• 16 core min / server(device) 

• 1 proc 2012 R2 price=8 core 2016 price 

• Incremental cores licensed in packs of two

Standard Edition 

• Each coverage of cores entitles 1 instances 

8 cores min/proc 

Software defined datacenter Base infrastructure services 



Classified as Microsoft General by ovidiup@microsoft.com 

Windows Server 2012 R2  
Licensing Model: Processor (Proc) +CAL 

Windows Server 2016 
Licensing Model: Core +CAL 

 
Server Licensing: The price of a 16 core licence for Windows Server 2016 will be the same as the price for the 
2 proc licence for Windows Server 2012 R2  
 
Specific services RDS or RMS needs specific additional CAL’s: RDS CAL or RMS CAL 
External Connector license for external users  - licensed per device 

 

Introducing Core-based Licensing 

License  

processors 

License each  

user/device 

License  

physical cores 
License each  

user/device 

No 

change 



  
Classified as Microsoft General by ovidiup@microsoft.com 

Windows Server 2016 Datacenter 

Purchase additional cores 
 in increments of 2 cores 



  
Classified as Microsoft General by ovidiup@microsoft.com 

Windows Server 2016 Standard Edition 

Need to cover all  
cores again for 
1 more instances 





Windows Server cross cloud portability 
Align to cores as common compute currency 

Portability 

Azure Benefit for Windows Server SA (Oct 2015 announced) 

• Bring Windows Server instance to Azure at compute only rates 

• Azure benefit extended to Windows SA customers  

• Up to 2 instances on up to 8 cores each or 1 instance on up to 16 
cores in Azure for each Windows Server Standard or Datacenter 2 
proc license with SA.  

Align to cores at Windows Server 2016 GA (Q3CY2016) 

• Common compute currency across all environments 

• Consistent hybrid approach as SQL 

 



 

                    
         Alignment to cores as the consistent cloud currency 

License physical cores License each user/device 

Server licensing  

16 core licenses will be same as 2-proc 2012 R2 price 
 

Customers granted a minimum of 16 core licenses per 2-proc 2012 R2 license with SA at renewal 
 

1:1 ratio of cores for Azure hybrid use rights benefit 

No 

change 



 

                 System Center 2016 Standard and Datacenter Editions 

 

Operations Manager 

Unlimited OSEs 2 OSEs 

Data Protection Manager 

Virtual Machine Manager 

Service Manager 

Orchestrator 

Endpoint Protection Manager  

Configuration Manager 

Hybrid cloud management 



*BizTalk Server and SharePoint Server can also be enrolled as part of the application platform component 

Core  

Infrastructure 

Suite (CIS) 

 Products 

CIS = 

(Windows Server + 

System Center) 

 

Requirements 

CIS coverage for all 

Windows Servers 

 

Application 

Platform 

 Products 

SQL Server, SharePoint 

Server & BizTalk Server* 

 

 

Requirements 

Full SA coverage 

Developer 

Platform 

 Products 

Visual Studio Enterprise 

 

 

Requirements 

Full SA coverage 

 

Windows 

Azure 

 Products 

All Windows Azure cloud 

services 

 

 

Available automatically 

Can also be licensed 

standalone 

+ Access to Windows Azure 

Server and Cloud Enrollment (SCE) 



Building your SCE 

Core  

Infrastructure 

 CIS Datacenter 

CIS Standard 

CIS Datacenter w/o Windows Server 

CIS Datacenter w/o System Center 

CIS Standard w/o Windows Server 

CIS Standard w/o System Center 

 

All licensed Windows Server 

deployments must be covered with 

one of the above SKUs. 

Application 

Platform 

 SQL Server CAL 

SQL Server Enterprise per core 

SQL Server Business Intelligence 

Server 

SQL Server Standard per core 

SQL Server Standard Server 

SQL Server Parallel Data Warehouse 

per core 

BizTalk Server Enterprise per core 

BizTalk Server Standard per core 

BizTalk Server Branch per core 

SharePoint Server 

Developer 

Platform 

 Visual Studio Enterprise 

Visual Studio Test Professional 

Visual Studio Team Foundation Server 

CAL 

MSDN Platforms 

Windows 

Azure 

 All Windows Azure cloud services 

Minimum order requirements 

 

Minimum order requirements 

 

Minimum order requirements 

 

Minimum order requirements 

50 processors via 25 licenses (each 

license covers up to 2 physical 

processors) or more of one or a 

combination of Core Infrastructure 

Server Suites Standard or Datacenter 

SQL Server: 50 SQL Server per core or 

5 SQL Server per server with 250 CALs 

SQL Server PDW: 32 cores 

BizTalk: 24 cores of any edition 

SharePoint Server: 5 servers 

20 licenses of Visual Studio Enterprise Or can be licensed standalone 



OMS add-on  

for SC-DC 

OMS add-on  

for SC-SE 

Operations Management Suite licensing 

Automation 

Backup 

Site Recovery 

Operational Insights 1 

+ 

10,000 min 

2 VMs 

2 VMs 

100 GB 

50,000 min 

10 VMs 

10 VMs 

500 GB 

+ 

Standard  

Edition 

Datacenter  

Edition 

OMS • OMS is purchased as standalone or as an add-on to 

System Center or the Core Infrastructure Suite (CIS) 

• OMS New licensing model fron July 2016 – per VM + 

right to use System Center 

• The two editions of the OMS suite add-on correspond to 

underlying System Center editions 

• System Center Standard Edition 

• System Center Datacenter Edition 

• Total number of add-ons that can be purchased is bound 

by the number of underlying System Center licenses 

• The amount of entitlement included in the Standard add-

on is enough to manage 2 VMs while the amount of 

entitlement included in the Datacenter add-on is enough 

to manage 10 VMs 

 

Customers without System Center have to consume each 

service through separate pay-as-you-go meters and don’t get 

suite discount 

Core Infrastructure 

Suite 

or 

System Center  

1 OMS suite includes the premium tier of Operational Insights (12 month 

retention) 

 



OMS add-on for System Center 

OMS SC Standard  

add-on (2 VM pack) 

Standalone 

Service Price 

Operational Insights  $3.5 per GB 

Process Automation $0.002 per minute 

Desired State Configuration $6 per VM 

Backup $10 per VM 

Site Recovery to customer sites $16 per VM 

Site Recovery to Azure $54 per VM 

OMS SC Datacenter  

add-on (10 VM pack) 

Process Automation 

Backup 

Site Recovery (E2E) 

Operational Insights 

10,000 min 

2 VMs 

2 VMs 

100 GB 

50,000 min 

10 VMs 

10 VMs 

500 GB 

$717 per year $3,585 per year 

Purchased as an annual commitment available to System 

Center customers 

Can be purchased through direct, pay-as-you-go or  by 

consuming Azure monetary commitment 

* Monthly prices 

$430 per year $2,150 per year 

All prices are Open NL 

Desired State Configuration 2 VMs 10 VMs 




