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https://www.gartner.com/en/information-technology/glossary/aiops-artificial-intelligence-operations

= Cisco Al Assistant Z | & X = Cisco Al Assistant 2| .

How do I schedule a recurring backup?

L?
To schedule a recurring backup, follow the steps below:

1.In the Frequency field, select daily, weekly, or monthly
backup.

2. Select the time of day, in 24-hour time, you want the
backup to occur. Note that you schedule the time in
Coordinated Universal Time (UTC).

» For weekly backups: Check the days of the week on
which you want the backup to occur.

.

For monthly backups: Click in the Days of Month field
and add whichever days of the month you want to the
schedule the backup. Note: If you enter day 31 but a
month doesn't have 31 days in it, the backup will not
take place.

Create a single rule
Allow <User> and <User Group> access to

i
Al e 3. Give the scheduled backup time a name and a

description.
4. Click Save.

Create multiple rules
Allow <User Group> and Block <User> access

to <Content Category>
| ) Sources

Please note that changing the default recurring backup
schedule does not change any existing scheduled backups
or recurring backup schedules.

1. Configure a Default Recurring Backup Schedule

O © g

Secure Access T27AT7)4—I)L

LX) T DE=HD IR

Cisco Al Assistant 2| & X

€@ Inhe Close Incident action is in progress. You
can check on the status of this action by
viewing it in Workflow.

G © g

(9 Al Assistant

° The Close Incident action started by
sam@explorcorp.com was completed
successfully and the incident status changed
to Closed. This action has been added to the
Worklog.

O R I

Recommended Actions

@=—=E 2 ©

Identification  Containment Eradicate Recovery

Based on the current incident state, the following
actions are recommended.

)|

XDR

A7 R .

= Cisco Al Assistant Z |

Prove the Distributed Exploit Shield is working

L?
This Distributed Exploit Shield will block httpd

from executing a script in /tmp, thereby
precluding remote code execution.

We've tested this in the shadow dataplane and
no deviations within the thresholds were found.

View test results

4O B3 C

[ Are there public exploits available for the CVE? ]

View More

[ Ask a question

Hypershield



Security Cloud Control: Common Management

® o o
Historically Today Security
Cloud Control

20+ Product Consoles
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Security
Cloud
Control

AlD;EH

V=L, KUY — REDRE
ERPIREI DR
IL77Vh - JO-DELSBE
® DR

INATUw R Xy 1 TSASE
FRGEEBE DR

Dashboard

I

al

Top Insights & Alerts All Insights

~7 Elephant flow spike observed : . 1% Decrypted traffic towards
internet

Data sources: FTD

Data sources: = FTD

Traffic has risen steadily over three weeks with some large
flows consuming excessive bandwidth, necessitating Failure to decrypt a significant portion of traffic poses a severe
intervention to avoid performance issues. security risk, potentially concealing malicious activities, leaving
your network vulnerable to cyber threats.

Last 24h Details > 2 Days Ago Details >
Top Actions Top Information
Policy Optimizer Last 90 days Workload Protection Status
Data sources: FTD Data sources: Hypershield
18263 Rules with anomalies 5723 Shadowed 400 20k 320k 60k
Total Assets Vulnerable © Protected @ Improvements Recon

I 18263 Rules with anomalies

30 524 AR 1 Vulnerability ‘ 15 Recommendations % 12 Recent protectior
Total Rules 79 Expired rules
Bl 11667 Healthy rules
Details >
Risk & Vulnerabilities = VM Integration Last 90 days Top Risky Destinations Allowed
Data sources: FTD
. . Data sources: FTD
14 High and Medium o
vulnerabilities not covered App Name Business Relevance - Catego
AceProject Very High email
89 1 0 4 75 AD DSROL Very High CMR
Total High Risk €3 Medium Risk /M Low Risk @
Contently Very High busines

Mitigate >
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Cisco Secure Firewall 1200C Y —X

1220 CX -g,-,;g-
16 £ 71 106 SFP+ X 2 - . . n
6 Gbps
O MmO v
1210 CP
UPoE+ X 4
3 Gbps
Cisco
any
1210 CE ~ HE
3 Gbps
alaln _ . _ , . ) _
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential Cisco Security | 29

cisco



Cisco Secure Firewall 1200C &~ —X

2x SFP+
Desktop form factor; optional rack mounting kit on CSF1220CX model Y-E

Quiet blower for active cooling Type A
External brick-style AC power adapter

12VDC === 5.5A

Management
Ethernet

8x 1000BASE-T 4 ports with UPoE+ RJ-45 & USB-C
Ethernet on CSF1210CP model console
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Cisco Al Assistant for Security

it cdFMC @  Q search ® 0 | Q Aexander

Business Corp, Inc

4 Return to Access Control Policy

AGP - Prodiction -

Packets + @ Prefilter Rules # @ Decryption + @ Security Intelligence # @ Identity + @ AccessControl + @ More Targeted: 3 device

Source Destination
() Name Action

Networks Ports Dynamic Attributes Zones  Networks Ports i O’ Ask Cisco Al

Mandatory
There are no rules in this section Add Rule or Add Category o Show me access policies related to the user group Imn-vendor
Default (1-9)

(O 1External Block @ B Any any-ipv4 ~1more TCP_47001

=]
Cisco Assistant 8:12 AM
O 2internal Alow @ B B Any any @ ~1more TCP_8302 i
B

Absolutely! There are 3 Access Control Policies related to user
Any any-ipv4 @ ~1more Any group imn-vendor. There are 10 Access Control Rules across these
3 policies.

) 3 Block Malwares Block @ By

(O 4 Block Torrent Block @ Ey B Any Germany @ ~8more Bit-torrent

4 rules are about Sensitive Data [
Default Action: [ Intrusion Prevention: Balanced Security and Con.

4 rules are about Internet Access [l [

2 rules are about Internal Application Access

Assist

Augment

Video: cdFMC/ FMC 7.6 LI THR—Fk


https://www.cisco.com/site/au/en/solutions/artificial-intelligence/ai-assistant/index.html
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20154 LLHI 20174 20194k 20214 20234 20254 ~

v

20254 H#E4E1E 2

g _» [FIDT4IT6
FTD7.2

- FTD62  FTD66

v" Clientless VPN
v' SD-WAN
4 iﬁ%ﬂf@ 40% _I%_ig‘“: v Auto Upgrade
v EANGFWHLEED # v YZRT7tis v SIW REMRIE v O— )L\ oR v' Auto Deploy
v AnyConnect H&E %R v FXOS &Ik v' Upgrade 5i®1t v/ TLS 1.3 Decryption v Al R—Z ZEE
(FPR2100LL[%) v Ul &&R1E v AnyConnect 7 /LRt
v VPN B&(t
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v

' . saasssammas, o]
Firepower 1010
880 Mbps Secure Firewall 1200C
3—~6 Gbps

Firepower 1100
2.3 Gbps - 4.9 Gbps

2.6 Gbps - 10.4 Gbps 17 Gbps - 45 Gbps NEW

65 Gbps - 140 Gbps

15.5- 53 Gbps

ASA5500-X
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Cisco Secure Firewall (FTD) Q& [H#HE 5 )L
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W7 & S FHLRE 4:=

*ﬁ @ Process: firefox browser

Threat : Very Low

55 Al 71k Soore 0%

\\\\

T v

HTTPS®QUICZES B 2T OB BuEM

Process: malware-glupteba

LR LEEEE ST SRR - Process: maluare
- TLS Fingerprint 4> ML 7 E# & & H B - Friflr Score :91%
Action : Encrypted Visibility Block

FTD 7.2LAET7 7). 7.4LLBE C& BUOERT % i
- FEFDE S LT (TLS Decryption) EEEA

HEES{EE{E QUIC % HTTP/3IZH %t it
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SnortI\/IL

AC

- G

v Event Information

Message (snort_ml) potential threat found in HTTP parameters via Neural Network Basec

O TS RWEATARET OV S ———

- Cisco Talos AV 10F LI E BF - FIRAOMLE T Z/ER oty low
- R%10 SQL / Code / Command Injection 7 0v% I e Sy (e

BRAITLUVHEAFBELBIEEND e

X FRICELT . EATARENCRE

Device 10.7.117.156
Ingress Interface  10.20.0.1
Egress Interface  10.30.0.1
Source IP  10.20.34.251
‘/ -~ Source Port / ICMP Type 5793 [ tcp
b\ *\1’,‘- Destination IP  10.30.10.157 .
FTD 7. 6 = i " Destination Port / ICMP Code 80 (http) / tcp SnortMLCAIEO—R{&40
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1 ACLOEEORFERAIL—ILFEREEDL
Bl2: B EREETREATH A, /INSAHEER
Bl3: FJBEXDT VT T—hAEEHAF

fl4: FSTILIRR DY 52+ 1E

fl5: xfEEX TDERTE

v FTD 7.6 o3t

Policy Analysis and Optirzecon

Anomalies found from the initial scan: Out of 1234 rules, there are 323 duplicate rules found. These
include 153 fully shadowed rules and 170 fully redundant rules.

@ Fully Shadowed Rules (153) Total rules 1234
@ Fully Redundant Rules (170)

View Details 7

We recommend you take one of the following actions on the duplicate rules:

( Disable all J [ Delete all ]

@ You
Firewall 7 v /L — RERAT IS N

(9 Al Assistant
Cisco Secure Firewall® 7 w 745 L— F I FOFIEASETT

AFwF1: Cisco Secure Firewal Management Center (FMC) IZ0O% > L. Devices > Device Management/Zf53) L. T. HA pair@®F t
v oMy A%y 2 LET. Select Action® 7 J v ¥ L. Firepower Software® 7w 29 L — F&ERL &9,

ATFTWF2 . FouwZFiL—KIl W= s wiBRE 2560, Salact avarsion® 7 1w 47| F45.

® You _

Webex TeamsD7 7V 75— a v Oi@fEZ 7Oy 7 LTLEE LW, Zoneld Guest h'S Public TERAWL &Y, OJFERLTLLEEWN

(9 Al Assistant

o 2 3

Rule Name Section Policy Name

Please provide Rule Name
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Edge ACP; OF7ERAY hO—IRUI—DREE, RTHALTLEZL, ZOBIIC, ULTOAESATLIEEWL, P7EAUVZANDRTE
IBEETHUBEZ TSI,
- Name
- Action
- Source Zones and Networks and Ports
- Destination Zones and Networks and Ports

(9 Al Assistant

Here are the details of the access control policies for Edge ACP. The policies are listed in the order they are set. Each policy has a name
and an action associated with it. The policies also specify the source and destination networks, ports, and zones.

Showing 25 of 79 entries.

2 Hide details

N
. X L Source Destination Source Destination
Policy Name Action Source Networks Destination Networks
Ports Ports Zones Zones
Research tcp_32400
1 ALLOW None research-server None None Users
Access (TCP)
DNS_over_TCP
(TCP),
Guest,
DNS_over_UDP 5
2 DNG Access ALLOW None access None Public, Server
(UDP), HTTPS
Users
(TCP), HTTP
(TCP)
. tcp_10005 .
3 LOH Logs ALLOW publicserver.com logs None (TcP) Public Server

Ask the Al Assistant a question

View User Guide to learn more.
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_ 00:00:22 G40): 6 Days 23 Hours) Remote Access VPN

2. Clientless

FYRETREGEEHT

—OPDEANGFRIENTUE 53—k dD

Posture (1&%%)

F FA3E#E No.1l AnyConnect VPN |
-EDRRAATIUIVPNIApp T AR 14+
- FTD & ASAT, #REREL
-EEEDa—ILEFEMT
Posture, 7>F<JLx7 . DNS Security. NetFlow

Umbrella:
Umbrellal3 P97+ HEETH,

FTD 7.4 D™vo 95472 LR ZTNA Xt it
- Zero Trust Network Access. IPS®OT LY T 7B EGEETA
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https://www.youtube.com/watch
?v=i0cgn2PT-k4

https://voutu.be/wUxp7i3Tuh8?
Si=a627rOsyXwVS7Lc7

FPR 1000/2100/3100/4200 THA>TF > A1) —RF| B

v FTD R5FXIN 558 4R Ty J CHEE
1. BRJAA—
2. FTD &% JARLT
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Advanced Malware

Risk Report

Friday, April 14, 2023

‘ciseo II. Assessment Results
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® ¥ Cisco Secure Firewall 1200C & 31003 ") — X |31 X J\&x58

® KB Firewall TlE, f£FELFa1VU T4 ZFHENAEL
o A VH—Xv NBEOHIBEINEEILEETHD. IPSPT7YFRILY 2 7IREHNHNEH
® 1B (TLS Decryption) (B BEANLENLY X710 EL< . RRAI’EE

® Cisco Secure Firewall (FTD) (ZE D ;X1H4{X Firewall

o ESmHtTvIv - - cZFERY I BESLEINEX"T ITEBE] OERER - EK
® SnortML - - -+ - - - - A/MLZEER U, B4ELT s YO/ BRI YV
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‘cleen Firewall Migration Tool (I

Extract Cisco ASA (8.4+) Information

ASAXttFirewall SR E 7 7A4 /L%
FIAL. FMC/FTDIZf§ & ZEEE

BATAIRE R
1. ACL. NAT. Object/Object Group
2. Interface %> VLAN, Channel
3. Static / Dynamic Routing

4. Y4+ VPN. Remote Access VPN BREIFAINETYIO—F .,
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Superior Performance

Firepower Threat Defense 7.0 Performance Improvements with Snort3

¢\/f7 s mI_::ll‘iﬁlé zZtg Model NGFW Throughput VPN Throughput

Firepower 1000 Series Up to 40% Up to 80%

BN X O Firepower 2000 Series Up to 20% Up to 25%
F )} 7

Firepower 4000 Series Up to 30% Up to 50%

Firepower 9000 Series Up to 60% Up to 40%

Up to 10% for VMW/KVM & up to 100% o
S nort 3 *” ﬁﬁ H# Firepower Virtual RokiA e Up to 40%

Snort 2 vs. Snort 3
;k-lﬁ"_ENGFWI?/:),\/ Snort 3 IN—232 7.0 &Y Snort3 T UEHR—F
-FTD 7.x 0)7_'\\77."}14‘ TLFALY EF—FF5F %
- AIRMEREXS AR F|ESHEERE ;ﬁgm.«,nom;ﬂ-uﬁxz;4§n

R—rEEMLBILEZTO FaLDA RS 3y

IPS TOTF 2 ES L—RINAIN—AFX ¥ o EHFHR—
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AF—=STIEAEYEIYLET
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Auto Upgrade #8E (FTD 7.4-)

System Overview

Management Center: 7.4.1-172
Already running lates
Last upgrade performed: 7.2.5-208 — 7.4.1-172

Available Upgrade Packages
These are the downloadable upgrades tha '7 > 7 I J “j 7 't“:
configured. 7 S, 7° 7“ L— IQ‘

v 7.4.1-172

Cisco Secure Firewall Management Center

Firepower 1000 series with FTD
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